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FRroAY,  MARCH  18,  1994 

U.S.  Senate,  Subcommittee  on  Technology  and  the 
Law,  Committee  on  the  Judiciary,  Jointly  With 
House  of  Representatives,  Subcommittee  on  Civil 
AND  Constitutional  Rights,  Committee  on  the  Ju- 
diciary, 

Washington,  DC. 

The  subcommittees  met,  pursuant  to  notice,  at  10:35  a.m.,  in 
room  SD-226,  Dirksen  Senate  Office  Building,  Hon.  Patrick  J. 
Leahy  and  Hon.  Don  Edwards  presiding. 

Also  present:  Senators  Specter,  and  Cohen  (ex  officio),  and  Rep- 
resentatives Edwards,  Hyde,  and  Canady. 

OPENING  STATEMENT  OF  HON.  PATRICK  J.  LEAHY,  A  U.S. 
SENATOR  FROM  THE  STATE  OF  VERMONT 

Senator  Leahy.  We  can  begin.  I  am  going  to  make  a  brief  open- 
ing statement  and  then  yield  to  Chairman  Edwards  and  then  the 
ranking  Republican  on  this  side  and  then  my  good  friend,  Henry 
Hyde,  from  Illinois. 

I  should  state  before  I  start,  however,  that  it  is  a  matter  of  great 
pride  to  me  to  be  here  with  Don  Edwards,  a  man  I  am  going  to 
miss,  somebody  I  have  known  in  all  my  years  in  the  Senate.  He 
was  already  a  senior  member  of  the  Congress  when  I  came  here 
and  one  person  I  have  worked  with  very  closely  on  so  many  issues, 
far  more  than  I  could  recount  here,  in  the  20  years  I  have  been 
here.  Mr.  Chairman,  I  am  proud  that  you  could  join  us  here,  and 
I  am  going  to  miss  you  when  you  leave  at  the  end  of  this  year. 

Representative  Edwards.  Thank  you,  Pat. 

Senator  Leahy.  The  fourth  amendment  strikes  a  delicate  balance 
that  we  have  always  maintained  to  protect  our  personal  privacy  to 
the  greatest  extent  possible.  At  the  same  time,  it  provides  for  law 
enforcement  needs.  This  balance  is  what  we.  Judge  Freeh  and  oth- 
ers, are  here  to  examine  today. 

Law  enforcement,  as  we  all  know,  is  our  way  to  help  secure  our 
personal  safety.  I  do  not  think  there  are  any  times  that  I  can  re- 
member when  the  American  people's  concern  about  crime  and  our 
vulnerability  to  crime  has  been  greater  than  it  is  today.  We  have 
seen  the  terrorist  bombing  of  the  World  Trade  Center,  something 
that  paralyzed  not  only  a  great  city  but,  in  many  ways,  much  of 
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the  rest  of  the  Nation  as  that  situation  was  sorted  out.  We  have 
seen  the  exposure  of  a  foreign  spy  within  the  upper  echelon  of  our 
intelligence  agency.  We  have  heard  the  reports  of  violent  crime  in 
virtually  every  part  of  our  country,  whether  it  is  an  urban  or  rural 
areas. 

Now,  I  would  note  for  those  who  are  here,  these  hearings  are 
being  chaired  by  a  former  State  prosecutor  and  a  former  FBI  agent. 
I  must  say  that  FBI  agent  has  served  not  only  this  country  but  the 
people  of  San  Jose  and  the  Bay  area  very,  very  well,  and  he  will 
be  missed. 

What  we  have  to  do  is  to  understand  where  we  have  come  from 
those  days  back  in  1928  when  Justice  Brandeis  said: 

Ways  may  some  day  be  developed  by  which  the  Government,  without  removing 
papers  from  secret  drawers,  can  reproduce  them  in  coiirt,  and  by  which  it  will  be 
enabled  to  expose  to  a  jury  the  most  intimate  occurrences  of  the  home  *  *  *.  Can 
it  be  that  the  Constitution  affords  no  protection  against  such  invasions  of  individual 
seciuity? 

We  have  worked  in  the  Congress  and  in  our  Federal  law  enforce- 
ment to  strike  the  appropriate  balance  to  protect  our  individual 
privacy  and  expectation  of  privacy.  Ten  years  ago,  in  1984,  I  asked 
the  then  Attorney  General  whether  interceptions  of  electronic  mail 
and  computer-to-computer  communications  were  covered  by  the 
Federal  wiretap  law.  The  Justice  Department's  answer  10  years 
ago  highlighted  developing  communications  technology  but  could 
not  provide  a  definitive  answer.  So  together  with  House  and  Senate 
colleagues  and  Federal  and  State  law  enforcement,  the  communica- 
tions industry  and  privacy  advocates,  we  worked  for  the  next  cou- 
ple of  years,  through  hearings  and  legislation  proposals,  to  produce 
the  last  major  revision  of  our  Nation's  wiretap  laws,  the  Electronic 
Communications  Privacy  Act  of  1986 — something  I  was  very  proud 
to  work  on. 

Now,  current  law  requires  telephone  companies  and  other  provid- 
ers of  electronic  and  wire  services  to  give  all  assistance  necessary 
so  that  law  enforcement  agents  can  implement  lawful  wiretap  or- 
ders. I  think  the  question  we  are  going  to  have,  the  basic  question 
that  will  be  asked  a  dozen  different  ways,  is  why  the  authority  that 
we  enacted  in  1986  is  no  longer  sufficient.  We  need  to  reassure  the 
public  how  they  will  be  affected.  We  have  to  clarify  for  tele- 
communications service  providers  what  duties  they  are  going  to  be 
assigned.  Finally,  we  need  to  consider  the  ultimate  costs  of  the 
changes  being  proposed,  but  we  also  have  to  consider  the  costs  that 
might  be  there  if  we  do  nothing. 

Some  suggest  that  the  costs  if  we  go  forward  will  include  expend- 
itures of  hundreds  of  millions,  if  not  billions  of  dollars.  But  I  think 
more  important  is  the  issue  of  whether  we  are  making  merely  a 
course  correction  or  embarking  on  a  fundamental  change  that  will 
affect  how  we  do  business,  how  innovative  technology  develops,  and 
how  much  personal  privacy  we  are  able  to  maintain  in  a  digital, 
high-tech  world. 

I  hope  that  we  can  serve  legitimate  law  enforcement  needs  with- 
out jeopardizing  privacy  rights  or  frustrating  innovation  and  the 
development  of  new  technologies  or  undercutting  the  competitive- 
ness of  America's  high-tech  industries.  We  have  maintained  a  deli- 
cate balance  for  200  years,  but  what  we  are  going  to  do  here  will 


actually  set  much  of  what  we  may  do  as  we  go  into  the  next  cen- 
tury. 
[The  prepared  statement  of  Senator  Leahy  follows:] 

Prepared  Statement  of  Senator  Patrick  J.  Leahy 

The  Fourth  Amendment  to  our  Constitution  provides:  'The  right  of  the  people  to 
be  seciire  in  their  persons,  houses,  papers,  and  effects,  against  unreasonable 
searches  and  seizures,  shall  not  be  violated,  and  no  Warrants  shall  issue,  but  upon 
probable  cause,  supported  by  Oath  or  affirmation,  and  particularly  describing  the 
place  to  be  searched,  and  the  persons  or  things  to  be  seized." 

Within  these  words  and  evident  in  the  very  structure  of  the  Fourth  Amendment 
is  the  delicate  balance  we  have  always  maintained  to  protect  our  personal  privacy 
to  the  greatest  extent  possible  while  providing  for  legitimate  law  eniorcement  needs. 
This  is  the  delicate  balance  that  we  are  here  to  examine,  again,  today. 

Law  enforcement  is,  at  its  core,  our  way  to  help  secure  our  personal  safety.  Never 
have  the  American  people's  concern  about  crime  and  our  feeling  of  vulnerability  to 
crime  been  greater  than  it  is  today.  We  have  recently  experienced  the  terrorist 
bombing  of  the  World  Trade  Center,  the  exposxire  of  a  foreign  spy  within  the  upper 
echelon  of  our  intelligence  agency,  and  the  incessant  reports  of  violent  crime  in  vir- 
tually every  town,  city  and  rural  area  in  every  state  in  the  country. 

I  observe  that  these  Joint  Hearings  of  the  House  and  Senate  are  being  jointly 
chaired  by  a  former  state's  prosecutor  and  a  former  FBI  agent.  I  am  deUghted  to 
share  the  responsibility  for  chairing  these  hearings  with  the  distinguished  and  long- 
standing Chairman  of  the  Subcommittee  on  CivS  and  Constitutional  Rights  of  the 
House  Judiciary  Committee.  Don  Edwards  has  announced  that  after  serving  32 
years  he  will  not  be  seeking  re-election.  His  judgment,  legislative  skills  and  commit- 
ment to  serving  not  onlv  the  people  of  San  Jose  and  the  Bay  Area  in  California  but 
the  interests  of  all  people  and  the  Nation,  will  be  sorely  missed. 

When  the  issue  of  wu-etapping  first  came  before  the  United  States  Supreme  Court 
in  1928,  Justice  Brandeis  cautioned: 

Ways  may  some  day  be  developed  by  which  the  Government,  without  re- 
moving papers  from  secret  drawers,  can  reproduce  them  in  court,  and  by 
which  it  will  be  enabled  to  expose  to  a  jury  the  most  intimate  occurrences 
of  the  home  *  ♦  *.  Can  it  be  that  the  Constitution  affords  no  protection 
against  such  invasions  of  individual  security? 

The  answer  to  his  question  is,  of  course,  that  the  Constitution  is  our  protection 
from  unreasonable  searches  and  seizures,  but  the  technological  capabilities  Brandeis 
foresaw  are  fast  upon  us. 

In  1968  Congress  first  considered  and  passed  comprehensive  wiretap  legislation 
and  drew  the  delicate  balance  between  personal  privacy  and  law  enforcement  needs. 

Ten  years  ago,  in  1984  I  asked  the  tnen  Attorney  General  whether  interceptions 
of  electronic  mail  and  computer-to-computer  communications  were  covered  by  the 
Federal  wiretap  law.  The  Justice  Department's  answer  highlighted  developing  com- 
munications technology  but  could  not  provide  a  definitive  answer.  Together  with 
House  and  Senate  coUeagues,  Federal  and  State  law  enforcement,  the  communica- 
tions industry  and  privacy  advocates  we  worked  for  the  next  two  years,  through 
hearings  and  legislative  proposals,  to  produce  the  last  major  revision  of  our  Nation's 
wiretap  laws,  the  Electronic  Communications  Privacy  Act  of  1986.  At  the  time,  we 
amended  the  law  to  take  into  account  developments  in  communications  and  com- 
puter technology  and  the  structure  of  the  telecommunications  industry. 

In  late  February  of  this  year.  Director  Freeh  came  to  me  and  other  members  of 
Congress  to  consvut  about  a  proposal  to  revise  our  wiretaps  laws  anew  in  the  face 
of  the  increasing  pace  of  advances  in  telecommunications  technology  and  impedi- 
ments to  execution  of  court-ordered  wiretaps.  I  have  great  respect  for  Director  Freeh 
and  take  very  seriously  his  request  that  we  examine  these  important  issues,  as  this 
prompt  joint  hearing  demonstrates.  I  look  forward  to  hearing  from  Director  Freeh 
and  working  with  him  and  other  representatives  of  law  enforcement. 

Cvirrent  law  rec^uires  telephone  companies  and  other  providers  of  electronic  and 
wire  services  to  give  adl  assistance  necessary  so  that  law  enforcement  agents  can 
implement  lawful  wiretap  orders.  We  need  to  know  why  and  how  that  authority  is 
no  longer  sufficient.  We  need  to  reassure  the  public  how  they  will  be  affected  and 
clarify  for  telecommunications  service  providers  what  duties  they  will  be  assigned 
Finally,  we  will  need  to  consider  the  ultimate  costs  of  the  changes  being  proposed 
and  the  risks  of  inaction.  Some  suggest  float  those  costs  will  include  expenditirres 
of  hundreds  of  millions  if  not  billions  of  dollars  But  more  important  is  wnether  we 


are  making  merely  a  course  correction  or  embarking  on  a  fundamental  change  that 
will  affect  now  we  do  business,  how  innovative  technology  develops  and  how  much 
personal  privacy  we  are  able  to  maintain  in  a  digital,  high-technology  world. 

My  hope  is  that  we  can  serve  legitimate  law  enforcement  needs  without  jeopardiz- 
ing privacy  rights  or  frustrating  innovation  and  the  development  of  new  tech- 
nologies or  undercutting  the  competitiveness  of  America's  high-tech  industries. 
Americans'  basic  values  demand  that  we  maintain  the  delicate  balance  that  has 
served  us  so  well  for  over  200  yesirs. 

Senator  Leahy.  Chairman  Edwards? 

STATEMENT  OF  HON.  DON  EDWARDS,  A  REPRESENTATIVE  IN 
CONGRESS  FROM  THE  STATE  OF  CALIFORNIA 

Representative  Edwards.  Thank  you  very  much,  Mr.  Chairman, 
and  thank  you  very  much  for  your  gracious  introduction  and  wel- 
come. And  also  thanks  for  letting  Mr.  Hyde  and  me  have  a  visa  to 
come  into  this  grand  place. 

Mr.  Chairman,  I  think  you  expressed  very  well  our  concerns 
about  the  bill  and  certainly  our  intention  of  being  responsible  in  re- 
solving the  problem,  taking  into  consideration  the  very  important 
points  that  you  outlined. 

When  I  was  an  FBI  agent — ^it  was  before  some  of  you  were 
bom — Mr.  Hoover  was  the  boss,  and  it  was  illegal  for  us  to  tap 
telephones.  I  seem  to  remember  we  did  it  anyway,  but  I  do  not 

[Laughter.] 

Senator  Leahy.  I  always  wondered  about  that. 

Representative  Edwards.  But  I  will  not  admit  it. 

Then  in  1968,  for  the  first  time,  we  made  wiretapping  legal  with 
the  certain  safeguards.  It  has  been  legal  ever  since.  We  are  anxious 
to  help  in  the  important  work  that  the  FBI  does.  This  is  an  unsafe 
world,  and  the  work  that  the  FBI  does  is  so  important  and  espe- 
cially under  our  new  Director,  whom  we  are  delighted  to  have  with 
us  today. 

Thank  you  again. 

Senator  Leahy.  Thank  you. 

Mr.  Hyde? 

STATEMENT  OF  HON.  HENRY  J.  HYDE,  A  REPRESENTATIVE  IN 
CONGRESS  FROM  THE  STATE  OF  ILLINOIS 

Representative  Hyde.  Well,  very  briefly,  Mr.  Chairman,  it  is  an 
honor  to  share  a  podium  with  Senator  Leahy  and  Don  Edwards. 
Don  will  be  missed.  Don  is  a  living  example  of  why  term  limits  are 
not  the  brightest  idea  that  I  have  ever  heard. 

In  any  event,  I  think  all  of  us  are  working  toward  the  same  goal. 
We  want  to  make  sure  that  the  technological  advances  in  the  field 
of  telecommunications,  which  are  considerable  and  ongoing  and 
enormous,  will  not  foreclose  the  ability  of  the  FBI  and  other  law 
enforcement  agencies  to  conduct  legal  electronic  surveillance. 

Legislation  is  clearly  necessary  to  help  accomplish  this  goal,  and 
I  am  confident  that  both  the  Senate  and  the  House  will  work  to- 
gether to  carefully  craft  legislation  that  will  ensure  that  the  deli- 
cate balance  between  citizens'  rights  of  privacy  and  the  important 
interests  of  law  enforcement  are  balanced  and  met. 

So  I  thank  you,  and  I  appreciate  the  opportunity  of  being  here. 

Representative  Edwards.  The  gentleman  from  Florida  is  a  new 
member.  We  are  delighted  to  have  him. 


Senator  Leahy.  Mr.  Canady? 

STATEMENT  OF  HON.  CHARLES  T.  CANADY,  A  REPRESENTA- 
TIVE IN  CONGRESS  FROM  THE  STATE  OF  FLORIDA 

Representative  Canady.  Thank  you,  Mr.  Chairman. 

I  want  to  express  my  appreciation  to  both  chairmen  for  conduct- 
ing this  hearing  on  a  subject  which  is  of  such  great  importance  to 
the  law  enforcement  community  throughout  the  United  States.  The 
ability  of  law  enforcement  authorities  to  monitor  telephone  commu- 
nications pursuant  to  legal  authorization  is  critical  to  our  crime- 
fighting  and  crime-preventing  efforts,  both  at  the  Federal  level  and 
at  the  State  and  local  level. 

The  impact  that  changing  technology  will  have  on  that  ability 
cannot  be  ignored.  We  in  the  Congress  have  an  important  respon- 
sibility to  listen  to  the  concerns  of  law  enforcement  on  this  impor- 
tant issue  and  to  work  with  them  and  the  telecommunications  in- 
dustry to  fashion  workable  solutions  to  the  problems  and  chal- 
lenges created  by  the  development  and  expansion  of  new  tele- 
communications technologies. 

I  believe  that  we  must  do  so  in  an  expeditious  manner  to  ensure 
that  we  avoid  the  degradation  of  law  enforcement  capabilities  and 
that  we  also  avoid  the  unnecessary  expenditure  of  funds  that  may 
be  necessary  to  correct  problems  that  could  have  been  avoided  by 
timely  action. 

Thank  you. 

Senator  Leahy.  Thank  you. 

We  are  delighted  to  have  Judge  Freeh,  the  Director  of  the  FBI, 
here.  Judge  Freeh  has  received  the  strong  and  I  think  well-de- 
served support  of  everybody,  certainly  on  the  Senate  Judiciary 
Committee,  and  I  expect  the  same  on  the  House  Judiciary  Commit- 
tee, Republican  and  Democrat  alike. 

As  I  said  during  the  hearings  on  his  confirmation,  I  feel  having 
somebody  with  a  strong  law  enforcement  background  as  FBI  Direc- 
tor is  extremely  important. 

Incidentally,  Judge,  I  am  glad  to  hear  what  you  told  me  earlier 
this  morning,  that  the  two  agents  who  were  wounded  are  coming 
along  well.  I  think  the  fact  that  they,  like  so  many  others  in  law 
enforcement,  do  face  situations  like  that  is  a  constant  reminder 
that  we  are  not  dealing  in  the  abstract  in  issues  of  law  enforce- 
ment. You  constantly  have  a  lot  of  men  and  women  who  put  their 
lives  on  the  line,  just  as  State  and  local  law  enforcement  officers 
do. 

We  are  delighted  to  have  you  here,  and  your  full  statement,  of 
course,  will  be  part  of  the  record.  Please  proceed. 

STATEMENT  OF  LOUIS  J.  FREEH,  DIRECTOR,  FEDERAL 
BUREAU  OF  INVESTIGATION 

Mr.  Freeh.  Thank  you  very  much,  and  good  morning  to  both 
chairmen  and  the  other  distinguished  members.  It  is  a  delight  to 
be  before  your  distinguished  respective  committees  and  to  be  before 
you  this  morning. 

The  United  States  is  facing  a  grave  and  growing  problem.  New 
telecommunications  technology  is  impeding  or  preventing  law  en- 
forcement from  conducting  court-authorized  electronic  surveillance. 
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or  what  we  call  wiretapping.  The  problems  are  just  beginning,  in 
my  view. 

Congress  created  a  statute  25  years  ago  that  allows  wiretapping 
in  the  worst  and  most  dangerous  cases,  cases  where  no  other  law 
enforcement  tool  can  do  the  job.  Throughout  that  quarter  century, 
wiretapping  has  been  invaluable  in  protecting  our  people  and  safe- 
guarding our  national  security.  But  the  new  technology  in  the  Na- 
tion's telephone  systems  is  already  thwarting  some  wiretap  efforts. 
It  will  be  a  disaster  if  this  and  other  emerging  telecommunications 
technologies  spread  nationwide  without  needed  law  enforcement 
safeguards. 

My  plea  to  you  today — and  it  is  a  plea — is  for  congressional  pas- 
sage of  a  statute  that  would  require  telecommunications  companies 
to  build  into  that  new  technology  the  capabilities  that  will  allow 
law  enforcement  to  conduct  wiretapping  with  court  approval.  We 
are  not  seeking  anv  expansion  of  the  authority  Congress  gave  to 
law  enforcement  when  the  wiretapping  law  was  enacted  25  years 
ago.  With  court  approval,  law  enforcement  is  now  technically  able 
to  wiretap  on  the  old  technology.  We  simply  seek  to  ensure  a 
fails£^e  way  for  law  enforcement  to  conduct  court-authorized  wire- 
tapping on  the  recently  deployed  and  emerging  technology.  I  be- 
lieve that  we  are  asking  for  the  balance  to  be  maintained  instead 
of  being  changed. 

Unless  Congress  creates  a  new  law,  law  enforcement's  ability  to 
protect  the  public  against  crime  will,  in  my  view,  be  gravely  eroded 
and  the  national  security  placed  at  risk.  Wiretapping  is  used  in  the 
most  important  life-and-death  cases:  terrorism,  espionage,  drug 
trafficking,  organized  crime,  kidnapping,  and  a  variety  of  other 
crimes.  Without  a  new  statute,  law  enforcement  at  the  Federal, 
State,  and  local  levels  will  be  crippled.  In  all  too  many  instances, 
an  already  over-burdened  law  enforcement  system  will  be  fighting 
with  one  hand  behind  its  back. 

Members  of  your  two  distinguished  subcommittees  surely  know 
as  experts  that  court-approved  electronic  surveillance  is  of  incred- 
ible value,  often  the  only  way  to  prevent  or  solve  the  worst  crimes. 
We  need  to  reflect  only  for  a  moment  for  some  examples.  One  dead- 
ly terrorist  incident  has  been  solved,  another  terrorist  incident  pre- 
vented, an  arrest  of  an  alleged  spy  in  what  is  surely  what  is  one 
of  the  major  espionage  cases  in  this  or  any  other  decade.  Without 
wiretapping,  those  important  victories  for  the  cause  of  justice 
would  nave  never  occurred. 

If  there  is  no  new  statute,  law  enforcement  will  suffer.  The  costs 
to  society  will  be  staggering.  Crime  will  claim  untold  victims  who 
could  otherwise  have  been  preserved  and  protected. 

I  am  an  advocate  here.  I  am  an  advocate  for  law  enforcement. 
Federal,  State,  and  local;  I  am  an  advocate  for  national  security; 
and  I  am  an  advocate  for  the  public  safety  of  the  American  people. 

I  am  here  on  behalf  of  the  administration  to  urge  you  to  solve 
a  major  threat  to  our  ability  to  protect  the  American  public,  safe- 
guard the  national  security,  and  effectively  enforce  the  law.  These 
new  telephone  impediments  are  the  unintended  side  effects  of  ad- 
vanced telecommunications  technology,  which  has  been  and  contin- 
ues to  be  deployed  without  consideration  for  the  critical  needs  of 
law  enforcement. 


I  am  here  to  assert  what  the  administration  and  I  believe  is  the 
only  rational  and  viable  means  of  removing  this  threat:  the  enact- 
ment of  comprehensive  legislation  to  address  the  digital  telephony 
issue.  Without  it,  one  of  our  most  effective  weapons  against  na- 
tional and  international  drug  trafficking,  terrorism,  espionage,  or- 
ganized crime,  and  serious  violent  crimes  will  be  severely  harmed. 

The  administration  wants  to  work  with  the  Congress  to  develop 
such  comprehensive  legislation,  which  is  why  the  bill  has  not  yet 
been  introduced.  I  have  shared  with  each  of  you  a  legislative  draft 
for  your  consideration.  The  purpose  of  this  legislation,  quite  simply, 
is  to  maintain  technological  capabilities  commensurate  with  exist- 
ing statutory  authority — that  is,  to  prevent  advanced  telecommuni- 
cations technology  from  repealing,  de  facto,  statutory  authority  now 
existing  and  conferred  to  us  by  the  Congress. 

The  proposed  legislation  explicitly  states  that  it  does  not  alter 
the  Government's  authority  to  conduct  court-authorized  electronic 
surveillance  and  use  pen  registers  or  trap  and  trace  devices.  The 
essence  of  the  legislation  is  to  clarify  and  more  fully  define  the  na- 
ture and  extent  of  the  service  provider's  assistance  requirement 
that  was  enacted  by  the  Congress  in  1970,  which  Congress  imposed 
so  that  court  orders  would  not  be  frustrated  due  to  a  provider's  fail- 
ure to  furnish  needed  technological  assistance  and  facilities.  The 
proposed  legislation  relates  solely  to  advanced  technology,  not  legal 
authority  or  privacy. 

We  have  not  sought  legislation  lightly.  For  nearly  4  years,  we 
have  expended  every  reasonable  effort  to  address  this  threat 
through  numerous  and  ongoing  meetings  with  the  telecommuni- 
cations industry.  However,  it  is  my  judgment  and  that  of  the  ad- 
ministration that  dialog  alone,  no  matter  how  well  intended,  will 
not  solve  this  serious  threat  to  public  safety. 

We  have  listened  and  learned,  and  the  draft  legislative  proposal 
before  you  represents  the  only  proper  balanced  approach.  It  deals 
with  the  advanced  telephony  problem  in  an  appropriately  com- 
prehensive fashion.  It  does  not  simply  '^band-aid  over"  past  prob- 
lems. It  also  responsibly  deals  with  new  services  and  technologies, 
such  as  personal  communications  systems.  On  the  other  hand,  the 
legislation  is  narrowly  focused  on  where  the  vast  majority  of  our 
problems  exist:  the  networks  of  common  carriers,  a  segment  of  the 
industry  which  historically  has  been  subject  to  regulation. 

The  administration's  draft  proposal  approaches  the  problem  in  a 
very  rational  fashion.  It  included  clearly  stated  electronic  surveil- 
lance requirements,  systems  security  provisions,  a  reasonable  dead- 
line for  compliance,  requirements  for  equipment  manufacturer  and 
support  service  provider  cooperation,  proper  enforcement  and  pen- 
alty provisions,  ongoing  government  consultation  to  facilitate  com- 
pliance, and,  importantly,  a  commitment  bv  the  Federal  Grovem- 
ment  to  pay  common  carriers  for  reasonaole  charges  associated 
with  achieving  compliance. 

To  appreciate  fully  the  need  for  legislation,  it  is  essential,  in  my 
view,  that  Congress  understand  the  critical  importance  of  elec- 
tronic surveillance  and  the  severe  harm  that  will  result  if  this  criti- 
cal tool  is  lost  or  diminished. 

The  Nation's  phone  networks  are  routinely  used  in  the  commis- 
sion of  serious  criminal  activities,  including  terrorism  and  espio- 
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nage.  Organized  crime  groups  and  drug-trafficking  organizations 
also  rely  heavily  upon  telecommunications  to  execute  their  crimes 
and  hide  their  illegal  profits. 

In  1968,  Congress  passed  the  Omnibus  Crime  Control  and  Safe 
Streets  Act  of  1968,  title  III  of  which  contained  comprehensive  Fed- 
eral legislation  regarding  electronic  surveillance.  Title  III  estab- 
lished strict  procedures  for  conducting  electronic  surveillance,  pro- 
cedures that  are  carefully  adhered  to  by  law  enforcement  and  rigor- 
ously enforced  by  the  courts.  Thirty-seven  States  also  have  elec- 
tronic surveillance  laws. 

In  1992,  a  total  of  919  title  III  orders,  as  well  as  an  estimated 
9,000  pen  register  orders,  were  authorized  for  all  Federal,  State, 
and  local  law  enforcement  agencies.  Of  that  total,  only  340  were 
procured  by  the  Federal  Government,  of  which  only  252  were  ap- 
plied for  by  the  FBI.  Approximately  two-thirds  of  the  criminal-re- 
lated electronic  surveillance  conducted  in  the  United  States  is  car- 
ried out  by  State  and  local  law  enforcement  agencies.  As  you  are 
aware,  title  III  permits  electronic  surveillance  only  for  serious  fel- 
ony offenses  and  only  when  all  other  investigative  techniques  will 
not  work  or  are  too  dangerous. 

Electronic  surveillance  is  one  of  the  most  important  investigative 
techniques,  if  not  the  most  important,  for  many  cases.  Frequently, 
criminality  under  investigation  could  never  be  detected,  adequately 
investigated,  or  successfully  prosecuted  without  this  critical  tool. 
Though  used  sparingly,  electronic  surveillance  has  been  extremely 
effective,  leading  to  the  convictions  of  thousands  of  dangerous 
criminals  involved  in  drug  trafficking,  organized  crime,  violent 
crime,  kidnaping,  crimes  against  children,  and  public  corruption. 
Its  evidence  has  secured  the  convictions  of  more  than  22,000  dan- 
gerous felons  over  the  past  decade. 

Aside  from  its  great  importance  as  an  investigative  tool,  elec- 
tronic surveillance  frequently  has  been  essential  in  preventing 
crimes  and  saving  human  life,  such  as  preventing  murders,  saving 
numerous  lives  threatened  by  terrorist  attacks,  dismantling  orga- 
nized crime  groups  which  prey  on  people  through  extortion  and  vio- 
lence, and  in  attacking  the  national  and  international  drug  cartels 
whose  illegal  drugs  so  ravage  society  and  cause  incalculable  per- 
sonal injury. 

Although  I  cannot  discuss  the  details,  I  can  assure  you  that 
court-authorized  electronic  surveillance  has  played  a  critical  role  in 
successfully  resolving  two  recent  highly  publicized  cases  concerning 
terrorism  and  espionage.  Electronic  surveillance  has  been  critical 
in  numerous  other  cases. 

A  brief  example,  the  violent  El  Rukn  gang  in  Chicago,  acting  as 
a  surrogate  for  the  Libyan  Government  and,  in  support  of  terror- 
ism, planning  to  shoot  down  a  commercial  airliner  within  the  Unit- 
ed States  using  a  stolen  military  weapon.  This  act  of  terrorism  was 
prevented  directly  through  the  use  of  electronic  surveillance. 

The  111  Wind  public  corruption  and  Defense  Department  fraud  in- 
vestigation relied  heavily  on  court-ordered  electronic  surveillance. 
To  date,  this  investigation  has  resulted  in  the  conviction  of  65  indi- 
viduals and  more  than  a  quarter  of  a  billion  dollars  in  fines,  res- 
titutions, and  recoveries.  Numerous 
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Senator  Leahy.  But,  Director,  if  I  might,  I  do  not  think  any  of 
us  disagree  on  the  need  for  electronic  surveillance  in  some  of  the 
cases  that  have  been  made  as  a  result  of  it,  many  of  which  are  on- 
going now.  I  would  expect  that  in  your  Agency  and  in  State  and 
local  agencies,  there  are  a  very  large  number  of  court-ordered  elec- 
tronic surveillances  going  on  in  this  country  today.  But  we  have  in 
the  current  statutes  involving  wiretaps,  pen  registers,  trap  and 
trace  devices  and  so  on,  required  the  service  providers  to  furnish 
forthwith  all  information  facilities,  technical  assistance  and  so  on 
necessary  to  accomplish  execution  of  an  order.  We  all  know  the 
technology  is  changing  very  rapidly. 

What  I  am  concerned  about  is,  why  is  current  law  inadequate? 
If  they  are  required  to  furnish  forthwith  everything  you  need,  why 
isn't  that  enough? 

Representative  Edwards.  Would  you  yield  at  that  moment.  Sen- 
ator? 

Senator  Leahy.  Sure. 

Representative  Edwards.  They  are  going  to  testify  that  this 
added  legislation  is  not  needed,  that  they  take  care  of  you  currently 
and  can  take  care  of  you  down  the  road. 

Mr.  Freeh.  Well,  I  will  answer  both  questions.  With  respect  to 
the  need,  the  need  arises  precisely  because  the  companies  in  4 
years  of  negotiations  have  told  us  and  have  told  me  personally  in 
the  several  meetings  I  have  had  with  them  that,  come  the  changing 
to  the  digital  switching  system  and  come  the  changing  technology 
within  a  very,  very  short  period  of  time,  they  will  not  be  able  to 
provide  the  access  that  we  now  get.  If  there  is  no  problem,  then 
there  is  no  reason  for  legislation.  But  they  have  been  telling  us 
that  there  is  a  serious  problem,  and  they  have  been  forecasting 
that  within  a  very  short  period  of  time  they  will  not  be  able  to  serv- 
ice our  court  orders. 

Their  lawyers  have  advised  them  that  the  statute,  as  currently 
written,  will  not  obligate  them  to  provide  the  current  access.  We 
are  talking  also  not  about  one  single  provider  where  we  could  bring 
a  declaratory  judgment  action  in  some  court  and  get  a  ruling.  We 
are  talking  about  2,000  companies,  which,  even  if  we  reached  a 
memorandum  of  understanding  with  each  one,  we  would  never 
cover  the  field. 

They  have  told  us  in  discussions  over  4  years  that  we  ought  to 
level  the  playing  field,  and  some  have  suggested  that  we  do  it  by 
statute. 

Senator  Leahy.  But  I  am  not  sure  how  their  lawyers  reached 
this  interpretation.  How  do  you  interpret  it?  The  statute  says  that 
they  are  required  to  give  all  necessary  assistance.  In  fact,  there 
have  been  some  instances  where  law  enforcement  agencies  have  ac- 
tually gone  to  court  to  force  telephone  companies  to  provide  certain 
assistance,  such  as  a  leased  line,  remote  location  monitoring  and 
so  on.  The  courts  have  always  sided  with  law  enforcement.  I  do  not 
know  of  a  single  case  where  they  have  not. 

How  do  you  read  that  law?  We  will  ask  the  telephone  companies 
what  their  lawyers  think,  but  how  do  you  read  current  law?  Isn't 
it  broad  enough  to  say  all  necessary  assistance  means  just  that? 

Mr.  Freeh.  I  do  not  believe  it  is.  Senator,  and  if  I  were  an  article 
III  judge  still  sitting  in  New  York — ^where  my  Dad  said  I  should 


10 

have  stayed,  by  the  way — I  would  have  great  problems  compelling 
the  phone  company,  because  it  would  be  by  compulsion,  to  provide 
something  which  they  do  not  have  and  are  not  currently  planning 
to  have  on  the  basis  of  that  language. 

There  is  a  great  and  honored  principle  in  the  common  law  that 
you  cannot  compel  someone  to  perform  an  act  that  they  are  incapa- 
ble of.  What  they  are  telling  us  is  they  will  not  have  in  the  switch- 
es the  software  necessary  to  make  the  connections  to  give  us  the 
access.  I  do  not  think  any  article  III  judge  facing  an  appeal  to  an- 
other court  would  be  valid  in  compelling  them  to  do  something 
which  they  tell  us  technologically  they  cannot  do. 

Senator  Leahy.  So  what  you  are  trying  to  get  is  to  expand  cur- 
rent law  to  make  sure  they  are  required  to  have  certain  types  of 
equipment  that  the  Department  of  Justice  will  tell  them  to  have? 

Mr.  Freeh.  We  are  not  asking  them  to  expand  the  authority  that 
we  have  to  do  wiretapping.  I  think  that  has  to  be  clear  because 
there  is  a  lot  of  misinformation  about  that. 

What  we  are  saying  is  that  we  have  certain  requirements  with 
respect  to  access  which  they  tell  us  are  not  going  in  the  software, 
and  we  want  to  present  those  requirements  to  them,  and  the  stat- 
ute will  compel  all  of  the  competitors  in  this  field — and  there  are 
over  1,500  of  them — to  put  those  requirements  into  their  systems 
as  they  build  the  software. 

We  are  just  talking  about  a  feature  package  here.  We  are  not 
talking  about  some 

Senator  Leahy.  For  example,  have  you  had  any  instances  where 
you  have  had  a  court  order  for  a  wiretap  that  could  not  be  executed 
because  of  digital  telephony? 

Mr.  Freeh.  We  have  had  problems  just  short  of  that,  and  I  was 
going  to  continue  with  my  statement,  but  I  will  not  now  because 
I  would  actually  rather  answer  questions  than  read. 

We  have  instances  of  91  cases;  this  was  based  on  a  1993  informal 
survey  which  the  FBI  did  with  respect  to  State  and  local  law  en- 
forcement authorities.  I  can  break  that  down  for  you. 

Senator  Leahy.  In  fact,  you  did  provide  a  breakdown.  In  your 
statement,  you  said,  of  those  91  wiretap  orders,  in  10  instances  the 
cellular  provider  did  not  have  enough  capacity,  in  19  instances  spe- 
cial calling  features  were  the  problem,  in  30  instances  the  cellular 
provider  could  not  give  you  dialed-number  information. 

Let's  look  at  the  special  calling  features.  Apparently,  call  for- 
warding is  a  problem.  With  the  law  that  you  and  the  administra- 
tion are  suggesting,  would  call  forwarding  be  kept  off  the  market 
unless  the  companies  were  able  to  provide  a  way  for  law  enforce- 
ment to  tap  into  it? 

This  is  a  service  that  tens  of  millions  of  consumers  who  are  law- 
abiding  people,  have  and  use.  Would  that  service  have  had  to  be 
kept  on  the  market  if  they  could  not  find  a  way  to  tap  it? 

Mr.  Freeh.  Absolutely  not,  and  that  is  not  the  intent  of  the  legis- 
lation, and  I  do  not  believe  that  that  is  the  effect. 

What  this  heralds,  the  29  problems  with  respect  to  the  calling 
feature  impediments — and  it  is  not  all  call  forwarding — means  that 
as  the  switches  go  digital,  particularly  the  central  office  switches, 
there  will  be  an  increasing  number  of  lapses  in  the  system  where 
we  cannot  get  the  access  in  the  normal  fashion. 
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We  are  not  looking  to  introduce  any  feature  package  that  im- 
pedes technology.  And,  interestingly  enough,  last  Friday  I  sat  in 
my  building  with  38  representatives  of  the  industry,  telecommuni- 
cations companies,  and  we  asked  them.  We  said  give  us  one  exam- 
ple of  a  technological  advancement  or  improvement  which  you  be- 
lieve this  feature  package  would  inhibit.  And  there  was  complete 
silence  in  the  room. 

Senator  Leahy.  I  might  suggest  one:  A  private  company  that 
wants  to  build  a  computer,  fax  machine,  telephone  or  whatever 
that  is  encrypted. 

Mr.  Freeh.  Well,  but  that  is  a  different  problem.  We  are  never 
asking  the  phone  companies  and  this  legislation  does  not  ask  them 
to  decrypt.  It  just  tells  them  to  give  us  the  bits  as  they  have  them. 
If  they  are  decrypted,  that  is  my  problem.  But  that  is  not  going  to 
be  addressed  in  the  legislation. 

Senator  Leahy.  That  is  going  to  be  another  hearing. 

Mr.  Freeh.  I  am  looking  forward  to  that  one,  too. 

Senator  Leahy.  I  feel  very  fortunate  to  have  had  all  these  things 
land  in  my  subcommittee.  Otherwise,  I  probably  would  have  had 
nothing  to  do  on  weekends  and  evenings.  [Laughter.] 

You  either.  But  you  talked  about  10  instances  in  your  statement 
where  interception  orders  for  cellular  phones  could  not  be  executed 
because  the  provider  has  insufficient  capacity. 

Mr.  Freeh.  That  is  not  a  digital  problem.  That  is  a  capacity 
problem. 

Senator  Leahy.  That  was  primarily  in  New  York  City,  wasn't  it? 

Mr.  Freeh.  It  was  primarily  in  New  York  City,  although  in  the 
Southern  District  of  Florida,  speaking  to  my  counterparts  in  the 
DEA,  they  have  documented  instances,  numerous  instances,  where 
they  cannot  execute  title  III  court  orders  because  of  the  lack  of  the 
access  requirements  in  the  company. 

Senator  Leahy.  We  have  the  problem  with  cellular  phones  and 
other  technologies  that  came  on  the  market  so  fast  and  so  much 
quicker  than  anybody  thought.  That  is  part  of  it,  is  it  not? 

Mr.  Freeh.  That  is  exactly  part  of  it,  and  that  is  why  we  are 
here  today,  because  the  technology  is  running  at  such  a  pace  that 
we  could  be  out  of  the  wiretap  business  in  a  very  short  period  of 
time.  We  are  already  suffering  instances  of  impediments  which  are 
preventing  the  enforcement  of  court  orders. 

Senator  Leahy.  But  we  may  end  up  also  holding  back  technology 
to  preserve  wiretaps.  We  are  talking  about  the  Federal  Grovem- 
ment  paying  for  some  of  the  various  costs.  You  have  one  provision 
in  your  proposal  to  require  telephone  companies  to  designate  per- 
sonnel to  be  on  call  24  hours  a  day  to  activate  the  Grovemment's 
intercept  orders.  Are  we  going  to  pay  for  that  on-call  person?  If  you 
are  dealing  with  the  local  telephone  companies,  say  here  in  Wash- 
ington or  in  New  York  City,  that  does  not  seem  like  a  big  problem. 
Are  we  going  to  pay  for  them? 

Mr.  Freeh.  I  think  we  do  pay  for  that,  but  I  do  not  think  those 
costs  are  excessive  at  all.  If  you  are  talking  about  919  wiretaps  in 
the  whole  United  States  by  every  Federal,  State,  and  local  author- 
ity, that  is  a  very  small  number  of  wiretaps,  which  is  precisely  why 
the  access  is  so  critical,  because  we  select  out  only  the  most  impor- 
tant dangerous  cases  to  use  the  technique  for. 
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Senator  Leahy.  So  if  the  Topsham  Telephone  Co.  in  Topsham, 
VT,  which  has  five  employees,  is  concerned,  we  could  tell  them  that 
if  they  have  got  to  have  somebody  on  call  there,  you  guys  would 
pay  for  it? 

Mr.  Freeh.  I  think  if  they  have  the  right  software  package  that 
they  could  probably  design  much  cheaper  than  the  Federal  Govern- 
ment. They  could  be  home  sleeping  at  night,  and  we  could  still  get 
the  access  we  need. 

Senator  Leahy.  Let  me  go  back  to  something  you  said  earlier. 
You  said  technology  may  be  fast  outstripping  the  capacity  to  wire- 
tap. By  the  same  token,  what  that  means  is  that  if  this  legislation 
were  passed,  you  would  be  able  to,  in  effect,  stop  all  this  techno- 
logical advancement  until  it  was  redesigned  in  such  a  way  that  you 
could  tap.  Is  that  correct? 

Mr.  Freeh.  I  do  not  think  that  is  correct,  respectfully.  Again,  I 
am  basing  this  not  on  my  own  engineering  skills,  of  which  I  have 
none,  but  on  the  report  of  the  working  group,  the  industry  and  law 
enforcement  working  group  that  has  discussed  this  issue  for  4 
years.  The  group,  the  industry  group,  by  the  way,  is  the  entity  that 
identified  this  as  a  grave  problem  that  has  to  be  solved  and  has 
to  be  addressed.  It  is  not  the  FBI  coming  in  and  saying  we  have 
the  problem,  it  is  the  phone  companies  telling  us  they  are  not  going 
to  be  able  to  serve  our  orders. 

In  terms  of  the  technology,  I  do  not  think  we  impede  technology. 
I  think  that 

Senator  LEAHY.  Well,  we  may  be  talking  past  each  other  on  this. 
The  phone  companies  obviously  are  moving  forward  on  technology. 
It  is  moving  very  rapidly.  They  have  come  to  you  and  said  that  this 
is  technology  you  probably  will  not  be  able  to  tap  into,  and  I  share 
your  level  of  engineering  experience.  I  suspect  yours  is  higher  than 
mine.  But  let  us  just  take  the  facts  as  they  state  them. 

Mr.  Freeh.  All  right. 

Senator  Leahy.  They  are  moving  forward  to  develop  new  tech- 
nologies. They  have  told  you  this  technology  is  something  you  can- 
not tap  into.  It  is  obviously  technology  they  feel  they  want,  or  they 
would  not  be  moving  forward  on  it.  We  are  talking  about  hundreds 
of  millions,  even  billions  of  dollars  of  investment  on  their  part.  You 
are  saying,  wait  a  minute,  we  have  to  be  able  to  tap  into  this,  and 
we  are  going  to  go  to  the  Congress,  and  get  legislation  to  tap  into 
it.  Well,  then,  doesn't  it  follow  that  that  technology  has  either  got 
to  change,  stop,  wait,  or  develop  some  new  feature  to  work,  and  it 
is  not  going  to  be  the  technology  that  they  have  made  the  corporate 
decision  to  go  forward  with? 

Mr.  Freeh.  Well,  again,  I  respectfully  disagree.  I  think  if  the 
phone  company — we  have  met  with  engineers,  and  I  do  not  have 
an  engineering  background,  but  at  the  meeting  last  Friday  the 
GTE  representative  told  us  that  they  are  now  building  switches. 
They  are  building  switches  which  will  be  marketed  2  or  3  years 
from  now.  What  he  said  is,  look,  give  me  the  requirements — the  in- 
dustry has  to  know  what  the  requirements  are — and  we  will  build 
those  into  the  switches,  in  effect.  Not  that  they  want  to  do  it  and 
not  that  they  would  rather  do  something  else,  but  they  are  not  tell- 
ing us  that  this  is  an  impossibility. 
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Senator  Leahy.  Your  response  to  that  is  give  us  technology  that 
we  can  tap,  but  you  do  not  need  a  new  law  for  that. 

Mr.  Freeh.  We  do  because  they  will  not  do  it  voluntarily.  Two 
thousand  companies  will  not  sit  down  at  the  sanie  table  and  agree 
unilaterally  to  do  exactly  the  same  thing  with  respect  to  our  re- 
quirements. 

Senator  Leahy.  So  what  you  are  saying  is  that  you  want  this 
committee  to  set  an  industry-wide  uniform  standard,  which  may 
not  be  the  standard  the  industry  wants  and  may  be  legislatively 
impeding  technological  advances  that  would  be  there  without  our 
stepping  in. 

Mr.  Freeh.  Yes,  yes,  we  want  this  committee  to  set  and  mandate 
requirements  in  future  equipment  which  is  currently  being  engi- 
neered and  deployed  to  give  us  the  continued  access,  the  access 
which  the  Congress  gave  us  in  1968.  And  I  will  wage  if  you  ask 
the  American  people  whether  they  would  want  a  feature  package 
on  their  phones  wnere  we  can  find  their  children  when  they  are  ab- 
ducted, they  would  say  fine,  we  would  like  that  feature.  That  is  a 
real  nice  feature  to  have  on  our  telephones.  That  is  what  we  are 
asking  for. 

Senator  Leahy.  What  if  we  told  them  we  have  some  major  tech- 
nological advances  coming  that  would  make  life  easier  but  we  are 
going  to  hold  it  up?  We  are  also  going  to  add  significant  costs  both 
through  taxes  and  service  fees  to  do  this. 

Mr.  Freeh.  Well,  it  is  a  cost-benefit  analysis.  I  sat  last  week 
with  Polly  Klaas'  father,  who  came  in  from  Califomia  to  talk  to  me, 
and  he  said  to  me,  "Mr.  Freeh,  the  FBI  did  everything  in  that  case 
to  find  my  little  girl."  I  do  not  want  to  be  in  the  position  where  I 
am  going  to  tell  some  father  that  I  could  not  do  everjrthing  I  would 
normally  do  because  I  could  not  get  the  access  that  I  have  today. 

Senator  Leahy.  Mr.  Edwards? 

Representative  Edwards.  Thank  you,  Mr.  Chairman. 

Other  countries,  modem  countries  like  the  United  States,  must 
be  having  the  same  problem  because  they  do  the  same  kind  of  work 
that  the  FBI  does  in  wiretapping.  Is  this  true?  Are  you  in  commu- 
nication with  Germany  and  Britain  and  the  other  friendly  nations? 

Mr.  Freeh.  Yes,  Mr.  Chairman,  we  are.  In  fact,  Jim  Kallstrom 
just  came  back  from  England  where  he  met  with  people  in  the  po- 
lice as  well  as  the  home  secretary.  I  met  with  the  German  Minister 
of  the  Interior  back  in  December.  They  are  doing  exactly  what  we 
are  doing,  and  they  are  going  to  follow  our  lead  since  we  are  the 
leader  in  telecommunications. 

What  they  have  told  us  is  that  they  would  like  to  take  our  indus- 
try standards  and  put  them  into  their  telecommunications  carriers, 
which  means  that  instead  of  being  noncompetitive,  American  com- 
panies who  build  these  features  in  will  actually  be  more  competi- 
tive overseas  because  our  counterparts  want  the  exact  same  access 
that  we  are  going  to  need  in  the  new  technology. 

Representative  Edwards.  Are  you  serious  about  a  $10,000  a  day 
fine  of  companies  that  are  recalcitrant? 

Mr.  Freeh.  I  think  that  is  flexible.  I  think  for  the  most  part  an 
article  III  judge  has,  under  the  All  Writs  Act,  powers  well  beyond 
$10,000  fines  and  injunctions.  The  reason  we  put  that  into  the  pro- 
posal is  that  it  gives  a  benchmark;  it  also  gives  some  guidance  to 
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the  district  courts  as  to  the  area  where  they  should  operate.  But 
I  do  not  think  that  is  a  necessary  authorization.  I  think  any  title 
III  judge  has  that  power  now.  We  do  not  use  it  because  the  phone 
companies  have  been  very,  very  cooperative  with  us. 

Representative  Edwards.  My  last  question,  Director  Freeh.  How 
much  is  this  going  to  cost  the  Government? 

Mr.  Freeh.  We  estimate  $300  to  $500  million.  That  could  be  off 
by  $200  million.  It  could  be  off  by  $500  million.  There  is  no  good 
rock-bottom  answer  in  terms  of  the  money. 

I  do  not  think  it  is  going  to  cost  more  than  a  billion  dollars.  The 
industry  in  our  meeting  last  week  is  not  sure  either.  Someone  said 
it  would  be  a  minuscule  cost.  Someone  else  said  it  would  be  a  cou- 
ple of  billion  dollars. 

What  I  do  know  is  that  the  World  Trade  Center  cost  us  $5  billion 
in  damages  when  it  was  blown  up  and  that  these  costs,  like  the 
911  system,  are  really,  on  a  cost-benefit  analysis,  worthy  of  people's 
investment. 

[Mr.  Freeh  submitted  the  following:] 

Prepared  Statement  of  Louis  J.  Freeh,  Director,  Federal  Bureau  of 

Investigation 

SUMMARY 

In  summary,  it  is  my  view  that  the  digital  telephony  issue  is  the  number  one  law 
enforcement,  public  safety,  and  national  security  issue  facing  us  today.  The  mainte- 
nance of  an  effective  electronic  surveillance  capability  is  essential  to  our  nation's 
law  enforcement  and  inteUigence  agencies.  This  investigative  technique  is  a  unique 
and  indispensable  weapon  against  national  and  international  drug-trafficking  orga- 
nizations, organized  crime  syndicates,  terrorist  groups,  and  violent  criminal  conspir- 
acies. Without  an  effective  electronic  surveillance  capability,  our  law  enforcement 
and  intelligence  agencies  will  not  be  able  to  protect  the  pubhc  adequately  or  acquire 
the  evidence  neeaed  to  put  some  of  society's  most  dangerous  felons  in  jail.  Recent 
efforts  to  ensvire  substantial  jail  time  for  violent,  hardened  criminals  will  be  under- 
cut, if  we  in  law  enforcement  first  cannot  identify  them,  arrest  them,  and  obtain 
the  compeUing  evidence  required  to  secure  their  convictions. 

As  you  are  aware,  after  an  extensive  review  of  this  serious  problem  the  adminis- 
tration has  concluded  that  Federal  legislation  is  the  only  viaole  means  of  solving 
the  so-called  "digital  telephony"  problem.  The  technological  impediments  to  court- 
ordered  electromc  surveillance,  which  are  the  unintended  by-products  of  advanced 
digital  telephony,  constitute  a  major  nationwide  obstacle  to  effective  law  enforce- 
ment. To  date,  nvunerous  coxul;  orders  have  been  frustrated,  in  whole  or  in  part,  by 
these  impediments.  Left  unaddressed,  this  problem  will  soon  grow  to  dangerous  pro- 

f)ortion8.  The  Federal  Bureau  of  Investigation  and  the  entire  Federal,  State,  and 
ocal  law  enforcement  community  are  completely  unified  in  our  assessment  that  im- 
pediments which  hinder  or  preclude  court-ordered  electronic  surveillance  must  not 
De  allowed  to  stand. 

The  decision  to  press  for  legislation  was  not  reached  lightly.  Over  the  last  four 
years,  we  have  made  substantial  efforts  to  resolve  this  matter  through  numerous 
meetings  with  leaders  in  the  telecommunications  industry.  Included  in  these  efforts 
has  been  a  law  enforcement/industry  technical  working  group  which  was  specifically 
instituted  by  industry  to  "solve  the  problem."  Even  though  we  have  met  for  nearly 
two  years  (and  have  mutually  benefited  from  the  discussions),  there  is  no  mecha- 
nism for  assuring  the  timely,  comprehensive  development  and  implementation  of 
the  required  technological  solutions.  In  fact,  the  chairman  of  the  industry  technical 
working  group  acknowledges  this  fiindamental  shortcoming  and  problem.  Obtaining 
these  solutions  can  no  longer  be  left  to  chance.  Federal  legislation  represents  the 
only  realistic  prospect  for  obtaining,  with  certainty,  the  timely  and  comprehensive 
development  and  implementation  of  the  required  technological  solutions  by  the  tele- 
communications industry. 

As  I  indicated,  the  proposed  legislation  is  focused  on  '"mainstream"  telecommuni- 
cations service  providers,  on  "common  carriers,"  who  historically  have  been  subject 
to  regulation.  'This  legislative  proposed  should  be  more  acceptable  to  the  common 
carriers.  For  instance,  the  electromc  svirveillance  reqviirements  have  been  clarified; 
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a  network  "systems  security"  provision  added,  which  specifies  that  all  premises- 
based  intercepts  (switches,  network  elements)  must  be  activated  exclusively  by  com- 
mon carrier  personnel;  a  mandate  that  support  service  providers  and  equipment 
manufactiu-ers,  upon  whom  the  carriers  rely,  will  furnish  the  timely  cooperation  re- 
quired to  permit  compliance;  an  Attorney  General  "consultation"  provision  designed 
to  facilitate  discussion  and  cost-effective  approaches  to  compliance;  and,  impor- 
tantly. Federal  Government  pajmient  to  common  carriers  for  reasonable  and  cost- 
effective  charges  directly  associated  with  attaining  compUance  which  are  incurred 
within  the  three  year  period  set  for  compliance. 

Also  included  in  the  legislation  are  amendments  to  the  Federal  criminal  electronic 
surveillance  laws  (Title  III")  which  improve  communications  privacy  protection:  pri- 
vacy protection  for  handheld  "cordless  telephones  on  a  par  with  wireUne  and  cel- 
lular telephones,  clarification  of  privacy  protection  for  electronic  communications 
transmitted  by  radio,  and  privacy  protection  for  communications  transmitted  using 
secvuity-enhancing  modulation  techniques. 

Law  enforcement  fullv  supports  the  introduction  and  deplo3Tnent  of  advanced  tele- 
communications technologies  as  a  means  of  sharing  information,  educating  Ameri- 
cans, and  increasing  our  productivity.  In  particular,  we  are  extremely  supportive  of 
the  Vice  President's  initiative  to  create  a  national  information  infrastructure  for  the 
benefit  of  all  Americans.  As  we  aU  embrace  the  vast  potential  offered  by  advanced 
technology,  and  advanced  telecommunications  technology  in  particular,  it  is  critical 
that  the  eqviities  of  ovir  law  enforcement  and  inteUigence  agencies  not  be  forgotten 
or  ignored.  However,  it  would  be  wrong  for  all  of  us  as  pubhc  servants,  both  within 
the  executive  and  legislative  branches  of  government,  to  knowingly  allow  this  infor- 
mation superhighway  to  jeopardize  the  safety  and  economic  weu-being  of  law-abid- 
ing Americans  by  becoming  an  expressway  and  safe  haven  for  terrorists,  spies,  drug 
dealers,  murderers,  and  thugs. 

I  do  not  relish  the  thought  of  being  the  first  FBI  Director  to  tell  a  father  and 
mother  that  we  were  unable  to  save  Qieir  son  or  daughter  because  advanced  tele- 
communications technology  precluded  the  telephone  company  fi-om  providing  us 
with  lawftil  access  to  the  criminal  conversations  that  would  have  prevented  the  un- 
timely death  of  an  innocent  child.  Nor  do  I  want  the  president  placed  in  the  position 
of  having  to  tell  the  American  public  that  we  in  law  enforcement  could  not  prevent 
a  violent  terrorist  act  directed  against  innocent  Americans  in  a  major  metropoUtan 
£irea  solely  because  of  advanced  telecommunications  technology. 

It  is  imperative  that  Congress  promptly  enact  the  administration's  proposed  legis- 
lation that  will  solve  this  serious  problem  on  a  timely  and  comprehensive  basis. 
Every  day  that  passes  in  which  this  problem  remains  unresolved,  the  longer  the 
safety  and  economic  well-being  of  the  American  public  are  unnecessarily  placed  at 
risk.  I  look  forward  to  working  with  each  one  of  you  and  this  Congress  regarding 
the  enactment  of  this  important  legislative  initiative. 

Thank  you  Mr.  Chairmen  and  the  members  of  these  Subcommittees  for  providing 
me  this  opportuiiity  to  testify  and  provide  yon  with  information  concerning  the  most 
important  public  safety  and  national  security  issues  facing  us  today. 


Mr.  Chairmen,  I  appreciate  the  opportunity  to  appear  before  your  subcommittees. 
I  am  here  today  not  just  in  my  capacity  as  Director  of  the  Federed  Bureau  of  Inves- 
tigation but  also  as  a  spokesman  for  our  nation's  law  enforcement  and  intelligence 
communities  regarding  a  matter  of  extreme  urgency  and  importance.  I  am  here  on 
behalf  of  the  administa'ation  to  tell  you  that  we  are  confi-onted  with  a  mjyor  threat 
to  our  ability  to  protect  the  American  public,  safeguard  the  national  security,  and 
effectively  enforce  the  law.  This  threat  resvdts  firom  various  technological  impedi- 
ments to  our  abihty  to  execute  court  orders  and  lawfiillv  conduct  electronic  surveil- 
lance and  acquire  the  associated  dialing  information.  These  impediments  are  the 
unintended  side  effects  of  advanced  telecommunications  technology  which  has  been, 
and  continues  to  be,  deployed  without  consideration  for  the  critical  needs  of  our  na- 
tions law  enforcement  and  intelligence  agencies. 

I  am  here  today  to  strongly  assert  what  I  and  the  administration  believe  is  the 
only  rationed  and  viable  means  of  removing  this  threat — the  enactment  of  the  pro- 
posed comprehensive  legislation  to  address  the  digital  telephony  issue.  Without  its 
enactment,  one  of  our  most  effective  weapons  against  national  and  international 
drug  trafficking,  terrorism,  espionage,  organized  crime,  and  serious  violent  crimes 
will  be  severely  and  adversely  impacted. 

The  administration  wants  to  work  with  the  Congress  to  develop  such  comprehen- 
sive legislation.  I  will  describe  in  this  testimony  a  draft  legislative  proposal  tliat  has 
been  shared  with  you. 
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Quite  simply,  the  purpose  of  this  legislation  (draft)  is  to  maintain  technological 
capabilities  commensurate  with  existing  statutory  authority — that  is,  to  prevent  ad- 
vanced telecommunications  technology  from  repealing  de  facto  the  statutory  author- 
ity already  conferred  by  the  Congress.  The  proposed  legislation  explicitly  states  that 
the  legislation  does  not  enlarge  or  reduce  the  government's  autnority  to  lawftilly 
conduct  court-ordered  electromc  surveillance  and  install  or  use  court-ordered  pen 
register  or  trap  and  trace  devices.  The  essence  of  the  draft  legislation  is  to  clarify 
and  more  fully  define  the  nature  and  extent  of  the  telecommunications  service  pro- 
vider's "assistance"  requirement  that  was  enacted  by  Congress  in  1970.  That  re- 
quirement evidenced  Congress'  clear  intent  that  lawful  court  orders  should  not  be 
frustrated  due  to  a  service  provider's  failvu-e  to  provide  needed  technological  assist- 
ance and  facilities.  The  proposed  legislation  relates  solely  to  advanced  technology, 
not  legal  authority  or  privacy. 

We  did  not  come  to  seek  legislation  blithely.  For  nearly  four  years,  the  FBI  has 
expended  every  reasonable  effort  to  address  this  threat  through  nxunerous  and  ongo- 
ing meetings  with  the  telecommunications  industry.  However,  it  is  my  considered 
judgment,  and  that  of  the  administration,  that  dialog  alone,  no  matter  how  well  in- 
tended, wUl  not  solve  this  serious  threat  to  public  safety.  Nonetheless,  we  have  Us- 
tened  and  learned,  and  the  legislative  proposal  before  you  represents,  in  our  esti- 
mation, the  only  proper  approach.  On  the  one  hand,  it  deals  with  the  advanced  te- 
lephony problem  in  an  appropriately  comprehensive  fashion — it  does  not  simply 
"band-aid-over^  past  problems,  it  also  responsibly  deals  with  new  services  and  tech- 
nologies (such  as  personal  communications  services)  that  likely  will  emerge  in  the 
next  few  years.  On  the  other  hand,  the  draft  legislation  is  narrowly  focused  and  cov- 
ers on  orJy  those  segments  of  the  telecommunications  industry  where  the  vast  ma- 
jority of  the  problems  exist — ^that  is,  on  common  carriers,  a  segment  of  the  industry 
which  histoncaJly  has  been  subject  to  regulation.  We  believe  the  provisions  of  the 
administration's  proposal  address  the  problem  in  a  very  rational  fashion.  They  in- 
clude clearly  stated  law  enforcement  electronic  surveillance  requirements,  systems 
seciirity  provisions,  a  reasonable  deadline  for  compliance,  requirements  for  eqxiip- 
ment  manufacturer  and  support  service  provider  cooperation,  proper  enforcement 
and  penalty  provisions,  ongoing  government  consultation  with  common  carriers  to 
facihtate  compUance,  and,  importantly,  a  commitment  on  the  part  of  the  federal  gov- 
ernment to  pay  common  carriers  for  reasonable  charges  associated  with  achieving 
compliance. 

IMPORTANCE  OF  ELECTRONIC  SURVEILLANCE 

As  the  proposed  legislation  is  considered,  it  is  absolutely  essential  that  Congress 
understand  the  importance  of  electronic  surveillance,  as  well  as  the  severe  harm 
that  will  occur  if  this  critical  law  enforcement  tool  is  lost  or  diminished. 

The  nation's  telecommunications  networks  are  routinely  used  in  the  commission 
of  serious  criminal  activities,  including  terrorism  and  espionage.  Organized  crime 
groups  and  drug  trafficking  organizations,  which  are  often  highly  structured,  rely 
heavily  upon  telecommunications  to  plan  and  execute  their  criminal  activities  and 
hide  their  illegal  proceeds.  Similarly,  foreign  intelligence  service  officers  and  their 
agents  carry  out  uieir  spy  and  other  clandestine  missions  through  these  networks. 

Congress  recognized  this  fact  a  little  over  25  years  ago,  when  it  passed  the  Omni- 
bus Crime  Control  and  Safe  Streets  Act  of  1968.  Title  III  of  that  Act  contained  the 
first  comprehensive  federal  legislative  regimen  regarding  electronic  surveillance  for 
use  in  criminal  investigations.  The  Title  III  legislation  estebUshed  strict  procedures 
for  the  conduct  of  electronic  surveillance  by  federal,  state  and  local  law  enforcement 
authorities.  These  procedures  are  carefiilly  adhered  to  by  law  enforcement  and  are 
rigorously  enforced  by  the  courts.  To  date,  thirty-seven  (37)  states,  Puerto  Rico,  the 
U.S.  Virgin  Islands,  and  the  District  of  Columbia  also  have  enacted  electronic  sur- 
veillance statutes.  In  1992,  a  total  of  919  Title  III  orders,  as  well  as  an  estimated 
9,000  pen  register  orders,  were  authorized  for  all  federal,  state,  and  local  law  en- 
forcement agencies.  On  average,  approximately  two-thirds  of  the  criminal-related 
electronic  surveillance  conducted  in  the  United  States  is  carried  out  by  state  and 
local  law  enforcement  agencies.  As  mandated  in  the  Title  III  legislation,  electronic 
surveillance  may  be  used  only  in  the  investigation  of  serious  lelony  offenses  and 
only  when  other  investigative  techniques  will  not  work  or  are  too  dangerous. 

In  1978,  Congress  established  an  analogous  federal  electronic  surveillance  regi- 
men for  use  in  counter-intelligence,  counter-terrorism,  and  counter-espionage  inves- 
tigations, the  foreign  intelligence  surveillance  act  of  1978  (FISA).  Pursuant  to  FISA, 
the  U.S.  Government  is  authorized  to  intercept  communications  of  individuals  who 
pose  a  threat  to  the  national  security,  and  include  those  in  furtherance  of  espionage 
and  terrorism. 
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Since  the  passage  of  Title  III,  law  enforcement  has  found  electronic  surveillance 
to  be  one  of  its  most  important  investigative  techniques — ^if  not  the  most  important. 
Use  of  the  technique  has  been  critical  in  fighting  organized  crime,  drug  trafficking, 
pubUc  corruption,  fraud,  terrorism,  and  violent  crime,  and  in  saving  numerous  inno- 
cent lives.  In  many  of  these  cases,  the  criminal  activity  under  investigation  could 
never  have  been  fully  detected,  prevented,  adequately  investigated,  or  successfullv 
prosecuted  without  tiie  use  of  evidence  derived  from  covut-ordered  electronic  sxirveil- 
lance.  Similarly,  FISA-based  intelligence  information  makes  a  significant  and  impor- 
tant contribution  to  U.S.  counter-intelligence,  counter-terrorism,  and  counter-espio- 
nage efforts. 

As  you  are  aware,  electronic  surveillance  is  a  critical  tool  used  to  detect  and  ob- 
tain evidence  of,  and  often  prevent,  the  most  serious,  and  ofl^n  most  violent,  crimi- 
nal activity  confronting  our  society.  As  shown  in  the  attached  exhibit,  although  used 
sparingly,  electronic  surveillance  has  proved  to  be  an  extremely  effective  investiga- 
tive technique  for  law  enforcement  and  has  led  to  the  convictions  of  thousands  of 
dangerous  persons  involved  in  drug  trafficking,  organized  crime,  violent  crime,  kid- 
naping, crimes  against  children,  and  public  corruption.  Because  a  substantial  num- 
ber of  prosecutions  are  ongoing,  the  exact  niunoer  of  convictions  resulting  from 
these  wu-etaps  increases  almost  daily;  however,  this  key  investigative  technique  has 
proven  to  be  incomparably  effective,  with  the  resulting  evidence  securing  the  convic- 
tion of  over  22,000  dangerous  felons  over  the  past  decade. 

PUBLIC  safety:  preventing  crimes  and  saving  human  lives 

Although  electronic  surveillance  is  extremely  imi)ortant  as  an  investigative  tool  to 
acquire  evidence,  frequentiy  it  has  been  essential  in  preventing  crimes  from  occur- 
ring and  in  saving  human  life.  Electronic  surveillance  has  been  essential  in  prevent- 
ing mvirders;  in  saving  himian  life  put  at  risk  through  planned  terrorist  attacks;  in 
dismantiing  entrenched  organized  crime  groups  which  severely  harm  the  economy 
through  extortion,  fraud,  and  corruption;  and  in  attacking  the  major  national  and 
international  drug  importation  and  distribution  cartels  and  networks  whose  activi- 
ties ravage  society  and  cause  incalculable  personal  and  economic  iryury  in  the  Unit- 
ed States. 

organized  crime  investigations 

The  activities  of  organized  crime  are  extremely  harmfiil  to  American  business  and 
industry,  labor  unions,  and  individuals  in  our  society.  Electronic  siirveillance  is  in- 
dispensable in  combating  organized  crime.  Indeed,  the  FBI's  organized  crime/drugs 
section  reports  that  every  major  FBI  organized  crime  investigation  has  relied  upon 
electronic  siirveillance.  In  April,  1988,  uie  importance  of  the  electronic  surveillance 
technique  was  formally  recognized  in  hearing  testimony  before  the  U.S.  Senate  per- 
manent subcommittee  on  investigations,  Governmental  Affairs  Committee,  on  Orga- 
nized Crime:  "25  years  after  ValachL"  in  particular,  David  C.  Williams,  Office  of 
Special  Investigations,  General  Accounting  Office,  testified  that  "electronic  surveil- 
lance is  another  tool  that  has  been  of  great  value  to  the  law  enforcement  community 
to  combat  the  La  Cosa  Nostra  (LCN)  (organized  crime  families).  Evidence  gathered 
through  electronic  surveillance  *  *  *  has  had  a  devastating  impact  on  organized 
crime."  (emphasis  added) 

Left  unchecked,  organized  crime  exerts  a  choke  hold  on  society,  and  the  subse- 
quent cost  to  business  and  industry  is  dramatic.  Greater  detail  concerning  areas  of 
organized  crime's  penetration  in  bxisiness  and  labor  unions  and  examples  of  the  suc- 
cessful use  of  electronic  surveillance  to  effectively  combat  the  adverse  impact  of  or- 
ganized crime  upon  the  economy  and  society  is  set  forth  in  the  attached  appendix. 

In  tiie  1986  report.  The  Impact:  Organized  Crime  Today,  the  President's  Commis- 
sion on  Organized  Crime  utilized  the  Wharton  Business  School's  long-term  model 
of  the  United  States  economy  to  estimate  the  cost  of  organized  crime  on  the  econ- 
omy, in  terms  of  sustained  Wgher  prices  and  the  continued  underpajonent  of  taxes 
to  the  Federal  Government.  The  commission  concluded  that  the  estimated  economy- 
wide  impact  of  organized  crime,  excluding  drug  trafficking  organizations,  was  as  fol- 
lows: 

•  U.S.  output  was  reduced  by  $18.2  billion  in  1986  dollars. 

•  U.S.  employment  was  reduced  by  414,000  jobs. 

•  Consumer  prices  were  higher  by  0.3  percent;  and, 

•  Per  capita  personal  income  was  lower  by  $77.22,  measured  in  1986  dollars. 

FBI  organized  crime  program  managers  stote:  "The  loss  or  impairment  of  the  ca- 
pability to  conduct  court-ordered  electronic  surveillance  would  catastrophically  im- 
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pair  Federal  and  State  law  enforcement  agencies'  ability  to  effectively  investigate  or- 
ganized criminal  groups."  (emphasis  added) 

Although  no  studies  have  been  conducted  to  measure  the  precise  economic  and  so- 
cietal benefits  derived  from  the  successes  of  Federal  and  State  criminal  law  enforce- 
ment agencies  against  organized  crime,  it  is  evident  that  an  abatement  in  successful 
organized  crime  investigations,  due  to  the  loss  or  impairment  of  one  of  law  enforce- 
ment's most  important  tools — the  coxxrt-ordered  electronic  surveillance  technique — 
would  allow  organized  crime's  damage  to  the  U.S.  economy  to  become  substantially 
greater. 

NARCOTICS  AND  DANGEROUS  DRUGS 

The  greatest  use  of  electronic  surveillance  by  law  enforcement  relates  to  the  fed- 
eral and  state  governments'  "war  on  drugs."  Information  reported  in  the  Federal 
wiretap  report  by  the  Administrative  Office  of  the  United  States  Courts  indicates 
that  aunost  two  thirds  (62  percent)  of  all  Title  III  governmental  electronic  surveil- 
lance is  devoted  to  this  critical  national  problem.  The  major  drug  trafficking  organi- 
zations which  import  and  distribute  drugs,  like  any  business  organization,  rely 
heavily  on  telecommunications  to  coordinate  and  carry  out  these  criminal  activities 
and  to  "launder"  the  billions  of  dollars  in  illegal  drug  proceijds.  Accordingly,  Federal 
and  State  law  enforcement  maximize  their  limited  resources  and  focus  electronic 
svirveillance  efforts  on  the  main  drug  importation  and  distribution  networks. 

Although  figures  abound  with  regard  to  the  billions  of  dollars  in  Federal,  State, 
and  local  seizures  of  drugs,  illegal  drug  proceeds  (cash  and  other  assets),  etc.,  the 
fundamental  harm  to  society  is  incalculable.  It  is  impossible  to  fully  identify  the 
hvunan,  economic,  and  other  societal  harm  brought  about  by  drug  dependency  and 
addiction.  In  one  attempt  to  quantify  certain  facets  of  this  harm,  the  U.S.  public 
hesdth  service  has  estimated  the  health,  labor,  and  crime  costs  of  drug  abuse  at 
$58.3  billion  in  1988,  exclusive  of  the  value  of  the  drugs  themselves.  D.  Rice,  et  al., 
U.S.  Department  of  Health  and  Human  Services,  the  Economic  Cost  of  Alcohol  and 
Drug  Abuse  and  Mental  Illness:  1985,  table  1,  page  2  (1990).  A  1992  U.S.  Deoart- 
ment  of  Health  and  Human  Services'  study  estimates  the  1992  costs  of  drug  abuse 
in  tJie  United  States  to  be  $168  billion  or  $675  per  person.  Approximately  $40  bil- 
lion a  year  are  spent  by  users  to  procure  these  drugs. 

Ultimately,  the  economic,  societal,  and  personal  harm  of  drug  trafficking  is  also 
measured  in  daily  "drive-by  shootings"  in  neighborhood  streets  (where  the  blood  of 
innocent  children  is  spilled  next  to  tnat  of  neighborhood  drug  lieutenants);  substan- 
tially increased  crime  such  as  thefls,  robberies,  and  murders  brought  about  by  drug 
use;  violent  "turf  battles"  to  control  drug  distribution;  lost  productivity;  employee  ab- 
sence; extensive  and  expensive  health  care  with  drug  casualties  that  clog  our  hos- 
pital emergency  rooms;  as  well  as  the  sad  occurrence  of  a  generation  oi  drug-de- 
pendent babies. 

The  drugs  which  are  most  responsible  for  this  problem  are  essentially  those  (such 
as  cocaine  and  heroin)  which  must  be  imported  into  the  United  States,  generally 
by  highly  organized  criminal  groups,  drug  trafficking  cartels  and  other  syndicates, 
and  thereafter  transported  over  vast  distances  and  distributed  widely  within  the 
United  States.  These  cartels  and  organizations  rely  heavily  on  telecommunications 
to  carry  out  their  illegal  activities.  The  United  States  Government  estimates  that 
every  year  over  400  metric  tons  of  cocaine  and  approximately  18  to  22  metric  tons 
of  heroin  are  smuggled  into  the  United  States. 

Electronic  surveulance  is  critical  in  the  monitoring  of  the  drug  traffickers'  "com- 
munications networks,"  providing  law  enforcement  with  the  ability  to  identify  all  of 
the  organization's  drug  traffickers  and  their  illegal  proceeds,  as  well  as  ultimately 
in  dismantUng  those  national  and  international  drug  trafficking  organizations.  Since 
national  and  international  drug  chieftains  and  local  drug  "kingpins"  do  not  appear 
at  drug  buys  or  shipments,  electronic  surveillance  ordinarily  provides  the  only  reli- 
able method  of  linking  the  drug  organizations'  leaders  with  the  enterprise,  and  fre- 
quently provides  the  only  direct  and  persuasive  evidence  that  will  support  a  crimi- 
nal conviction.  Consequently,  information  derived  from  electronic  surveillance  is  es- 
sential in  successfully  prosecuting  those  at  the  executive  level  of  the  drug  trade. 

Recent  examples  of  the  criticm  role  of  electronic  surveillance  in  drug  investiga- 
tions are: 

•  In  a  New  York  City-based  drug  trafficking  investigation,  an  FBI-led  task  force 
conducted  over  55  separate  electronic  surveillances  (with  numerous  extensions). 
As  of  March  1993,  tnis  investigation  has  resulted  in  222  arrests;  167  convic- 
tions; the  dismantling  of  15  major  drug  trafficking  organizations/gangs,  and  the 
identification  of  30  others;  the  resolution  of  some  40  New  York  area  homicides, 
including  the  assassination  of  a  NYCPD  police  officer  and  a  New  York  state  pa- 
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role  officer.  Substantial  quantities  of  drugs  have  been  seized  and  over  $8  million 
in  assets  have  been  seized.  These  efforts  have  resulted  in  a  svibstantial  reduc- 
tion in  drug-related  homicides; 

•  The  April,  1992,  drug  raid  in  Miami  that  netted  15,000  pounds  of  cocaine  which 
was  based  on  information  developed  through  electronic  surveillance.  Evidence 
derived  from  electronic  siu-veillance  was  instrumental  in  identifying  the  net- 
work's leader  among  the  22  defendants  arrested- 

•  The  1991  DEA  Herrera  Drue  Investigation  in  New  York  City  resulting  in  the 
successfiol  prosecution  of  51  aefendante,  including  key  individuals  linked  to  the 
call  drug  cartel,  relied  upon  electronic  surveillance. 

Without  the  use  of  one  of  federal  and  state  law  enforcement's  most  important  en- 
forcement tools — electronic  surveillance — the  volume  of  drugs  would  dramatically  in- 
crease and  the  ease  and  means  of  drug  importation  and  distribution  would  he  dra- 
matically enhanced  through  the  drug  traffickers'  unfettered  use  of  their  drug  "com- 
munications networks." 

PUBLIC  CORRUPTION  AND  GOVERNMENTAL  FRAUD 

Integrity  in  government  is  a  keystone  in  any  democracy.  Corruption  and  fraud  un- 
dermine the  public's  respect  and  confidence  in  governmental  institutions  and  in  the 
rule  of  law.  By  their  nature,  corruption  and  fraud  can  only  flourish  in  secrecy,  hid- 
den from  pubhc  view.  As  a  result,  normal,  overt  investigative  techniques  are  in  most 
cases  totally  unavailing.  Hence,  as  a  general  proposition,  law  enforcement  has  found 
that  electronic  svirveillance  and  undercover  operations  are  critical  means  to  effec- 
tively detect,  investigate,  and  prosecute  these  insidious  crime  problems. 

In  several  recent  judicial  corruption  investigations,  electronic  surveillance  evi- 
dence has  directly  led  to  the  conviction  of  two  federal  district  court  judges  and,  in 
another  case,  to  me  indictment  or  plea  of  six  current  of  former  Dade  Covmty,  Flor- 
ida, State  judges  (four  convicted,  one  acquitted,  and  one  to  be  retried)  and  five  attor- 
neys (all  convicted)  for  extortion  and  case  fixing.  Within  the  recent  past,  electronic 
surveillance  helped  build  a  corruption  case  involving  the  police  force  of  a  large  mid- 
western  city  which  included  extortion  and  protection  for  gambling  and  narcotics  dis- 
tribution. Thirty  police  officers  smd  17  others  were  indicted,  and  46  of  the  47  either 
pled  or  have  been  found  guilty. 

Electronic  surveillance  has  played  an  indispensable  role  in  countering  govern- 
mental fraud.  For  example,  the  Til-wind"  investigation  (which  was  largely  based 
upon  36  separate  court-ordered  electronic  surveillances  conducted  across  the  United 
States)  has  had  a  tremendous  impact  upon  fraud  and  abuse  both  within  the  govern- 
ment and  within  the  industries  that  contract  with  the  government.  To  date,  the  "ill- 
wind"  investigation  has  resulted  in  65  convictions  (including  high-level  Department 
of  Defense  officials  and  eight  corporations),  sanctions  against  contractors,  and  over 
a  quarter  of  a  billion  dollars  ($271,000,000)  in  fines,  restitutions,  and  recoveries  or- 
dered. Evidence  necessary  to  obtain  these  convictions  fines  recoveries  etc.  would  have 
been  impossible  to  obtain  without  electronic  surveillance. 

The  high  cost  of  health  care  in  the  United  States  is  a  problem  of  tremendous  im- 
portance to  our  society.  Unfortunately,  billions  of  healtn  care  dollars  are  wasted 
through  fraud.  With  regard  to  heal^  care  firaud,  electronic  surveillance  has  been 
extremely  important.  In  1993,  in  New  York,  electronic  surveillance  of  hardwired 
(fixed)  and  cellular  (mobile)  telephones  produced  critical  evidence  in  a  case  involving 
widespread  Medicare/Medicaid  n-aud  carried  out  by  numerous  pharmacies  and  phar- 
macists. Seventy-nine  (79)  individuals,  including  38  pharmacists,  were  indicted.  To 
date,  79  individuals  have  been  convicted  or  pled  guilty  and  $6.6  million  in  assets 
are  subject  to  seizure  and  forfeiture.  Similarly,  in  1993,  in  Detroit,  electronic  sur- 
veillance was  instrumental  in  investigating  and  prosecuting  a  wide-spread  Medi- 
care/Medicaid fraud  perpetrated  by  nimierous  pharmacies  and  pharmacists. 

Thirty-two  (32)  pharmacies/pharmacists  were  prosecuted,  and  $4  million  in  crimi- 
nal for^itures  are  expected  to  follow.  The  FBI  estimates  that  the  health  care  fraud 
in  of  the  foregoing  cases  alone  ranged  in  Uie  tens  of  millions  of  dollars. 

Recently,  a  major  governmental  fraud  case  involving  Russian  emigre  organized 
crime  and  the  Gambino  LCN  organized  crime  family  was  successfully  investigated 
through  the  use  of  an  undercover  operation  and  the  substantial  use  of  elec^nic 
surveillance  to  intercept  a  number  of  cellular  telephones.  The  criminal  scheme  in- 
volved defrauding  the  Federal  Government  and  State  governments  of  motor  fuel 
taxes.  The  Department  of  Justice  estimates  than  more  than  $1  billion  in  federal  ex- 
cise tax,  funds  that  are  earned  for  the  highway  trust  fund  for  use  in  maintaining 
the  nation's  highway  infrastructure,  is  illegally  skimmed"  each  year.  An  indictment 
in  the  foregoing  case  has  been  returned  m  Newark,  charging  14  individuals  with 
defrauding  the  Federal  Government  and  the  State  of  New  Jersey  out  of  more  than 
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$60  million  in  tax  revenues  and  with  laundering  $66.2  million  resulting  in  4  convic- 
tions to  date.  A  number  of  the  subjects  in  this  investigation  utilized  cellvilar  tele- 
phones and  frequently  changed  cellular  telephones  in  an  effort  to  thwart  electronic 
surveillance.  The  intercepted  telephone  conversations  were  critical  to  proving  the  in- 
volvement of  the  LCN  in  this  Russian  organized  crime  fraud  against  Federal  and 
State  Governments. 

TERRORISM 

A  significant  number  of  terrorist  acts,  including  bombings  and  murders,  have 
been  prevented  through  the  effective  use  of  electronic  surveillance.  Many  of  these 
terrorist  acts,  if  not  prevented,  likely  would  have  had  substantial  national  and/or 
international  implications.  In  one  case,  the  bombing  of  a  foreign  consulate  in  the 
United  States  was  prevented,  and  the  electronic  surveillance  evidence  was  used  in 
the  subsequent  conviction  of  the  principals.  In  another  case,  a  terrorist  rocket  attack 
against  a  United  States  ally  by  a  foreign-based  terrorist  group  was  thwarted,  and 
the  electronic  surveillance-based  investigation  led  to  the  arrest  of  the  principals  and 
the  prevention  of  the  loss  of  life  of  scores  of  persons. 

In  1986,  the  efforts  of  the  violent  El  Rukn  Chicago  street  gang  to  shoot  down  a 
commercial  airliner  within  the  United  States  with  a  stolen  military  weapon  system 
was  thwarted  through  electronic  surveillance.  The  FBI's  prevention  of  this  act  of 
state-sponsored  terrorism,  financed  by  Libya,  which  would  have  cost  several  hun- 
dred U.S.  lives,  was  singularly  attributable  to  the  use  of  electronic  surveillance — 
but  for  the  availability  of  this  technique,  another  pan  an  103  disaster  could  have 
occurred  on  American  soil. 

More  recently,  in  1993,  electronic  surveillance  contributed  to  the  indictment  of  in- 
dividuals in  the  St.  Louis-based  cell  of  the  ABU  Nidal  organization  on  RICO  charges 
of  murder,  conspiracy  to  commit  murder,  and  conspiracy  to  bomb  the  Israeli  em- 
bassy in  Washington,  DC  in  1990,  foreign-based  terrorists  were  prevented  from  ac- 
quiring a  stinger  surface-to-air  missile  which  was  to  be  emploved  in  a  terrorist  act 
wherein  numerous  people  would  undoubtedly  have  been  killea.  Also,  in  1989,  as  a 
direct  result  of  court-ordered  electronic  surveillance  in  a  terrorist-related  matter,  in- 
formation was  obtained  which  resvilted  in  the  conviction  of  two  individuals  for  the 
brutal  homicide  of  their  16-year-old  daughter. 

Beyond  the  foregoing  instances,  over  the  last  decade  numerous  other  terrorist-re- 
lated investigations  have  utiUzed  electronic  surveillance  to:  prevent  a  rocket  attack 
against  an  FBI  field  office;  prevent  an  attack  on  a  nuclear  power  facility;  solve  sev- 
eral murders;  identify  the  perpetrators  of  a  $7,000,000  armed  robbery;  and  solve 
and  prevent  several  bombings  by  anti-Castro  groups  in  Miami,  Florida. 

VIOLENT  CRIME 

Many  violent  crimes,  including  murder,  have  been  solved  and  a  significant  num- 
ber prevented  by  law  enforcement's  "real  time"  response  to,  and  preventive  actions 
taken  as  a  result  of  conversations  intercepted  through  electronic  surveillance.  Elec- 
tronic surveillance  has  been  used  in  combating  and  solving  violent  crimes  per- 
petrated by  both  organized  criminal  groups  and  bv  individuals.  The  following  are 
recent  examples  of  cases  in  which  electronic  surveillance  has  been  crucial  in  saving 
lives  or  preventing  violent  acts  from  occvuring: 

•  Conversations  of  members  of  the  New  England  LCN  family  were  intercepted 
wherein  the  murders  of  three  individuals  were  planned,  and  details  concerning 
six  prior  murders  were  discussed.  Of  the  three  planned  murders,  two  were  pre- 
vented by  the  FBI;  the  third  could  not  be  prevented  because  of  an  inability  to 
locate  the  victim  prior  to  his  murder. 

•  One  of  the  most  violent  Asian  organized  crime  gangs  active  in  the  New  York 
City  area  is  the  Green  Dragons,  which,  as  of  1990,  was  directed  telephonically 
by  Kin  Fei  Wong  from  the  People's  Republic  of  China.  The  Green  Dragons  Gang 
perpetrated  murder,  armed  robberies,  home  invasions,  extortion,  drug  traffick- 
ing, and  were  involved  in  the  obstruction  of  justice.  Court-ordered  electronic 
surveillance  provided  evidence  of  these  crimes  and  also  disclosed  that  the  Green 
Dragons  were  about  to  engage  in  a  "shoot  out"  with  a  rival  Asian  gang.  Imme- 
diately acting  upon  this  information,  16  members  of  the  group  were  arrested  by 
FBI  agents  and  police  officers  and  an  imminent  violent  confrontation  and  loss 
of  life  were  prevented.  Based  partly  upon  evidence  derived  from  electronic  siir- 
veiUance,  all  defendants  were  found  giulty  of  racketeering,  racketeering  conspir- 
acy, and  numerous  substantive  counts  which  included  murder,  kidnapping, 
home  invasions,  armed  robbery,  extortion  and  bribery  of  a  public  official. 
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•  In  1991,  the  murder  of  a  United  States  court  of  appeals  iudge  was  solved  and 
a  conviction  obtained  based  in  part  upon  electronic  svirveillance  information. 

•  In  a  notable  1990  "sexual  exploitation"  of  children  case  which  relied  heavily 
upon  electronic  surveillance,  the  FBI  thwarted  two  individuals  who  were  con- 
spiring to  abduct,  torture,  and  kill  a  teenage  boy  for  the  pvirpose  of  making  a 
"snuff  mvu-der"  film. 

•  In  1993,  in  Greene  County,  Ohio,  a  10-year  old  triple  homicide  was  finally 
solved,  and  evidence  critical  for  successful  prosecution  was  obtained  through  the 
use  of  electronic  svu-veillance.  The  victims,  two  men  and  a  pregnant  woman,  had 
been  shot  execution-style,  and  subsequently  their  throats  had  been  sUt  and 
their  skulls  had  been  crushed  by  the  murderers. 

FOREIGN  COUNTERINTELUGENCE  (FCD 

Because  any  discussion  of  the  importance  of  FISA-based  electronic  surveillance 
would  involve  highly  sensitive  matters  and  highly  classified  information,  suffice  it 
to  say  tihat  information  derived  fii^m  FISA  electronic  surveillance  is  critical  to  the 
president  of  the  United  States,  the  national  security  council,  the  intelligence  com- 
munity, the  department  of  defense,  and  the  state  department.  Such  information  is 
of  great  importance  as  our  nation's  leaders  estabUsh  policy  and  safeguard  the  na- 
tion's defense  and  national  security. 

CONSEQUENCES  OF  THE  LOSS  OF  ELECTRONIC  SURVEILLANCE 

As  indicated  above,  society's  most  dangerous  criminal  organizations  and  groups 
rely  heavily  upon  the  use  of  telecommunications.  Additionally,  such  organizations 
tend  to  take  advantage  of  advanced  telecommvmications  and  services  to  conduct  and 
carry  out  their  illegal  activities.  Evidence  is  developing  that  indicates  cruninal  orga- 
nizations are  also  increasingly  looking  for  ways  to  avoid  law  enforcement's  electronic 
surveillance  by  fi^quently  dianging  uieir  telecommunications  devices  and  telephone 
numbers,  modifying  and  reprogramming  their  cellular  telephone  identification  num- 
bers and  codes,  and  utilizing  call-forwarding  features,  etc.  increased  use  of  cellular 
telephones,  call-forwarding  features,  and  evasive  efforts  have  already  had  a  negative 
impact  upon  electronic  surveillance  and  law  enforcement's  ability  to  protect  the  pub- 
lic and  effectively  enforce  the  law.  The  foregoing  cases  directly  demonstrate  the  pub- 
lic s£^ety  and  law  enforcement  benefits  directly  attributable  to  the  use  of  electronic 
surveillance.  "They  also  indicate  the  kind  of  negative  impacts  and  societal  harms 
that  would  result  if  there  were  a  loss  or  diminishment  of  the  electronic  surveillance 
techni(jue.  Indeed,  loss  of  a  viable,  effective  electronic  siirveillance  technique  would 
result  in: 

•  A  substantial  loss  of  life,  attributable  to  the  inability  of  law  enforcement  to  pre- 
vent planned  terrorist  acts  and  murders; 

•  A  substantial  increase  in  economic  harm  (in  the  billions  of  dollars)  to  business, 
industry,  labor  unions,  and  society  generally  caused  by  the  growth/emergence 
of  organized  crime  groups  and  activities; 

•  A  svu)stantial  increase  in  the  corruption  of  legitimate  business,  industry,  and 
labor  unions  caused  by  tiie  growth/emergence  of  organized  crime  groups; 

•  A  substantial  increase  in  the  availabihty  and  reduced  cost  of  narcotics  and  ille- 
gal drugs,  as  well  as  the  attendant  personal,  societal,  and  economic  harm  (nu- 
merous deaths,  ravaged  lives,  and  increased  economic  harm  in  the  billions  of 
dollars); 

•  A  substantial  increase  in  undetected  and  unprosecuted  public  corruption  and 
fraud  against  the  government  (in  the  billions  of  dollars)  and  a  resiilting  lost 
trust  in  government; 

•  A  substantial  increase  in  undetected  and  unprosecuted  terrorist  bombings,  mur- 
ders, and  other  acts  with  tiie  attendant  loss  of  numerous  lives  and  billions  of 
dollars  in  economic  harm; 

•  A  substantial  increase  in  unprosecuted  criminal  cases  of  all  kinds  and  the  po- 
tential for  a  substantial  increase  in  acquittals  and  hung  juries  occasioned  by  the 
lack  of  direct  and  persuasive  electronic  surveillance  evidence. 

ELECTRONIC  SURVEILLANCE:  SURGICAL  USE  WITHOUT  ABUSE 

In  passing  the  Title  III  legislation,  codified  at  18  U.S.C.  2510-21,  Congress  en- 
acted a  comprehensive  electronic  surveillance  regimen  that  carefully  balanced  the 
communications  security  needs  and  privacy  rights  of  individuals  with  the  legitimate 
needs  of  law  enforcement  to  protect  the  pubUc  and  effectively  enforce  the  law.  Above 
and  beyond  the  traditional  requirements  of  the  fourth  amendment  compliance  (such 
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as  probable  cause,  the  need  for  impartial  judicial  review  and  a  warrant,  particular- 
ity as  to  the  object  of  the  search,  prompt  execution  of  the  electronic  search,  etc.), 
Congress  also  specified  that  electronic  surveillance  could  be  used,  generally  speak- 
ing, only  as  a  fast  resort  (when  other  investigative  techniques  failed  or  were  too 
dangerous);  only  for  serious  felony  offenses;  and  only  for  specific  criminal  commu- 
nications. The  acquisition  of  noncriminal,  nonrelevant  communications  is  forbidden 
and  such  commumcations  must  be  carefully  minimized. 

Congress  has  also  enacted  an  electromc  surveillance  regimen  for  use  in  intel- 
ligence based  investigations,  the  foreign  intelligence  surveillance  act  of  1978  (FISA), 
codified  at  50  U.S.C.  1801-1811.  Contrary  to  me  assertions  of  some,  electronic  sur- 
veillance conducted  pursuant  to  Title  III  or  FISA  may  not  be  (and  are  not)  employed 
against  individuals  exercising  their  first  amendment  rights,  such  as  by  engaging  in 
unpopular,  political,  or  antigovemmental  discourse. 

An  objective  review  and  assessment  of  the  Title  III  and  FISA  statutes,  and  of  the 
conduct  of  electronic  surveillance  by  law  enforcement  pursuant  to  these  statutes,  in- 
dicate that  electronic  surveillance  nas  been  conducted  sparingly,  judiciously,  and  in 
compliance  with  the  letter  of  the  law  and  the  spirit  of  Congress'  intent.  As  dem- 
onstrated by  the  lives  saved  and  important  investigations  and  prosecutions  success- 
fully completed,  the  Title  III  statutory  regimen  has  served  both  society  and  law  en- 
forcement extremely  well.  Moreover,  after  25  years  of  usage,  there  is  no  evidence 
of  significant  abuse.  Statistics  compiled  by  the  FBI,  which  is  charged  with  inves- 
tigating violations  of  the  Federal  "wiretap"  statute  based  upon  acts  of  illegal  elec- 
tronic surveillance  and  wiretapping,  indicate  that  instances  of  illegal  wiretapping 
are  very,  very  rare. 

ELECTRONIC  SURVEILLANCE  TECHNICAL  ASSISTANCE 

When  the  Title  III  legislation  was  enacted  by  Congress  in  1968,  there  was  no  spe- 
cific provision  for  technical  or  other  assistance  to  law  enforcement.  With  regsu-d  to 
wire  communications,  law  enforcement  necessarily  relies  upon  the  telecommuni- 
cation service  provider's  assistance  in  identifying  the  target's  wire  pairs  and  their 
line  "appearances,"  and  upon  the  service  providers  fiimisning  of  leased  lines  to  en- 
able the  intercepted  communications  to  be  transmitted  to  a  secure,  law  enforcement 
monitoring  facility. 

Although  the  service  provider  assistance  requirement  was  thought  to  be  self-evi- 
dent and  implicit  in  the  Title  III  legislation,  certain  service  providers  initially  re- 
sisted providing  law  enforcement  with  needed  assistance,  even  when  directed  to  do 
so  by  court  order.  See,  e.g.,  Application  of  United  States,  427  F.2d  639  (9th  cir. 
1970).  as  a  result.  Congress  was  compelled  to  amend  the  Title  III  statute  in  1970 
and  expressly  fix  the  assistance  responsibility  therein.  The  assistance  provision,  as 
amended,  and  codified  at  18  U.S.C.  2518(4),  states: 

An  order  authorizing  the  interception  of  a  wire,  oral,  or  electronic  commu- 
nication under  this  chapter  shall,  upon  request  of  the  applicant,  direct  that 
a  provider  of  wire  or  electronic  communication  service,  landlord,  custodian 
or  other  person  shall  furnish  the  applicant  forthwith  all  information,  facili- 
ties, and  technical  assistance  necessary  to  accomplish  the  interception  unob- 
trusively and  with  a  minimum  of  interference  with  the  services  that  such 
service  provider,  landlord,  custodian,  or  person  is  according  the  person 
whose  communications  are  to  be  intercepted,  any  provider  of  wire  or  elec- 
tronic communication  service,  landlord,  custodian  or  other  person  famish- 
ing such  facilities  or  technical  assistance  shall  be  compensated  therefore  by 
the  applicant  for  reasonable  expenses  incurred  in  providing  such  facilities 
or  assistance,  (emphasis  added) 

The  FISA  statute,  enacted  in  1978,  contains  a  similar  assistance  provision,  codi- 
fied at  50  U.S.C.  1805(b)(2).  So  also  do  the  pen  register  and  trap  and  trace  statutes. 
See  18  U.S.C.  3124(a)(b). 

It  is  very  important  to  understand  that  telephone  companies  historically  have 
been  extremely  conservative,  and  often  have  declined  to  provide  law  enforcement 
with  necessary  technical  assistance,  even  when  served  with  court  orders.  For  exam- 
ple, some  telephone  companies  initiallv  resisted  providing  law  enforcement  with 
even  minor  "leased  line"  assistance  to  allow  law  enforcement  to  carry  out  a  pen  reg- 
ister investigation,  although  served  with  a  Federal  search  warrant.  This  resistance 
to  pen  register  assistance  was  removed  by  the  Supreme  Court  in  United  States  v. 
New  York  Telephone  Co.,  434  U.S.  159  (1977).  Some  telephone  companies  also  re- 
sisted providing  relatively  minor  assistance  to  effect  a  trap  and  trace  of  dialed  num- 
ber information  when  served  with  a  Federal  court  order.  Federal  court  of  appeals 
action  was  required  to  obtain  such  trap  and  trace  assistance  to  trace  dialed  number 
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information.  United  States  v.  Mountain  States  Telephone  and  Telegraph  Company, 
616  F.2d  1122  (9th  cir.  1980):  In  re  application  of  United  States,  610  F.2d  1148  (3rd 
cir.  1979);  Michigan  Bell  Teleohone  Company  v.  United  States,  565  F.2d  385  (6th 
cir.  1977).  The  lesson  from  such  incidents  is  clear:  Some  telecommunications  compa- 
nies, including  common  carriers,  who  are  concerned  with  their  legal  liabilities  \vill 
act  only  when  the  law  is  clear  as  to  their  responsibilities  and  when  presented  with 
a  court  order. 

In  the  areas  of  pen  registers  and  trap  and  trace  devices,  courts  have  required  tele- 
communication service  providers  to  e^«nd  technical  and  physical  assistance  to  law 
enforcement,  in  order  to  effectuate  court  orders.  There  are.  however,  no  Federal 
cases  construing  the  Titie  III  or  FISA  statutory  "assistance  provisions.  Attorneys 
who  have  analyzed  these  assistance  provisions  believe  that  their  current  language 
does  not  clearly  mandate  that  service  providers  affirmative  must  take  any  steps  or 
develop  any  technical  solutions  to  accommodate  or  effectuate  a  court's  electa-onic  sur- 
veillance order.  Thus,  the  issue  as  to  the  nature  and  extent  of  service  provider  as- 
sistance remains  an  open,  and  often  hotly  debated,  question. 

The  question  has  been  raised  by  some  if  requesting  or  requiring  greater  electronic 
surveillance  technical  assistance  of  service  providers  to  carry  out  a  court  order 
through  either  hardware-  or  software-based  modifications  or  developments  extends 
law  enforcement's  authority.  There  appears  to  be  general  agreement  within  the  gov- 
ernment and  industry  that  this  woula  not  extend  law  enforcement's  electronic  sxu*- 
veillance  authority.  'This  agreement  extends  to  law  enforcement's  legal  authority  or 
entitlement  to  obtain  the  content  of  a  criminal  target's  communications  or  dialed 
number  information  transmitted  via  a  telecommunications  network. 

Some  have  stated  that  requiring  telecommunication  service  providers  to  expend 
additional  technical  or  monetary  resources,  even  pursuant  to  court  order,  to  nelp 
law  enforcement  effect  electronic  sxirveillance  is  unwarranted  or  unprecedented. 

However,  historically  telecommunication  service  providers  have  been  required  to 
alter  their  operations  and  activities  to  meet  law  enforcement  requirements.  For  ex- 
ample, service  providers  have  been  required  by  regulation  to  maintain  telephone  toll 
records  longer  than  operationally  necessary,  and  generally  they  dedicate  time, 
human  resoiirces,  and  hence  money,  to  provide  law  enforcement  agencies  with  such 
subscriber  information.  Further,  by  way  of  precedent.  Congress  has  enacted  public 
safety/public  welfare  legislation  concerning  telecommunication  service  providers  in 
the  area  of  interoperable  equipment  to  assist  the  hearing-impaired  and  in  the  area 
of  telephonic£illy  transmitted  pornographic  communications  (so  called  "dial-a-pom"). 
Also,  manv  localities  require  oy  law  that  the  telecommunication  local  exchange  car- 
riers provide  "911"  emergency  service,  the  cost  of  which  is  passed  on  to  all  subscrib- 
ers. 

Within  the  United  States,  there  are  numerous  other  public  safety/public  welfare 
laws  and  regulations  which  affect  a  number  of  industries  and  businesses  and  man- 
date technical  efforts  and  monetary  expenses  (e.^,  reqxiired  sprinkler  systems, 
smoke  detectors,  fire  alarms,  fire  escapes,  etc.,  in  offices,  factories,  apartment  com- 
plexes, etc.;  safety  belts,  "air  bags,"  catalytic  converters,  and  emission  control  de- 
vices in  vehicles).  On  balance,  when  law  enforcement's  court-ordered  use  of  elec- 
tronic surveillance  is  viewed  in  terms  of  its  important,  and  even  critical,  utility  in 
preventing  and  solving  crimes,  and  as  a  public  safety  requirement,  there  can  be  no 
serious  doubt  that  a  policy  decision  requiring  such  technical  assistance  by  law  is 
consistent  with  past  societal  and  governmental  practices. 

SUMMARY  OF  TECHNOLOGICAL  IMPEDIMENTS 

Prior  to  1984,  the  majority  of  local  and  long  distance  telecommunications  were 
carried  by  AT&T,  which  held  a  virtual  monopoly  on  these  services.  This  resulted  in 
an  homogeneous  network  in  whidi  the  technologies  used  to  conduct  business  were 
the  same  throughout  the  network.  Additionally,  because  of  an  absence  of  competi- 
tion, new  technologies  were  introduced  slowly  and  by  only  a  small  number  of  manu- 
facturers. 

Since  the  divestiture  of  AT&T  in  1984,  the  number  of  service  providers,  as  well 
as  the  diversity  of  technologies,  has  grown  rapidly  and  dramatically.  For  exainple, 
the  number  of  carriers  providing  local  telephone  service  is  now  over  1,400.  A  Sep- 
tember 1992  decision  by  the  Federal  Communications  Commission  is  facilitating 
even  greater  competition  in  this  area.  As  a  result,  the  industry  will  begin  to  see  new 
providers  of  service  and  already  has  begun  to  see  new  business  partnerships  among 
existing  service  providers.  Also,  the  number  of  long  distance  carriers  has  grown 
from  essentially  one  in  1984  to  over  300  today.  Witii  the  advent  of  wireless  tech- 
nologies, such  as  cellular,  the  number  of  service  providers  grew  again.  Today,  there 
are  over  160  cellular  service  providers.  The  introduction  of  new  technologies,  as  well 
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as  actions  taken  by  the  Federal  courts  and  the  Federal  Communications  Commis- 
sion, have  resulted  in  greater  numbers  and  more  diversity  among  service  providers. 
As  a  result,  law  enforcement  agencies  have  had  to  work  with  many  different  service 
providers  to  obtain  the  assistance  necessary  to  conduct  wiretaps.  Numerous  situa- 
tions have  arisen  where  service  providers  who  were  inexperienced  with  court  au- 
thorized wiretaps  have  been  unable  to  provide  assistance  to  law  enforcement  agen- 
cies because  of  a  lack  of  understanding  of  the  legitimate  requirements  of  law  en- 
forcement. 

Traditionally;  common  carriers  have  offered  essentially  "fixed  point"  telecommuni- 
cations: that  is  to  say,  communications  generated  by,  or  intended  for,  a  customer 
and  transmitted  to  a  fixed  location  corresponding  to  a  specific  telephone  number. 
Historically,  these  communications  have  been  transmitted  over  common  carrier  fa- 
cilities, such  as  telephone  wires  that  were  dedicated  to  a  customer's  specific  tele- 
phone number  (often  referred  to  as  a  subscriber's  "loop").  In  the  past,  when  law  en- 
forcement agencies  conducted  covirt-authorized  electronic  surveillance  or  "wiretaps" 
on  a  subject^  traditional  "local  loop,"  they  were  virtually  assvired  of  intercepting  the 
content  of  all  communications  (as  well  as  the  related  dialing  information)  associated 
with  the  subject's  telephone  number  set  forth  in  the  court  order. 

Over  recent  years,  advances  in  telecommunications  technologies,  as  well  as  the  in- 
creasing number  of  common  carriers  (approximately  2,000)  entering  the  tele- 
communications marketplace,  have  introduced  new  sophisticated  services  and  fea- 
tures that  allow  for  the  efficient  transmission  of  multiple,  simultaneous  communica- 
tions of  multiple  subscribers.  Such  communications  are  transmitted  over  fiber  optic 
lines  and  wire  facilities  that  previously  were  dedicated  to  a  single  communication 
and  a  single  subscriber.  Other  advanced  communications  services  (such  as  cellular 
telephones)  and  features  (such  as  call  forwarding  which  permits  customers  to  redi- 
rect calls  intended  for  them)  undermine  the  necessity  for  communications  to  be 
transmitted  always  to  the  same  specific  location  or  through  the  same  wireline  loop. 
Likewise,  "follow-me"  features  and  services  expand  the  notion  of  call  forwarding  to 
national  proportions.  Further,  common  carriers  deployment  of  the  Personal  Commu- 
nications Services  (PCS)  in  the  near  future  will  enable  users  to  define  their  own  set 
of  subscribed  services,  use  any  fixed  or  mobile  terminal  or  telephone  instrument, 
and  initiate  and  receive  calls  across  multiple  networks  without  regard  to  their  geo- 
graphic location.  All  of  these  "follow-me-t^e"  services,  in  effect,  disassociate  a  sub- 
scrioer's  number  from  a  fixed  local  loop.  Tnus,  law  enforcement's  ability  to  conduct 
successfully  court-ordered  electronic  surveillance  is  greatly  hampered. 

As  a  result  of  these  and  other  new  and  advanced  technologies,  common  carriers 
are  no  longer  able  to  ensure  tiieir  ability  to  isolate  specific  communications  (and  di- 
aling information)  associated  with  the  subjects  of  court-ordered  surveillance,  to  the 
exclusion  of  all  other  subscribers'  communications  and  dialing  information.  Industry 
representatives  rave  bluntly  told  law  enforcement  that  the  existing  telecommum- 
cations  systems  and  networks  will  ttvwaxt  court  authorized  intercepts.  The  above- 
described  services  and  features  and  the  new  telecommunication  systems  planned  for 
future  implementation,  both  in  their  current  and  planned  configurations,  often  pre- 
vent, and  will  continue  to  prevent  common  carriers  from  providing  law  enforcement 
witii  access  to  edl  of  the  communications  and  dialing  information  that  £ire  the  sub- 
ject of  electronic  surveillance  and  pen  register  court  orders. 

The  attached  charts  (past  operating  environment,  present  operating  environment, 
and  ftiture  operating  environment)  depict  the  increasingly  complex  telecommuni- 
cations environment  in  which  law  enforcement  has  operated  and  will  continue  to  op- 
erate when  attempting  to  execute  court-authorized  electronic  surveillances. 

Over  the  last  decade,  it  is  conservatively  estimated  that  several  hundred  elec- 
tronic surveillance  and  pen  register  and  trap  and  trace  court  orders  have  been  frus- 
trated, in  whole  or  in  part,  by  various  technological  impediments.  During  1993,  the 
FBI,  through  an  informal  survey  of  Federal,  State,  and  local  law  enforcement,  col- 
lected information  regarding  the  execution  of  recent  electronic  surveillance  court  or- 
ders (including  authorizations  for  call  content,  pen  register,  and  trap  and  trace)  in 
order  to  gauge  how  many  court  orders  have  been  frus&ated  or  delayed  due  to  tech- 
nology-based problems.  The  survey  revealed  91  instances  in  which  law  enforcement 
agencies  participating  in  the  survey  were  precluded  from  implementing  or  fully  im- 
plementing court  orders  for  electronic  surveillance  due  to  various  technological  im- 
pediments. The  msgority  of  the  problems  were  encountered  during  attempts  to  exe- 
cute orders  regarding  electronic  surveillance  activities  relating  to  cellular  telephone 
systems  (33  percent)  and  "fixed"  or  wireline  communications  that  employed  custom 
calling  features  (32  percent).  With  respect  to  cellular  systems,  problems  have  ranged 
from  a  technical  inability  on  the  part  of  the  cellular  common  carrier  to  assist  Taw 
enforcement,  to  cellular  systems  that  were  not  capable  of  isolating  and  collecting 
communications  and/or  pen  register  information  (dialed  numbers)  associated  with 
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subject's  telephone  communications.  A  separate  category  of  technical  problems  asso- 
ciated with  cellular  systems  relates  to  the  inability  of  some  cellular  carriers  to  com- 
f)ly  with  coiul  orders  due  to  a  limited  capacity  associated  with  the  carrier's  particu- 
ar  system  (11  percent).  The  following  are  examples  to  illustrate  some  of  the  impedi- 
ments encountered: 

1)  A  federal  investigation  of  a  maior  narcotics  organization  operating  in  the 
northeastern  United  States  was  hampered  when  the  cellular  telephone  serv- 
ice provider  was  unable  to  fulfill  requests  for  coiut-ordered  wireteps  due  to 
the  provider's  technical  limitations. 

2)  An  organized  crime  and  drug  trafficking  task  force  investigation  in  the  south- 
eastern U.S.  was  unable  to  conduct  a  court-ordered  wiretep  as  the  cellular 
telephone  service  provider  was  unable  to  provide  law  enforcement  with  access 
to  the  subject's  long  distance  communications  made  through  the  providers  cel- 
lular service. 

3)  Two  different  cellular  service  providers  in  the  mid-western  U.S.  were  unable 
to  comply  with  separate  federal  court-orders  requesting  pen  register  or  dialed 
number  information  from  a  suspected  drug  trafficker's  cellular  telephone. 

4)  A  regional  telephone  company  in  the  mid-western  U.S.  was  unable  to  provide 
a  federal  law  enforcement  agency  with  the  content  and  dialed  nvunber  infor- 
mation from  a  suspected  drug  traffickers  telephone  as  a  result  of  the  subjects 
use  of  custom  caUing  features. 

5)  A  cellular  service  provider  in  the  south  was  unable  to  comply  with  a  Federal 
court-order  for  dialed  number  information  concerning  a  Fed!eral  pubUc  corrup- 
tion investigation  due  to  technical  limitations. 

It  is  importent  to  note  that  there  have  been  many  instences  where  court  orders 
have  not  been  sought  or  served  on  carriers  due  to  law  enforcement's  awareness  of 
these  preexisting  impediments,  and  therefore  they  were  not  tabulated  in  connection 
with  this  survey.  Included  in  a  recent  letter  from  the  director  of  a  high  intensity 
drug  trafficking  area  (HIDTA)  it  was  noted  that  a  Federal  law  enforcement  agencv 
did  not  pursue  twenty-five  court  orders  because  of  the  known  inabilities  of  the  cel- 
lular service  provider  to  effectuate  such  orders. 

However,  it  would  be  a  mistake  to  analyze  and  respond  to  this  problem  simply 
by  attempting  to  count  the  specific  number  of  covirt  orders  frustrated  or  delayed  in 
the  past.  Although  they  convey  a  sense  of  the  problem,  and  identify  some  of  the 
technical  problems  that  are  being  encountered  as  a  result  of  recent  telecommuni- 
cations technology  advances,  focusing  on  these  numbers  and  technologies  alone  is 
terribly  misleading.  Fortunately,  the  number  of  court-ordered  interceptions  that 
have  been  impeded  by  technology  is  still  somewhat  limited.  However,  the  tele- 
communications technologies  that  are  emerging  will  likely  have  a  much  greater  and 
more  devastating  impact  on  law  enforcement's  ability  to  conduct  court-ordered  elec- 
tronic surveillance  in  the  future. 

FBI/GOVERNMENT  EFFORTS  TO  OBTAIN  TELECOMMUNICATIONS  INDUSTRY'S 

COOPERATION/SOLUTIONS 

For  almost  four  years,  the  government  has  attempted  to  resolve  the  technical  is- 
sues associated  with  covirt-ordered  electronic  surveillance  by  meeting  with  various 
representatives  of  the  telecommunications  industry  at  virtually  all  corporate  levels. 
Historically,  law  enforcement's  interface  with  this  industry  has  been  through  the  se- 
curity organization  of  the  common  carrier.  It  is  this  interface  that  previously  has 
been  most  knowledgeable  of  law  enforcement's  electronic  surveillance  requirements, 
as  they  receive  court  orders  requiring  them  to  assist  law  enforcement  with  their 
electronic  surveillance  responsibilities.  However,  it  was  learned  in  1990,  during  dis- 
cussions with  the  industry,  that  the  security  entities  within  the  common  carrier 
companies  were  not  routinely  involved  in  the  industry's  technology  planning,  desi^, 
and  development  processes.  As  a  result,  law  enforcement's  needs  were  not  oeing  in- 
corporated into  the  carriers'  system  requirements. 

In  an  attempt  to  have  law  enforcement's  requirements  considered  during  the  in- 
dustry's planmng  processes,  the  government  systematically  met  with  the  most  sen- 
ior levels  of  the  traditional  common  carriers  and  briefed  them  about  the  difficulties 
being  encountered  by  law  enforcement  and  about  our  concerns  that  future  tech- 
nologies would  severely  diminish,  if  not  preclude,  this  critical  investigative  tech- 
nique. Although  these  executives  appeared  supportive  of  law  enforcement's  goals, 
several  of  them  indicated  that  without  some  sort  of  mandate,  such  as  legislation, 
their  companies  could  not  unilaterally  invest  time,  money,  and  technical  resources 
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in  developing  and  implementing  solutions,  especially  if  there  were  no  assurance  that 
their  competitors  woiild  do  so. 

On  January  15,  1992,  then  President  Bush  authorized  the  Justice  Department  to 
proceed  with  a  legislative  initiative.  On  March  6,  1992,  the  digital  telephony  legisla- 
tion was  announced,  and  the  industry  response  was  generally  negative,  a  position 
that  was  at  variance  with  that  expressed  previously  by  a  number  of  the  representa- 
tives of  the  telecommunications  companies.  On  March  18,  1992,  then  Attorney  Gen- 
eral William  Barr  and  then  FBI  Director  William  S.  Sessions  sponsored  and  chaired 
a  meeting  for  all  major  industry  executives.  It  was  attended  by  fovu"  telecommuni- 
cations executives,  representing  tiie  industry.  During  this  meeting,  telecommuni- 
cations executives  asserted  that  the  FBI  had  been  talking  to  the  wrong  people  in 
industry  (the  secxarity  officers,  senior  executives,  etc.)  and  that  the  solution  to  these 
problems  rested  with  those  upper/mid-level  managers  and  engineers  who  oversaw 
development/ implementation  of  the  technologies  in  question.  The  Attorney  General 
agreed  to  an  industry  request  that  a  telecommunications  technical  committee  con- 
sisting of  the  "right  industry  people"  (picked  by  the  CEOS)  be  created  to  identify 
technical  solutions  and  to  get  the  job  done.  It  was  also  clearly  understood  that  the 
administration  and  law  enforcement  would  continue  to  pursue  legislation. 

As  a  result  of  the  March  18,  1992,  meeting,  industry  representatives  met  with  the 
government  on  March  26,  1992,  to  begin  a  process  of  establishing  a  technical  work- 
ing committee  to  address  technical  impediments  to  electronic  svirveillance.  In  May 
of  1992,  an  ad  hoc  technical  working  group  began.  This  group  was  later  organized 
as  the  electronic  communication  service  providers  committee  under  an  industry  as- 
sociation now  known  as  the  Alliance  for  Telecommunications  Industry  Solutions 
(ATIS).  This  committee  consists  of  representatives  of  electronic  communication  serv- 
ice providers  (e.g.  common  carriers),  telecommunications  equipment  manufacturers, 
and  law  enforcement  officials,  who  attend  voluntarily  and  with  varying  degrees  of 
regularity  and  interest.  As  a  result  of  this  process,  over  the  past  two  years  there 
has  been  a  better  understanding  by  both  law  enforcement  and  industry  representa- 
tives of  the  issues  that  each  face  with  respect  to  electronic  surveillance.  However, 
contrary  to  assertions,  new  telecommunications  technologies  will  jeopardize  law  en- 
forcement's siu^eillance  abilities.  The  ATIS  chairman  has  stated  in  a  recent  letter 
that  the  entire  committee,  not  just  one  participant  or  one  group  of  participants,  now 
recognizes  the  problems  and  impediments  that  these  telecommunications  tech- 
nologies are  creating  for  law  enforcement.  A  copy  of  our  correspondence  with  the 
ATIS  chairman  is  attacked  as  an  exhibit. 

I  support  continued  dialog  between  industry  and  law  enforcement.  However,  it 
must  be  recognized  that  this  committee  process  is  voluntary  and,  as  such,  only  those 
companies  who  are  committed  to  assisting  law  enforcement  participate  and  support 
this  effort.  Second,  only  a  handful  of  the  over  2,000  companies  attend.  Third,  no 
implementable  solutions  have  been  developed  since  discussions  began  almost  two 
years  ago.  Fourth,  committee  resolutions  are  nonbinding  and  it  is  not  possible  to 
secure  a  commitment  from  participants  to  implement  any  solutions  that  may  be  de- 
veloped in  this  voluntary  forum.  Finally,  as  in  any  business  decision,  it  is  recognized 
that  there  will  be  costs  incurred  by  industry  to  accommodate  law  enforcement's  re- 
quirements. The  ATIS  chairman  has  also  indicated  that  antitrust  and  other  legal 
considerations  preclude  discussions  and  resolutions  to  these  cost  issues.  In  light  of 
these  limitations,  the  administration  and  all  of  law  enforcement  have  concluded  that 
the  committee  process  is  not,  and  cannot  be,  a  substitute  for  a  legislative  mandate 
to  ensure  law  enforcement's  continued  ability  to  conduct  court-auuiorized  electronic 
surveillance. 

PRESroENTIAL  REVIEW  DIRECTIVE  (PRD) 

In  April  1993,  President  Clinton  directed  that  an  interagency  working  group  be 
established  under  the  auspices  of  the  National  Security  Council  (NSC)  to  examine 
advanced  telephony  and  to  consider  its  effect  and  impact  on  the  conduct  of  electronic 
surveillance  by  our  nation's  law  enforcement  and  intelligence  agencies.  After  an  in- 
depth  eight  month  study,  the  NSC  provided  a  number  of  policy  options  for  the  Vice 
President  and  appropriate  cabinet  officials.  As  a  result  of  their  review  of  the  options, 
it  was  unanimously  decided  tiiat  comprehensive  legislation  was  the  only  effective 
way  to  deal  with  tiae  "digital  telephony"  problem.  Fundamental  to  this  decision  was 
the  belief  that  it  would  be  unacceptable  for  the  safety  of  the  American  public  to  be 
imperiled,  the  national  seoirity  endangered,  and  effective  law  enforcement  eroded 
through  the  loss  or  diminishment  of  this  critical  and  essential  tool  of  our  nation's 
law  enforcement  and  intelligence  agencies. 
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PROPOSED  LEGISLATION 


The  proposed  legislation  represents,  in  our  estimation,  the  only  rational  and  via- 
ble approach  to  solving  the  digital  telephony  problem  in  a  comprehensive  fashion. 
Only  through  legislation  can  the  government  oe  assured  that  within  a  reasonable 
period  of  time  the  impediments  to  electronic  surveillance  will  be  removed  and  our 
society's  window  of  viilnerability  closed.  Without  enactment  of  the  administration's 
proposal,  one  of  our  most  effective  weapons  against  national  and  international  drug 
trafficking,  terrorism,  espionage,  orgamzed  cnme,  and  serious  violent  crimes  will  be 
severely  and  adversely  impacted.  Without  its  enactment,  the  public  safety,  the  na- 
tional secxirity,  and  effective  law  enforcement  will  be  imperiled. 

The  piirpose  of  this  legislation  is  to  maintain  technological  capabilities  commensu- 
rate with  existing  statutory  authority — that  is,  to  prevent  advanced  telecommuni- 
cations technology  from  repealing  de  facto  the  statutory  authority  already  conferred 
by  the  Congress.  The  proposed  legislation  expUcitly  states  that  the  legislation  does 
not  enlarge  or  reduce  the  government's  authority  to  lawfully  intercept  the  content 
of  communications  or  install  or  use  pen  register  or  trap  and  trace  devices  pursuant 
to  court  authorization.  Neither  does  it  alter  the  current  duty  of  the  service  provider 
to  assist  law  enforcement  and  receive  payment  for  such  assistance.  Nor  does  it  eJter 
existing  causes  of  action,  civil  liability,  or  good  faith  defenses. 

The  'purpose"  section  of  the  act  indicates  that  the  act  is  designed  to  clarify  and 
define  tne  responsibilities  of  common  carriers,  providers  of  common  carrier  support 
services,  and  telecommunications  equipment  manufacturers.  They  would  be  re- 
quested to  provide  the  assistance  required  to  ensure  that  government  agencies  can 
implement  court  orders  and  lawful  authorizations  to  intercept  the  content  of  wire 
and  electronic  communications  and  acquire  call  setup  information  (e.g.,  dialed  num- 
ber information),  pursuant  to  the  Federal  and  State  electronic  surveulance  and  pen 
register  and  trap  and  trace  statutes.  The  "assistance"  requirement  that  is  clarified 
and  more  fully  defined  is  not  a  new  one,  but  rather  a  long-standing  one,  dating-back 
to  1970.  In  the  original  assistance  provision.  Congress  evidenced  a  clear  intent  that 
lawful  court  orders  should  not  be  frustrated  due  to  a  service  provider's  failure  to 
provide  needed  technological  assistance  and  facilities.  The  proposed  legislation  clari- 
fies and  defines  the  nature  and  extent  of  the  responsibility  which  arises  from  the 
unequivocal  mandate  of  the  1970  law. 

An  additional  purpose  of  the  act  is  to  improve  communications  privacy  protection 
for  users  of  cordless  telephones,  certain  radio-based  data  communications  and  net- 
works, communications  transmitted  using  certain  privacy-enhancing  modulation 
techniques,  and  to  clarify  the  lawfulness  of  quality  control  and  service  provision 
monitoring  of  electronic  communications  on  a  par  with  wire  communications. 

The  legislation  sets  forth  law  enforcement's  electronic  surveillance  requirements. 
The  requirements  are,  by  design,  generic  in  nature  and  are  intended  to  put  common 
carriers  on  notice  as  to  needs  of  law  enforcement.  The  government  purposely  es- 
chewed setting  any  technical  standards  because  it  does  not  desire  to  dictate"  par- 
ticular technological  solutions.  It  is  the  government's  position  that  each  common 
carrier  is  best  positioned  and  qualified  to  determine  how  it  will  meet  the  require- 
ments in  the  most  cost-effective  way. 

The  articulation  of  these  requirements  constitutes  the  first  legislative  listing  of 
law  enforcement's  electronic  surveillance  requirements.  However,  most  of  these  re- 
quirements have  been  known  to  the  major  local  exchange  carriers,  interexchange 
carriers,  and  cellular  carriers  for  quite  some  time. 

In  brief,  the  requirements  specify  that  common  carriers  must  be  able  to  provide 
forthwith,  pursuant  to  court  order  or  lawful  authorization,  the  capability  and  capac- 
ity to  permit  the  government  to  conduct  electronic  surveillance,  pen  register,  and 
trap  and  trace  investigations  effectively.  Common  carriers  are  required  to  ensure 
that  there  is  an  ability  to  execute  expeditiously  and  simultaneously  all  court  orders 
and  lawful  authorizations  directed  to  them.  Second,  they  are  required  to  ensure  that 
the  content  of  communications  and  call  setup  information  (dialing  information)  can 
be  intercepted,  acquired,  and  provided  to  the  law  enforcement  agency.  It  must  be 
provided  concurrent  with  the  transmission  of  the  subject's  communication,  to  the  ex- 
clusion of  anyone  else's  communications  or  dialing  information,  and  without  regard 
to  the  mobile  nature  of  the  facility  or  service  that  is  the  subject  of  the  court  order 
or  lawful  authorization,  regardless  of  any  features  offered  by  the  common  carrier 
used  by  the  subscriber  who  is  the  subject  of  the  court  ordered  intercept.  Third,  they 
are  required  to  sure  that  communications  can  be  intercepted  and  dialing  informa- 
tion acquired  unobtrusively  and  with  a  minimum  of  interference  with  any  subscrib- 
er's telecommunications  service.  Finally,  they  are  required  to  ensure  that  the  con- 
tent of  communications  and  the  dialing  information  can  be  transmitted  to  a  location 
identified  by  the  government  distant  from  the  facility  that  is  the  subject  of  the  inter- 
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ception,  from  the  interception  access  point,  and  from  the  premises  of  the  common 
carrier. 

The  basis  for  these  requirements  is  easy  to  understand.  Inasmuch  as  communica- 
tion interceptions  and  dialed  number  acquisitions  increasingly  will  be  activated  from 
within  common  carrier  premises,  including  switching  offices,  it  is  critical  that  there 
be  sufficient  capacity  to  accommodate  completely  the  concomitant  needs  of  all  law 
enforcement  and  government  agencies. 

It  is  critical  for  law  enforcement  agencies  to  be  able  to  intercept  communications 
and  acquire  dialing  information  concurrently,  so  they  can  respond  immediately  to 
life-threatening  circxunstances  and  react  promptly  and  effectively  to  criminal  activ- 
ity in  terms  of  making  needed  arrests,  seizing  evidence,  and  interdicting  contra- 
band, such  as  drugs,  illegal  weapons,  and  bombs.  This  requirement  also  is  impor- 
tant and  critical  in  helping  law  enforcement  agencies  "minimize"  the  monitoring  and 
recording  of  noncriminal  communications. 

The  requirement  that  common  carriers  have  the  ability  to  isolate  for  law  enforce- 
ment the  communications  and  dialing  information  of  the  subjects  of  electronic  sur- 
veillance to  tiie  exclusion  of  the  communications  and  dialing  information  of  other 
subscribers  is  a  basic  and  a  long-standing  one.  Law  enforcement  agencies  do  not 
want  to  be  faced  with  the  prospect  of  having  to  "sort  through"  a  tangle  of  commu- 
nications which  include  the  communications  of  innocent  individuals  who  have  the 
misfortune  of  having  their  communications  "bundled"  or  otherwise  commingled  with 
those  criminal  conversations  of  the  subject  of  court-ordered  interception  in  the  tele- 
communications transmission  process.  (However,  if  the  "bundling^'  of  communica- 
tions is  being  done  by  the  subscriber  law  enforcement  does  not  expect  the  common 
carrier  to  "unbundle"  these  communications.  This  ability  is  being  cnallenged  by  the 
increased  use  of  digital  transport,  multiplexing,  and  fiber  optics  closer  to  the  prem- 
ises of  the  interception  subject. 

The  requirement  pertaining  to  the  mobile  nature  of  services  and  features  directly 
addresses  the  signincant  impediments  to  electronic  surveillance  brought  about  by 
cellular.  Personal  Communications  Services  (PCS),  and  other  emerging  mobile  serv- 
ices, as  well  as  features  and  services  which  permit  subscribers  to  program  or  other- 
wise direct  communications  to  any  facility  they  choose  (e.g.,  "call  forwarding"  and 
"follow  me  service"). 

The  basis  for  the  requirement  that  communications  and  dialing  information  be  ac- 
quired unobtrusively  and  with  a  minimum  of  interference  with  any  subscriber's 
service  is  self  evident.  Without  it,  electronic  surveillance  would  be  detected  by  the 
subject  of  the  intercept  and  compromised. 

The  requirement  that  intercepted  communications  or  acquired  dialing  information 
be  received  at  a  location  identified  by  law  enforcement  agencies  distant  from  the 
subject's  facility,  from  the  interception  point,  and  from  the  premises  of  the  common 
carrier  is  likewise  not  new  and  maintains  current  operating  procedures.  This  re- 
quirement is  fundamentally  important,  since  without  it  the  safety  of  law  enforce- 
ment officers  and  government  employees  would  be  put  at  risk,  the  interception  eas- 
ily could  be  compromised  through  detection,  and  the  effective  execution  of  the  sur- 
veillance would  be  significantly  disrupted. 

The  legislation  contains  a  provision  entitled  "systems  security"  which  is  intended 
to  maintain  tiie  highest  levels  of  telecommunications  privacy  and  systems  securitv. 
Since  communication  interceptions  and  dialing  information  acquisitions  increasingly 
will  be  facilitated  from  within  common  carrier  premises,  including  switching  facih- 
ties  and  network  elements,  it  is  critical  that  these  facilities  remain  highly  secure. 
Consequently,  law  enforcement  will  be  required  to  notify  common  carriers  of  any 
interceptions  that  are  to  be  effected  within  such  facilities.  Further,  common  carriers 
will  designate  individuals  who  exclusively  wiU  have  the  ability  to  activate  all  such 
interceptions  for  law  enforcement.  Law  enforcement  and  other  government  agencies 
£ire  not  seeking  the  authority  or  ability  to  remotely  activate  interceptions  within  the 
premises  of  a  common  earner  in  a  fashion  that  bypasses  personnel  designated  by 
common  carrier.  All  executions  of  court  orders  or  authorizations  which  require  ac- 
cess to  the  switching  facilities  or  other  carrier  premises  will  be  made  through  the 
individuals  authorized  and  designated  by  the  common  carrier. 

The  focus  of  compliance  is  upon  common  carriers  within  whose  networks  most  of 
the  electronic  surveillance  occurs  and  where  most  of  the  impediments  are  encoun- 
tered. Compliance  is  set  for  within  three  years,  a  period  of  time  considered  to  be 
reasonable  for  removing  the  impediments.  The  coverage  of  compliance  includes  only 
needed  modifications  to  existing  systems  and  networks,  as  well  as  to  future  systems 
and  networks  (those  fielded  after  the  three-year  compUance  period). 

Because  common  carriers  must  rely  on  equipment  manufacturers  and  support 
service  providers,  the  legislation  provides  that  common  carriers  are  to  consult  with 
these  entities  in  a  timely  fashion  and  that  these  entities,  in  turn,  shall  make  avail- 
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able  needed  eqviipment  and  services  on  a  timely  and  priority  basis,  and  at  a  reason- 
able and  cost-effective  charge. 

Enforcement  of  the  legislation  is  vested  in  the  Attorney  General.  This  is  to  avoid 
disparate  enforcement  actions  throughout  the  country  in  ways  that  could  be  burden- 
some for  common  carriers.  The  Attorney  General  is  authorized  to  seek  injunctive  re- 
lief against  common  carriers,  equipment  manufacturers,  and  support  service  provid- 
ers, as  well  as  to  file  civil  actions  for  fines  against  common  carriers.  The  Attorney 
General  is  also  authorized  to  request  enforcement  assistance  fi^om  the  Federal  Com- 
munications Commission.  Violators  are  subject  to  a  civil  penalty  of  $10,000  per  day 
for  each  day  in  violation.  As  a  practical  matter,  it  is  not  expected  that  these  enforce- 
ment remedies  and  actions  will  be  required,  particularly  with.  Regard  to  responsible 
common  carriers.  However,  with  approximately  2,000  common  carriers  now  in  the 
telecommunications  marketplace,  tne  prospect  that  some  will  disregard  these  re- 
quirements or  respond  to  them  in  a  dilatory  fashion  cannot  be  disregarded. 

In  order  to  facilitate  compUance  with  the  provisions  of  this  legislation,  the  Attor- 
ney General  is  encoiiraged  to  consult  with  the  Federal  Communications  Commission 
and  common  carrier  representatives  and  to  utilize  common  carrier  standards  bodies, 
associations,  or  other  such  organizations  to  discuss  details  of  the  requirements  and 
cost-effective  approaches. 

In  the  defimtion  of  the  term  "intercept,"  it  is  made  clear  that  the  legislation,  as 
a  general  rule,  does  not  make  common  carriers  responsible  for  deciphering  or 
decrypting  encrypted  communications.  As  a  general  rule,  law  enforcement  agencies 
assume  this  responsibility.  Common  carriers  are  required  to  provide  omy  the 
plaintext  of  encrypted  communications  when  the  encrjrption  was  provided  by  the 
common  carrier  the  common  carrier  possesses  the  information  necessary  to  decrypt 
the  communication. 

The  term  "call  setup  information"  is  essentially  the  dialing  information  associated 
with  any  communication  which  identifies  the  origin  and  destination  of  a  wire  or 
electromc  communication  obtained  through  the  use  of  a  pen  register  or  trap  and 
trace  device  pursuant  to  court  order.  It  does  not  include  any  information  which 
might  disclose  the  general  location  of  a  mobile  facility  or  service,  beyond  that  associ- 
ated with  the  area  code  or  exchange  of  the  facility  or  service.  There  is  no  intent 
whatsoever,  with  reference  to  this  term,  to  acquire  anjrthing  that  could  properly  be 
called  "tracking"  information. 

The  legislation  includes  several  provisions  that  are  intended  to  improve  commu- 
nications privacy.  These  include  the  conferral  of  fiill  privacy  protection  for  cordless 
telephones,  including  those  transmissions  occurring  in  the  radio  link  between  the 
telephone  handset  and  base  station.  This  provision  recog^zes  that  newer  genera- 
tions of  cordless  telephones  tend  to  afford  greater  privacy  protection  to  users  than 
those  previously  marketed,  because  lawful  network  momtoring  is  allowed  for  elec- 
tronic as  well  as  wire  communications. 

It  is  importent  to  understand  that  this  legislation  is  intended  to  stand  the  test 
of  time  and  overcome  the  shortoomings  of  the  1970  amendment.  It  is  specifically  de- 
signed to  deal  intelligently  and  comprehensively  with  current  and  emerging  future 
telecommunications  technologies  and  to  preclude  the  need  for  much  more  restrictive 
and  more  costly  legislation  in  five  or  ten  years  when  court-authorized  interceptions 
would  no  longer  be  possible  due  to  further  technology  advances.  Any  legislation  that 
would  limit  its  appUcation  to  technological  impediments  on  a  "piecemeal"  basis 
would  be  disastrous.  Piecemeal  legislation  which  deals  only  with  current  problems 
or  some  of  the  problems  would  result  in  common  carriers  mlly  deploying  new  tech- 
nologies which  would  impede  electronic  surveillance  and  which  would  cause  the  gov- 
ernment to  return  to  the  Congress  repeatedly.  In  the  meantime,  the  public  safety, 
the  national  security,  and  effective  law  enforcement  would  be  harmed  and  the  cost 
of  removing  those  future  impediments  would  be  prohibitive.  Indeed,  in  this  regard, 
bad  legislation  would  be  worse  than  no  legislation  at  all. 

WHAT  THE  LEGISLATION  DOES  NOT  PROPOSE 

Much  of  the  criticism  directed  toward  the  administration's  proposal  has  been  mis- 
leading or  incorrect.  I  would  Uke  to  clarify  for  the  record  what  the  legislation  does 
not  propose. 

NO  CHANGE  IN  LEGAL  AUTHORITY 

First,  as  I  previously  stated,  the  proposed  legislation  does  not  seek  to  expand  the 
cvirrent  laws  authorizing  the  interception  of  wire  or  electronic  communications.  To 
the  contrary,  this  proposal  simply  seeks  to  maintain  law  enforcement's  ability  to 
conduct  the  types  of  surveillances  currently  authorized  in  Chapters  119  and  206, 
Title  18,  U.S.C.;  the  foreign  inteUigence  surveillance  act;  and  the  laws  in  37  states. 
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the  District  of  Columbia,  Puerto  Rico,  and  the  U.S.  Virgin  Islands.  In  1968,  Con- 
gress carefully  considered  and  passed  legislation  setting  forth  the  exact  procedure 
by  which  law  enforcement  can  obtain  court  authorization  to  conduct  electronic  sur- 
veillance. The  statute  demands  that  law  enforcement  use  electronic  surveillance 
only  as  a  technique  of  last  resort.  Requests  for  electronic  surveillance  receive  rigor- 
ous administrative  and  judicial  scrutiny  and  are  granted  onlv  after  a  Federal  Dis- 
trict Coxirt  judge,  or  hismer  state/local  counterpsut,  is  satisfied  that  all  the  statutory 
safeguards  have  been  met  and  all  other  reasonable  investigative  steps  have  failed, 
or  £ire  Ukely  to  fail.  The  proposed  legislation  will  not  change  this. 

Furthermore,  service  providers  will  not  execute  an  intercept  without  the  required 
court  order  or  statutory  authorization.  Any  attempt  to  do  so  by  anyone,  either  mside 
the  government  or  the  private  sector,  will  continue  to  be  a  violation  of  Federal  law 
and  those  individuals  will  be  prosecuted  to  the  fullest  extent  of  the  law. 

In  addition,  the  proposal  will  not  change  who  controls  access  to  the  communica- 
tions to  be  intercepted.  In  fact,  interception  access  points  increasingly  are  likely  to 
be  activated  within  the  common  carrier's  premises,  tiiereby  severely  limiting  the  po- 
tential for  illegal  wiretapping.  The  proposal  will  not  open  the  door  to  easy  or  whole- 
sale wiretapping,  nor  does  law  enforcement  envision  a  marked  increase  in  the  nvmi- 
ber  of  electronic  surveillance  court  orders  that  will  be  sought  or  an  increase  in  the 
types  of  investigations  in  which  a  court-authorized  interception  can  be  granted.  The 
legislation  does  not,  in  any  way,  relax  the  estabUshed  statutory  and  court-imposed 
requirement  for  obtaining  a  court  order. 

This  proposal  does  not  restrict  technology.  It  deals  solely  with  preserving  technical 
capabilities.  The  proposed  legislation  seeks  only  to  clarify  and  more  clearly  define 
existing  law  regarding  the  "technical  assistance"  provision  by  making  it  applicable 
and  meaningful,  regardless  of  the  technology  employed. 

ENCRYPTION 

The  proposal,  in  essence,  only  addresses  the  technological  issue  concerning  access 
to  communications  and  does  not  alter  the  legal  requirements  cvurently  associated 
with  court-ordered  intercepts.  With  minor  exception  where  encryption  was  provided 
by  the  common  carrier  ana  the  common  carrier  possess  in  the  information  necessary 
to  decrypt  the  information,  the  legislation  does  not  address  the  issue  of  encryption. 
While  encryption  certainly  poses  a  problem  for  law  enforcement,  this  legislative  pro- 
posal focuses  only  on  the  issue  of  interception  access  within  advanced  communica- 
tions networks.  The  topic  of  access  within  advanced  telecommunications  networks 
is  distinct  from  encrjrption  and  poses  an  immediate  and  critical  problem  for  law  en- 
forcement for  which  we  are  now  seeking  a  legislative  solution. 

NETWORK  SECURITY  AND  RELIABILITY 

Some  have  raised  concerns  regarding  the  impact  this  legislation  might  have  on 
network  security  and  reliability.  Certain  special  interest  spokespersons  have  as- 
serted that  the  legislation  will  make  it  easier  for  anyone,  from  computer  hackers 
to  foreign  spies,  to  access  an  individual's  communications.  These  fears  are  un- 
founded and  misplaced.  First  of  all,  iust  as  network  maintenance  and  audit  access 
can  be  accomplished  with  full  regard  for  network  and  system  security,  so  sdso  can 
law  enforcement's  electronic  surveUlance  access  be  accomplished  with  the  same  high 
regard  for  security  and  privacy.  Second,  the  proposed  legislation  includes  a  "systems 
security"  provision  which  means  that  only  desigiiated  telephone  company  employees 
will  activate  interceptions  which  originate  within  telephone  company  premises. 
Third,  unauthorized  access  to  commumcations  remains  a  serious  crime  which  is  ad- 
dressed in  the  cvurent  electronic  surveillance  statutes.  Any  unauthorized  individual 
or  group  breaching  commumcations  security  and  privacy  is  subject  to  prosecution 
to  the  fullest  extent  of  the  law.  Fourth,  this  proposal  will  not  introduce  any 
vulnerabiUties  into  systems  that  are  not  already  present.  As  technology  evolves  and 
as  any  new  features  and  services  are  introduced,  industry  will  necessarily  plan  net- 
work security  measures  and  countermeasures  early  in  the  design  phase  and  address 
intensively  the  architectural  design  for  network  security. 

The  proposed  legislation  fits  well  within  the  context  of  these  activities.  Bv  requir- 
ing common  carriers  to  develop  law  enforcement  access  solutions  within  their  own 
networks,  we  are  best  assuring  appropriate  security.  Therefore,  contrary  to  many 
public  statements  made  on  the  subject,  law  enforcement  is  not  seeking  to  build 
'back  doors"  to  sneak  into  common  carriers'  systems.  The  proposed  legislation  is  not 
some  dreaded  Orwellian  prophecy  come  true.  Rather,  this  legislative  proposal  rep- 
resents a  recognition  of  legitimate  law  enforcement  needs  and  a  desire  to  protect 
the  American  people. 
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To  support  normal  operations,  service  providers  must  manage  and  maintain  their 
networks.  This  is  terribly  important  to  me  FBI  just  as  it  is  for  everyone.  Law  en- 
forcement electronic  surveillance  interception  access  to  communications  will  be  a 
stringently  controlled  extension  of  the  system's  features.  With  adequate  planning, 
the  integration  of  law  enforcement's  needs  should  be  easilv  accommodated  within 
the  requirements  for  network  security.  To  further  enfiance  the  public's  confidence  in 
the  security  of  our  communications  networks,  subcommittee  staff  have  raised  with  us 
the  issue  of  imposing  reporting  and  auditing  requirements  on  common  carries  con- 
cerning their  implementation  of  authorized  intercepts.  We  are  supportive  of  such  re- 
quirements. 

EFFECTS  ON  NETWORK  DESIGN  AND  TECHNOLOGY 

Another  concern  that  has  been  raised  is  the  possible  negative  impact  this  legisla- 
tion might  have  on  network  design  and  technology,  requiring  a  broad  re-engineering 
of  the  network  components.  The  proposed  legislation  does  not  require  common  car- 
riers to  design  their  systems  in  anv  one,  particular  way.  "The  proposal  simply  re- 
quires that  common  carriers  respond  to  the  generic  requirements  of  law  enforcement 
and  provide  law  enforcement  with  interception  access  and  the  capability  and  capac- 
ity to  intercept  wire  and  electronic  communications,  in  real  time,  when  authorized 
by  law. 

This  legislation  also  does  not  propose  that  industry  design  systems  with  the  abil- 
ity to  wiretap  as  the  "design  goal.  Law  enforcement  is  simply  requiring  common 
carriers  to  crsift  appropriate  solutions  that  interface  with  their  networks'  designs. 
Industry  is  in  the  best  position  to  develop  reasonable  and  cost-efFective  solutions 
and,  at  the  same  time,  maintain  the  security  and  reliability  of  the  networks. 

Furthermore,  we  are  unaware  of  any  authoritative  industry  statement  that  these 
requirements  would  significantly  delay  development  of  new  technologies. 

Additionally,  this  legislation  does  not  prohibit  or  impede  the  deployment  of  new 
telecommunications  technologies.  Advanced  technologies  support  a  number  of  fea- 
tures that  make  systems  more  intelligent.  The  basic  technology  underpinning  the 
introduction  of  advanced  features  and  services,  which  often  impede  electronic  sur- 
veillance, likely  will  offer  solutions  to  these  very  problems. 

Law  enforcement's  reauirements  will  not  dictate  the  course  or  pace  of  technology. 
However,  with  this  legislation,  our  requirements  intentionally  will  be  included,  ratn- 
er  than  excluded,  in  the  development  of  new  technology  in  much  the  same  fashion 
that  other  legislation  requires  new  technologies  and  products  to  take  public  safety 
into  account. 

COMPETITIVENESS 

Another  issue  raised  pertains  to  the  effect  of  the  legislation  on  American  competi- 
tiveness. The  proposed  legislation  will  not  in  any  fashion  adversely  affect  competi- 
tiveness. Domestically,  the  proposed  legislation  would  mean  that  ail  2,000  common 
carriers  would  compete  on  a  "level  playing  field"  because  all  providers  would  be  re- 
quired to  meet  the  sane  electronic  surveiflance  specifications.  The  proposed  legisla- 
tion does  not  prohibit  U.S.  manufacturers  or  international  service  providers  from  de- 
veloping or  deploying  equipment  or  service  features  for  sale  outside  the  United 
States  that  are  different  from  that  required  pursuant  to  the  proposed  legislation. 
This  proposal  only  applies  to  common  carrier  communications  services  deployed 
within  the  United  States.  If  anything,  this  legislation  could  provide  U.S.  industry 
with  a  competitive  edge.  Other  democratic  nations  will  very  likely  want  tele- 
communications systems  and  equipment  that  preclude  service  providers  from  devel- 
oping or  deploying  equipment  or  service  features  not  capable  of  intercept. 

PRIVACY-BASED  OBJECTIONS 

A  spokesperson  for  the  American  CivU  Liberties  Union  (ACLU)  has  stated  on  nu- 
merous occasions  that  the  ACLU  opposes  the  proposed  legislation  because  it  would 
allow  law  enforcement  to  maintain  technical  capabilities  commensurate  with  exist- 
ing federal  and  state  legal  authorities.  This  is  because  the  ACLU  opposes  the  exist- 
ing legal  authorities — those  found  in  the  Title  III  and  FISA  statutes,  as  it  persists 
in  the  erroneous  position  that  wiretapping  is  unconstitutional  per  se.  "rhis  radical 
position  is  in  flat  opposition  to  the  policy  positions  and  the  constitutional  analyses 
of  the  executive,  legislative,  and  judicial  branches  of  both  the  Federal  and  State 
Governments.  The  United  States  Supreme  Court  held  long  ago  that  the  Title  III 
wiretap  statute  is  constitutional.  See  United  States  v.  Donovan,  429  U.S.  413  (1977). 

Privacy  is  protected  in  the  federal  and  state  electronic  surveillance  statutes  by  re- 
quiring law  enforcement  agencies'  adherence  to  a  number  of  legislatively-created 
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protections  that  far  exceed  the  fourth  amendment  requirements  relating  to  court  or- 
ders based  upon  probable  cause. 

In  fact,  the  proposed  legislation  contains  a  nvunber  of  privacy-enhancing  provi- 
sions, such  as  extending  mil  privacy  protection  to  cordless  telephones,  radio-based 
electronic  communications,  and  communications  transmitted  usmg  privacy-enhanc- 
ing modulation  techniques. 

THE  FALSE  "TRANSACTIONAL  DATA  SCARE" 

The  Digital  Privacy  and  Security  Working  Group  (DPSWG)  has  attempted  to 
interject  a  false  "transactional  data  scare"  into  the  current  discussion  of  the  need 
for  legislation  that  will  allow  law  enforcement  to  maintain  its  electronic  surveillance 
and  pen  register/trap  and  trace  technical  capabilities  commensurate  with  existing 
l&w 

In  a  letter  to  me,  dated  March  11,  1994,  a  copy  of  which  was  sent  directly  to  the 
chairmen,  the  DPSWG  falsely  alleges  that  we  are  seeking  to  "dictate  to  industry" 
a  new  capability  to  acquire  "minute-by-minute  surveillance  of  individuals"  through 
transactional  data.  This  is  a  false  issue  for  a  number  of  reasons. 

First,  as  is  clearly  set  forth  in  the  "purpose"  section  of  the  proposed  legislation, 
the  intent  of  tiie  legislation  is  to  maintain  existing  technical  capabilities  and  to 
"clarify  and  define  the  responsibilities  of  common  carriers  *  *  *  to  provide  the  as- 
sistance required  to  ensure  that  government  agencies  can  implement  court  orders 
and  lawful  authorizations  to  intercept  the  content  of  wire  and  electronic  communica- 
tions and  acquire  call  setup  information  under  Chapters  119  and  206  of  Title  18  and 
Chapter  36  of  Title  50."  (emphasis  added.)  These  chapters  have  nothing  to  do  with 
"transactional  information"  under  our  federal  electronic  sxirveillance  and  privacy 
laws.  All  telecommunications  "transactional"  information  is  already  protected  by 
Federal  law  and  is  exclusively  dealt  with  in  Chapter  121  of  Title  18  of  the  United 
States  Code  ("stored  wire  and  electronic  communications  and  transactional  records 
access").  The  proposed  legislation  does  not  relate  to  Chapter  121  of  Title  18. 

Second,  under  federal  law.  Congress  treats  law  enforcement's  use  of  pen  registers 
and  dialing  information  difterenfly  than  "transactional  information" — such  as  de- 
tailed telephone  billing  information.  The  dialing  information  derived  from  a  pen  reg- 
ister is  obtained  by  law  enforcement  and  is  limited  to  a  specific  telephone  tine  and 
number.  On  the  other  hand,  transactional  billing  information  is  compiled  by  tele- 
phone companies  and  captures  billing  information  from  every  teleohone  a  subscriber 
may  use  during  the  biUing  period,  such  as  credit  card  calls,  collect  calls,  operator 
assisted  calls,  and  third  number  billing  information  which  are  associated  with  all 
the  different  telephones  a  subscriber  may  use. 

Third,  Congress  has  enacted  legislation  that  requires  law  enforcement  to  obtain 
a  court  order  in  order  to  obtain  *xall  setup  information"  through  the  use  of  a  pen 
register  or  trap  and  trace  device,  based  upon  a  certification  of  an  attorney  for  the 
government  that  the  information  likely  to  be  obtained  is  relevant  to  an  ongoing 
criminal  investigation.  Such  court  orders  last  for  up  to  sixty  days.  Any  renewal  re- 
quires the  approval  of  an  appropriate  I'udge.  On  the  other  hand.  Congress  has  legis- 
lated that  "transactional  information  can  be  obtained  through  a  number  of  legal 
processes,  including  subpoenas,  without  resort  to  court  orders.  Subpoenas  for  trans- 
actional information  typically  cover  periods  of  six  months  or  longer.  In  any  event, 
law  enforcement  is  not  authorized  to  obtain  noncriminal,  irrelevant  information 
about  any  individual,  and  any  acquisition  of  transactional  information  or  diahng- 
tjrpe  information  must  be  grounded  in  relevancy  to  a  criminal  investigation  or  in- 
quiry. 

Fourth,  the  letter  indicates  that  enactment  of  this  legislation,  with  regard  to 
maintaining  our  ability  to  lawfully  acquire  call  setup  (dialing)  information  pursuant 
to  court  order,  will  somehow  permit  law  enforcement  to  acquire  some  new  informa- 
tion that  is  not  now  available.  That  is  simply  untrue.  This  legislation  ensures  a 
maintenance  of  the  status  quo  as  it  relates  to  legal  authorities  under  Chapters  119 
and  206  of  Title  18  and  Chapter  36  of  titie  so,  and  as  it  relates  to  the  types  of  infor- 
mation obtainable  through  pen  register  and  trap  and  trace  devices  used  pvu-suant 
to  the  court  order. 

Fifth,  unlike  the  government's  proposed  legislation,  which  specifically  asserts  no 
intention  to  alter  the  existing  laws  regarding  the  conduct  of  electronic  surveillance 
and  the  installation  and  use  of  pen  register  and  trap  and  trace  devices,  the  DPSWG, 
by  interjecting  a  false  transactional  data  scare,  is  apparently  seeking  to  repeal 
Chapter  206  of  Title  18  and  the  pen  register  and  trap  and  trace  authorizations 
found  in  Chapter  36  of  Titie  50.  As  explained  above,  call  setup  information  (that 
is  dialing  information)  is  obtained  through  the  use  of  pen  register  and  trap  and 
trace  devices.  In  the  DPSWG  letter  referred  to  above,  it  states:  "legislation  should 
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apply  to  'call  setup  information'  only  when  that  information  is  incident  to  a  warrant 
issued  for  wire,  oral,  or  electronic  communications  as  set  forth  in  18  U.S.C.  2518 
(Title  III)."  To  accept  this  radical  position  on  privacy  would  mean,  for  example,  that 
an3rtime  an  FBI  agent  simply  sought  to  acc|uire  a  telephone  number  dialed  bv  a 
criminaJ  subject  through  the  use  of  a  pen  register,  he/she  should  be  required  by  law 
to  draft  a  30-40  page  title  iii  affidavit,  and  send  it  to  Washington,  DC,  for  the  Dep- 
uty Assistant  Attorney  General  of  the  criminal  division  to  review  and  authorize,  be- 
fore taking  it  to  a  Federal  District  Court  Judge  for  review  and  approval.  Frankly, 
such  a  notion  is  absurd  and  is  wildly  inconsistent  with  current  law. 

ALLEGATIONS  OF  "TRACKING"  PERSONS 

Law  enforcement's  requirements  set  forth  in  the  proposed  legislation  include  an 
ability  to  acquire  "call  setup  information."  This  information  relates  to  dialing  type 
information — ^information  generated  by  a  caller  which  identifies  the  origin,  duration, 
and  destination  of  a  wire  or  electronic  communication,  the  telephone  number  or 
similar  communication  address.  Such  information  is  critical  to  law  enforcement  and, 
historically,  has  been  acquired  through  use  of  pen  register  or  trap  and  trace  devices 
pursuant  to  court  order. 

Several  privacy-based  spokespersons  have  criticized  the  wording  of  the  definition 
regarding  this  long-standing  requirement,  alleging  that  the  government  is  seeking 
a  new,  pervasive,  automated  "tracking"  capability.  Such  allegations  are  completely 
wrong. 

Some  cellular  carriers  do  acquire  information  relating  to  the  general  location  of 
a  cellular  telephone  for  call  distribution  analysis  purposes.  However,  this  informa- 
tion is  not  the  specific  type  of  information  obtained  from  "true"  tracking  devices, 
which  can  require  a  warrant  or  court  order  when  used  to  track  within  a  private  lo- 
cation not  open  to  pubUc  view.  See  United  States  v.  Karo,  468  U.S.  705,  714  (1984). 
Even  when  such  generalized  location  information,  or  any  other  type  of  "trans- 
actional" information,  is  obtained  from  communications  service  providers,  court  or- 
ders or  subpoenas  are  required  and  are  obtained. 

In  order  to  make  clear  that  the  acquisition  of  such  information  is  not  being  sought 
through  the  use  of  a  pen  register  or  trap  and  trace  device,  and  is  not  included  with- 
in the  term  "call  setup  information,"  we  are  prepared  to  add  a  concluding  phrase 
to  tihis  definition  to  explicitly  clarify  the  point:  "*  ♦  *,  except  that  such  information 
[call  setup  information]  shall  not  include  any  information  that  may  disclose  the 
physical  location  of  a  mobile  facility  or  service  beyond  that  associated  with  the  num- 
ber's area  code  or  exchange." 


TITLE  III  INTERCEPTIONS  i 


Original  interception  applications  au- 
tt)ori2ed 

Reported  results 

Year 

Arrests 

p 

State 

Federal 

ToUl 

tions2 

1982  

448 

130 

578 

2,870 

1,886 

1983  

440 

208 

648 

2,890 

2,007 

1984  

512 

289 

801 

3,719 

2,429 

1985  

541 

243 

784 

4,178 

2,616 

1986  

504 

250 

754 

3,830 

2,447 

1987  

437 

236 

673 

3,225 

1.956 

1988  

445 

293 

738 

3,830 

2,404 

1989  

453 

310 

763 

4,199 

2,205 

1990  

548 

324 

872 

3,167 

1,327 

1991  

500 

356 

856 

2,189 

2,185 

1992  

579 

340 

919 

2,685 

607 

Total  

5,407 

2,979 

8,386 

36,782 

22,069 

>  Administrative  Office  of  the  United  States  Courts,  Report  on  Applications  for  Orders  AuthoriTing  or  Approving  the  Interception  of  Wire,  Oral, 
Of  Electronic  Communications  (Wiretap  Report)  (1983-1992). 

^A  substantial  number  of  prosecutions  are  ongoing  and  total  convictions  will  not  t>e  reported  for  several  years.  Convictions  continue  to  be 
reported  as  a  result  of  interceptions  going  as  far  back  as  1982.  Unfortunately,  the  reporting  of  convictions  appears  to  lag  substantially 
behind  the  actual  convictions  and  there  are  indications  that  convictions  that  should  be  reported  by  State  prosecutors  and  judges  are  not 
actually  reported. 
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U.S.  Department  of  Justice, 
Federal  Bureau  of  I^fVESTIGATION, 

Washington,  DC,  May  10,  1994. 
Hon.  Patrick  J.  Leahy, 

Chairman,  Subcommittee  on  Technology  and  the  Law, 
U.S.  Senate,  Washington,  DC. 

Dear  Pat:  Enclosed  please  find  our  responses  to  the  questions  both  you  and  Sen- 
ator Pressler  had  regarding  the  Administration's  proposed  "Digital  Telephony  and 
Communications  Privacy  Act  of  1994"  which  were  forwarded  to  me  in  your  two  let- 
ters dated  March  24,  1994.  Pursuant  to  discussions  with  Subcommittee  staff,  spe- 
cific information  concerning  the  Bureau's  informal  survey  which  identified  ninety- 
one  instances  where  law  enforcement's  electronic  surveillance  were  fi-ustrated  due 
to  advanced  telecommunications  technologies  will  be  forthcoming  under  separate 
cover. 

Shoiild  you  have  any  questions  concerning  this  or  any  other  issue  of  mutual  con- 
cern, please  do  not  hesitate  to  contact  me. 

Sincerely  yours, 

Louis  J.  Freeh, 

Director. 


Louis  J.  Freeh's  Responses  to  Questions  Submitted  by  Senator  Pressler 

Question.  Why  is  further  legislation  necessary?  What  is  lost  now  that  will  be 
gained  by  this  legislation? 

Answer.  There  is  no  disagreement  that  under  current  law  telecommunications 
companies  and  others  are  mandated  to  assist  law  enforcement  agencies  execute 
court  orders  for  electronic  surveillance  and  pen  registers/trap  and  traces,  pursuant 
to  court  orders  directing  them  to  do  so.  The  issue  is  the  nature  and  extent  of  that 
mandate.  The  ciirrent  language  of  the  "assistance  provision"  in  the  various  federal 
electronic  surveillance  and  pen  register/trap  and  trace  statutes,  though  unambig- 
uous in  its  mandate,  is  silent  on  (and  therefore  gives  no  guidance  concerning)  what 
level  of  effort  or  level  of  cost,  if  any,  must  be  expended  by  a  provider  when  its  sys- 
tem, as  deployed  or  planned,  does  not  readily  accommodate  execution  of  electronic 
surveillance  or  pen  register/txap  and  trace  court  orders,  or,  when  impediments  are 
encountered,  how  quickly  an  effort  must  be  undertaken  and  completed. 

Attorneys  for  the  FBI,  Bellcore,  and  the  telecommunications  industry  believe  the 
ciurent  language  does  not  clearly  define  the  responsibilities  of  service  providers, 
particularly  when  some  level  of  effort  is  required  beyond  the  rudimentary  furnishing 
of  line  information  and  leased  line  facilities.  The  cvirrent  language  was  adequate 
when  enacted  in  1970,  since  telephonv  technology  then  was  relatively  simple  and 
there  were  relatively  few  service  providers.  Todays  telecommunications  marketplace 
is  vastly  different,  more  complex,  and  abounding  with  service  providers  (e.g.,  over 
2,000  common  carriers  alone). 

Hence,  it  is  imperative  that  the  generic  electronic  surveillance  requirements  of 
law  enforcement  be  articulated  formally,  that  common  carrier  responsibilities  be 
spelled  out,  and  that  a  reasonable  compliance  period  be  set.  Legislation  is  the  only 
way  to  put  all  common  carriers  on  notice  regarding  these  requirements  and  to  le- 
gally obligate  the  over  2,000  carriers  to  act  in  a  timely  and  comprehensive  fashion. 
Further,  legislation  is  needed  in  order  to  formally  enhst  the  cooperation  of  support 
service  providers  and  equipment  manufacturers  upon  whom  common  carriers  rely 
for  provisioning  service.  So  also  it  is  necessary  to  define  the  government's  legal  and 
eqmtable  remedies  regarding  common  carriers  who  fail  or  refuse  to  comply  or  who 
are  dilatory,  and  to  provide  a  mechanism  for  reimbursement  to  common  carriers  for 
costs  expended  in  making  the  modifications  associated  with  achieving  compliance. 

If  there  were  any  doubt  about  whether  new  legislative  language  is  needed  to  clar- 
ify and  memoriahze  the  above-mentioned  requirements  and  responsibilities,  one 
need  only  consider  the  complaints  and  false  accusations  made  by  some  opposition 
spokespersons  concerning  the  proposed  legislation's  memorialization  of  law  enforce- 
ment's long-standing  requirements. 

A  detailed  statement  of  the  inadeauacy  of  the  current  "assistance  provision"  lan- 
guage is  set  forth  at  pages  24-27  or  Director  Freeh's  statement  submitted  for  the 
record. 

Question.  How  much  of  a  problem  is  this  today?  In  how  many  actual  cases,  rough- 
ly, has  the  FBI  been  unable  to  accomplish  a  court-approved  wiretap  due  to  a  tele- 
communications company's  inability  to  make  the  tap? 
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Answer.  The  problem,  though  hard  to  quantify,  is  significant  and  is  clearly  grow- 
ing. The  informal  FBI  survey  documented  91  such  problems,  but  there  have  been 
many  more.  Over  the  last  decade,  we  estimate  that  several  hundred  court  orders 
have  been  fii-ustrated  or  were  not  sought  because  of  these  problems. 

With  the  introduction  and  growth  of  cellular  telephone  systems,  and  the  introduc- 
tion and  use  of  sophisticated  featiires  and  services,  the  number  of  court  orders  for 
electronic  surveillance  and/or  pen  register/trap  and  traces  that  were  fi-ustrated,  in 
whole  or  in  part,  or  delayed,  or  were  not  sought,  grew.  With  the  on-going  introduc- 
tion of  even  newer,  more  sophisticated  features  and  services,  wireless  systems,  etc., 
the  niunber  of  technological  problems  will  grow  at  an  accelerated  rate  and  the  abil- 
ity of  law  enforcement  agencies  to  fully  and  properly  execute  these  court  orders  will 
continue  to  erode. 

There  is  no  single  repository  for  information  regarding  the  nxunber  of  court  orders 
that  could  not  be  properly  executed  with  regard  to  the  hundreds  of  criminal  Title 
III  wiretap  and  thousands  of  pen  register  court  orders  executed  each  year  by  hun- 
dreds of  law  enforcement  agencies  throughout  the  U.S.  it  was  precisely  this  cir- 
cumstance that  led  the  FBI  to  conduct  an  informal  survey  in  1992  to  attempt  to 
gather  some  data,  however  imprecise,  regarding  this  serious  problem.  This  informal 
survey  disclosed  91  "recent"  problems.  Information  regarding  these  problems  was  re- 
trieved by  FBI  field  office  Technically  Trained  Agents  (TTAs),  and  most  of  the  infor- 
mation reported  on  pertained  to  FBI  cases.  It  is  unclear  how  effective  these  TTAs 
were  in  obtaining  sensitive  information  fi-om  state  and  local  law  enforcement  au- 
thorities about  problems  they  were  encountering  in  executing  court  orders,  particu- 
larly regarding  then  pending  electronic  surveillance  efforts. 

The  FBI  reues  upon  Technically  Trained  Special  Agents  (TTA)  throughout  the 
United  States  to  technically  implement  the  execution  of  the  court  orders.  This  duty 
also  involves  technical  Uaison  with  the  telecommunication  companies.  Problems  en- 
countered by  these  TTAs  are  sometimes  brought  to  the  attention  of  FBIHQ  through 
requests  irom  the  field  TTAs  for  assistance  fi-om  the  FBIHQ's  Engineering  Section. 
It  is  usually  through  these  requests  that  such  problems  become  known,  though  they 
are  not  tabulated.  In  addition  to  the  court  orders  that  cannot  be  executed  (fully  exe- 
cuted), many  requests  for  electronic  surveillance  or  pen  registers/trap  and  traces  by 
field  office  Special  Agents  have  been  discouraged  by  the  TTAs  in  a  number  of  field 
offices  due  to  known  on-going  impediments  in  a  particular  area  that  have  fiiiistrated 
covirt  orders  in  the  recent  past.  Thus,  a  significant  number  of  requests  were  never 
pursued  and  never  reached  the  stage  of  being  submitted  for  court  approval.  Such 
discouraged"  requests  are  not  reported  formally  to  FBIHQ  and  they  were  not  count- 
ed in  the  survey.  A  third  category  of  problems  are  those  where  court  orders  have 
been  delayed  due  to  capacity  limitations  within  the  telecommunications  companies' 
switches.  Although  such  court  orders  may  ultimately  be  executed,  they  may  be  de- 
layed to  the  point  where  critical  and  valuable  information  is  lost  or  not  collected. 
Finally,  there  have  been  a  great  number  of  court  orders  that  are  not  successfully 
executed  because  of  problems  that  do  not  permit  the  comprehensive  interception  and 
acquisition  of  the  subject's  communications  and/or  "call  setup  information  (dialing 
information),  and  therefore  have  been  of  limited  investigative  value.  See  pages  29- 
35  of  Director  Freeh's  statement  for  the  record  regarding  this  issue. 

Question.  Is  the  problem  that  the  technology  is  too  sophisticated  or  is  it  that  the 
companies  do  not  provide  adequate  access  points? 

Answer.  Generally,  the  latter.  The  level  of  sophistication  of  the  new  technology 
is  not  viewed  as  a  problem.  To  the  contrary,  the  sophisticated  switches  and  equip- 
ment being  developed  and  deployed  today  are  more  capable  than  the  less  sophisti- 
cated switches  that  have  been  in  use  for  many  years.  As  service  providers  deploy 
more  sophisticated  switches,  they  develop  more  sophisticated  features  and  services 
in  response  to  or  in  anticipation  of  the  commercial  demands  of  their  customers.  If 
service  providers  view  the  electronic  surveUlance  reqxiirements  of  law  enforcement 
as  sophisticated  functional  "features,"  there  is  no  reason  to  believe  that  the  switches 
(which  are  essentially  specialized  computers)  cannot  accommodate  this  functionality. 
The  real  problem  is  that  the  companies  that  manufacture  and  operate  this  equip- 
ment currentiy  have  no  economic  incentive  or  clear,  specific  legal  requirement  to  in- 
clude these  functions  as  features  in  their  developmental  effort.  If  the  needs  of  law 
enforcement  agencies  are  accommodated  during  the  developmental  phase  of  new 
systems,  features,  and  equipment,  as  is  the  case  with  other  commercial  services  and 
featiires  that  are  marketed  to  the  public,  adequate  capabilities  and  access  for  elec- 
tronic surveillance  can  be  provided  to  law  enforcement  agencies  without  any  adverse 
impact  on  the  networks  and  without  delaying  the  introduction  of  new  commercial 
services  and  features. 

Question.  Can  you  describe  several  examples? 


38 

Answer.  Diuingthe  early  1980's,  there  was  an  explosive  growth  in  the  use  of  cel- 
Ivilar  telephones.  The  need  to  conduct  electronic  surveillance  and  pen  register  inves- 
tigations within  cellular  systems  became  evident  at  an  early  stage.  Unfortunately, 
the  systems  had  been  developed  several  years  earlier  and  were  being  deployed  rap- 
idly. After  unsatisfactory  attempts  to  intercept  cellular  telephones  on  the  radio  fre- 
quency portion  of  the  cellular  system,  law  enforcement  agencies  sought  the  assist- 
ance of  cellular  providers  in  order  to  execute  the  coxxrt  orders.  Many  cellular  service 
providers  (and  there  are  litersdly  hundreds  of  new  companies  for  law  enforcement 
agencies  to  deal  with)  were  not  aware  of,  or  always  responsive  to,  their  legal  obliga- 
tion to  assist  law  enforcement  agencies  with  the  execution  of  court  orders.  After  a 
niunber  of  years,  a  number  of  technical  solutions  were  eventually  developed  and  de- 
ployed on  a  case-by-case  basis  (often  with  the  government  funding  the  system  up- 
grade). The  delayed  deployment  of  these  solutions  led  to  an  unknown  (but  we  esti- 
mate significant)  nvunber  of  coiirt  orders  not  being  executed,  not  being  fully  exe- 
cuted, or  being  delayed  in  their  execution.  Additionally,  since  these  solutions  were 
not  considered  in  the  development  cycle  of  the  cellular  equipment  and  were  of  a 
"band  aid,"  retrofit  nature,  in  many  instances  the  capacity  range  of  some  of  these 
solutions  was  limited,  which  affected  the  nxunber  of  smiixltaneous  coiirt  orders  that 
could  be  conducted,  and  in  others  their  overall  capabihty  or  functionality  was  lim- 
ited. 

Another  example  is  call  forwarding.  When  call  forwarding  was  first  introduced  by 
telecommunications  providers,  the  element  tiiat  "forwarded"  Or  re-directed  tele- 
phone calls  was  the  central  office  switch.  As  such,  even  though  a  subject  might  for- 
ward his  calls  across  the  country,  the  content  of  the  call  itself  still  passed  through 
the  central  office  switch  that  served  his  telephone  instrument.  However,  once  for- 
warded, the  subject's  call  did  not  appear  in  the  local  loop — law  enforcement's  tradi- 
tional access  point.  Further,  since  no  provision  was  made  for  lawful  law  enforcement 
electronic  svirveillance  access  during  the  development  and  deployment  of  call  for- 
warding, service  providers  themselves  were  unable  to  afford  law  enforcement  an  ef- 
fective means  of  acqviiring  such  forwarded  communications,  even  though  they  pass 
through  their  switches. 

Question.  I  understand  that  the  General  Services  Administration  (GSA)  was  op- 
posed several  years  ago  to  an  eeirlier  FBI  proposal  regarding  this  sage  issue.  Are 
they  opposed  to  this  latest  version?  Please  explain  what  changes  were  made  from 
the  earher  version  to  the  latest  one? 

Answer.  As  you  are  aware,  the  Administration's  Digital  Telephony  legislative  pro- 

gosal,  as  well  as  an  earlier  legislative  proposal  formally  transmitted  to  the  102nd 
ion^ess  under  the  Bush  Adnunistration,  deals  with  the  issue  of  law  enforcement's 
continued  technical  ability  to  conduct  court-authorized  electronic  surveillances  as 
advanced  telecommunication  technologies,  services,  and  features  are  introduced  into 
the  nation's  telecommunications  networks.  GSA  is  not  a  law  enforcement  agency 
and  therefore  has  no  expertise  in  the  area  of  court-authorized  electronic  surveil- 
lances, nor  does  it  have  any  particular  expertise  relative  to  any  possible  impact  the 
incorporation  of  law  enforcement's  electronic  surveillance  requirements  might  have 
with  regard  to  current  or  future  networks,  systems,  features,  or  services.  (By  com- 
parison, neither  the  FCC  nor  the  National  Institute  of  Standards  and  Technology 
(NIST),  which  also  possesses  telecommunications  expertise,  interposed  any  objection 
to  the  le^slative  proposal.)  Unfortunately,  in  1992,  GSA  comments  were  soUcited 
by  0MB  m  the  context  of  an  expedited  legislative  proposal  clearance  process,  with- 
out GSA  being  privy  to  the  numerous,  lengthy,  and  in-depth  legal  and  techniced  dis- 
cussions and  briefings  which  preceded  the  clearance  process. 

Consequently,  although  GSA's  comments  were  considered  along  with  those  from 
other  agencies  within  the  Bush  Administration,  given  the  above,  GSA's  comments 
were  evaluated  accordingly.  The  important  position  was  not  GSA's  but  that  of  the 
Bush  Administration.  The  Bush  Administration  determined  that  the  only  realistic 
way  to  effectively  address  the  "digital  telephony"  problem  was  through  a  comprehen- 
sive legislative  solution.  Such  a  comprehensive  legislative  solution  was  formally 
transmitted  to  the  102nd  Congress  by  the  Bush  Administration  in  September  of 
1992;  however,  time  did  not  permit  any  action  being  taken  on  it. 

In  April,  1993,  President  Clinton  directed  that  an  interagency  working  group  be 
established  to  examine,  among  other  things,  telecommunication  technology  trends 
and  their  impact  on  court-ordered  electronic  surveUlances.  After  an  in-depth  eight 
month  study,  the  Clinton  Administration  likewise  determined  that  the  only  effective 
way  to  address  the  so-called  "digital  telephony"  problem  is  through  a  comprehensive 
legislative  solution;  and  a  formal  administration  legislative  proposal,  entitled  the 
"Digital  Telephony  and  Communication  Privacy  Improvement  Act  of  1994,"  was 
transmitted  to  Congress  on  March  25,  1994.  Fundamental  to  this  decision  was  the 
Clinton  Administration's  belief,  like  that  of  the  Bush  Administration,  that  it  would 
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be  unacceptable  for  the  safety  of  the  American  public  to  be  imperiled,  the  national 
security  to  be  endangered,  and  effective  law  enforcement  to  be  eroded  through  the 
diminishment  or  loss  of  this  critical  and  essential  tool  of  our  nation's  law  enforce- 
ment and  intelligence  agencies. 

The  current  legislative  proposal  is  a  significant  improvement  over  the  prior  pro- 
posal, and  includes  a  number  of  new  and  important  provisions,  many  of  which  were 
developed  after  we  received  input  from  the  telecommunications  industry  regarding 
the  1992  proposal.  The  current  legislative  proposal  focuses  on  where  the  problems 
are — within  the  networks  of  common  carriers.  Hence,  all  other  types  of  service  pro- 
viders (computer  networks,  PBX  operators,  etc.)  have  been  eliminated  from  cov- 
erage. The  time  period  for  common  carrier  compliance  has  been  doubled  from  18 
months  to  three  yesirs.  The  wording  of  the  electronic  sxxrveillance  requirements  has 
been  refined  based  on  industry  suggestions.  A  "systems  security  provision"  has  been 
added  to  reflect  that  any  Premises/switch-based  intercepts  will  only  be  initiated  by 
designated  common  carrier  personnel.  The  assistance  of  the  FCC  is  included.  Impor- 
tantly, a  provision  for  on-going  "consultation"  using  industry  standards  bodies  and 
other  fora  is  estabUshed  to  ensure  cost-effective  compliance,  and  the  Attorney  Gen- 
eral is  authorized  to  reimburse  common  carriers  for  all  reasonable  costs  directly  as- 
sociated with  the  modifications  required  to  be  performed  in  order  for  common  car- 
riers to  comply  with  the  Act,  up  to  $500  million  under  the  current  proposal.  Finally, 
the  proposed  legislation  includes  provisions  that  improve  communications  privacy 
protection  for  cordless  telephones,  certain  radio-based  data  communications,  and 
communications  transmitted  using  certain  privacy-enhancing  modulation  tech- 
niques. 

Question.  The  telecommunications  industry  claims  this  legislation  would  go  well 
beyond  the  status  quo  by  allowing  the  FBI  to  be  part  of  the  front-end  design  proc- 
ess, where  it  has  not  been  previously.  How  do  you  respond  to  their  concerns? 

Answer.  The  industry's  claim  is  erroneous.  The  purpose  and  effect  of  the  Adminis- 
tration's proposed  legislation  is  to  clarify  and  define  the  existing  responsibilities  of 
common  carriers  to  provide  the  "technical  assistance  necessary  to  accomplish  the 
interception."  The  proposed  legislation  does  not  require  common  carriers  to  design 
their  systems  in  any  one,  particular  way;  and  it  certainly  doesn't  contemplate  the 
FBI  or  any  other  law  enforcement  agency  dictating  network  design.  The  legislative 
proposal  simply  requires  that  common  carriers  be  able  to  respond  to  the  long-stand- 
ing generic  electronic  surveillance  requirements  of  law  enforcement  and  be  able  to 
meet  their  current  legal  responsibility  to  effectively  "assist"  law  enforcement  when 
served  with  a  court  order. 

This  legislation  also  does  not  propose  that  industry  design  systems  with  the  abil- 
ity to  wiretap  as  the  "design  goal.  Law  enforcement  is  simply  requiring  common 
carriers  to  craft  appropriate  electronic  surveillance  solutions  that  interface  with 
their  networks'  designs.  Industry  is  in  the  best  position  to  develop  reasonable  and 
cost-effective  design  solutions  which  accommodate,  rather  than  frustrate,  court  or- 
ders for  electronic  surveillance  and  pen  registers/trap  and  traces,  and,  at  the  same 
time,  maintain  the  security  and  reliability  of  telecommunications  networks. 

Further,  this  legislation  does  not  prohibit  or  impede  the  development  or  deploy- 
ment of  new  telecommunications  technologies.  We  are  unaware  of  any  authoritative 
industry  statement  that  these  requirements  would  significantly  delay  development 
or  deployment  of  new  technologies.  Advanced  technologies  support  a  number  of  fea- 
tures that  make  systems  more  intelligent.  The  basic  technology  underpinning  the 
introduction  of  advanced  features  and  services,  which  often  impedes  electronic  sur- 
veillance, likely  will  also  offer  solutions  to  these  very  problems. 

Finally,  law  enforcement's.requirements  will  not  dictate  the  course  or  pace  of  tech- 
nology. However,  with  this  legislation,  our  requirements  will  intentionally  be  in- 
cluded, rather  than  excluded,  in  the  development  of  new  technologies  in  much  the 
same  fashion  that  other  legislation  requires  new  technologies  and  products  to  take 
public  safety  into  account  and  in  much  the  same  way  that  new  commercial  features 
and  services  are  developed  and  deployed  by  telephone  companies  for  purely  eco- 
nomic gain.  (For  further  information,  see  pgs.  54-55  of  Director  Freeh's  statement 
for  the  record.) 

Question.  As  telecommunications  technology  progresses  will  the  FBI  accidently  ac- 
quire "content-based"  information  after  only  receiving  authority  to  obtain  "trans- 
actional" information  (e.g.,  banking  information)  such  as  with  a  pen  register,  which 
only  requires  a  grand  jury  subpoena — a  lower  standard  to  meet  than  a  warrant  is- 
sued frog  a  judge?  How  should  the  FBI  address  this  problem?  Is  "content"  informa- 
tion, obtained  according  to  a  subpoena,  not  a  warrant,  admissible  in  court?  Should 
there  be  a  heightened  standard  for  content  information,  somewhere  between  "prob- 
able cause"  and  "reasonable  suspicion"? 
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Answer.  At  the  outset,  the  foregoing  questions  include  a  number  of  mistaken  as- 
simiptions  of  fact,  law,  and  investigative  procedures.  By  clarifying  these,  a  meaning- 
ful response  best  can  be  made.  First,  contrary  to  the  false  assertions  of  some  in  the 
privacy  community,  it  should  be  made  absolutely  clear  that  the  FBI  and  other  law 
enforcement  agencies  do  not  focus  investigative  efforts  on  individuals  who  are  not 
centrally  involved  in  serious  (felony)  criminahty.  Further,  United  States  Attorneys/ 
District  Attorneys  do  not  authorize  grand  jury  subpoenas  or  court  orders,  and  courts 
do  not  issue  court  orders,  where  relevancy  to  a  criminal  investigation  is  not  dem- 
onstrated. There  are  no  "routine  surveillances"  of  innocent  people.  Nor  are  court  or- 
ders or  subpoenas  issued  for  irrelevant,  noncriminal,  or  privileged  information. 

Second,  under  Federal  law  (18  U.S.C.  3121-27),  a  pen  register  lawfully  acquires 
"numbers  dialed  or  otherwise  transmitted  on  the  telephone  line  to  which  such  device 
is  attached."  18  U.S.C.  3127(3).  Such  dialing  information  or  "call  setup  information" 
is  distinguished  under  law  from  call  content  which  is  dealt  with  under  the  Title  III 
provisions  (18  U.S.C.  2510-21)  and  from  telephone  transactional  records  which  are 
dealt  with  under  18  U.S.C.  2701-11. 

Third,  use  of  pen  registers  by  the  FBI  requires  a  Federal  court  order  issued  from 
a  court  of  competent  jurisdiction.  Pen  registers  My  not  be  used  based  upon  a  grand 
jury  subpoena. 

Fourth,  if  Title  III  content  information  is  introduced  in  court,  the  provisions  of 
Title  III,  including  obtaining  a  Title  111  court  order,  must  be  followed  in  order  to 
introduce  such  evidence.  The  use  of  pen  registers  to  acquire  the  numbers  dialed  is 
expressly  excluded  from  the  treatment  of  interception  of  communications  content 
under  Title  III.  18  U.S.C.  2511(h)(i). 

Fifth,  when  the  FBI  acquires  dialed  numbers  through  the  use  of  a  pen  register, 
these  numbers  mean  nothing  per  se  to  the  FBI.  To  determine  the  subscriber  infor- 
mation pertaining  to  the  party  called  (through  the  numbers  dialed),  the  FBI  bust 
then  obtain  a  second  form  of  legal  process  under  18  U.S.C.  2703  (a  subpoena  or 
court  order)  and  serve  it  on  the  telepnone  company.  The  telephone  company  in  such 
situations,  of  course,  only  possesses  and  hence  only  provides  the  telephone  subscriber 
or  listing  information  that  identifies  the  called  party  (e.g.,  (202)  324-3000  is  listed 
to  FBIHQ,  10th  and  Penn.  Ave.,  NW.,  Washington,  DC). 

Sixth,  assuming  that  the  telephone  number  dialed  by  the  criminal  subject  is  de- 
termined to  be  (after  subpoenaing  the  telephone  company  subscriber  records)  a 
banking  or  credit  card  institution,  and  assuming  the  FBI  desires  to  examine  the 
subject^  financial  records,  then  the  FBI  is  legally  obligated  to  obtain  a  third  form 
of  legal  process  and  serve  it  on  the  institution,  pursuant  to  the  provisions  of  the 
Right  to  Financial  Privacy  Act,  codified  at  12  U.S.C.  3401-3422,  especially  3413. 

To  tiie  extent  that  dialing  information  (call  setup  information)  tells  something 
about  criminal  subjects  and  their  activities,  this  has  been  the  case  since  the  first 
primitive  "pen  registers"  were  employed  decades  ago.  Under  the  proposed  legisla- 
tion, law  enforcement  would  acquire  this  dialing  information  as  it  does  today — no 
more  no  less. 

Although  we  are  sensitive  to  legitimate  privacy  concerns,  we  have  not  received 
any  information  on  this  topic  to  suggest  that  any  new  laws  are  required  or  that  cur- 
rent laws  require  amendment.  For  example,  the  notions  propounded  by  Mr.  Berman 
that  either  telephone  transactional  information  under  18  U.S.C.  2703,  or  the  call 
setup  information  (dialing  information)  obtained  through  pen  registers  under  18 
U.S.C.  3121  et  seq.,  or  both,  should  only  be  available  based  upon  a  probable  cause 
warrant  is  a  radical  depeirture  from  past  law  and  jurisprudence  and  would  cause 
the  acquisition  of  electronic  transactional  information  or  records  to  be  treated  vastly 
difterently  than  documentary  transactional  information  and  records.  There  simply 
is  no  legal  or  rational  basis  for  according  any  t3T)e  of  telephone  transactional  infor- 
mation or  records  higher  privacy  protection  than  other  documentary  transactional 
information  or  records.  As  stated  above,  the  dialing  information  obtained  by  a  pen 
register  always  requires  a  court  order,  whereas  telephone  and  documentary  trans- 
actional information  and  records  can  be  (and  historically  always  have  been)  obtained 
through  use  of  a  subpoena. 

Whereas  the  Government's  legislative  proposal  simply  seeks  to  maintain  the  legal/ 
technical  status  quo,  Mr.  Berman  and  the  DPSWG  appear  to  be  seeking  a  repeal 
of  the  pen  register/trap  and  trace  provisions  enacted  in  the  Electronic  Communica- 
tions Privacy  Act  of  1986. 

It  is  particularly  puzzUng  why  some  privacy  rights  spokespersons,  under  the  guise 
of  a  "feuse  transactional  information  scare,"  loudly  advocate  raising  the  legal  bar  to 
extreme  heights  for  law  enforcement's  limited  access  to  information  concerning 
criminal  subscribers,  when  telephone  companies  can  afford  broad  access  (and  rou- 
tinely sell,  disclose,  or  exchange)  much  of  the  same  type  of  information  at  issue  here 
with  the  private  sector  regarding  all  subscribers  with  little  or  no  legal  constrsunt. 
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For  a  more  complete  statement  regarding  this  i8sue,refer  to  pages  57-62  of  the 
Director  Freeh's  statement  submitted  for  the  record. 

Question.  The  telecommiinications  industry  also  is  concerned  that  this  legislation 
will  harm  their  ability  to  compete  with  foreign  competitors. 

First,  this  legislation  apphes  to  aU  system  ana  equipment  used  in  the  United 
States,  not  just  American-made  equipment  and  systems,  is  that  correct? 

Second,  how  do  you  respond  to  the  industry's  concern  that  their  ability  to  compete 
for  contracts  in  foreign  countries  will  be  harmed  by  this  legislation? 

Answer.  First,  the  Administration's  legislative  proposal  applies  to  "common  car- 
riers" who  offer  communications  services  which  are  deployed  within  the  United 
States.  The  legislative  proposal  requires  such  common  carriers  to  ensure  that  their 
systems  have  the  capabilities  and  capacities  to  permit  law  enforcement  to  conduct 
court-authorized  electronic  surveillance.  The  proposed  does  not  specifically  address 
or  apply  to  a  single  piece  of  telecommvmications  equipment  but  applies  to  a  common 
carriers  services  overall. 

Second,  the  proposed  legislation  does  not  prohibit  U.S.  manufactvtrers  or  service 
providers  from  developing  or  deploying  telecommunications  equipment  or  service  for 
sale  outside  the  United  States  which  is  different  fix»m  that  required  pvirsuant  to  the 
proposed  legislation.  Domestically,  the  proposal  would  mean  that  all  2,000  common 
carriers  would  be  competing  on  a  "level  playing  field"  because  all  common  carriers 
would  be  required  to  meet  the  same  requirements  within  the  same  compliance  pe- 
riod. 

Very  importantly,  other  democratic  governments  also  have  basic  law  enforcement 
and  security  needs  that  are  nearly  identical  to  those  in  the  United  States.  Con- 
sequently, because  of  undoubted  demands  for  interception  capabilities  from  law  en- 
forcement agencies  in  other  democratic  nations.  United  States  manufactvirers  and 
providers  are  very  likely  to  see  increased  demands  from  such  foreign  governments 
for  this  type  of  equipment  and  service,  which  will  likely  offer  significant  inter- 
national sales  opportvmities.  (See  pages  55-56  of  Director  Freeh's  statement  submit- 
ted for  the  record  for  further  information  regarding  this  issue.) 


Louis  J.  Freeh's  Responses  to  Questions  Submitted  by  Senator  Leahy 

Question  1.  In  your  written  statement,  you  refer  to  "numerous  situations  *  *  * 
where  service  providers  *  *  *  have  been  unable  to  provide  assistance  to  law  en- 
forcement agencies,"  and  dte  the  service  provider's  inexperience  and  lack  of  under- 
standing of  law  enforcement  requirements  as  the  source  of  the  problem.  Was  digital 
telephony  or  any  new  technology  involved?  In  each  situation,  please  identify  the 
date,  the  service  provider  involved,  and  the  specific  nature  of  the  problem.  In  addi- 
tion, please  describe  for  each  situation  whether  law  enforcement  took  any  steps  to 
compel  cooperation  by  the  service  provider,  and,  if  so,  what  those  steps  were  and, 
if  no  steps  were  taken,  the  reason(s)  why  not.  Finally,  with  respect  to  each  situation, 
please  indicate  whether  law  enforcement  and  the  service  providers  involved  have 
been  able  to  resolve  the  problem. 

Answer.  Generally  speaking,  most  of  the  impediments  encountered  by  law  en- 
forcement within  the  telecommunications  networks  are  the  result  of  advanced  tele- 
communications technologies.  These  advanced  technologies  which  support  the  de- 
filoyment  of  new  and  emerging  telecommunications  systems,  services,  and  features 
e.g.  cellular  telephonv,  custom  calling  features,  digital  subscriber  services)  are 
largelv  based  on  digital  telephony. 

Witn  regard  to  when,  where,  and  the  nature  of  the  problems  encountered,  and 
whether  any  of  the  problems  have  been  resolved,  refer  to  the  answers  provided  re- 
garding questions  6,  7,  and  9,  below.  Further  information,  as  available,  will  be  pro- 
vided at  a  later  date. 

As  stated  below,  the  FBI  has  made  numerous  attempts  to  obtain  the  assistance 
of  the  telecommunications  industry  to  resolve  this  problem  voluntarily— hnt  to  no 
avail.  Substantial  efforts  were  made  through  the  industry's  Telephone  Security  As- 
sociation (TSA),  through  meetings  with  Regional  Bell  Operating  Company  (RBOC) 
top  executives,  meetings  with  major  manufacturer  executives,  Bellcore,  and,  for  the 
last  two  years,  through  an  industry-created  ad  hoc  technical  committee,  which  now 
meets  under  the  auspices  of  the  Alliance  for  Telecommunications  Industry  Solutions 
(ATIS). 

To  date,  industry  has  failed  to  devise  solutions  to  most  of  the  problems,  and  the 
technical  committee  cannot  guarantee  the  implementation  of  any  solutions  that  may 
be  developed.  This  critical  circumstance  was  confirmed  by  ATIS  Chairman  P. 
Casimir  Skrzyczak  in  his  letter  to  the  FBI  dated  March  1,  1994,  which  was  furnished 
to  the  Subcommittees  with  Director  Freeh's  statement  for  the  record. 
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To  date,  companies  have  been  reluctant  to  undertake  greater  efforts  to  provide  as- 
sistance absent  a  clear  legal  mandate,  because  they  perceive  that  such  assistance 
places  them  at  a  disadvantage  when  compared  to  other  companies  that  simply 
refuse  to  expend  developmental  resources  for  law  enforcement  needs.  The  FBI  has 
attempted  to  encourage  service  providers  to  voluntarily  comply  in  different  ways;  for 
example,  purchasing  a  known  solution  for  the  service  provider. 

Historically,  law  enforcement  agencies  have  not  taken  any  steps  to  compel  co- 
operation by  the  service  providers  through  legal  action  for  several  reasons.  First, 
due  to  the  time-critical  nature  of  most  investigations,  the  length  of  time  needed  to 
resolve  a  problem  through  litigation  would  not  result  in  a  satisfactory  resolution. 
Second,  litigation  concerning  such  a  problem  would  very  likely  compromise  not  just 
an  investigation  of  a  particmar  subject  and  his  use  of  a  subject  telephone  but  poten- 
tially an  entire  investigation  of  a  criminal  group  or  organization.  Tnree,  there  is  no 
clear  consensus  that  such  legal  action  womd  result  in  the  service  providers  being 
compelled  to  provide  the  needed  assistance  or  held  in  contempt  under  the  current 
law,  where  the  provider  is  not  technically  capable  of  doing  so  at  the  time.  The  pre- 
vaUing  attitude  expressed  by  industry  representatives  has  been  that  the  current 
statutory  "assistance"  requirement  does  not  clearly  extend  to  modifications  of  exist- 
ing systems  or  to  the  development  of  new  equipment  or  systems  to  support  law  en- 
forcement electronic  surveillance  needs.  Fourth,  since  the  working  relationships  be- 
tween law  enforcement  agencies  and  service  providers  have  been  generally  good  in 
the  past,  there  has  been  a  fear  of  damaging  these  relationships  and  ultimately  im- 
pacting many  other  critical  investigations  negatively.  In  particular,  within  the  last 
few  years  (and  during  rich  time  the  survey  was  conducted),  law  enforcement  has 
been  attempting  to  have  a  dialog  with  telephone  companies  to  obtain  a  firm  and 
comprehensive  commitment  to  meeting  law  enforcement's  electronic  surveillance  re- 
quirements within  a  fixed  and  reasonable  period  of  time.  Seeking  contempt  of  court 
or  other  such  remedies  during  this  time  would  fly  in  the  face  of  this  effort  and  un- 
doubtedly would  have  been  viewed  as  confrontetional  and  counterproductive.  For 
more  detailed  information,  see  pages  35-39  of  Director  Freeh's  statement  for  the 
record. 

Question  2.  What  steps  have  been  taken  by  law  enforcement  to  educate  and  in- 
form inexperienced  service  providers? 

Answer.  When  law  enforcement  agencies  first  become  aware  of  a  problem  with  the 
inexperience  of  some  service  providers,  the  problem  was  usually  addressed  by  put- 
ting the  service  provider  in  contact  with  other  service  providers  that  had  previous 
experience  with  the  specific  technological  problem  being  addressed.  Secondly,  FBI 
TTAs  frequently  met  with  industry  technical  counterparts,  advised  them  of  the  law, 
suggested  technical  solutions,  and  often  identified  or  even  funded  modifications  that 
womd  allow  for  at  least  some  level  of  improvement.  Such  efforts,  however,  did  not 
prevent  the  routine  frustration  of  court  orders,  in  whole  or  in  part,  and/or  delays 
in  executing  court  orders  which  often  impaired  investigations. 

In  1991,  the  FBI  next  brought  this  problem  to  the  attention  of  the  Telephone  Se- 
curity Association  (TSA),  the  industry  association  comprised  of  security  office  man- 
agers upon  whom  court  orders  are  normally  served  and  with  whom  arrangements 
are  made  to  effect  electronic  surveillance  court  orders.  However,  TSA  was  unable 
to  resolve  the  problems. 

Later  (in  early  1992),  the  FBI  along  with  other  federal,  state,  and  local  law  en- 
forcement agencies,  after  consulting  with  industry  representatives,  developed  and 
{)ublished  a  document  entitled  "Law  Enforcement  Requirements  For  The  Surveil- 
ance  of  Electronic  Communications."  The  purpose  of  this  document  was  to  provide 
telecommunications  industry  representatives  with  a  generic  set  of  requirements  that 
can  be  referred  to  during  the  design  of  new  systems.  In  addition  to  this  document, 
in  early  1992  the  FBI  began  to  meet  on  a  regular  basis  with  telecommunications 
industry  representatives  under  the  auspices  of  an  industry-created  Technical  Com- 
mittee to  discuss  these  requirements.  Tnis  committee,  which  was  created  by  indus- 
try to  avoid  legislation,  and  which  began  as  an  ad  hoc  gathering,  has  since  been 
chartered  under  the  Alliance  for  Telecommunications  Industry  Solutions  (ATIS)  (for- 
merly the  ECSA)  as  the  Electronic  Communications  Service  Provider  Committee 
(ECSPC).  The  ECSPC  is  made  up  of  federal,  state,  and  local  law  enforcement  rep- 
resentatives, service  providers,  and  manufacturers.  Participation  is  voluntary  and 
membership  is  open  to  aU  service  providers  and  manufacturers.  The  ECSPC  meets 
in  committee  on  a  quarterly  basis  with  action  teams  meeting  when  necessary.  The 
purpose  of  the  ECSPC  is  to  create  a  forum  for  dialog  between  law  enforcement  agen- 
cies and  telecommunications  industry  representatives  to  discuss  the  legitimate 
needs  of  law  enforcement  with  respect  to  new  and  emerging  technologies. 

Though  helpful,  this  committee  can  only  recommend  solutions,  assuming  they  are 
developed — it  cannot  dictate  that  any  known  solution  be  implemented.  As  impor- 
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tant,  there  are  over  2,000  common  carriers  and  that  number  is  increasine  daily.  As 
a  practical  matter,  it  is  impossible  for  such  a  conunittee  to  bring  about  uie  deploy- 
ment of  needed  solutions  on  a  timely  and  comprehensive  basis  for  over  2,000  com- 
mon carriers.  Legislation  alone  can  assure  this. 

Question  3.  The  United  States  Telephone  Association  estimated  that  1,200  digital 
switches  in  the  U.S.  are  currently  operational.  Of  the  919  wiretap  orders  and  esti- 
mated 9,000  pen  register  orders  autnorized  in  1992  for  all  federal,  state,  and  local 
law  enforcement  agencies,  were  any  such  interception  orders  conducted  on  facilities 
using  digital  switches?  If  so,  how  many? 

Answer.  See  Answer  to  No.  4  below. 

Question  4.  Up  to  this  point,  how  any  wiretap  orders  could  not  be  executed  be- 
cause digital  switches  were  used?  For  each  nonexecuted  order,  please  identify  the 
date,  the  service  provider  involved,  and  the  specific  nature  of  the  problem.  In  addi- 
tion, please  describe  in  each  instance  whether  law  enforcement  took  any  steps  to 
compel  cooperation  by  the  service  provider,  and,  if  so,  what  those  steps  were  and, 
if  no  steps  were  taken,  the  reason(s)  why  not.  Finally,  with  respect  to  each  instance, 

E lease  indicate  whether  law  enforcement  and  the  cellular  providers  involved  have 
een  able  to  resolve  the  problem. 

Answer.  It  is  certain  that  many  of  the  estimated  919  wiretap  orders  and  9,000 
pen  register  orders  authorized  wiuiin  the  U.S.  during  1992  were  carried  out  within 
laciUties  that  use  digital  switches.  For  the  most  part,  the  local  loop,  which  connects 
the  customer  to  the  central  ofBce,  has  been  one  of  the  few  Links  within  the  network 
to  remaiin  relatively  unchanged  by  the  advent  of  digital  switches,  since  the  local  loop 
is  normally  an  analog  link.  This  has  allowed  law  enforcement  agencies  to  continue 
to  conduct  court-ordered  wiretaps  on  the  local  loop  without  regard  to  the  type  of 
switch  being  used.  The  digital  switches  that  are  being  deployed  today  are  capable 
of  supporting  sophisticated  digital  transmissions  over  the  local  loop;  however,  to 
date,  these  particular  services  have  been  sparsely  deployed  and  have  caused  few 
problems  for  law  enforcement  agencies.  However,  the  use  of  digital  switches  by  serv- 
ice providers  has  led  to  the  introduction  of  many  new  and  sopmsticated  features  and 
services  that  were  not  practical  in  an  analog  switching  environment.  It  is  the  de- 
ployment of  these  new  features  and  services,  supported  by  digital  technology,  by  the 
service  providers  that  fi-ecjuently  has  created  problems  for  law  enforcement  agencies. 
As  the  features  and  services  being  deployed  and  offered  by  service  providers  have 
become  more  advanced,  the  communications  and  dialing  information  that  law  en- 
forcement agencies  attempt  to  intercept  and  acquire  become  less  accessible  in  the 
local  loop  thus  making  it  a  less  feasible  access  point,  and  effective  central  office  ac- 
cess has  not  been  developed  by  the  telephone  companies.  Of  course,  in  the  near  fii- 
ture  when  the  many  and  diverse  sophisticated  digital-based  services  and  features 
are  deployed  in  the  local  loop,  there  will  be  substantially  more  problems. 

Question  5.  You  have  referred  to  an  informal  survey  of  feaeral,  state,  and  local 
law  enforcement  agencies  that  uncovered  91  instances  where  interception  orders 
could  not  be  executed  due  to  technology.  Please  detail  how  the  survey  was  con- 
ducted. 

Ajiswer.  The  FBI  relies  on  a  Technical  Advisor  (TA)  within  each  field  office  to  co- 
ordinate the  technical  efforts  necessary  to  execute  court  orders  and  other  technical 
aspects  of  investigations.  These  TAs  maintain  informed  technical  liaison  witii  many 
federal,  state,  and  local  law  enforcement  agencies  within  their  field  office  area.  The 
TAs  within  each  office  were  asked  to  collect,  through  their  contacts  with  other  law 
enforcement  agencies,  information  relating  to  recent  technology-based  problems  that 
have  impeded  electronic  surveillance/pen  register/trap  and  trace  efforts.  This  infor- 
mation was  solicited  and  provided  on  a  confidential  basis  in  order  to  assure  each 
agency  that  their  ongoing  investigations  would  not  be  hampered  or  compromised  by 
the  release  of  this  information  and  in  order  to  protect  information  regarding  the  law 
enforcement  agencies'  techniceil  capabilities  and  inabilities.  Addition^y,  this  survey 
was  not  conducted  in  a  rigorous,  comprehensive,  or  in-depth  fashion  since  participa- 
tion was  entirely  voluntary  and  the  information  provided  was  generally  limited  in 
detail. 

Nonetheless,  the  information  obtained  does  clearly  indicate  that  there  are  serious 
and  widespread  problems  and  serious  implications  regarding  the  frustration  of  court 
orders  when  telephone  companies  deploy  technology  without  accommodating  elec- 
tronic surveillance  requirements  and  without  considering  whether  such  deployment 
will,  as  a  practical  matter,  prevent  them  from  fully  and  effectively  assisting  law  en- 
forcement pursuant  to  the  statutory  "assistance  provision"  in  the  current  law. 

Not  included  in  the  tabulation  were  the  numerous  instances  where  court  orders 
were  not  sought  or  had  been  "discouraged"  due  to  these  technological  impediments. 
Since  this  survey  was  conducted,  the  FBI  has  become  aware  tiiat  technology-based 
problems  have  been  encountered  in  many  more  instances. 
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Question  6.  In  40  instances  the  cellular  provider  could  not  provide  called  number 
information  or  had  insufficient  capacity.  For  each  instance,  please  identify  the  date, 
the  service  provider  involved,  and  whether  the  problem  was  one  of  capability  or  ca- 
pacity. In  addition,  please  describe  in  each  instance  whether  law  enforcement  took 
any  steps  to  compel  cooperation  by  the  service  provider,  and,  if  so,  what  those  steps 
were  and,  if  no  steps  were  taken,  the  reasonCs)  why  not.  Finally,  with  respect  to 
each  instance,  please  indicate  whether  law  enforcement  and  the  cellxxlar  providers 
involved  have  been  able  to  resolve  the  problem. 

Answer.  See  answer  No.  9  below. 

Question  7.  You  have  cited  29  instances  in  which  interception  orders  were  im- 
peded because  of  custom  calling  features.  For  each  instance,  please  identify  the 
date,  the  service  provider  involved,  and  whether  the  problem  was  one  of  capabihty 
or  capacity.  In  acmition,  please  describe  in  each  instance  whether  law  enforcement 
took  any  steps  to  compel  cooperation  by  the  service  provider,  and,  if  so,  what  those 
steps  were  and,  if  no  steps  were  taken,  the  reason(s)  why  not.  Finallv,  with  respect 
to  each  instance,  please  indicate  whether  law  enforcement  and  the  cellular  providers 
involved  have  been  able  to  resolve  the  problem. 

Answer.  See  answer  No.  9  below. 

Question  9.  You  have  generally  referred  to  the  natiore  of  the  problem  in  69  of  the 
91  instances  in  which  interception  orders  covild  not  be  executed  due  to  technology, 
what  was  the  problem  in  the  remaining  22  instances?  For  each  of  those  22  in- 
stances, please  identifv  the  date,  the  service  provider  involved,  and  the  problem.  In 
addition,  please  describe  in  each  instance  whether  law  enforcement  took  any  steps 
to  compel  cooperation  by  the  service  provider,  and,  if  so,  what  those  steps  were  and, 
if  no  steps  were  taken,  the  reason(s)  why  not.  Finally,  with  respect  to  each  instance, 

E lease  indicate  whether  law  enforcement  and  the  cellular  providers  involved  have 
een  able  to  resolve  the  problem. 

Answer.  The  survey  that  is  the  source  of  these  numbers,  as  indicated  above,  was 
conducted  in  an  informal  way,  as  a  means  of  trjdng  to  determine  the  scope  of  the 
problem  that  existed  at  that  time  and  how  it  was  affecting  law  enforcement  agen- 
cies. In  order  to  encourage  law  enforcement  agencies  to  candidly  share  information 
regarding  the  technological  problems  they  were  encountering,  the  survey  was  rather 
narrow  in  ihe  scope  of  information  sought.  Hence,  many  of  the  details  you  have  re- 
quested were  not  acquired  in  the  survey.  The  various  agencies  were  asked  only  to 
provide  information  (no  level  of  detail  specified)  regarding  court  orders  that  were 
frustrated  by  technology-based  problems. 

Of  the  forty  (40)  instances  of  technological  problems  involving  cellular  providers 
that  were  identified,  ten  (10)  instances  resulted  from  insufficient  capacity  within  the 
service  providers'  systems.  However,  the  overall  number  of  court  orders  that  have 
been  fimstrated  due  to  limited  capacity  within  the  cellular  system  is  known  to  be 
much  greater  than  this.  It  is  known,  for  example,  that  a  large  number  of  requests 
for  cellular-based  electronic  surveillance  and  pen  register/trap  and  trace  court  or- 
ders have  been  discouraged  in  various  localities  because  of  the  cellular  capacitv 
problem  and  were  therefore  never  prepared  for  submission  to  a  court.  Although 
many  of  the  cellular  capacity  problems  have  been  addressed,  some  still  remain.  In 
addition,  there  remain  many  aspects  (capability  problems)  where  law  enforcement 
requirements  for  electronic  surveillance  of  cellular  communications  have  yet  to  be 
addressed. 

Twenty-nine  (29)  of  the  instances  of  technological  problems  reported  through  the 
survey  were  associated  with  custom  calling  features.  Because  service  providers  tra- 
ditionally have  refused  law  enforcement  admittance  to  central  office  facihties  or 
have  discouraged  law  enforcement  agencies  from  conducting  interceptions  from 
within  their  central  office  facilities,  and  because  in  the  past  adequate  access  could 
be  obtained  by  law  enforcement  on  the  outside  plant  portion  of  the  telecommuni- 
cations network,  most  electronic  surveiUance/pen  registers  have  been  technically  ef- 
fected in  the  local  loop.  However,  the  deployment  ofcalling  features  has  created  se- 
rious problems  for  law  enforcement  agencies  and  has  resulted  in  the  frustration  of 
court  orders.  For  example,  abbreviated  dialing  features  have  allowed  the  subjects 
of  interceptions  to  place  calls  from  their  phones  by  dialing  a  short  sequence  (e.g. 
No.  2)  which  is  translated  at  the  central  office  into  a  full  10  digit  telephone  number. 
There  is  currently  no  means  for  law  enforcement  to  obtain  these  translations  in 
real-time — nor  have  service  providers  themselves  solved  this  problem  at  this  time. 
Oliier  calling  features,  such  as  call  forwarding,  similarly  pose  serious  problems  and 
frustrate  court  orders.  Call  forwarding,  in  many  instances,  is  carried  out  by  the 
service  provider  at  tiie  central  office  switch.  The  telephone  companies'  deployment 
of  call  forwarding  permits  subjects  to  utiUze  call  forwarding  to  reroute  their  commu- 
nications to  a  distant  telephone  nvunber.  In  these  cases,  communications  of  interest 
to  law  enforcement  are  not  accessible  in  the  local  loop.  Further,  telephone  compa- 
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nies  themselves  have  not  devised  solutions,  to  date,  to  capture  these  communica- 
tions. Although  we  have  not  specifically  tracked  these  problems,  we  know  they  re- 
main, and  we  have  no  reason  to  believe  that  they  have  been  resolved  where  they 
occurred  since  they  were  reported. 

The  remaining  twenty-two  (22)  instances  were  in  several  major  categories:  Fea- 
tvires  (other  than  calling  features)  such  as  Voice  Mail;  central  office-based  digital 
subscriber  Unes  (e.g.  CENTREX);  multiplexed  digital  transmission  lines  (e.g.  T-1); 
service  provider  furnished  encryption;  fiber  optic  hnes;  and  trap  and  trace  inabilities 
on  the  part  of  the  service  provider.  Although  we  have  not  specifically  tracked  these 
problems,  we  know  these  problems  remain,  and  we  have  no  reason  to  beUeve  that 
they  have  been  resolved  where  they  occurred  since  they  were  reported. 

One  feature  that  was  recently  deployed  by  some  service  providers  has  already  cre- 
ated problems  for  law  enforcement  agencies.  "Voice  Dialing"  is  a  form  of  abbreviated 
dialing  feature  that  allows  a  user  to  "dial"  a  phone  nvmiber  by  speaking  into  the 
telephone.  For  example,  a  user  might  say  "Call  work"  and  therebv  be  connected  to 
his  work  phone  by  tne  service  provider  who  has  equipment  capable  of  recognizing 
and  decoding  his  voice.  Law  enforcement  agencies  utilizing  a  pen  register  to  acquire 
the  dialing  tones  in  order  to  obtain  dialing  information  cannot  capture  this  dialing 
information.  Unless  service  providers  devise  a  method  of  furnishing  law  enforcement 
agencies  this  information,  many  pen  register  court  orders  for  dialing  information 
vnll  be  frustrated. 

Historically,  law  enforcement  agencies  have  not  taken  any  steps  to  compel  co- 
operation by  the  service  providers  through  legal  action  for  several  reasons.  First, 
due  to  the  time-critical  nature  of  most  investigations,  the  length  of  time  needed  to 
resolve  a  problem  through  such  means  would  not  result  in  satisfactory  solutions. 
Second,  litigation  concerning  such  a  problem  would  very  Ukely  compromise  not  just 
an  investigation  of  a  particiuar  subject  and  his  use  of  a  subject  telephone  but  poten- 
tially an  entire  investigation  of  a  criminal  group  or  organization.  Third,  there  is  no 
clear  consensus  tiiat  such  legal  action  woiud  result  in  the  service  providers  being 
compelled  to  provide  necessary  assistance  or  held  in  contempt  under  the  current 
law,  where  the  provider  is  not  technically  capable  of  doing  so  at  the  time.  The  pre- 
vailing attitude  expressed  by  industry  representatives  has  been  that  the  current 
statutory  "assistance"  requirement  does  not  clearly  extend  to  modifications  of  exist- 
ing systems  or  to  the  development  of  new  equipment  or  systems  to  support  law  en- 
forcement electronic  surveillance  needs.  Fourth,  since  the  working  relationships  be- 
tween law  enforcement  agencies  and  service  providers  have  been  generally  good  in 
the  past,  there  has  been  a  fear  of  damaging  these  relationships  and  ultimately  im- 
pacting many  other  critical  investigations  negatively.  In  particular,  within  the  last 
few  years  (and  during  which  time  the  survey  was  conducted),  law  enforcement  has 
been  attempting  to  have  a  dialog  with  telephone  companies  to  obtain  a  firm  and 
comprehensive  commitment  to  meeting  law  enforcement's  electronic  surveillance  re- 
quirements within  a  fixed  and  reasonable  period  of  time.  Seeking  contempt  of  court 
or  other  such  remedies  during  this  time  undoubtedly  would  have  been  viewed  as 
confrontational  and  would  have  been  counterproductive. 

Further,  companies  have  been  reluctant  to  undertake  greater  efforts  to  provide  as- 
sistance because  they  perceive  that  such  assistance  places  them  at  a  disadvantage 
when  compared  to  other  companies  that  simply  refuse  to  expend  developmental  re- 
sources for  law  enforcement  needs.  The  FBI  has  attempted  to  encourage  service  pro- 
viders to  voluntarily  comply  in  different  ways:  e.g.,  in  some  instances  purchasing  a 
known  solution  for  the  service  provider. 

Question  8.  Please  identify  whether  the  FBI  is  aware  of  any  technological 
solution(s)  to  provide  wiretap  capability  for  each  custom  calling  telephone  feature 
that  impedes  interception  oraers.  what  is  the  estimated  cost  per  year  of  implement- 
ing the  technological  solution(s)  that  the  FBI  has  identified  for  each  custom  calling 
feature? 

Answer.  The  FBI,  through  its  liaison  with  many  foreign  law  enforcement  agencies, 
has  learned  that  a  technological  solution  to  many  of  uie  switeh-based  problems  is 
under  development  in  one  of  those  countries.  The  foreign  law  enforcement  agency 
in  question  has  requested  that  the  FBI  not  share  the  details  or  costs  related  to  this 
effort.  Aside  fi'om  this  constraint,  further  elaboration  would  involve  classified  infor- 
mation. 

Question  10.  Under  the  proposal,  the  Attorney  General  would  be  given  authority 
to  enforce  the  requiremente.  What  is  the  mechanism  the  Attorney  General  will  use 
to  make  accvu-ate  estimates  of  criminal  activities  requiring  wiretaps  as  an  investiga- 
tive technique,  so  that  industry  will  be  given  clear  capacity  guidelines?  Is  the  FBI 
able  to  predict  accurately  the  number  of  wiretaps  that  will  be  employed  in  the  fu- 
ture? If  so,  has  the  FBI  provided  the  telephone  companies  with  those  estimates  and 
discussed  wiretap  capacity?  What  has  been  the  result  of  those  discussions? 
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Answer.  The,  Administration's  legislative  proposal  contains  a  "consultation"  provi- 
sion (Section  3(g))  which  encovirages  the  Attorney  General  to  consult  with  the  FCC 
and  the  telecommunications  industry  to  discuss  details  of  the  law  enforcement  re- 
quirements "related  to  capacity  and  cost-effective  approaches."  Pursuant  to  this  pro- 
vision, the  Attorney  Genersd,  through  the  FBI  and  other  law  enforcement  represent- 
atives, will  consult  closely  with  industry  so  that  industry  will  be  able  to  develop  ap- 
propriate and  flexible  deployment  strategies  for  their  solutions  based,  in  part,  upon 
historical  interception  activity  as  well  as  upon  flexible  components  that  accommo- 
date broad  "ranges  of  capacity."  (See  pages  5  and  6  of  the  legislative  proposal's  sec- 
tion-by-section analysis  and  page  47  of  Director  Freeh's  statement  for  tne  record.) 
Approaches  currently  being  discussed  in  the  Electronic  Communications  Service 
Provider  Committee,  acting  under  the  aegis  of  ATIS,  will  most  likely  allow  for  ac- 
ceptable and  compliant  ranges  of  intercept  / pen  register  capacity  without  the  need  to 
develop  or  be  concerned  with  precise  interception^pen  register/trap  and  trace  num- 
bers. 

Representative  EDWARDS.  Thank  you,  Mr.  Freeh. 

Senator  Leahy.  I  am  going  to  yield  to  Senator  Specter,  but  I 
would  just  make  one  point.  None  of  us  wants  to  impede  the  ability 
to  go  after  kidnappers.  I  have  been  involved  in  kidnapping  cases. 
I  have  been  involved  with  missing  persons  cases.  I  have  been  in- 
volved in  extortion  cases.  I  have  another  district  attorney  beside 
me  who  is  going  to  ask  questions  who  has  had  far  more  experience 
than  I. 

I  would  just  remind  you  of  a  survey  done,  a  Time-CNN  survey, 
that  said  66  percent  of  the  people  thought  privacy  was  more  impor- 
tant than  wiretapping  capability  by  police.  Now,  obviously  if  it  is 
your  family  involved,  that  may  well  change.  But  we  do  have  some 
very  serious  privacy  concerns  in  this  country.  I  know  you  are  dedi- 
cated to  protecting  privacy;  we  are  dedicated  to  protecting  privacy. 
But  that  is  also  one  of  the  underlying  questions  of  this  whole  thing. 

Arlen? 

STATEMENT  OF  HON.  ARLEN  SPECTER,  A  U.S.  SENATOR  FROM 
THE  STATE  OF  PENNSYLVANIA 

Senator  Specter.  Thank  you  very  much,  Mr.  Chairman. 

At  the  outset,  I  commend  the  chairmen  of  the  Senate  and  House 
for  convening  this  joint  hearing.  Coincidentally,  Director  Freeh, 
with  your  testimony  today  the  Philadelphia  Inquirer  has  a  major 
story  on  "FBI  Nets  Stanfa  In  Mob  Sweep,"  and  the  subheadline  is 
"FBI's  Rich  Harvest  Was  a  Tale  of  the  Tape,"  which  could  not  come 
at  a  more  opportune  time  to  underscore  the  kind  of  need  of  which 
you  are  testifying. 

As  Senator  Leahy  stated,  I  was  district  attorney  of  Philadelphia 
where  we  targeted  the  mob  for  a  long  period  of  time,  so  that  I  think 
there  is  a  good  bit  of  sympathy  from  the  Congress  on  trying  to  ac- 
commodate law  enforcement's  interests. 

I  have  just  written  a  note  to  one  of  the  chairmen  asking  if  we 
might  hear  early  from  the  telephone  company  on  the  technical 
problems — I  have  to  excuse  myself  at  about  11:45 — to  see  what  is 
involved  there  and  perhaps  have  some  insights  from  the  civil  lib- 
erties interests  where  there  understandably  a  major  concern.  When 
you  and  I  talked  about  this  matter  privately,  we  spent  some  sub- 
stantial time  on  the  civil  liberties  aspect. 

I  have  long  had  a  concern  about  wiretapping  from  the  civil  lib- 
erties point  of  view.  Back  in  the  mid  to  late  1960's  I  was  the  sole 
dissenter  among  Pennsylvania's  67  DA's  on  a  a  wiretapping  issue. 
Therefore,  I  think  the  issue  of  need  is  fairly  well  established  as  to 
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what  you  have  testified  to  in  results  from  today's  headlines.  But 
the  technical  questions,  which  Senator  Leahy  has  put  his  finger  on, 
are  ones  which  I  would  like  to  hear.  And  I  had  made  that  sugges- 
tion, so  I  am  going  to  be  brief  on  this  round  as  to  you,  hoping  we 
can  move  into  those  other  fields. 

Thank  you,  Mr.  Chairman. 

Senator  Leahy.  You  do  not  want  to  talk  about  the  Mafia  up  in 
your  home  town? 

Senator  Specter.  No,  I  want  to  talk  about  the  civil  rights  issues 
with  some  of  the  civil  rights  people  if  we  can  before  I  have  to  ab- 
sent myself. 

Senator  Leahy.  Mr.  Hyde? 

Representative  Hyde.  Well,  very  briefly.  Director  Freeh,  I  do  not 
have  sufficient  knowledge  to  ask  a  lot  of  interesting  questions.  I  am 
here  to  listen  and  learn,  but  I  can  express  my  own  view.  The  bal- 
ance between  the  reasonable  demands  of  privacy  and  the  need  of 
law  enforcement  to  keep  pace  with  the  advances  in  technology  is 
very  important.  I  come  down  on  the  side  of  law  enforcement,  frank- 
ly, because  it  is  easy  to  imagine  one's  own  child  being  kidnapped 
and  then  demanding  that  eveiything  be  done  immediately  to  find 
your  child  and  to  track  the  criminals. 

Crime  is  certainly  going  to  keep  pace  with  technological  ad- 
vances, white-collar  crime  especially,  and  I  think  when  one  uses  a 
telephone — I  do  not  know  how  many  people  are  naive  to  think  that 
that  is  not  something  that  people  can  listen  to,  especially  in  the 
mobile  phones  that  you  carry  around.  Involuntarily  you  hear  other 
conversations,  whether  you  want  to  or  not,  and  most  of  them  are 
not  all  that  interesting.  After  20  minutes  I  put  them  down.  [Laugh- 
ter.] 

But  I  want  to  be  helpful  to  make  sure  that  you  keep  pace  with 
the  technology  so  that  crimes  of  terrorism  and  serious  felonies  are 
not  immune  from  the  searching  that  you  must  do  to  solve  them. 

Thank  you. 

Senator  Leahy.  Mr.  Canady? 

Representative  Canady.  Thank  you,  Mr.  Chairman. 

I  appreciate  your  testimony,  and  I  would  just  like  to  ask  you  to 
expand  a  little  bit  on  the  efforts  that  the  FBI  has  undertaken  to 
date  to  resolve  this  situation  with  the  telecommunications  industry. 
I  think  all  of  us  would  agree  that  if  this  could  be  resolved  without 
legislation,  that  would  be  desirable.  It  would  be  helpful,  I  think,  for 
us  to  understand  the  steps  that  have  been  taken  to  date  that  bring 
us  to  this  point  where  you  believe  that  legislation  is  necessary. 

Mr.  Freeh.  Surely.  The  discussion  started  in  a  very  organized 
fashion  approximately  4  years  ago,  obviously  long  before  I  came 
here.  Meetings  went  on  between  representatives  of  law  enforce- 
ment and  the  telecommunications  industry  for  upwards  of  a  year 
and  beyond. 

At  a  certain  point,  law  enforcement  was  told  by  the  industry  that 
we  were  meeting  with  the  wrong  people,  that  we  should  have  been 
meeting  with  a  different  group  of  their  people.  So  we  changed 
teams  and  started  negotiating  with  a  second  group,  the  working 
group,  which  has  been  very  beneficial.  And  I  really  think  the  Grov- 
emment  should  get  some  credit  for  having  a  dialog  with  the  compa- 
nies as  we  have.  We  have  not  introduced  the  bill.  We  have  gotten 


48 

some  very  important  suggestions,  some  of  which  we  have  incor- 
porated in  our  discussions. 

But  the  problem  is  there  are  hundreds  and  hundreds  of  these 
companies,  and  to  level  the  playing  field  by  having  everyone  agree 
as  to  the  requirements  and  timing  is,  in  my  view,  a  management 
impossibility,  even  though  there  is  a  lot  of  good  faith  on 
everybody's  part. 

If  you  were  a  judge  supervising  a  multidistrict  litigation  with 
hundreds  of  parties,  you  would  encourage  them  to  meet  together; 
you  would  require  them  to  meet  together;  and  they  would,  in  fact, 
make  progress  from  time  to  time.  But  there  comes  a  point  where 
there  needs  to  be  a  process  and  there  needs  to  be  some  mandated 
requirement,  whether  it  be  a  motion  deadline  or  a  decision  by  the 
judge.  But  there  has  to  be  a  point  where  a  mandate  is  given,  one, 
so  everybody  is  on  the  same  playing  field,  and,  two,  so  everyone  is 
looking  to  the  same  objective. 

The  companies  have  told  us  that  they  are  not  now  putting  into 
the  software  being  designed  the  necessary  access  for  us.  So  these 
switches  which  will  be  marketed  and  used  in  the  next  couple  of 
years  do  not  now  have  those  things  in  there  because  they  do  not 
feel  any  compulsion  to  put  them  in  there.  And  I  do  not  blame  them. 
If  I  were  their  lawyer  advising  them,  I  would  tell  them  the  same 
thing. 

There  has  to  be  some  requirement  by  law  where  the  require- 
ments of  law  enforcement  will  be  designed  and  put  into  the  pack- 
age to  maintain  what  we  have  now. 

Representative  Canady.  Thank  you  very  much. 

Senator  Leahy.  First  off,  I  do  want  to  commend  you  for  working 
with  the  industry.  You,  Mr.  Kallstrom,  and  others  have  been  over 
to  see  me  and,  I  know,  many,  many  other  members  on  this.  I  know 
the  great  amount  of  time  you  and  others  have  spent  personally  on 
it  and  in  trying  to  work  this  out.  I  think  that  is  what  we  all  want 
to  do. 

But  I  have  questions  that  raise  red  flags  in  my  mind.  The  FBI's 
proposed  requirements  are  written  in  pretty  absolute  terms.  Com- 
panies are  not  excused  just  because  they  tried  to  help  law  enforce- 
ment. If  they  are  unable  to  or  fail  to  comply  with  the  requirements, 
they  could  get  up  to  a  $10,000  per  day  fine.  They  could  actually  be 
closed  down.  That  could  happen  even  if  there  was  a  good-faith  ef- 
fort but  an  unsuccessful  one. 

Do  you  think  that  may  be  being  just  a  tad  bit  too  strict? 

Mr.  Freeh.  As  I  said,  with  respect  to  the  enforcement  mecha- 
nisms, we  have  had  a  great  history  in  this  country  between  the  De- 
partment of  Justice  and  the  telecommunications  industry.  I  do  not 
know  of  any  occasion  where  the  Grovernment  has  made  an  applica- 
tion to  hold  a  common  carrier  in  contempt  for  noncompliance  with 
an  order,  and  there  have  been  many  instances  of  noncompliance. 

I  think  you  have  to  read  that  portion  of  the  proposal  as  any  dis- 
trict judge  would  read  it,  which  is  appljdng  the  rule  of  reason,  the 
rule  of  good  faith.  I  do  not  expect  that  the  district  court, 
unreviewed  by  a  court  of  appeals,  is  going  to  shut  down  a  phone 
company  because  they  have  made  every  possible  good  effort  to  com- 
ply and  technologically  have  not  been  able  to  do  so.  And  if  the  Ian- 
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guage  needs  some  tinkering  in  that  regard,  that  is  fine.  We  are  just 
looking  to  preserve  access. 

Senator  Leahy.  You  would  want  to  be  able  to  get  real-time  inter- 
ception, no  matter  what  feature  is  used  by  the  subscriber.  Does 
that  set  an  industry-wide  standard  on  cellular  phones,  for  example? 
I  understand  the  electronic  serial  numbers  are  now  being  changed 
by  some  criminals  so  the  calls  cannot  be  traced.  Is  that  going  to 
require  some  kind  of  clone-proof  cellular  phone? 

Mr.  Freeh.  I  think  that  it  might.  I  think  that  there  would  be  an 
industry  standard  with  respect  to  software.  I  think  that  same  soft- 
ware would  also  give  the  companies  and  us  as  their  investigators 
the  ability  to  apprehend  and  prosecute  telecommunications  fraud, 
which  is  several  million  dollars  a  day  in  terms  of  defrauding  the 
companies.  There  is  a  flip  side  to  this  access  which  gives  us  the 
ability  to  prosecute  people  who  are  defrauding  the  companies  out 
of  millions  of  dollars. 

Senator  Leahy.  The  proposed  legislation  applies  only  to  common 
carriers,  but  as  cable  companies  start  offering  telephone  service, 
they  might  become  a  common  carrier.  Is  that  correct? 

Mr.  Freeh.  That  is  correct.  They  are  not  included  in  the  pro- 
posal. 

Senator  Leahy.  You  say  in  your  written  testimony  the  proposal 
is  limited  to  common  carriers  because  that  is  where  the  vast 
amount  of  problems  are.  Some  of  the  new  technologies,  such  as  per- 
sonal communications  services,  would  be  exempted  under  your  pro- 
posal. Does  that  make  sense? 

Mr.  Freeh.  Yes,  there  are  parts  of  the  industry — I  am  not  so 
sure  about  the  PCS's.  I  think  the  PBX's  are  exempted  from  the  pro- 
posal. The  personal  communication  systems,  no,  we  would  ask  for 
access  there.  But  you  are  correct  that 

Senator  Leahy.  Wouldn't  the  PBX  exception  be  a  big  hole  in  the 
proposal?  Why  would  they  be  exempted? 

Mr.  Freeh.  Well,  the  computer  companies  would  widen  that  hole. 
You  are  correct.  We  are  excluding  them,  and  for  a  couple  of  rea- 
sons: one,  to  narrow  the  impact  and  focus  of  the  legislation.  We 
could  have  incorporated  it  in  there,  as  we  did  in  the  proposal  2 
years  ago,  which  was  rejected  out  of  hand.  I  think  what  we  did  in 
the  interim  is  we  made  a  concerted  effort  to  narrow  the  impact  of 
our  focus  and  pick  up  where  we  think  we  will  get  the  majority  of 
criminal  operatives.  We  are  losing  that,  but  that  is  a  concession  we 
are  willing  to  make  to  narrow  the  package. 

Senator  Leahy.  A  cable  company  or  a  radio  dispatcher  is  not  a 
common  carrier,  but  they  are  developing  new  technologies  where  at 
least  in  some  areas  they  may  be  able  to  provide  telephone  service. 
Does  your  proposal  set  up  a  competitive  disadvantage?  Is  the  phone 
company  going  to  have  to  develop  the  software  and  have  an  indus- 
try-wide standard,  but  some  of  these  other  entities  are  going  to  be 
exempt?  Will  they  be  able  to  start  moving  ahead  of  the  telephone 
companies  in  their  own  technology? 

Mr.  Freeh.  Well,  that  is  an  argument,  certainly,  that  the  phone 
companies  make.  I  am  not  sure  of  the  validity  of  it,  only  because 
I  do  not  have  enough  technological  background.  I  do  know  and  I 
do  concede  that  there  are  portions  of  the  industry  that  are  not  ad- 
dressed in  that  legislation. 
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In  a  perfect  world,  they  would  be  in  there,  but  we  want  to  nar- 
row the  focus  of  this  so  we  can  get  the  greatest  support  by  the  Con- 
gress and  the  committees,  because  the  last  time  we  were  here,  we 
were  told  specifically  that  it  was  too  broad  and  it  had  to  be  nar- 
rowed and  focused.  So  we  picked  out  where  we  think  we  have  the 
greatest  vulnerability. 

Senator  Leahy.  You  say  this  proposal  would  not  expand  law  en- 
forcement's authority  to  collect  data  on  people,  and  yet  if  new  tech- 
nologies are  used  where  we  can  dial  up  everything  from  a  video 
movie  to  doing  our  banking  over  the  phone,  you  are  going  to  have 
access  to  a  lot  more  data,  just  because  the  phone  is  being  used. 

Mr.  Freeh.  I  do  not  want  that  access,  and  I  am  willing  to  con- 
cede that.  What  I  want  with  respect  to  pen  registers  is  the  dialing 
information:  telephone  numbers  which  are  being  called,  which  I 
have  now  under  pen  register  authority.  As  to  the  banking  accounts 
and  what  movies  somebody  is  ordering  at  Blockbuster,  I  do  not 
want  it,  do  not  need  it,  and  I  am  willing  to  have  technological 
blocks  with  respect  to  that  information,  which  I  can  get  with  sub- 
poenas or  another  process.  I  do  not  want  that  in  terms  of  my  ac- 
cess, and  that  is  not  the  transactional  data  that  I  need. 

Senator  Leahy.  See  what  absolute  pussycats  we  are.  Not  a  tough 
question  among  us. 

Senator  Specter.  No  pussycats  here.  I  just  want  to  hear  the  next 
witnesses.  [Laughter.] 

Mr.  Freeh.  Does  that  mean  I  can  go? 

Senator  Leahy.  Those  of  us  who  are  willing  to  stay  here  and 
work  all  day 

Senator  Specter.  I  have  a  long  line  of  tough  questions  for  Direc- 
tor Freeh.  I  am  just  very  regretful  I  cannot  take  the  time  to  ask 
them. 

Senator  Leahy.  Feel  free  to  go  ahead. 

Senator  Specter.  I  will  be  doing  a  lot  of  work,  not  here,  but  later 
today. 

Senator  Leahy.  I  do  not  question  that.  There  are  few  people  I 
have  been  with  in  the  Congress  who  work  harder  than  Arlen  Spec- 
ter. 

I  think.  Director,  you  can  understand  from  the  nature  of  my 
questions  and  also  from  some  of  the  conversations  you  and  I  have 
had  privately,  again,  my  concern.  I  will  just  reiterate  it.  As  one 
who  spent  nearly  a  decade  in  law  enforcement,  I  have  a  very  strong 
feeling  of  wanting  to  help  law  enforcement  in  this  area.  I  am  also 
one  who  helped  write  our  current  wiretap  law,  trying  to  design  it 
to  take  care  of  contingencies  as  technology  changes. 

I  am  also  well  aware  of  the  fact  that  one  of  the  areas  where  our 
country  has  an  advantage  over  most  other  countries  in  the  indus- 
trialized world  is  in  the  area  of  telecommunications.  We  have 
pushed  the  envelope  as  far  as  anybody  ever  thought  you  could  in 
everything  from  our  computers  to  the  fact  that  a  lot  of  our  most 
effective  industries  today  exist  because  they  can  move  everything 
from  vast  amounts  of  data,  blueprints,  to  phone  conversations  in 
matters  of  seconds  across  country  and  so  forth. 

The  cellular  phone  industry  has  ballooned  far  beyond  what  any- 
body expected  when  it  first  came  in,  and  technology  has  rapidly 
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changed,  unhindered  really  by  anything  other  than  the  techno- 
logical genius  of  the  people  doing  it. 

I  do  not  want  to  suddenly  put  the  brakes  on  everything  because 
of  law  enforcement  needs  which  may  be  taken  care  of  by  other 
ways.  So  that  is  a  balance  we  are  going  to  have  work  out. 

I  do  applaud  you  and  the  FBI  for  the  efforts  that  you  have  made, 
both  with  the  Congress  and  others,  to  work  this  out.  What  I  do  not 
want  to  do  is  either  privacy,  which  none  of  us  would  agree  to  do 
here,  or  intrude  or  inhibit  what  is  probably  one  of  the  most  re- 
markable parts  of  the  industrial  might  of  our  country  and  our  ex- 
port ability. 

Mr.  Freeh.  Senator,  I  applaud  that,  and  I  would  like  to  think  I 
believe  in  the  Constitution  as  strongly  and  as  deeply  as  everyone 
here.  The  Vice  President  asked  me  the  same  question  when  we 
were  discussing  this  issue  a  couple  of  months  ago,  and  I  told  him 
then  and  he  certainly  believes  that  nothing  in  this  proposal  should 
or  will,  in  our  view,  impede  the  development  of  the  superhighway 
of  information.  My  point  to  him  and  my  point  to  you  is  that  we 
need  and  we  will  have  a  superhighway  of  information.  But  I  think 
Americans  want  to  have  a  cop  on  that  highway,  whether  he  is  a 
Vermont  State  trooper  or  whether  she  is  a  Pennsylvania  trooper  or 
a  California  highway  patrolman.  We  need  that  protection  on  that 
highway,  and  I  think  we  can  do  it,  and  I  do  not  see  the  privacy 
issues  as  being  real  issues  once  they  are  discussed. 

Senator  Leahy.  I  would  just  leave  with  one  thought.  We  have 
watched  how  the  Internet,  for  example,  has  expanded  and  suddenly 
gone  way  beyond  what  anybody  initially  thought  it  would,  but 
there  were  not  a  lot  of  governmental  restrictions  on  it  as  it  moved 
forward.  Maybe  it  would  have  moved  forward  anyway. 

I  thank  you  very,  very  much.  If  there  are  no  further  questions, 
I  appreciate  your  being  here. 

Mr.  Freeh.  Thank  you,  Mr.  Chairman.  If  I  might,  just  for  the 
record,  since  I  used  to  be  a  trial  lawyer,  I  am  going  to  respectfully 
submit  to  the  committees  and  the  respective  chairmen  written 
statements  by  Senator  DeConcini  and  Chairman  Glickman. 

[The  prepared  statements  of  Senator  DeConcini  and  Chairman 
Glickman  follow:] 

Prepared  Statement  of  Senator  Dennis  DeConcini 

I  appreciate  the  invitation  of  the  committee  to  provide  my  views  on  the  adminis- 
tration's proposed  legislation  on  digital  telephony.  As  I  understand  it,  the  purpose 
of  the  legislation  is  to  require  telephone  companies  who  are  using  digital  commu- 
nications technology,  or  are  planning  to  use  such  technology,  to  provide  the  Federal 
Bureau  of  Investigation  with  the  means  of  intercepting  such  communications  when 
such  intercepts  have  been  authorized  by  court  order. 

While  I  do  have  some  misgivings  with  parts  of  the  administration  proposal,  I  do 
support,  in  principle,  doing  what  is  necessary  to  maintain  the  ability  of  the  FBI  to 
do  wiretaps  for  law  enforcement  and  intelligence  purposes. 

This  is  not  an  expansion  of  existing  autiiority.  But  rather  something  that  is  need- 
ed to  effectuate  existing  authority. 

The  case  is  amply  made  bv  the  FBI  that  electronic  surveillances  have  provided 
the  key  evidence  in  innumerable  prosecutions  of  very  serious  crimes. 

While  mentioned  less  often,  it  is  also  clear  that  such  surveillances  have  provided 
extraordinarily  valuable  foreign  intelligence  and  counterintelligence.  Digital  tech- 
nology poses  the  same  problem  for  these  kinds  of  surveillances  as  it  does  for  law 
enforcement. 
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So,  we  must  deal  with  it,  and  I  am  of  the  view  that  it  cannot  be  done  without 
legislation.  There  are  too  many  telephone  companies  involved,  and  for  this  to  suc- 
ceed, the  cooperation  of  all  must  be  obtained. 

I  note  the  administration  proposes  to  give  these  companies  three  vears  to  comply 
with  the  FBI's  needs  and  that  the  Government  should  reimburse  these  companies 
for  the  costs  incurred.  I  think  this  is  only  fair. 

But  it  is  not  clear  to  me  how  this  is  going  to  be  paid  for  and  at  what  cost.  The 
proposal  itself  is  open-ended  in  this  regard  and,  in  my  view,  this  needs  to  be  re- 
solved at  the  outset. 

I  also  find  some  of  the  provisions  penalizing  telephone  companies  who  refuse  to 
cooperate  to  be  unnecessarily  heavy-handed.  If  the  Government  pays  the  costs,  I  do 
not  think  it  shoxild  take  severe  punitive  measxu-es  to  obtain  their  cooperation. 

Having  said  all  tiiis,  I  return  to  my  original  proposition:  the  abiUty  of  the  FBI 
to  do  wiretaps  must  be  preserved.  It  is  crucial  to  our  ability  to  deal  with  terrorists, 
drug  dealers,  organized  crime,  espionage,  and  the  other  serious  crimes  which  plague 
ovir  society. 

Prepared  Statement  of  Representative  Dan  Glickman 

I  appreciate  the  opportunity  to  offer  some  comments  for  the  record  of  this  hearing 
on  the  issue  of  digital  telephony.  ,    r  i.     • 

For  several  years,  the  Mouse  Intelligence  Committee  has  been  advised  of  the  in- 
creasing concern  of  the  Federal  Bureau  of  Investigation  about  its  ability  to  continue 
to  intercept  communications  in  the  face  of  rapid  advances  in  telecommunications 
technology.  This  concern  is  shared  by  other  elements  of  the  intelligence  community. 
Electronic  surveillance  has  proven  to  be  an  extremely  useful  investigative  tool,  par- 
ticularly in  efforts  to  counter  the  activities  of  terrorists,  reduce  the  flow  of  illegal 
narcotics,  and  conduct  effective  counterintelligence  operations. 

The  advent  of  digital  telecommunications  technology  and  its  increasing  use 
threaten  the  utility  of  court-ordered  electronic  surveillance  in  the  conduct  of  intel- 
ligence and  law  enforcement  activities.  I  do  not  believe  that  Congress  intended  for 
statutes  such  as  the  Foreign  Intelligence  Surveillance  Act  and  the  Omnibus  Crime 
Control  and  Safe  Streets  Act  of  1968  to  be  rendered  impotent  by  improvements  in 
technology.  A  way  must  be  found  to  ensure  that  properly  approved  wiretaps  can  be 
emplacea^despite  the  development  of  ways  to  more  quickly  and  efficiently  route  tele- 
phone calls. 

I  regret  that  the  government  and  telecommunications  providers  were  unable  to 
reach  an  agreement  through  which  access  to  modem  telecommunications  networks 
could  be  assvu-ed.  A  legislative  response  to  this  problem  must  now  be  crafted,  and 
I  urge  that  it  be  done  so  expeditiously. 

Wxile  I  am  not  endorsing  a  specific  legislative  proposal,  I  believe  that  it  is  clear 
that  the  cvurent  ability  of  law  enforcement  and  intelligence  agencies  to  conduct  law- 
fill  electronic  surveillance  activities  must  be  preserved.  Technological  impediments 
which  hinder  the  execution  of  court-ordered  wiretaps  must  be  removed.  This  will  not 
require  an  expansion  of  existing  communications  intercept  authority,  but  rather  the 
development  of  a  means  to  ensure  that  the  utilization  of  that  authority  is  not  frus- 
trated by  the  advance  of  technology.  The  costs  associated  with  implementing  a  tech- 
nical solution  must  be  allocated  fairly,  and  the  solution  must  apply  uniformly 
throughout  the  telecommunications  industry. 

The  intelligence  community  has  made  the  Committee  aware  of  many  instances  in 
which  court-approved  electronic  surveillance  has  provided  essential  itiformation  un- 
available through  other  ways.  A  lack  of  access  to  tnis  type  of  information  will  hinder 
a  number  of  essential  governmental  activities.  I  urge  the  subcommittees  to  take  ac- 
tion to  guarantee  the  continued  availability  of  this  important  means  of  gathering 
intelligence  and  detecting  criminal  conduct. 

Mr.  Freeh.  I  would  also  like  to,  if  I  might,  acknowledge  for  the 
record  the  presence  here  of  Kevin  Patrick  from  the  International 
Association  of  Chiefs  of  Police;  Bud  Meeks  from  the  National  Sher- 
iffs' Association;  Lisa  Harris  from  the  National  Association  of  At- 
torneys General;  Deputy  Chief  Krupo  from  the  Major  City  Chiefs; 
and  Bill  O'Malley  will  be  a  witness  before  the  committee. 

I  thank  you  very  much  for  your  courtesies. 

Senator  Leahy.  Thank  you  very  much.  We  are  going  to  skip  over 
just  for  the  moment  Mr.  O'Malley.  As  I  was  once  vice  president  of 
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the  National  District  Attorneys  Association,  I  will  assure  Mr. 
O'Malley  he  is  going  to  get  to  testify,  but  I  do  want  to  accommodate 
Senator  Specter,  and  we  will  go  to  panel  3  first. 

Thank  you  very  much,  Director. 

Representative  Edwards.  May  I  submit  for  the  record  this  letter 
from  the  International  Chiefs  of  Police? 

Senator  Leahy.  Chairman  Edwards  has  a  letter  from  the  Inter- 
national Chiefs  of  Police,  and  that  will  also  be  made  part  of  the 
record. 

Mr.  Neel,  you  are  to  lead  off  on  this. 

PANEL  CONSISTING  OF  ROY  NEEL,  PRESIDENT,  U.S.  TELE- 
PHONE ASSOCIATION;  AND  JERRY  HERMAN,  EXECUTIVE  DI- 
RECTOR,  ELECTRONIC  FRONTIER  FOUNDATION,  ON  BEHALF 
OF  THE  DIGITAL  PRIVACY  AND  SECURITY  WORKING  GROUP, 
ACCOMPANIED  BY  RONALD  L.  PLESSER,  PIPER  &  MARBURY 

STATEMENT  OF  ROY  NEEL 

Mr.  Neel.  Well,  thank  you,  Mr.  Chairman.  I  would  be  happy  to 
do  so.  I  appreciate  this  opportunity  that  you  and  the  other  chair- 
man have  extended.  I  would  also  like  to  echo  what  Congressman 
Hyde  said  about  our  disappointment  at  the  retirement  of  Congress- 
man Edwards.  He  will  be  missed. 

I  will  summarize  my  remarks.  You  have  my  entire  statement, 
and  I  will  try  to  be  brief  to  allow  some  time  for  questions. 

It  is  not  great  fun  to  be  here  opposing  a  proposal  that  Director 
Freeh  has  put  forth.  He  is  certainly  one  of  the  major  stars  in  this 
administration,  and  we  are  all  pleased  that  he  is  there.  But  oppose 
it  in  its  current  form  we  must  for  a  variety  of  reasons.  I  think  the 
Director  himself  pointed  out  that  there  has  been  virtually  no  in- 
stance where  a  local  telephone  company  has  failed  to  cooperate 
with  wiretap  requests.  Some,  for  technical  reasons,  have  not  been 
as  smooth  as  perhaps  both  parties  would  like. 

The  FBI's  own  survey,  which  was  obtained  in  a  Freedom  of  Infor- 
mation request,  showed,  that  there  were  "no  instances  in  recent 
years"  where  there  were  problems  here.  In  fact.  Senator  Specter's 
headline  from  the  Inquirer  I  think  is  brilliant  testimony  to  the  fact 
that  there  has  been  clear  cooperation  between  law  enforcement  and 
local  telephone  exchanges  to  pull  off  that  success  story. 

It  is  extremely  important  that  the  public  maintain  confidence  in 
the  privacy  of  the  national  telephone  system.  You  are  going  to  hear 
more  from  Mr.  Berman  on  that  point,  but  just  as  Senator  Leahy 
pointed  out,  the  vast  majority  of  Americans,  telephone  customers 
and  everyone,  remain  concerned  about  the  potentisd  for  a  break- 
down in  privacy,  and  I  think  that  is  going  to  only  increase. 

The  problem  here  is  that  this  proposal  does,  in  fact,  dramatically 
broaden  the  ability  of  law  enforcement  to  gain  access  to  a  much 
wider  range  of  information  about  customers.  I  know  the  Director 
has  noted  that  he  does  not  want  that  information  about  what  video 
rentals  are  being  ordered  and  so  on.  But  the  fact  is  that,  in  part 
because  certain  providers  are  exempted  and  in  part  just  because  of 
technology  and  in  part  because  of  the  FBI's  expectation  that  they 
will  need  access  to  this  so-called  setup  information  that  would  be 
required  under  this  proposal,  it  would  be  extremely  difficult  to  fer- 
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ret  out  the  kinds  of  information  that  the  Director  says  he  does  not 
want.  And  it  is  not  easy  to  simply  fix  that. 

One  of  the  most  disturbing  aspects  about  this  proposal  is  that  it, 
in  effect,  forces  the  local  telephone  company  to  become  the  agent 
of  law  enforcement.  That  is  quite  a  dramatic  change  in  the  rela- 
tionship that  we  have  had  for  all  these  decades  in  which  we  have 
had  an  arm's-length  relationship  between  the  local  telephone  com- 
pany and  law  enforcement. 

The  scenario  that  Senator  Leahy  pointed  out  where  you  had  a 
small  telephone  company  in  Vermont  with  five  employees,  the  Di- 
rector essentially  said  that  a  simple  software  fix  would  take  care 
of  any  access  problems  and  those  employees  could  be  at  home 
asleep,  we  are  not  so  sure  that  is  the  case.  And,  in  fact,  we  believe 
that  this  proposal  could  very  well  force  not  only  big  telephone  com- 
panies that  do  have  substantial  resources  but  also  the  very  small- 
est telephone  companies  to  maintain  the  kind  of  personnel  capabil- 
ity that  would  allow  law  enforcement  to  get  into  a  network  when 
and  where  they  wanted,  real  time,  24  hours  a  day. 

Now,  that  says  to  me  that  just  about  any  telephone  company  is 
going  to  have  to  have  at  least  three  people  to  maintain  an  around- 
the-clock  access  to  that  network  at  a  risk  of  $10,000  a  day  fines. 

I  think  we  cannot  shove  the  issue  of  cost  under  the  table  here. 
No  one  wants  to  put  a  price  on  law  enforcement's  ability  to  fight 
crime.  Surely  that  is  not  your  objective,  and  I  do  not  think  the  tele- 
phone companies  would  want  to  do  that  as  well.  But  an  estimate 
of  $300  to  $500  million  to  implement  this  proposal,  perhaps  as 
much  as  a  billion,  as  the  Director  pointed  out,  is  in  our  estimation 
terribly  low.  We  have  information — and  I  think  it  has  been  widely 
discussed — ^that  the  cost  of  fixing  only  one  aspect  of  this,  which  is 
the  originating  end  of  call  forwarding,  could  be  as  much  as  $1.8  bil- 
lion alone  just  in  the  short  term.  So  it  is  important  to  know  that 
this  is  not  going  to  be  a  small  drop  in  the  bucket  here. 

It  is  also,  I  think,  significant  that  this  proposal  would  not  appro- 
priate any  money  for  this  purpose  and  that  there  is  no  authoriza- 
tion to  spend  money  beyond  3  years.  And  I  do  not  know  anyone  in 
this  industry  that  believes  that  this  problem  can  be  fixed  only  dur- 
ing a  3-year  window  and  then  after  that  that  it  is  a  no-brainer.  The 
fact  of  the  matter  is  the  lead  time  to  develop  technology  that  is 
typically  deployed  in  the  national  telephone  network  is  about  5 
years  or  even  longer.  So  it  is  hard  to  imagine  that  we  could  do  this 
in  the  3  years  envisioned  in  this  proposal  and  at  the  cost  that  it 
suggests. 

Another  very  sensitive  issue  here  is  compensation.  The  Agency 
has  now  agreed  that  the  local  telephone  company  ought  to  be  com- 
pensated for  fixing  these  problems  because,  in  fact,  the  only  option 
there  is  that  the  local  ratepayers  would  have  to  pay  for  these  fixes. 
But  the  problem  is  where  there  have  been  cases  where  law  enforce- 
ment is  bound  to  pay  these  costs,  getting  those  bills  paid  has  been 
very  difficult.  And  while  a  large  telephone  company  might  be  able 
to  absorb  that,  in  fact,  might  even  be  able  to  write  it  off  to  avoid 
the  public  relations  problem  of  suing  law  enforcement  for  com- 
pensation, a  small  company  might  have  a  very  hard  time  meeting 
its  balance  sheet  if  it  has  to  wait  on  a  contested  bill  for  a  long  pe- 
riod of  time.  And,  in  fact,  this  proposal  suggests  that  law  enforce- 
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ment,  the  Justice  Department,  would  decide  what  is  a  reasonable 
cost.  So  there  would  be  no  incentive  really  to  pay  these  bills  either 
on  time  or  in  the  form  they  were  presented.  And  I  do  believe  that 
this  would  create  a  real  hardship  for  smaller  companies. 

There  are  any  number  of  cases  where  this  has  been  an  issue,  and 
we  would  be  happy  to  provide  some  of  those. 

There  are  so  many  other  services  that  are  going  to  be  part  of  this 
network,  and  the  Congress  is  already  moving  to  open  up  these  ex- 
changes to  competition.  You  want  the  local  telephone  company  to 
face  competition  for  all  kinds  of  other  providers.  So  we  can  expect 
a  proliferation  of  such  local  providers  getting  into  this  business, 
private  line  services  and  so  on.  I  think  Senator  Leahy  asked  the 
Director  about  the  problem  of  narrowing  the  focus  and  exempting 
systems  like  PBX  systems,  motels  and  hotels,  Internet  was  men- 
tioned. Prodigy  and  so  on.  And  the  Director  was  very  forthcoming 
on  that,  that  it  was  narrowed  and  those  kinds  of  services  were  ex- 
empted to  avoid  the  kinds  of  problems  that  you  might  have  in  en- 
acting this  proposal — in  other  words,  to  take  out  of  the  picture  the 
opposition  from  a  number  of  technologies  and  companies  and  so  on 
who  might  oppose  this.  And  he  said,  of  course,  in  a  perfect  world 
they  would  be  in  there. 

The  fact  of  the  matter  is  that  by  exempting  these  other  kinds  of 
services,  the  ones  we  know  now  and  the  ones  that  we  are  certainly 
going  to  have  in  the  future,  we  dramatically,  I  think,  restrict  the 
ability  of  law  enforcement  to  go  after  the  kinds  of  transactions, 
whether  voice  or  data,  that  they  will  need  to  get  at.  It  has  been 
said  by  some  in  the  administration  I  have  seen  quoted  that  crimi- 
nals are  stupid.  But  the  fact  of  the  matter  is  they  are  not  so  stupid 
that  if  they  know  they  have  a  safe  harbor  to  put  a  phone  call  in, 
to  transact  some  sort  of  criminal  business,  if  they  know  that  it  will 
not  be  tapped  if  they  go  over  here  and  do  it,  then  I  am  not  so  sure 
they  are  so  stupid  as  to  stay  on  the  network  where  they  know  the 
conversation  will  be  tapped. 

Not  only  do  we  have  all  these  current  technologies  and  services, 
we  are  certain  to  have  all  kinds  of  new  services  that  would  be  ex- 
empted from  this.  For  instance,  in  addition  to  cable  television  that 
we  have  referred  to,  all  the  utility-provided  services  that  are  just 
expanding  like  wildfire,  railroad  communications,  £ind  the  PCS 
equipment  that  has  been  referred  to.  Perhaps  the  Director  believes 
that  they  will  have  access  here,  but  the  problem  is  the  rest  of  the 
Congress  is  seeking  to  either  deregulate  or  to  make  competitive 
these  other  kinds  of  services  that  would,  in  effect,  make  them  not 
common  carriers  under  the  kind  of  scheme  we  are  envisioning  here. 
So  there  could  be  very  large  holes  in  the  coverage  of  the  Agencies* 
access  to  conversations  and  data.  So  I  think  that  is  not  unimpor- 
tant, and  if  there  were  to  be  such  a  plan  put  in  place,  it  would 
clearly  need  to  be  universal  in  its  coverage. 

There  has  been  reference  to  the  effect  on  new  technology  here. 
I  would  certainly  agree  with  the  Director  that  this  proposal  would 
not  stop  the  development  of  the  information  superhighway  that  you 
and  our  industry  and  certainly  the  administration  want.  The  prac- 
tical effect  of  this  proposal  would  be  a  severe  stifling  of  new  tech- 
nology and  services  and  so  on. 
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You  have  to  remember  that  the  telephone  company  does  not  just 
decide  everything  that  is  going  to  be  developed,  produced,  manufac- 
tured, and  marketed  for  a  national  telecommunications  network. 
All  of  these  new  services  we  are  talking  about,  most  of  them  were, 
in  fact,  developed  by  entrepreneurs,  small,  medium,  and  large  com- 
panies. So  you  have  to  consider  the  specter  of  anyone  who  would 
develop  a  new  product,  creating  jobs  and  enhancing  this  network, 
having  to  make  absolutely  sure  that  this  technology,  this  service, 
this  product,  is  compatible  with  the  Justice  Department's  techno- 
logical requirements,  which  unfortunately  are  quite  vague.  It  is  dif- 
ficult to  manufacture  to  an  ambiguous  standard  like  this. 

Turning  the  Justice  Department  into  some  sort  of  technology 
product  certification  office  is  not  something  I  think  that  you  would 
want,  nor  would  we;  moreover,  they  would  have  little  incentive  in 
accelerating  the  deployment  of  these  technologies  because  of  the 
various  concerns  the  Agency  has  had. 

I  would  not  go  so  far  as  to  say  that  it  would  seriously  diminish 
our  ability  to  export  products,  but  it  would  clearly  put  a  damper 
on  the  enthusiasm  of  entrepreneurs  to  develop  products  to  deploy 
on  this  network  if  they  are  facing  such  severe  sanctions  if  they  just 
happen  not  to  fit. 

Now,  we  have  talked  a  lot  about  the  problems  in  this  proposal. 
It  is  not  unfair  to  ask  what  we  would  propose  to  fix  this.  The  prob- 
lem with  the  Agency's  proposal  here  seems  that  there  is  some  kind 
of  magic  wand  that  can  be  waved  to  solve  this  problem  simply  by 
decreeing  that  the  local  telephone  industry  shall  fix  this  problem 
for  everyone,  even  for  providers  that  they  cannot  legally  tap  into, 
is  a  little  unrealistic.  A  year  ago,  the  General  Services  Administra- 
tion pointed  out  that  this  proposal,  as  presented  in  an  earlier  form, 
was  simply  unnecessary. 

We  believe  that  what  the  Congress  might  want  to  do  and,  in  fact, 
what  the  Agency  should  do  is  simply  redouble  its  effort  with  the 
so-called  Quantico  Group.  The  FBI  now  cochairs  this  group  and  one 
of  its  major  subgroups.  I  think  that  while  the  dialog  has  been  going 
on  for  4  years,  this  working  group  has  only  had  about  a  year  to 
work.  So  to  essentially  walk  away  from  that  experience,  that  coop- 
erative industry-government  activity,  is  a  little  bit  like  Michael 
Jordan  being  behind  in  the  first  qusirter  and  saying,  well,  you 
know,  we  are  just  going  to  take  the  ball  and  leave  the  court. 

The  fact  is  you  just  redouble  your  efforts,  work  through  these 
problems  and  go  on.  And  I  think  it  is  not  unfair  to  say  that  no  mat- 
ter what  you  do,  even  if  this  proposal  were  to  become  law,  that 
does  not  fix  the  problems.  You  still  have  to  have  these  kind  of  in- 
dustry-government relationships  to  come  up  with  the  actual  solu- 
tions. We  are  absolutely  committed  to  that. 

[Mr.  Neel  submitted  the  following:] 

Prepared  Statement  of  Roy  Neel  on  Behalf  of  the  U.S.  Telephone 

ASSOCL^TION 

Thank  you,  Mr.  Chairman.  I  am  Roy  Neel,  President  of  the  United  States  Tele- 
phone Association  (USTA). 

USTA  represents  more  than  1,100  local  telephone  companies  ranging  in  size  from 
the  Regional  Bell  Operating  Companies  to  small  companies  with  fewer  than  100 
subscribers.  Although  many  of  the  member  companies  of  USTA  have  interests  in  a 
variety  of  businesses,  USTA  represents  only  their  traditional  telecommunications 
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business.  As  a  result,  I  will  confine  myself  to  sharing  with  the  committee  the  per- 
spective that  local  telephone  companies  have  of  this  legislation. 

I.  WHAT  IS  THE  "DIGITAL  TELEPHONY  PROBLEM?  " 

Let  me  begin  by  assuring  the  committee  that  USTA  member  companies  always 
have,  and  always  will,  cooperate  fully  with  the  legitimate  needs  of  law  enforcement. 

In  the  quarter  centiiry  since  the  federal  government  first  authorized  coiirt  ordered 
wiretaps  there  have  been  tens  of  thousands  of  requests  for  assistance  fi-om  local 
telephone  exchange  companies  (LECs).  In  virtually  every  instance  the  local  tele- 
phone company  provided  the  appropriate  law  enforcement  authority  with  the  timely 
assistance  it  needed  to  effect  the  intercept. 

USTA  is  aware  of  only  a  handful  of  instances  in  which  there  has  been  difficulty 
in  providing  assistance.  These  were  caused  by  oversights  in  the  original  statute  au- 
thorizing wiretapping  which  left  certain  issues,  such  as  liability,  unresolved.  These 
oversights  were  quickly  rectified,  and  since  then  there  has  been  a  long  history  of 
unblemished  cooperation  between  LECs  and  law  enforcement  agencies. 

The  industry's  cooperative  spirit  and  commitment  have  been  cited  formally  by  the 
Bureau  itself  througn  the  awarding  of  Certificates  of  Recognition  fi-om  the  Director, 
as  well  as  through  personal  expressions  of  appreciation. 

In  fact,  the  Senate  Committee  Report  accompanying  the  passage  of  the  Electronic 
Communications  Privacy  Act  (ECPA)  refers  to  the  statute's  "technical  assistance" 
provision  as  "a  codification  of  the  cooperative  working  relationship  that  exists  be- 
tween telephone  companies  and  law  enforcement." 

Perhaps  the  best  indication  of  the  successful  relationship  we  enjoy  with  law  en- 
forcement is  that  despite  all  the  issues  Director  Freeh  cited  in  his  testimony,  I  am 
not  aware  of  a  single  instance  in  which  a  wire  line  local  telephone  company  has  not 
been  able  to  effect  a  lawfiil  intercept  due  to  complications  related  to  advancements 
in  technology. 

Indeed,  The  New  York  Times  of  March  1,  1994,  reports  that  documents  obtained 
through  the  Freedom  of  Information  Act  indicate  that  a  survey  of  several  FBI  offices 
found  "no  instances  in  recent  years  in  which  FBI  agents  had  encountered  any  tech- 
nology-based problems  in  conducting  wiretaps." 

At  least  one  USTA  member,  Ameritech,  which  has  taken  a  leadership  role  in  sev- 
eral of  the  technical  cooperative  committees  that  have  been  formed  to  assist  law  en- 
forcement, requested  more  than  a  year  a^o  that  the  Bureau  provide  it  with  informa- 
tion on  the  number  of  "held  orders"  within  their  region.  Not  a  single  held  order  has 
been  identified. 

Perhaps  this  is  why  the  federal  government's  own  General  Services  Administra- 
tion critiqued  an  FBI  legislative  proposal,  similsu-  to  the  current  one  in  most  major 
respects,  as  "unnecessaiy"  and  warned  that  it  could  "hurt  the  nation's  competitive- 
ness *  ♦  ♦  and  posed  a  possible  danger  to  national  security."  (NYT  1/15/93) 

Of  course,  the  fact  that  there  has  not  been  a  documented  need  for  legislation  to 
address  a  current  problem  regarding  court-ordered  surveillance  does  not  mean  that 
future  concerns  should  not  be  anticipated  and  accommodated.  Members  of  the  local 
exchange  industry  are  committed  to  continue  and,  if  necessary,  escalate  their  work 
with  the  various  law  enforcement  agencies  to  address  legitimate  needs  before  they 
arise. 

In  1992  the  FBI  first  floated  draft  legislation  which,  while  not  attracting  a  con- 
gressional sponsor,  did  attract  the  interest  of  the  telecommunications  industry.  To- 
gether we  formed  the  Quantico  Joint  Government  Industry  Group  which  grew  into 
a  "Technical  Committee"  charged  with  the  following: 

•  Developing  a  process  for  incorporating  law  enforcement's  needs  into  future  in- 
dustry technological  standards; 

•  Developing  technical  capabilities  and  procedures  to  permit  continued  intercep- 
tion by  law  enforcement  of  communications  that  use  transition  technologies; 
and 

•  Monitoring  and  tracking  the  timeliness  of  the  industry's  response  to  law  en- 
forcement requests.  The  committee's  goal  is  "zero-held  intercepts." 

Through  mutual  commitment,  the  Technical  Committee  has  now  grown  into  a  for- 
mal and  permanent  forum  called  the  Electronic  Communications  Service  Provider 
Committee  (ECSPC).  This  committee  is  co-chaired  by  law  enforcement  and  industry 
representatives.  The  commitment  of  the  local  exchange  industry  to  this  effort  is  evi- 
denced by  the  fact  that  we  have  supported  committee  activities  with  funding  of  more 
than  a  half  million  dollars  over  and  above  the  expenses  of  our  personnel  to  assist 
the  committee. 
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In  short,  Mr.  Chairman,  it  is  evident  that  the  local  exchange  industry  always  has 
been  and  always  will  be  committed  to  assisting  law  enforcement  in  addressing  its 
interception  needs.  We  believe  that  by  building  on  this  environment  of  cooperation, 
we  can  best  serve  the  needs  of  all  of  the  interested  parties  who  use  the  pubUc  com- 
munications network. 

We  further  believe  that  the  proposed  legislation  ignores  the  historical  relationship 
we  have  enjoyed  with  law  enforcement.  It  is  a  punitive  approach  with  unjustifiably 
harsh  penalty  provisions.  It  also  forces  local  exchange  carriers  to  become,  in  effect, 
agents  of  the  law  enforcement  community,  rather  than  maintaining  the  more  appro- 
priate arms-length  relationship  between  common  carriers  and  law  enforcement. 

n.  HOW  CAN  LAW  ENFORCEMENT  GET  BROADER  AUTHORITY  TO  WIRETAP? 

Naturally,  we  do  not  expect  law  enforcement  to  rely  only  on  the  good  graces  of 
the  providers  of  communications  services  to  fulfill  their  needs  for  lawful  intercepts. 
However,  when  one  looks  at  the  current  statute  under  which  the  cooperative  spirit 
has  grown,  it  is  frankly  hard  to  see  how  it  could  be  visefiilly  enhanced. 

As  I  stated  earlier,  the  original  Omnibus  Crime  Control  and  Safe  Streets  Act  of 
1968  which  authorized  court-ordered  wiretapping  and  which  the  FBI  actively 
sought,  was  technically  flawed  and  needed  correction.  Congress  therefore  amended 
the  law  on  July  29,  1970.  One  of  the  amendments  to  the  original  law  spoke  specifi- 
cally to  the  degree  of  cooperation  that  law  enforcement  had  a  right  to  expect  from 
telephone  companies.  That  amendment  stated  the  following: 

An  order  authorizing  the  interception  of  a  wire  or  oral  communications 
under  this  chapter  shml  upon  request  of  the  applicant,  direct  that  a  commu- 
nication common  carrier,  landlord,  custodian  or  other  person  shall  furnish 
the  applicant  forthwith  all  information,  facilities  and  technical  assistance 
necessary  to  accomplish  the  interception  unobtrusively  and  with  a  minimum 
of  interference  witn  the  services  tnat  such  communications  are  to  be  inter- 
cepted. 

Virtually  identical  language  appears  in  the  Foreign  Intelligence  Surveillance  Act 
of  1978  and  the  Electronic  Commvuiications  Privacy  Act  of  1986  which  also  covers 
pen  registers  and  trap  and  trace  devices. 

It  is  hard  to  imagine  statutory  language  that  more  fully  mandates  cooperation 
with  any  possible  needs  law  enforcement  may  have.  The  statute  specifically  says 
that  a  communication  common  carrier,  landlord,  custodian  or  other  person  shall  fur- 
nish forthwith  all  information  facilities  and  technical  assistance  necessary  to  accom- 
plish the  interception." 

These  statutes,  together  with  the  positive  attitude  we  have  cultivated  over  the 
past  Quarter  century  and  with  ovir  intensive  ongoing  technical  assistance,  should  be 
enougn  to  assure  that  law  enforcement  maintains  and  enhances  its  ability  to  carry 
out  legitimate  surveillance  activities. 

III.  IF  THERE  IS  A  NEED  FOR  FURTHER  LEGISLATION,  WHAT  SHOULD  BE  ITS  GUIDING 

PRINCIPLES? 

Let  me  be  clear  about  the  position  of  the  local  exchange  industry.  We  do  not  be- 
Ueve  that  a  case  has  been  made  that  legislation  of  the  sort  proposed  by  the  FBI 
is  warranted  or  wise  at  this  time.  However,  we  also  recognize  that  the  magnitude 
of  this  issue  demands  that  this  committee  carefully  and  fully  examine  this  issue  and 
that  law  enforcement's  needs  are  accommodated.  In  a  continued  vein  of  cooperation, 
we  offer  the  following  principles  that  we  believe  should  guide  the  committee's  deUb- 
erations. 

A  All  communications  providers  and  networks  should  be  required  to  assist  the  law 
enforcement  community  effoiiis  to  conduct  lawful  electronic  surveillance 
In  the  briefing  materials  that  the  FBI  is  widely  circulating,  the  Bureau  makes  the 
following  point: 

In  1970,  the  telephone  industry  was  monolithic,  and  the  part  of  the  tele- 
communications network  where  the  government  effected  electronic  surveil- 
lance was  relatively  uncompUcated.  Since  that  time,  with  the  break  up  of 
AT&T  through  divestiture,  the  entry  of  numerous  new  communications  pro- 
viders in  the  marketplace  and  the  introduction  of  many  new  technologies, 
services  and  features,  the  telecommunications  networks  have  become  more 
varied,  advanced  and  complicated. 

We  could  not  agree  more.  In  fact,  the  explosion  of  providers  of  various  tele- 
communications services  and  networks  is  just  b^inning.  Both  Houses  of  Congress 
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are  ciirrently  considering  legislation  that  will  further  stimulate  the  divergence  of 
the  telecommunications  marketplace. 

In  the  face  of  this  developing  multiplicity  of  communications  providers,  and  in  a 
legislative  proposal  attempting  to  address  future  technological  developments,  it  is 
ciiriovis  that  tne  Bureau's  bill  narrows  its  focus  only  to  common  carriers.  Private 
carriers,  shared  networks,  PBX's,  and  computer  networks — including  the  Internet — 
are  all  carved  out  of  this  bill. 

If  we  assvune,  as  the  FBI  Msures  us,  that  most  criminals  are  stupid,  then  it  would 
seem  that  we  should  be  able  to  catch  them  without  resorting  to  the  FBI's  proposal. 
If,  however,  we  are  to  assume  that  we  are  dealing  with  criminals  with  even  a  modi- 
cum of  intelligence,  it  woiild  seem  obvious  that  they  would  simply  choose  to  commu- 
nicate over,  to  quote  the  Bureau,  "the  many  new  technologies,  services,  features 
(and)  networks"  that  are  not  covered  by  this  bill.  And,  remember,  the  Bxu-eau  itself 
has  acknowledged  that  these  networks  are  growing  rapidly. 

Moreover,  the  existence  of  multiple  providers  of  telecommunications  also  means 
that  the  government  must  select  the  entity  that  has  access  to  a  communication  at 
the  point  where  it  can  be  identified  and  accessed.  This  may  be  before  it  enters  or 
after  it  leaves  the  common  carrier  network.  However,  the  bill  places  all  of  the  re- 
qviirements  on  the  common  carrier  alone.  Does  this  mean  that  we  as  the  common 
carrier  must  now  go  and  effect  the  tap  on  someone  else's  network  for  law  enforce- 
ment? And  if  we  do  not,  are  we  subject  to  fines  of  $10,000  per  instance  per  day  and 
to  the  ultimate  fine — having  our  service  shut  down?  And  wnat  happens  to  telephone 
subscribers  in  that  event?  Incredible  as  it  may  seem,  that  is  what  the  language  of 
the  proposed  legislation  would  provide. 

USTA  believes  that  an  essential  feature  of  any  proposal,  legislative  or  otherwise, 
must  cover  all  available  communications  modalities  available  to  criminals  in  order 
to  prevent  circumvention.  This  is  particularly  appropriate  with  a  proposal,  such  as 
the  current  one,  which  carries  such  a  potentially  large  price  tag  for  carriers  entering 
a  competitive  era. 

B.  Public  confidence  in  the  public  network  must  be  maintained 

One  of  the  hallmarks  in  the  secvuity  of  our  nation's  telecommunications  system 
is  the  abihty  to  provide  secure  communications.  Confidence  in  your  conversations 
is  more  than  a  core  element  of  the  privacy  that  we  have  come  to  expect;  it  is  an 
essential  feature  of  maintaining  the  nation's  economic  foundation. 

The  proposed  legislation  cafls  for  common  carriers  to  build  the  capability  into 
their  networks  to  hold  and  receive  at  all  times  sufficient  capacity  to  "execute  expedi- 
tiously and  simultaneously  *  ♦  ♦  all  court  orders  and  lawful  authorizations  for  the 
interception  of  wire  and  electronic  communications  and  the  acquisition  of  call  setup 
information"  to  be  delivered  "unobtrusivelsr"  to  any  remote  location  specified  by  any 
federal  state  or  local  government  entity  "authorized  by  law  to  conduct  electronic  sur- 
veillance." 

In  describing  its  proposal,  the  FBI  strongly  asserts  that  it  is  not  seeking  expanded 
authority.  We  must,  with  all  due  respect,  disagree.  We  believe  that  this  is  a  level 
of  surveillance  capability  unprecedented  in  terms  of  immediacy,  breadth  of  applica- 
tion or  capability  for  routine  surveillance  of  individual  citizens. 

Furthermore,  the  increasing  use  of  telecommunications  in  all  aspects  of  life  as  we 
move  into  the  "information  age"  means  that  a  substantial  behavioral  profile  can  be 
developed  with  great  precision  from  "call  set-up"  information.  And,  although  the  dis- 
cussion of  this  issue  sometimes  gets  fuzzy,  we  need  to  remember  that,  under  this 
proposed  legislation,  call  set-up  information  does  not  necessarily  require  the  issu- 
ance of  a  court  order  based  on  probable  cause. 

A  dramatic  illustration  of  the  primacy  that  our  citizens  place  on  their  privacy  is 
the  fact  that  while  the  media  is  rife  with  stories  about  violent  crime,  a  poU  con- 
ducted two  weeks  ego  by  the  Yankelovich  Partners  and  reported  in  Time  Magazine 
March  14  found  that  "two-thirds  of  Americans  said  that  it  was  more  important  to 
protect  privacy  of  phone  calls  than  to  preserve  the  ability  of  the  police  to  conduct 
wiretaps." 

Like  any  citizen,  I  am  troubled  by  the  implications  of  the  IRS  or  local  law  enforce- 
ment gaining  access  to  an  extensive  personal  profile  of  me  without  any  covirt  order. 
But  I  will  leave  it  to  others  on  the  panel  to  develop  that  issue. 

From  a  purely  business  perspective,  there  also  are  troublesome  issues  involved 
here  rhat  transcend  the  concerns  of  telephone  companies.  Just  last  Congress,  Chair- 
man Brooks  held  a  hearing  on  the  issue  of  corporate  surveillance.  He  pointed  out 
that  American  corporations  had  billions  of  dollars  at  risk  due  to  corporate  espio- 
nage. 

While  that  hearing  focused  more  directly  on  the  "encryption"  issue  which  is  not 
considered  in  this  specific  legislative  proposal,  I  further  suggest  that  in  the  public's 
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mind  these  issues  will  merge.  And  I  suggest  further  that  perception  and  public  con- 
fidence in  the  nation's  telecommunications  network  are  very  much  at  issue  here. 

If  the  public  becomes  skittish  about  using  the  public  network  for  fear  either  that 
it  is  full  of  "back  doors"  designed  so  that  the  FBI  can  more  easily  tap  into  it,  or 
that  their  local  sheriff  will  be  developing  a  dossier  on  them  based  on  c^  set-up  in- 
formation, that  fear  will  translate  into  reduced  use  of  the  system.  The  result  will 
be  the  loss  of  billions  of  dollars  in  potential  revenue,  and  along  with  that  many  of 
the  jobs,  the  taxes,  and  the  benefits  that  we  anticipate  fix)m  the  information  age. 

C.  Rate  payers  should  not  be  required  to  pay  for  law  enforcement's  upgrades 

This  is,  of  course,  the  old  bottom  line  issue  of  who  pays  for  the  law  enforcement's 
system.  In  this  respect  USTA  acknowledges  that  there  has  been  some  progress 
made  with  the  Bureau.  The  Bvu-eau  has  moved  away  fix)m  its  original  position  that 
the  telephone  companies  absorb  these  costs  as  a  "cost  of  business."  It  is  now  right- 
fully acknowledgea  that  such  a  procediire  would  simply  mean  that  costs  are  passed 
on  to  telephone  customers  in  the  form  of  rate  increases. 

We  now  seem  to  agree  on  the  essential  premise  that  law  enforcement  itself  should 
pay  for  the  cost  of  system  alterations.  Law  enforcement  is  a  public  good:  therefore, 
mnds  for  these  alterations  should  come  from  general  tax  revenues.  But,  heavy  tele- 
phone users  do  not  benefit  from  law  enforcement  more  than  other  users  and  should 
not  bear  a  disproportionate  share  of  the  costs  of  law  enforcement. 

Even  with  that  basic  premise  agreed  to,  the  current  legislative  proposal  makes 
several  unrealistic  assvunptions  that  would,  in  the  end,  cause  telephone  rate  payers 
to  absorb  substantial  rate  shock,  particularly  in  the  "out  years." 

First  we  have  to  have  some  iaea  of  how  much  these  system  upgrades  will  cost. 
The  Bureau  has  expressed  significant  interest  in  the  issue  of  call  forwarding.  Pre- 
Uminary  US'TA  estimates  are  that  the  soflware  upgrades  alone  necessary  to  capture 
the  needed  information  at  the  originating  end  of  these  calls  would  cost  between 
$180  million  and  $1.8  billion. 

In  addition,  new  equipment  and  software  would  have  to  be  developed  to  assure 
that  carriers  have  the  "ability  to  intercept  the  content  of  communications,"  particu- 
larly in  the  approximately  1,200  ISDN  switches  deployed  throughout  the  nation.  Es- 
timated costs  here  are  approximately  $450  million. 

This  does  not  even  anticipate  the  costs  associated  with  newer  technologies  such 
as  photonics  and  asynchronous  transfer  mode.  USTA's  technical  disciplines  depart- 
ment does  not  even  nave  rough  cost  estimates  on  these  items,  but  they  will  certainly 
be  significant. 

The  point  here  is  not  that  we  cannot  make  the  ac^ustments  law  enforcement  says 
it  needs.  In  fact,  we  can.  However,  there  will  be  costs  involved — costs  that  will  likely 
go  far  beyond  the  Bvu*eau's  estimates  both  in  nvunber  of  doll£u^  and  number  of 
years. 

Since  we  have  agreed  that  the  general  population,  not  just  telephone  subscribers, 
should  pay  for  whatever  upgrades  law  enforcement  requires,  the  artificial  caps,  such 
as  the  three-year  maximum  period  for  which  the  government  will  cover  expenses, 
must  be  eliminated.  Similarly,  we  strongly  question  law  enforcement's  technical 
ability  to  be  the  judge  of  what  constitutes  "reasonable  and  cost-effective  charges  di- 
rectly associated  wim  modifications  required  to  assure  common  carrier  compliance." 

Surely  decisions  about  what  constitutes  "reasonable  and  cost  effective"  and  "di- 
rectly associated"  cannot  be  made  solely  by  the  entity  footing  the  bill. 

D.  The  information  age  cannot  be  delayed 

I  have  already  referred  to  the  legislation  advocated  by  the  Administration,  de- 
signed to  hasten  the  advent  of  the  "information  superhighway."  The  priority  of  this 
enort  should  not  be  underestimated.  The  prospect  for  making  the  best  teachers  and 
educational  materials  in  the  nation  availaole  to  every  child  regardless  of  geographi- 
cal location  or  economic  means  is  close  at  hand.  The  ability,  through  telemedicme, 
to  enable  the  world's  best  doctors  to  consult  in  real  time  for  patients  in  distant  loca- 
tions, is  now  practical.  The  ability  to  diversify  our  economy  fix)m  the  central  cities, 
and,  in  doing  so,  substantially  reduce  environmental  pollution  and  save  energy  is 
realistic. 

But  all  of  these  advances  are  the  outgrowth  of  the  speedy  deployment  of  a  modem 
information  infrastructure.  This  bill  cafls  into  question  the  priority  of  this  effort  and 
creates  an  enormous  speed  bump  in  the  information  superhighway. 

This  legislation  would  make  the  Attorney  General  the  arbiter  of  whatever  tech- 
nologies and  e<}uipment  can  be  deployed  in  the  public  telecommunications  network. 
Presumably  this  is  necessary  to  assure  that  new  systems,  or  at  least  the  new  sys- 
tems deployed  by  the  common  carriers,  will  be  susceptible  to  ready  interception  and 
real  time  delivery  of  desired  information  to  remote  areas. 
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While  we  recognize  the  priority  of  law  enforcement's  needs,  we  also  recognize  that 
it  is  not  the  only  priority.  Our  nation  cannot  be  held  hostage  to  inexpert  analysis 
of  telecommunications  technology  as  we  move  to  the  information  age.  We  strongly 
suggest  that  the  system  of  cooperation  and  communication  that  we  have  always  had 
and  which  we  have  enhanced  dramatically  in  just  the  past  few  years  is  the  far  more 
preferable  approach. 

IV.  A  LESS  DRACONIAN  APPROACH  TO  THE  PROPOSED  BILL  IS  BETTER  PUBUC  POLICY 

Mr.  Chairman,  we  understand  the  FBI's  fears  about  the  futiire  of  telecommuni- 
cations. We  have  a  considerable  fear  about  the  future  of  the  telecommunications 
business  oiu^elves.  But  the  answer  to  those  fears  is  certainly  not  the  bill  that  has 
been  proposed,  and  may  it  not  be  legislative  at  all. 

The  proposed  bill  is  an  overly  broad  bill.  It  does  not  cover  all  of  the  technologies 
and  systems  that  shovild  be  covered  by  any  rules  that  are  put  in  place.  It  m^es 
unreasonable  and  perhaps  impossible  demands  on  those  it  does  cover.  It  is  unneces- 
sarily punitive  in  nature.  It  fails  to  account  for  the  need  to  address  issues  other 
than  law  enforcement  needs,  and  it  is  economically  unfair  and  impractical. 

USTA  and  its  member  companies  will  always  stand  ready  to  assist  law  enforce- 
ment in  the  performance  of  its  legitimate  functions,  and  we  stand  ready  to  assist 
this  committee  in  any  process  that  it  sees  as  appropriate  to  assure  that  law  enforce- 
ment needs  are  anticipated  and  accounted  for. 

And,  Mr.  Chairman,  you  have  my  personal  assurance  that  I  will  assist  you  in  any 
way  you  deem  appropriate  in  resolving  any  outstanding  issues. 


U.S.  Telephone  Assocmtion, 

Apnl  27,  1994. 
Hon.  Patrick  J.  Leahy, 
Committee  on  the  Judiciary, 
U.S.  Senate,  Washington,  DC. 

Dear  Senator  Leahy:  Attached  are  USTA's  responses  to  the  questions  you  posed 
in  yoiu"  letter  of  March  23,  1994.  Those  related  to  specifics  of  wiretap  events  have 
proven  difficult  to  answer,  because  USTA  historically  has  not  been  directly  involved 
in  wiretap  activity.  Such  operations  have  been  conducted  directly  between  the  af- 
fected law  enforcement  agencies  and  the  individual  companies  providing  technical 
assistance.  However,  based  on  discussions  with  member  companies,  we  have  an- 
swered your  questions  as  thoroughly  as  possible. 

USTA  and  a  number  of  its  member  companies  have  supported,  and  cvirrently  sup- 

gort,  the  deUberations  of  the  Electronic  Communications  Service  Provider  (ECSr) 
iommittee,  which  is  addressing  wiretap  technological  issues  fi*om  an  interindustry 
perspective  in  conjunction  with  law  enforcement  representatives. 

This  broad,  interindustry  approach  is  essential  to  the  development  of  standards 
that  will  support  the  ubiquity  of  surveillance  capability  upon  which  the  FBI  de- 
pends. Contrary  to  the  apparent  expectations  of  the  FBI,  tWs  is  not  a  one-time  ac- 
tivity. Because  technolo^  will  continue  to  evolve,  there  wiU  be  a  continuing  need 
to  develop  standards  for  new  technologies  and  new  applications.  This  necessarily 
will  involve  interaction  between  representatives  of  the  Mfected  industries  and  of  law 
enforcement  agencies  to  assess  the  trade-off's  that  must  be  resolved  between  the 
costs  and  benefits  of  specific  solutions.  USTA  and  its  members  remain  committed 
to  this  important  activity. 

USTA  believes  the  currently  proposed  legislation  is  flawed.  However,  we  are  con- 
tinuing an  industry  effort  to  help  develop  proposals  which  might  be  beneficial  to  re- 
assuring the  FBI  of  wiretap  capabilities  while  also  retaining  a  balance  with  other 
objectives  such  as  customers'  concerns  for  privacy  of  communications,  availability  of 
network  advancements  and  costs  to  deploy  new  technologies. 
I  look  forward  to  working  with  you  and  your  Committee  on  this  important  issue. 
Sincerely  yours, 

Roy  Neel, 
President  and  CEO. 


Roy  Neel's  Responses  to  Questions  Submitted  by  Senator  Leahy 

Question  1.  Current  statutes  applicable  to  wiretaps,  pen  registers  and  trap-and- 
trace  devices  already  rec[uire  service  providers  to  furaish  "forthwith"  all  informa- 
tion, facilities  and  techmcal  assistance  necessary  to  accomplish  the  installation  of 
the  equipment  to  carry  out  the  court  order.  Failure  to  comply  could  result  in  a  con- 


62 

tempt  proceeding  against  the  service  provider.  Is  the  threat  of  a  contempt  proceed- 
ing effective  in  compelling  telephone  companies  to  cooperate  with  law  enforcement 
agencies  in  implementing  interception  orders?  What  penalties  wovdd  be  effective? 

Answer.  The  current  law  applicable  to  wiretaps,  pen  registers  and  trap-and-trace 
devices  is  effective  to  assiire  compliance.  Telephone  companies  strive  to  meet  all  re- 
quests within  the  time  specified,  with  professionalism,  and  in  cooperation  witJi  law 
enforcement  officials.  The  telephone  industry  takes  very  seriously  its  responsibility 
to  respond  to  law  enforcement  requirements.  Given  the  long  history  of  cooperation 
between  oxu-  industry  and  law  enforcement  we  believe  additional  penalties  are  un- 
necessary. 

Question  2.  Do  you  interpret  the  "technical  assistance  necessary"  language  of  Sec- 
tion 251(4)  of  Title  18,  to  require  service  providers  to  take  affirmative  steps  to  de- 
velop technical  solutions  to  accommodate  or  effectuate  a  coxut's  electronic  surveil- 

l£in.cG  order? 

Answer.  The  Congressional  Committee  report  on  Section  251  states  that  it  "*  *  * 
is  a  codification  of  the  cooperative  working  relationship  that  exists  between  tele- 
phone companies  and  law  enforcement  oflBcials."  The  report  describes  that  relation- 
ship as  folfows:  'Telephone  companies  have,  as  a  matter  of  practice,  provided  infor- 
mation and  technical  assistance  to  law  enforcement  officials  in  connection  with  law- 
fully authorized  wiretaps."  Therefore,  it  is  usefiil  to  examine  the  nature  of  the  as- 
sistance provided  today  in  order  to  interpret  this  statutory  term.  'Technical  assist- 
ance" most  ofl;en  involves  work  by  service  providers  that  is  operational  in  nature 
rather  than  technological.  But  telephone  companies  also  have  assisted  in  developing 
solutions  to  technological  problems  that  have  arisen  when  implementing  particular 
wiretap  orders.  This  assistance  has  involved  such  matters  as  a  lack  of  working  lines, 
malfiinctioning  lines,  network  equipment  congestion  (in  the  feeder  plant)  and  lines 
with  special  features,  such  as  Voice  Mail.  In  practice,  service  providers  and  law  en- 
forcement agencies  work  cooperatively  to  find  ways  to  implement  and  effect  court 
orders. 

Question  3.  Can  the  same  technology  used  by  telephone  compames  to  isolate  par- 
ticular lines  for  billing  and  maintenance  purposes  also  be  used  to  support  a  wiretap 
capability  even  as  telecommunications  networks  become  more  advanced  and  digital 
transmissions  are  used  from  end-to-end?  If  not,  what  options  are  there  for  intercept- 
ing all  communications  associated  with  a  specific  digital  line  at  a  point  or  points 
remote  from  the  customer's  premises?  Are  options  being  studied  or  developed  to  per- 
mit for  isolation  of  a  particular  line  to  a  subscriber?  •  i.u  u  * 
Answer.  Telecommunications  manufacturers  and  software  vendors  are  in  the  best 
position  to  address  the  use  of  billing  and  maintenance  systems  to  effectuate  wire- 
taps. FBI  requirements  are  different  fix)m  a  telephone  company's  record  keeping 
needs,  making  it  difficult  to  use  current  billing  and  maintenance  technology  for  law 
enforcement  purposes.  For  example,  when  fixing  a  customer's  line,  a  telephone  com- 
pany's work  need  not  be  transparent  to  the  customer. 

For  ISDN  lines,  existing  test  equipment  can  do  much  of  what  is  needed  to  accom- 
modate the  needs  of  law  enforcement  agencies  to  access  specific  lines  at  a  point  or 
points  remote  from  the  customer's  premises.  Additional  options  have  been  studied 
in  the  ECSP  Committee  (under  the  auspices  of  the  Alliance  for  Telecommunications 
Industry  Solutions)  to  address  ISDN  and  Digital  Loop  Carrier.  ECSP  is  vmting  ge- 
neric requirements  for  telecommunications  equipment  so  that  vendors  can  develop 
capabilities  to  gatiier  data  at  the  service  provider's  switch.  At  the  switch,  a  particu- 
lar customer  line  could  be  selected  and  monitored  using  this  capability. 

Question  4.  You  estimated  in  your  written  testimony  that  1200  digital  switches 
in  the  U.S.  are  currently  operational.  Have  anv  interception  orders  been  conducted 
on  facilities  using  these  digitfd  switches?  If  so,  now  many? 

Answer.  Interception  orders  are  conducted  on  lines  tiiat  are  connected  to  digital 
switches.  The  number  of  wiretaps  on  such  facilities  is  not  tracked  by  switch  type 
because  interception  orders  typically  are  executed  in  such  a  way  that  the  switch 
type  is  not  relevant. 

Question  5.  The  FBI  and  telecommunications  industry  representatives  have  been 
meeting  over  the  past  couple  of  years  to  address  law  enforcement  needs  for  contin- 
ued wiretap  capability.  The  FBI  does  not  believe  that  this  process  is  adequate  to 
insure  that  any  technological  solutions  to  solve  wiretapping  problems  will  be  imple- 
mented. Is  the  FBI  correct  in  their  evaluation  of  how  well  this  Committee  can  work, 
even  if  all  the  participants  operate  in  good  faith  with  the  best  intentions? 

Answer.  There  may  be  some  confusion  as  to  the  role  of  the  ECSP  joint  industry/ 
law  enforcement  committee.  Its  purpose  is  to  develop  technical  proposals  for  how 
law  enforcement  requirements  can  be  met.  The  ECSP  is  making  excellent  progress 
in  achieving  those  objectives.  It  was  not  intended,  nor  does  it  attempt,  to  address 
implementation  commitments  by  individual  companies. 
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Question  6.  The  FBI  seeks  to  have  industry,  with  its  more  thorough  knowledge 
of  the  operations  of  telecommunications  systems,  develop  the  means  to  implement 
interception  orders.  The  alternative  would  be  for  law  enforcement  agents  to  effec- 
tuate interceptions  using  their  own  equipment  in  complex,  sensitive  networks.  This 
carries  the  risk  of  disrupting  service.  Is  it  better  to  have  the  telephone  companies 
work  with  networks,  switches  and  switch  software,  since  they  have  the  expertise, 
and  provide  the  capability  for  wiretapping? 

Answer.  It  is  better  to  have  the  industry  working  with  the  customer  {i.e.,  law  en- 
forcement agencies)  to  develop  technical  requirements.  Service  providers  have  more 
expertise  with  networks,  switches,  and  software  and  can  work  with  equipment  and 
software  vendors  to  create  solutions  in  a  consistent  and  standard  way.  This  ap- 
proach reduces  the  risk  of  disrupting  service. 

Question  7.  Could  features  designed  to  facilitate  law  enforcement  access  to  com- 
munications increase  vulnerability  to  unauthorized  interception? 

Answer.  It  is  difficult  to  predict  how  features  designed  into  networks  to  facilitate 
law  enforcement  activities  will  affect  the  reliability  of  the  network.  However,  fea- 
tures designed  to  facilitate  law  enforcement  access  to  communications  could  well  in- 
crease the  vulnerability  to  unauthorized  interceptions.  This  is  because  the  more  op- 
portunity provided  to  any  group  to  gain  access,  the  more  opportunity  for  the  unau- 
thorized to  gain  access.  On  the  operations  side,  the  responsibility  for  monitoring  and 
upgrading  uie  capability  and  using  the  technology  effectively  will  fall  to  the  service 
provider.  Besides  the  surveillance  capability  itself,  a  secure  operational  support  sys- 
tem may  be  required  to  manage  the  process.  This  is  one  reason  why  interindustry 
standards  must  be  set  and  followed  regardless  of  what  other  issues  may  be  ad- 
dressed in  legislation. 

Question  8.  If  law  enforcement's  requirements  had  to  be  designed  into  every  new 
piece  of  telecommunications  equipment  or  new  system,  would  this  have  any  effect 
on  how  quickly  American  manufacturers  could  bring  their  products  onto  the  mar- 
ket? 

Answer.  It  could  significantly  slow  development  and  implementation  of  new  tech- 
nologies/services. Law  enforcement  requirements  would  be  another  necessary  consid- 
eration before  designing  and  ultimately  building  a  product.  It  would  greatly  affect 
manufacturers  that  have  not  built  in  these  requirements,  as  existing  equipment 
would  become  obsolete  or  need  major  upgrades. 

Question  9.  If  designing  and  developing  wiretap  friendly  telecommunications 
equipment  and  systems  slowed  down  advances  in  U.S.  technology,  would  this  effect 
the  competitiveness  of  U.S.  industry  in  the  global  market? 

Answer.  A  slowing  of  the  development  of  domestic  technology,  such  as  described 
in  response  to  question  8,  would  generally  impair  international  competitiveness. 
After  a  piece  of  technology  is  developed  domestically,  the  answer  to  this  question 
then  depends  upon  countries'  policies  regarding  wiretaps,  etc.  If  there  is  sufficient 
demand  in  other  countries  for  these  capabilities  within  their  communications  net- 
work, then  vendors  would  have  an  opportunity  to  serve  those  markets  as-well.  If 
there  is  insufficient  demand  in  other  countries,  then  the  costs  to  provide  such  capa- 
bility in  equipment  of  American  manufacture  could  reduce  its  competitiveness  in 
global  markets. 

Question  10.  Do  you  have  a  sense  of  whether  American  telecommunications  equip- 
nient  and  systeins  will  be  more  marketable  overseas  to  foreign  governments  and  for- 
eign customers  if  these  products  incorporate  law  enforcement's  requirements  and 
are  wiretap  friendly? 

Answer.  See  the  response  to  Question  9. 

Question  11.  Existing  law  requires  the  government  to  pay  for  all  "reasonable  ex- 
penses incurred"  by  a  service  provider  in  assisting  the  government  to  execute  wire- 
tap orders.  Under  the  FBI's  proposal,  the  scope  of  industry's  assistance  would  be 
expanded  to  include  designing  future  telecommunications  systems  and  equipment  to 
comply  with  law  enforcement  s  wiretapping  requirements.  What  is  your  estimate  of 
how  much  these  design  requirements  would  cost  taxpayers  in  the  future? 

Answer.  In  order  to  answer  this  question  on  costs  with  any  precision,  one  needs 
to  kno^v  the  technical  impacts  of  law  enforcement  requirements  in  a  number  of 
areas,  including  present  capacity  demands,  future  capacity  demands,  coverage 
areas,  amount  and  format  of  information,  delivery  mechanisms  (store,  leased  line, 
dial-up),  security  measures,  functionality,  and  features.  The  ECSP  committee  has 
made  progress  in  writing  generic  requirements  to  guide  vendor  development.  One 
would  need  estimates  from  the  vendors  about  the  cost  of  building  these  capabilities. 
We  believe  the  cost  could  exceed  a  billion  dollars.  In  one  sense,  these  costs  would 
continue  into  the  future  indefinitely,  since  each  new  system  developed  in  the  fiiture 
would  have  to  be  designed  and  manufactured  to  meet  these  additional  requirements. 
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Question  12.  As  personal  communications  services  and  networks  (PCS/PCN)  are 
developed,  will  the  industry  be  able  to  isolate  and  intercept  at  a  particvilar  point 
remote  from  the  customer,  all  communications  associated  with  a  specific  customer 
niimber?  What  points  will  that  be?  If  not,  is  that  a  capabihty  being  developed? 

Answer.  While  the  provision  for  PCS/PCN  services  generally  lies  outside  the  scope 
of  USTA's  member  local  exchange  carriers,  it  is  oiu-  understanding  that  a  significant 
amount  of  work  concerning  PCS/PCN  is  being  conducted  in  industry  standards  bod- 
ies. The  ECSP  Committee  will  be  presenting  contributions  to  several  U.S.  standards 
groups  in  the  next  few  months  regarding  PCS.  These  contributions  describe  law  en- 
forcement's requirements  for  the  lawfully-authorized  interception  of  call  setup  infor- 
mation and  call  content,  and  discuss  a  concept  for  meeting  these  req\iirements  in 
a  PCS  environment.  (Last  week,  the  ECSP  Committee  presented  to  one  U.S.  stand- 
ards body  a  contribution  regarding  the  requirements  and  capabilities  sought  in  PCS 
for  wiretaps.)  .       .         ,        .    , 

Question  13.  Some  of  the  nonconunon  carrier  compames  gomg  into  the  wireless 
and  PCS  technologies  will  be  direct  competitors  of  the  telephone  companies,  who 
woxild  be  subject  to  the  FBI's  reqtiirements  in  the  proposal.  Would  this  have  any 
effect  on  the  ability  of  telephone  companies  to  compete  with  these  new  technologies? 
Answer.  The  same  requirement  to  assist  with  wiretaps  needs  to  be  established  for 
all  entities  that  provide  telecommunications  services.  All  service  providers  (includ- 
ing nonconunon  carriers)  must  be  required  to  work,  support,  implement,  and  comply 
with  law  enforcement  requirements.  In  that  way,  broad  compliance  can  be  achieved 
and  the  competitive  impacts  will  be  lessened.  To  do  otherwise  would  put  common 
carriers  at  a  disadvantage,  but  even  more  importantly,  without  the  fiill  ubiquity  of 
law  enforcement  capabiUties,  there  would  be  services  where  law  enforcement  would 
not  have  access  to  the  call  setup  and  call  content  information.  People  intending  to 
violate  the  law  can  be  expected  to  find  the  service  providers  for  which  law  enforce- 
ment lacks  wiretap  capabilities  and  exploit  the  situation. 

A  related  concern  is  whether  it  is  cost  effective  to  insist  that  each  and  every  new 
telecommunications  capabihty  used  on  common  carrier  networks  meet  the  proposed 
requirements.  Some  of  these  new  capabiUties  would  be  deployed  only  for  Umited  and 
special  appUcations.  They  are  not  likely  to  be  used  by  the  typical  targets  of  wiretap 
orders,  and  so  one  must  question  whether  it  makes  sense  to  spend  significant 
amounts  of  time  and  money  on  ensuring  they  meet  the  proposed  requirements. 

Question  14.  The  FBI  has  cited  91  instances  in  which  law  enforcement  agencies 
could  not  execute  interception  orders  due  to  technology.  Forty  instances  apparency 
involved  cellular  providers,  but  in  29  instances,  special  calling  featvires  were  the 
problem.  The  problem  or  problems  in  22  instances  were  not  identified  by  the  FBI. 
Is  your  association  or  any  members  of  your  association  aware  of  what  the  problem 
or  problems  were  in  the  22  instances  referred  to  above?  In  addition,  could  you  de- 
scribe what,  if  anything  telephone  companies  have  done  to  assist  law  enforcement 
in  executing  interception  orders  involving  special  calling  features  that  may  thwart 
interception  orders? 

Answer.  USTA  has  not  had  a  direct  involvement  in  handling  wiretap  orders,  as 
this  activity  is  conducted  between  the  relevant  law  enforcement  agency  and  the  tele- 
phone operating  company  serving  the  surveillance  target.  Accordingly,  we  cannot  re- 
spond at  this  time  to  the  particulars  of  the  alleged  29  instances  involving  special 
caUing  features.  We  do  know  that  the  ECSP  Committee,  in  which  USTA  and  its 
member  companies  participate,  is  working  to  identify  circumstances  that  may  inter- 
fere with  wiretap  capabilities  and  to  develop  standards  for  solutions.  We  also  are 
aware  of  instances  where  a  member  company  has  facilitated  wiretaps  on  special 
calUng  features  for  law  enforcement  agencies,  including  real-time  voice  mail  inter- 
ceptions. J      J 

Question  15.  The  FBI  has  conservatively  estimated  that,  over  the  last  decade,  sev- 
ered hundred  electronic  sxirveillance,  pen  register  and  tap-and-trace  orders  have 
been  frustrated,  in  whole  or  in  part,  by  various  technological  impediments.  Is  your 
association  or  any  member  of  your  association  aware  of  what  the  technological  im- 
pediments are  that  would  finistrate  this  number  of  interception  orders?  Please  de- 
scribe those  impediments  and  what  efforts,  if  any,  the  industry  has  taken  with  re- 
spect to  overcome  each  impediment  and  assist  law  enforcement. 

Answer.  For  the  reason  stated  above,  USTA  is  not  in  possession  of  specific  par- 
ticulars on  wiretap  events.  The  appropriate  body  to  assess  impediments  encountered 
due  to  various  technologies  is  the  ECSP  Committee,  which  is  supported  by  a  niun- 
ber  of  relevant  industries  in  addition  to  USTA  and  its  member  companies. 

Senator  Leahy.  Mr.  Berman,  how  do  you  feel  about  all  this? 
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STATEMENT  OF  JERRY  HERMAN 

Mr.  Herman.  Mr.  Chairman,  I  am  here  on  behalf  of  the  Elec- 
tronic Frontier  Foundation,  which  is  an  organization  concerned 
with  civil  liberties  in  the  digital  era.  I  am  also  here  on  behalf  of 
the  coalition  of  over  50  communications,  computer,  and  civil  lib- 
erties organizations  that  have  been  opposing  the  administration's 
proposals,  but  also  always  saying  let's  work  out  a  more  reasonable 
solution.  And  I  am  accompanied  by  Ron  Plesser,  from  Piper  & 
Marbury,  who  drafted  a  report  which  I  would  submit  for  the  record 
which  is  a  long  chronology  of  the  efforts  by  industry  to  cooperate 
and  to  meet  the  needs  of  the  FBI  as  they  identify  problems. 

But  I  want  to  stress  the  privacy  issues  here.  The  Digital  Privacy 
and  Security  Working  Group  really  is  the  outgrowth  of  the  coalition 
that  worked  with  you  and  with  Mr.  Edwards  and  others  in  the 
Congress  to  pass  the  Electronics  Communications  Privacy  Act. 
That  was  the  recognition  that  we  were  entering  into  an  era  of  an 
information  highway,  that  technologies  were  converging  and  that 
we  needed  to  protect  the  content  of  communications  being  carried 
over  these  networks,  and  also  the  transactional  information  that 
was  being  generated  by  these  technologies.  It  was  landmark  legis- 
lation establishing  that  we  had  to  incorporate  these  values  into  the 
information  highway. 

Now  we  have  proposals  which  amount,  by  the  administration  and 
in  going  through  the  Congress,  to  expand  the  information  highway 
so  that  eventually  voice,  data,  and  video  communications  by  all  citi- 
zens are  going  to  be  carried  over  this  network.  We  are  going  to  do 
the  real  dream  of  being  able  to  do  banking,  medical  services,  politi- 
cal activity,  order  movies.  The  whole  range  of  activities  that  are 
possible  here  is  coming  to  fruition,  and  government  is  bringing  that 
about  by  a  policy  of  decentralization  and  competition  and  allowing 
the  industry  to  really  make  use  of  its  innovation  to  drive  the  tech- 
nology, to  get  government  out  of  the  way. 

Here  we  have  on  the  other  side  of  the  fence  the  FBI  and  the  Jus- 
tice Department  coming  in  and  saying,  no,  what  we  really  need 
here  is  to  establish  industrial  policy  and  put  the  Attorney  General 
at  the  head  of  the  information  highway  to  make  sure  that  we  can 
conduct  our  wiretapping  job.  No  one  disagrees  with  the  need  to 
maintain  law  enforcement  authority,  but  there  is  simply  no  jus- 
tification on  the  record  for  this  broad  sweeping  legislation,  which 
includes  broad  sweeping  new  intrusions  into  privacy. 

While  the  Director  said  that  there  was  some  misleading  of  the 
public  about  the  intent  in  this  bill  and  they  have  also  said  that 
they  are  prepared  to  redraft  it,  that  means  that  something  was 
wrong  with  this  first  draft.  And  what  was  wrong  was  that  they 
were  saying  not  only  do  we  want  the  contents  of  communications 
delivered  to  remote  locations  through  network  design,  but  we  want 
all  of  the  transactional  information,  the  call  setup  information 
which  is  being  generated,  delivered  to  remote  locations,  not  simply 
investigations  where  there  is  a  warrant  but  any  lawful  investiga- 
tion. 

The  toll  record  and  the  pen  regfister  which  this  may  get  carved 
out  to  is  one  thing.  There  are  even  questions  about  the  broad  use 
and  access  to  that  information.  But  the  toll  record  and  billing 
record  of  the  future  is  all  these  transactions  we  as  citizens  are 
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going  to  be  doing  across  this  network.  It  will  tell  you  what  movies 
you  are  going  to  be  watching.  It  will  tell  you  what  magazines  you 
subscribe  to,  what  doctor  you  are  seeing,  where  you  are  at  any  par- 
ticular moment. 

Congressman  Edwards,  when  I  was  at  the  ACLU,  we  were  for 
years  on  the  NCIC  tracking  system,  the  National  Crime  Informa- 
tion Center,  and  they  might  be  able  to  point  at  people.  And  we  op- 
pose that. 

This  dwarfs  the  NCIC.  This  is  NCIC-squared  because  this  really 
is  the  real-time  transactions,  not  of  people  arrested  or  wanted,  but 
every  live  American  human  being  dealing  in  the  electronic  commu- 
nications era.  So  it  has  to  be  narrow. 

On  top  of  that,  to  come  out  with  a  proposal  that  says  if  you  do 
not — this  is  industrial  policy.  It  says  if  you  do  not  meet  the  design 
here  and  if  a  network  provider  does  not  meet,  we  can  shut  you 
down.  I  do  not  believe  that  that  would  stand  scrutiny  under  the 
first  amendment,  that  failure  to  meet  some  requirement  for  a 
fourth  amendment  wiretap  could  allow  the  Federal  Grovemment  to 
go  into  court  and  enjoin  Bell  Atlantic  or  AT&T  and  say  you  are  not 
operating  anymore,  the  phones  are  stopped.  And  that  is  on  the  face 
of  this  bill. 

There  are  also  war  powers  in  here  with  respect  to  manufacturers. 
There  is  a  section  in  here  which  says  that  manufacturers  of  hard- 
ware and  software  have  to  meet  the  requirements  that  carriers 
need  to  meet  on  a  priority  basis  at  reasonable  cost.  It  does  not  say 
you  get  to  bid  on  the  software  design,  but,  Microsoft,  if  you  are 
building  the  set  top  box  of  the  future,  you  design  it  the  way  we 
want  it.  That  is  industrial  policy.  I  think  it  is  unconstitution^  ex- 
cept in  time  of  war.  But  it  raises  enormous  questions  about  the 
scope  of  this  legislation,  and  we  really  have  to  go  back  in  questions 
and  get  to  the  heart  of  where  the  problem  is.  And  I  think  it  can 
be  addressed  in  much  narrower  form  and  without  this  kind  of  legis- 
lation, and  I  hold  myself  open  to  questions. 

My  last  comment  is  that  I  simply  applaud  the  fact  that  Congress 
is  getting  into  this.  We  have  been  having  a  dialog.  I  speak  on  be- 
half of  this  coalition  for  2  years  with  the  administration,  the  Bush 
administration  and  Clinton  administration.  And  we  are  like  ships 
passing  in  the  dark.  There  is  a  great  deal  of  separation  between 
the  private  sector,  industry  and  civil  liberties,  and  the  administra- 
tion, and  it  needs  Congress  to  bridge  that  gap  if  we  are  going  to 
solve  law  enforcement  problems  and  continue  to  keep  a  balance 
with  our  privacy  rights  in  the  United  States. 

Thank  you,  Mr.  Chairman. 

[Mr.  Berman  submitted  the  following:] 

Prepared  Statement  of  Jerry  Berman  and  Ronald  L.  Plesser 

Chairman  Leahy,  Chairman  Edwards,  and  Members  of  the  Subcommittees:  We 
appreciate  the  opportunity  to  testify  today  on  the  Clinton  Administration's  draft  leg- 
islation, "the  Digital  Telephony  and  Communications  Privacy  improvement  Act  of 
1994."  I  am  the  executive  dir^i^r  of  the  Electronic  Frontier  Foundation  (EFF),  a 
public  interest  organization  dedicated  to  achieving  the  democratic  potential  of  new 
communications  and  computer  technology.  With  me  today  is  Ronald  Plesser,  a  part- 
ner at  Piper  and  Marbury  and  coimsel  to  EFF  on  digital  telephony  issues. 
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I.  THE  DIGITAL  PRIVACY  AND  SECURITY  WORKING  GROUP 

We  appear  today  on  behalf  of  EFF  and  on  behalf  of  the  Digital  Privacy  and  Secu- 
rity Working  Group  (DPSWG),  a  coalition  of  more  than  50  computer,  communica- 
tions, and  public  interest  organizations  and  associations  working  on  communications 
privacy  issues  since  1991  under  the  coordination  of  the  Electronic  Frontier  Founda- 
tion. 

Senator  Leahy,  we  must  give  credit  where  credit  is  due.  The  DPSWG  has  evolved 
as  a  direct  result  of  your  privacv  policy  initiatives.  In  1986,  many  of  the  organiza- 
tions and  individuals  in  the  working  group  joined  together  to  support  your  success- 
ful effort  to  enact  the  Electronic  Communications  Privacy  Act  of  1986  (ECPA),  land- 
mark legislation  establishing  early  on  that  public  policies  must  and  can  be  devised 
to  ensvu-e  that  the  emerging  information  superhighway  operate  in  a  manner  consist- 
ent with  privacy,  free  speech,  and  other  core  democratic  values.  In  1991,  many  of 
the  organizations  in  the  DPSWG  participated  in  the  "Ad  Hoc  Leahy  Task  Force" 
which  you  tasked  to  look  at  how  ECPA  was  faring  and  to  make  recommendations 
to  you  for  improving  communications  privacy  protections. 

II.  BACKGROUND  ON  DIGITAL  TELEPHONY 

The  Digital  Privacy  and  Security  Working  Group  has  had  to  spend  most  of  its 
time  responding  to  government  initiatives  that  would  change  and  modify  the  prin- 
ciples that  underlie  ECPA.  The  Clinton  Administration's  Digital  Telephony  and 
Communications  Privacy  Improvement  Act  of  1994  is  only  the  latest  in  a  series  of 
government  initiatives  put  forward  over  the  past  few  years  to  seek  to  resolve  law 
enforcement's  perceived^  problems  in  conducting  wiretapping  in  the  era  of  digital 
communications.  ,         .„„^        ,     tt-.j 

In  each  and  every  case,  the  members  of  the  DPSWG,  from  AT&T  to  the  Umted 
States  Telephone  Association,  from  the  ACLU  to  EFF,  have  uniformly  sought  to 
identify  the  specific  technical  concerns  of  the  FBI  and  law  enforcement.  This  has 
not  been  easy  and,  frankly,  we  continue  to  believe  that  the  FBI  has  not  made  its 
case.  On  a  policy  level,  there  is  little  disagreement  that  the  FBI  and  law  enforce- 
ment should  continue  to  be  able  to  conduct  wiretaps  in  a  digital  environment.  On 
a  technical  level,  their  concerns  are  global  and  their  resolutions  are  general.  The 
resolution  of  this  issue  should  be  through  carefully  crafted  solutions  so  as  not  to 
upset  the  balance  between  law  enforcement  interest  and  continued  confidence  in  the 
public  switched  network.  The  proposals  that  we  have  seen  are  over-broad  and  would 
create  more  problems  than  they  would  resolve.  In  short,  the  FBI  has  not  made  a 
technical  case  that  supports  the  sweeping  changes  that  it  seeks. 

•  In  1991  the  Bush  Administration  proposed  a  "Sense  of  the  Congress  Resolution" 
that  would  have  interpreted  current  wiretapping  statutes  to  require  commu- 
nications carriers,  network  operators,  and  service  providers  to  turn  over  the 
"plain  text"  of  all  communications  for  law  enforcement  pvuposes.  The  DPSWG 
argued  that  the  proposal  was  unworkable  and  vague,  and  its  efforts  led  congres- 
sional leaders  to  remove  the  provision  from  pending  omnibus  crime  legislation. 

•  In  1992  the  Bush  Administration  circulated  Digital  Telephony  No.  1,  draft  legis- 
lation that  would  have  required  all  providers  of  electronic  communications  serv- 
ices to  obtain  an  FCC  or  Attorney  General  Certification  that  their  networks  or 
facilities  meet  evolving  FBI  electronic  surveillance  reauirements.  In  September 
1992,  the  DPSWG  pubUshed  an  "Analysis  of  the  FBFs  Digital  Telephony  Pro- 
posal," signed  by  35  computer,  communications,  and  civil  liberties  organizations 
and  associations  highly  critical  of  the  digital  telephony  draft  legislation  on  pri- 
vacy, security,  and  economic  cost  grounds.  This  analysis,  a  copy  of  which  we 
submit  for  the  record,  convinced  Congress  to  reject  the  Bush  Administration's 

Eroposal.  .     , 

ast  year,  the  DPSWG,  based  on  optimism  about  the  Clinton  Admimstration  s 
information  highway  program,  began  work  on  a  "white  paper"  designed  to  set 
forth  new  policies  to  enhance  privacy  and  security  in  the  context  of  the  emerg- 
ing National  Information  Infrastructure.  When  the  Clinton  Administration  an- 
nounced its  "clipper  chip"  encryption  escrow  plans  and  intention  to  conduct  a 
high  level  review  of  privacy,  encryption,  and  related  policies  in  April  1993,  the 
DPSWG  turned  its  attention  to  addressing  the  Administration's  concerns.  On 
November  24,  1993,  we  submitted  a  draft  report  to  the  Administration  that  pre- 
sented a  detailed  case  against  the  need  for  legislation  Uke  digital  telephony  to 
resolve  law  enforcement  surveillance  problems.  The  FBI  stated  that  it  nad  con- 
cerns with  the  report,  but  has  refused  to  state  the  basis  for  any  of  its  concerns. 
We  submit  a  copy  of  our  November  report  for  the  record. 
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III.  THE  DIGITAL  TELEPHONY  AND  COMMUNICATIONS  PRIVACY  IMPROVEMENTS  ACT  OF 

1994 

Despite  our  concerted  efforts,  the  Clinton  Administration  has  now  proposed  its 
own  bill,  the  Digital  Telephony  and  Commxuiications  Privacy  Improvement  Act  of 
1994.  Responding  to  the  February  draft  bill  on  March  9,  1994,  20  members  of  the 
DPSWG,  including  AT&T,  MCI,  USTA,  Business  Software  AUiance,  Software  Pub- 
lishers Association,  Apple  Computer,  the  American  Civil  Liberties  Union,  and  the 
Electronic  Frontier  Foundation  sent  a  letter  to  the  President  and  Vice  President 
stating  strong  opposition  to  the  new  version  of  digital  telephony.  On  March  11,  the 
DPSWG  sent  its  initial  analysis  of  the  legislation  to  FBI  Du-ector  Louis  Freeh, 
which  reiterated  that  the  legislation  is  unnecessary  and,  as  drafted,  could  under- 
mine communications  privacy  and  citizen  confidence  in  the  public  switched  tele- 
phone network. 

The  Clinton  Administration's  proposed  digital  telephony  legislation  would: 

•  Require  carriers  to  provide  real-time  remote  access  not  only  to  the  contents  of 
communications  datia  sought  pursuant  to  a  judicial  warrant  but  also  to  call 
setup  and  other  transactional  aata  sought  in  any  lawful  investigation; 

•  Require  suppliers  of  hardware  and  software  to  telecommunications  providers  to 
meet  law  enforcement  requirements  on  a  priority  basis  at  reasonable  cost;  and 

•  Empower  the  Attorney  General  to  seek  to  enjoin  a  carrier  from  operating  who 
was  not  in  compliance  with  law  enforcement  requirements  and  to  impose  sig- 
nificant fines  on  carriers  and  suppliers  who  fail  to  meet  law  enforcement  de- 
mands. 

1.  The  legislation  threatens  privacy  rights 

As  we  interpret  the  draft  legislation,  it  would  require  a  service  provider  to  hand 
off  not  only  tne  contents  of  communications  but  deliver  to  remote  locations  "call 
setup  information"  whether  or  not  incident  to  a  warrant  issued  for  wire,  oral,  or 
electronic  communications  as  set  forth  in  18  U.S.C.  §2518.  Extending  the  legisla- 
tion's scope  beyond  tiie  acquisition  of  content  (pursuant  to  a  warrant  under  §  2518) 
to  the  independent  acquisition  of  call  setup  information  raises  many  issues  that  re- 
quire examination. 

For  example,  currentiy  the  legal  standard  for  obtaining  transactional  data  is  a 
certification  (via  subpoena  or  statement  to  a  judge)  that  the  sought-sifl^r  data  is  rel- 
evant to  an  ongoing  criminal  investigation.  In  tiie  era  of  personal  communications 
services  (PCS)  and  the  information  highway,  tremsactional  data  will  reveal  far  more 
about  individuals  than  it  has  in  the  past.  In  fact,  in  some  cases  it  may  be  equivalent 
to  content  information.  This  transactional  data  certainly  could  make  it  possible  to 
build  a  detailed  model  of  an  individual's  behavior  and  movements.  The  net  result 
could  be  government  dictating  to  industry  that  it  create  a  surveillance-based  system 
that  would  allow  federal,  state,  and  local  governments  to  use  a  service  provider's 
electronic  communication  facilities  to  conduct  minute-by-minute  surveillance  of  indi- 
viduals. 

As  long  as  they  have  an  IRS  or  other  administrative  subpoena  or  a  law  enforce- 
ment agent  willing  to  certify  that  the  sought-eifter  data  is  relevant  to  an  ongoing 
criminal  investigation,  law  enforcement  officials  could  demand  that  they  be  notified 
at  some  remote  location  every  time  certain  individuals  communicate  by  telephone, 
and  their  location  at  the  time,  as  well  as  every  database  they  connect  to  and  when 
they  log  on  and  off.  In  short,  law  enforcement  officials  could  insist  on  instanta- 
neously knowing  the  existence  of  every  single  electronic  communication  (but  not  its 
content). 

The  enormous  potential  for  abuse  and  threat  to  personal  privacy  suggests  that, 
if  transactional  data  were  to  be  covered  by  dirital  telephony  legislation,  it  should 
be  incidental  to  a  "Title  III"  wiretap  warrant.  "This  would  not  limit  in  any  way  law 
enforcement's  access  to  trap  and  trace,  pen  register,  or  call  billing  information  under 
current  law  or  practice.  This  is  particularly  true  given  that  no  case  has  been  made 
that  demonstrates  any  current  or  potential  difBculty  in  getting  this  noncontent  in- 
formation under  current  practices.  The  technology  in  fact  has  made  these  types  of 
services  much  easier  for  law  enforcement  to  use  and  access.  Additional  legislation 
is  simply  not  necessary  to  obtcdn  this  data. 

2.  We  do  not  know  what  is  covered 

The  obligation  to  isolate  the  content  of  communications  must  be  reasonably  relat- 
ed to  the  service  provider's  telecommunications  services.  It  would  be  unreasonable 
for  the  FBI  to  demand  any  person  involved  with  the  communication  to  furnish  it 
with  access  to  that  communication.  For  example,  most  providers,  including  local 
telephone  companies,  usually  need  to  isolate  communications  for  purposes  of  oilling 
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and  maintenance.  It  is  appropriate  for  the  FBI  to  seek  their  assistance  in  intercept- 
ing communications  on  their  networks  only  when  the  requests  are  reasonably  relat- 
ed to  the  telecommunications  services  they  provide. 

Therefore,  the  question  is  not  necessarily  who  is  covered,  but  what  telecommuni- 
cations services  are  covered.  For  example,  the  legislation  should  reflect  the  fact  that, 
in  reselling  services,  even  local  telephone  companies  sometimes  are  unable  in  those 
instances  to  furnish  call  setup  information  regardless  of  whether  it  is  incidental  to 
the  acqviisition  of  a  communication's  content. 

3.  It  is  not  clear  what  requirements  would  be  placed  upon  service  providers  and  what 

standard  of  compliance  would  be  applied 

Legislation  should  carefully  define  the  obligations  of  service  providers.  This  is  not 
the  case  with  the  FBI's  current  draft  of  proposed  legislation.  'These  obligations  are 
vague  and  subject  to  considerable  interpretation.  Service  providers  and  manufac- 
tures must  have  flexibility  to  adopt  procedures  that  reasonably  comply  with  the  spe- 
cific functional  performance  requirements  of  law  enforcement. 

This  is  particularly  true  where,  as  here,  compliance  requires  an  assessment  of  fu- 
ture needs  and  interoperability  requirements.  "There  is  a  diff"erence  between  compli- 
ance and  a  guarantee,  and  legislation  must  reflect  that  difference.  Carriers  should 
be  required  to  provide  reasonable  cooperation  and  that  cooperation  should  be  meas- 
ured by  a  standard  of  reasonable  compliance. 

In  installing  new  software  or  equipment  under  this  stetute,  a  service  provider 
must  be  able  to  reasonably  assess  future  demands  by  law  enforcement.  Other  indus- 
tries subject  to  regulation  at  least  know,  for  example,  the  temperature  at  which  they 
must  maintain  the  specimens,  the  emission  standard  they  must  satisfy,  or  the  type 
of  safety  restraint  equipment  they  must  install  and  the  date  by  which  they  must 
have  it  instelled  in  vehicles.  Service  providers  cannot  be  held  to  an  absolute  stand- 
ard of  compliance  where  they  are  using  and  deUvering  new  technolo^es  to  the  pub- 
lic and  the  demands  of  law  enforcement  are  not  clearly  specified.  This  applies  to 
both  capability  and  capacity.  Law  enforcement  must  be  specific  in  its  requirements 
for  capacity  and  capabihty  from  each  service  provider. 

4.  Issues  arise  as  to  what  is  expected  of  commercial  mobile  service  providers 

It  is  not  a  foregone  conclusion  that  mobility  in  a  digitized  telecommunications  en- 
vironment will  degrade  or  otherwise  impede  the  law  enforcement  commxuiity's  abil- 
ity to  effectively  execute  court-approved  wiretap  orders. 

Wireless  carriers  are  committed  to  assisting  law  enforcement  agencies  to  success- 
ftilly  wiretep  and  intercept  voice  communications.  To  accomplish  this  goal,  the  wire- 
less industry  understends  that  available  excess  port  capacity  is  needed  in  all  switeh- 
es  throughout  the  nation.  While  it  may  be  reasonable  for  federal  and  state  law  en- 
forcement agencies  to  acquire  the  contents  of  wireless  communications  pursuant  to 
"Title  III"  warrants  through  additional  port  capacity,  it  would  be  prohibitively  ex- 
pensive to  require  that  every  one  of  the  nation  s  switehes  be  connected  to  the  FBI 
to  enable  it  to  acquire  such  information  on  a  "real  time"  basis  at  remote  locations. 

Connecting  every  one  of  the  nation's  switehes  to  the  FBI,  moreover,  would  in- 
crease exponentially  the  risk  of  unauthorized  access  to  wireless  communications. 
Further,  the  proliferation  of  fraudulent  use  of  wireless  telephones  through  such 
techniques  as  cloning"  and  "tumbling"  ESN's  (electronic  serial  numbers)  poses  addi- 
tional questions  with  respect  to  privacy  and  the  abihty  of  law  enforcement  to  prop- 
erly execute  court-approved  wiretap  orders. 

5.  It  is  uncertain  what  the  responsibilities  of  manufacturers  and  suppliers  are  under 

the  legislation 
The  FBI  wishes  manufacturers  of  telecommunications  equipment  and  providers  of 
support  services  to  fall  within  the  scope  of  the  legislation.  But,  would  service  provid- 
ers he  held  liable  for  software  or  hardware  that  is  not  available  from  vendors/  Why? 
How  would  the  obligations  be  enforced  against  foreign  manufacturers?  What  womd 
be  the  liability  of  a  domestic  carrier  that  reUes  upon  foreign  manufacturers?  What 
are  the  trade  implications  of  having  domestic  manufacturers  export  equipment  de- 
signed for  governmental  surveillance? 

6.  Serious  issues  are  raised  as  to  how,  and  during  what  period,  costs  are  to  be  recov- 

ered to  ensure  that  there  is  a  direct  relationship  between  the  costs  reasonably  in- 
curred by  covered  entities  and  the  government's  requirements 

Government  should  pay  for  what  it  needs,  which  will  help  focus  attention  upon 
the  facilities  that  truly  need  upgrading.  If  the  government  does  not  pay  for  upgrades 
or  facilities,  then  the  service  providers  should  not  be  held  responsible.  The  FBI  ap- 
pears to  have  accepted  the  concept  that  government  should  pay  for  the  costs  of  com- 
pliance but  has  so  far  underestimated  these  costs  and  proposed  an  arbitrary  three- 
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year  limit  on  cost  reimbursement.  Government  compensation  should  be  ongoing 
with  industry's  compliance. 

IV.  IS  THIS  LEGISLATION  NECESSARY? 

The  most  fundamental  question  that  needs  to  be  resolved  is  whether  this  lerisla- 
tion  is  necessary.  In  our  view  neither  the  Bush  nor  Clinton  Administrations  nave 
made  a  persuasive  case.  They  argue  that  electronic  surveillance  is  essential  to  law 
enforcement,  but  they  have  not  aemonstrated  that  their  access  to  communications 
subject  to  judicial  warrants  have  been  impaired.  They  have  pointed  to  problems  en- 
countered with  call  forwarding  and  cellular  communications,  but  carriers  have  been 
able  to  meet  new  requirements  through  cooperative  efforts.  In  the  report  prepared 
for  the  Clinton  Administration  and  sent  to  the  FBI  last  November,  the  DPSWG  pre- 
sented the  following  case: 

•  First,  there  is  no  evidence  that  current  law  enforcement  efforts  are  being  jeop- 
ardized by  new  technologies.  As  described  in  our  attached  report,  a  Freeaom  of 
Information  Act  request  made  by  Computer  Professionals  for  Social  Responsibil- 
ity turned  up  evidence  that  not  one  law  enforcement  agency  covdd  demonstrate 
that  digital  telephony  has  interfered  with  any  electromc  surveillance  activities. 

•  Second,  industry  is  cooperating  with  appropriate  authorities  to  avoid  future 
problems  and  to  expand  existing  capacities. 

•  Finally,  given  this  lack  of  ascertainable  concern  now  or  in  the  future,  it  is  not 
justifiable  to  require  all  providers,  including  telephone  companies,  packet 
switching  networks,  computer  and  software  manxifacturers,  and  the  like,  to  be 
subject  to  new  design  standards  and  reqiiirements.  This  is  particularly  the  case 
where  such  requirements  may  in  some  cases  severely  limit  the  development  of 
the  new  national  infrastructure  and  once  again  lessen  the  American  public's 
confidence  in  our  communications  networks. 

ECPA  was  enacted  to  reaffirm  the  confidence  of  all  Americans  that  their  commu- 
nications whether  aural  or  digital,  common  or  private,  voice,  date,  or  video  are  se- 
cure from  unauthorized  interceptions.  The  government  has  the  current  authority 
and  ability  to  adequately  intercept  electronic  communications  when  authorized  to  do 
so.  Sufficient  reasons  to  amend  this  statute  now  to  allow  the  government  to  dictate 
the  design  of  communications  technology  just  do  not  exist. 

V.  CONCLUSION 

We  applaud  the  fact  that  Congress  is  holding  these  hearings.  Only  Congress  can 
resolve  whether  or  not  legislation  is  necessary  and  work  to  bridge  the  considerable 
division  between  the  Adnunistration  and  the  private  sector.  We  welcome  the  oppor- 
tunity to  state  our  views,  and  are  ready  and  anxious  to  work  with  you  and  the  Ad- 
ministration to  find  solutions  to  law  enforcement  needs  that  strike  a  balance  be- 
tween those  needs,  privacy,  and  other  significant  societal  interests. 


Interim  Report  of  the  Digital  Privacy  and  Security  Working  Group  on  the 

FBI's  Digital  Telephony  Proposals 

introduction  and  summary 

The  Electronic  Commimications  Privacy  Act  of  1986,  ("ECPA,"  P.L.  99-508),  es- 
tablished the  cxirrent  legal  fi-amework  for  the  interception  of  electronic  communica- 
tions. Prior  to  ECPA  the  only  relevant  statutory  provisions  were  set  forth  in  Title 
III  of  the  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968  ("the  Wiretap  Act," 
P.L.  90-351).  The  Wiretap  Act  covered  onhr  common  carrier  communications  that 
were  aurally  intercepted.  With  the  range  of'^new  communications  technologies  com- 
ing on-line  in  the  1970's  and  1980's,  the  law  had  obviously  become  obsolete.  ECPA 
was  designed  to  provide  tJie  public  with  a  sense  of  privacy  and  security  in  the  new 
range  of  data  communication  services,  many  of  which  were  provided  by  noncommon 
carriers  and  hence  were  "improtected"  from  a  legal  standpoint. 

ECPA  amended  the  Wiretap  Act  by  establishing  procedures  through  which  the 
government  can  obtain  access  to  electronic  communications  held  or  transmitted  by 
electronic  communications  service  providers.  It  covers  traditional  voice  communica- 
tions as  well  as  data  commvinications.  Data  communications  includes  electronic  mail 
and  other  computer-type  communications  that  often  aie  stored  in  the  process  of  dis- 
semination. In  the  years  since  its  enactment,  ECPA  has  worked  well. 

An  essential  part  of  ECPA  is  the  technical  ability  to  effect  access  or  interception. 
ECPA  requires  that  electronic  communications  service  providers  furnish  the  govern- 


71 

ment  with  technical  assistance  in  completing  authorized  interceptions,  as  it  shovdd. 
Local  telephone  companies,  long  distance  providers,  electronic  mail  providers,  cel- 
lular services  and  otner  providers  all  have  solid  records  of  compliance  with  author- 
ized requests  for  interception. 

Law  enforcement,  however,  has  asserted  that  the  continued  advent  of  digital  com- 
munications and  the  modernization  of  the  national  information  infrastructure  (Nil) 
reqviires  an  amendment  to  ECPA  in  order  to  ensure  a  broader  level  of  assistance 
by  electronic  communication  service  providers.  We  do  not  agree. 

The  government  should  not  have  the  ability  to  dictate  how  communications  serv- 
ices are  provided  or  how  they  are  designed.  First,  there  is  no  evidence  that  current 
law  enforcement  efforts  are  being  jeopardized  by  new  technologies.  Second,  industry 
is  cooperating  with  appropriate  authorities  to  avoid  future  problems  and  to  expand 
existing  capacities.  Finally,  given  this  lack  of  ascertainable  concern  now  or  in  the 
future,  it  is  not  justifiable  to  require  all  providers,  including  telephone  companies, 
packet  switching  networks,  computer,  software  manufacturers,  and  the  like,  to  be 
subject  to  new  design  standards  and  requirements.  This  is  particularly  the  case 
where  such  requirements  may  in  some  cases  severely  limit  the  development  of  the 
new  Nil,  hamper  American  competitiveness  in  the  technology,  and  once  again  lessen 
the  American  public's  confidence  in  communications  products. 

ECPA  was  enacted  to  assxire  Americans  that  their  communications  whether  aural 
or  digital,  common  or  private,  are  secure  from  unauthorized  interceptions.  The  gov- 
ernment currently  has  both  the  authority  and  the  ability  to  adequately  intercept 
electronic  communications  when  authorized  to  do  so.  Sufficient  reasons  to  amend 
this  statute  now,  to  allow  the  government  to  dictate  the  design  of  communications 
technology,  just  do  not  exist. 

A.  BACKGROUND 

In  recent  years  the  U.S.  Government  has  been  advocating  a  legislative  solution 
to  the  law  enforcement  challenges  posed  by  new  communication  technologies.  In 
1992,  for  example,  the  Federal  Bureau  of  Investigation  (FBI)  unveiled  a  digital  te- 
lephony legislative  proposal  (known  internally  as  'Troject  Root  Canal"),  which  would 
have  imposed  mandatory  system  design  requirements.  The  draft  legislation  would 
essentially  force  industry  to  perpetueuly  accommodate  current  surveillance  eauip- 
ment  and  procedvures,  and  wovild  thus  significantly  retard  the  development  ana  de- 
ployment of  new  telecommunications  tecnnologies.  While  the  proposal  received  at- 
tention from  the  press,  the  General  Accounting  Office  (GAO),  and  others;  no  such 
le^slation  was  introduced  in  Congress. 

The  National  Institute  of  Standards  and  Technologr  (NIST)  has  requested  the 
Digital  Privacy  and  Secvuity  Working  Group's  (DPSWG)  recommendation  on  how 
the  government  should  cope  with  the  new  technologies.  NIST  has  specifically  asked 
whether  DPSWG  can  develop  a  means  of  ensuring  access  to  digitized  communica- 
tions that  preserves,  but  does  not  extend,  the  government's  current  authorities. 

DPSWG  acknowledges  that  law  enforcement  officials  need  adequate  communica- 
tions interception  tools  to  do  their  job.  We  believe  that  continued  cooperation  by  gov- 
ernment and  industry  within  the  working  relationship  that  has  emerged  fi-om  the 
1992  Quantico  Joint  Government  Industry  Group  will  resolve  "the  digital  telephony 
problem"  and  preserve  the  government's  current  authorities.  The  discussions  have 
succeeded  in  identifying  specific  problems  and  have  begun  the  process  of  generating 
concrete,  cost-effective  solutions.  This  process  has  facilitated  a  more  robust  exchange 
of  technical  information  and  an  identification  of  possible  new  equipment  and  police 
tactics  needed  to  achieve  law  enforcement  goals.  We  do  not  beUeve  that  new  legisla- 
tion is  needed  or  advisable. 

Before  proceeding,  we  set  forth  our  understanding  of  "the  digital  telephony  prob- 
lem," the  FBI's  proposed  solution,  and  the  U.S.  Government's  current  authority  both 
to  intercept  communications  and  to  compel  assistance  by  providers  of  electronic  com- 
munications in  such  interceptions.  We  also  underscore  the  importance  of  distin- 
guishing between  legitimate  areas  of  mutual  concern  and  rhetorical  characteriza- 
tions of  the  digital  telephony  problem. 


1.  What  is  the  "digital  telephony  problem"  ? 

According  to  the  FBI's  Digital  Telephony  proposal,  "advances  in  technology,  and 
undoubtedly  the  future  introduction  of  new  technologies,  will  soon  make  it  impos- 
sible for  law  enforcement  agencies  to  effect  lawful  court  orders  to  intercept  elec- 
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tronic  communications."  *  Pointing  to  advanced  cellvilar  technology  and  new  digital 
features  that  "have  already  frustrated  orders,"  the  FBI  notes  that  "[tlhis  happened 
because  the  legitimate  needs  of  law  enforcement  were  not  considered  dviring  the  de- 
sign and  development  phases  of  the  svstems."  ^ 

The  solution,  according  to  the  FBI,  is  legislation  mandating  the  telecommuni- 
cations industry  to  accommodate  the  legitimate  needs  of  law  enforcement  during  the 
design  and  development  phsises  of  new  technologies  so  that,  when  served  with  a 
court  order,  they  will  be  able  "to  identify  and  provide  the  entire  content  of  specific 
telephone  conversations  to  the  exclusion  of  all  others,  regardless  of  the  technology 
involved."  ^ 

Specifically,  the  FBI  proposal  would  impose  obligations  to  provide  various  generic 
interception  capabilities  and  capacities'  and  empower  the  Attorney  General  to 
grant  exemptions,  after  consultation  with  the  Federal  Communications  Commission, 
the  Department  of  Commerce,  and  the  Small  Business  Administration.  Any  person 
who  manufactured  equipment  or  provided  a  service  that  did  not  comply  with  the 
broad  and  vague  reqviirements  of  the  proposed  statute  would  be  subject  to  a  civil 
penalty  of  $10,000  per  day.  In  short,  the  FBI  proposal  would  grant  the  government 
a  right  to  mandate  the  use  of  particular  technologies,  block  other  technologies,  and 
effectively  redesign  the  communications  network  and  the  equipment  used  by  large 
segments  of  our  society. 

Ironically,  the  FBI  concedes  that  the  desired  industry-developed  "technical  solu- 
tions" to  the  needs  of  law  enforcement  should,  of  course,  also  be  Doth  "cost  effective" 
and  sensitive  to  "the  intense  competitive  demands  of  the  market  place."  *  Yet,  the 
proposal  imposes  a  burden  on  the  more  than  140  million  lines  or  ports  existing  in 
the  U.S.  telecommunications  network,  rather  than  the  less  than  10,000  lines  tar- 
geted for  court-ordered  interception,  each  year,  i.e.,  the  five  thousandths  of  one  per- 
cent (.005  percent)  of  the  network  subject  to  wiretaps.^ 

2.  What  are  the  government's  "current  authorities"  ? 

The  Wiretap  Act,  as  amended  by  ECPA,  governs  the  government's  communica- 
tions surveillance  activities.  Electronic  or  wire  surveillance  requires  prior  authoriza- 
tion by  coxirt  order  (or,  in  emergency  cases,  must  be  approved  by  tne  court  within 
48  hours  of  inception).  Only  upon  a  showing  that  satisfies  the  statutory  require- 
ments, may  a  federal  court  issue  an  order  authorizing  a  specified  law  enforcement 
agency  to  intercept  a  certain  type  of  communication  by  an  identified  individual  for 
a  definite  period  of  time  in  oraer  to  obtain  evidence  concerning  specified  offenses.^ 

Since  1970,  federal  law  has  also  authorized  federal  courts,  upon  the  request  of  a 
law  enforcement  agency,  to  direct  telecommunications  providers  and  other  persons 
to  furnish  "all  information,  facilities,  and  technical  assistance  necessary"  to  accom- 
plish a  surveillance  permitted  by  law.''  While  the  statute  does  not  define  "technical 
assistance,"  the  Senate  Committee  Report  accompan3dng  ECPA  stated  that  the  pro- 
vision "is  a  codification  of  the  cooperative  working  relationship  that  exists  between 
telephone  companies  and  law  enforcement  officials."^  P\irther,  the  report  makes 
clear  that  Congress  did  not  intend  to  make  the  assistance  obligation  unlimited  by, 
for  example,  making  the  telephone  industry,  "in  effect,  a  branch  of  Government  law 
enforcement."^  It  certainly  reveals  no  mandate  to  change  the  communications  net- 
works in  order  to  make  authorized  interceptions  possible. 


^FBI,  Digital  Telephony:  A  Legislative  Proposal,  at  p.  1  of  "Summary  of  Issues"  (Feb.  1993). 
Although  tne  FBI  has  recently  circulated  a  new  draft  of  its  proposed  legislation,  the  Agency's 
justifications  for  the  legislation  remain  essentially  the  same  as  in  1992  and  1993. 

2/d.  As  noted  infra  at  part  B.5,  FBI  records  about  "Project  Root  Canal"  recently  released  pur- 
suant to  a  Freedom  of  Information  Act  request  show  that  FBI  field  offices  nationwide  were  re- 
porting that  they  and  other  federal,  state,  and  local  law  enforcement  agencies  were  experiencing 
no  problems"  and  "no  difficulties"  with  new  telephone  technologies  at  the  same  time  as  the  FBI 
was  contending  that  such  technologies  had  "already  frustrated"  wiretap  orders. 

8/d.  at  p.  2*. 

*Id. 

8  The  total  nvunber  of  court-authorized  content  wiretaps  in  1991  was  856  (almost  60  percent 
of  which  were  at  the  state  level),  while  the  call-set-up  or  pen  register  tap  orders  for  1991  at 
the  federal  level  were  only  2,445,  which  implies  a  national  total  imder  7,000.  See  Administrative 
Office  of  the  United  States  Courts,  Reports  on  Apphcations  for  Orders  Authorizing  or  Approving 
the  Interception  of  Wire,  Oral,  or  Electronic  Communications  (1983-1992). 

By  comparison,  according  to  the  United  States  Telephone  Association,  the  number  of  access 
lines  exceeds  140  million. 

^See  18  U.S.C.  §2510  et  seq.  In  certain  limited  circvunstances  specified  by  the  Foreign  Intel- 
Ugence  Surveilleince  Act  of  1978  (50  U.S.C.  §§1802  et  seq.),  electronic  or  wire  surveillance  to 
acquire  foreign  intelligence  information  may  not  require  coiirt  authorization. 

^See  18  U.S.C.  §§2518(4),  3124;  see  also  50  U.S.C.  §1802(aX4). 

8S.  Rep.  No.  541,  99th  Cong.,  2nd  Sess.  29  (1986). 
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There  are  no  reported  court  decisions  on  the  assistance  requirement  since  the  en- 
actment of  ECPA.^°  A  review  of  pre- 1986  judicial  opinions  shows  that  there  have 
been  few  instances  where  telecommunications  providers  have  challenged  the  propri- 
ety of  court-ordered  technical  assistance.  In  the  rare  cases  that  have  arisen,  the 
courts  have  ruled  in  favor  of  the  government  and  against  the  telecommunications 
carrier. '^^ 

3.  Exaggerations:  An  illustration 

In  promoting  its  digital  telephony  proposal,  the  FBI  has  advanced  exaggerated 
claims  that  a  crisis  exists  in  law  enforcement.  It  is  important  to  keep  the  claims 
in  perspective  when  determining  what  precisely  is  the  digital  telephony  "problem." 

For  instance,  one  example  routinely  used  in  the  past  is  the  effect  of  fibre  optic 
cables,  which  transmit  communications  digitally,  on  the  FBI's  abUity  to  intercept 
communications.  It  has  been  said  that  FBI  agents  tapping  into  fibre  optic  trunk 
Unes  would  hear  only  computer  code  or  nothing  at  all.  Alternatively,  tapping  a  high- 
capacity  fibre  optic  line  wo\ild  result  in  the  interception  of  thousands  of  conversa- 
tions, making  it  nearly  impossible  for  FBI  agents  to  find  the  conversation  of  sus- 
pected criminals  in  the  complex  "bit  stream.  By  contrast,  with  lower  speed,  lower 
capacity  telephone  Unes  carrying  analog  transmissions  (the  electronic  signals  used 
by  the  first  telephones  in  which  sounds  correspond  proportionally  to  voltage)  law  en- 
forcement agents  can  clearly  hear  conversations.  ^2 

This  characterization  of  the  fibre  optic  "problem"  illustrates  two  issues.  First,  it 
reveals  an  ignorance  of  fundamental  aspects  of  the  way  law  enforcement  conducts 
wiretaps  tooay.  Second,  it  shows  the  unreasonableness  of  law  enforcement's  de- 
mands if  taken  to  their  logical  conclusion. 

This  characterization  of  the  fibre  optic  "problem"  overlooks  the  fact  that  wiretaps 
are  made  at  the  local  loop,  not  off  trunk  hnes,  regardless  of  technology.  Local  loops 
are  the  telephone  lines  connecting  homes  and  ofiices  to  switches  at  telephone  com- 
pany central  offices.  A  telephone  company  usually  has  various  central  offices  in  a 
city.  The  trunk  lines  connect  central  offices  within  a  city  or  between  cities.  Court- 
ordered  wiretaps  operate  off"  the  local  loop  connecting  the  telephone  to  be  inter- 
cepted and  the  switch  of  the  nearest  telephone  company  central  office,  not  the  trunk 
line. 

Because  access  at  one  point  is  all  that  is  needed  for  wiretepping  in  any  given  cir- 
cumstence,  it  would  be  unreasonable  for  the  FBI  to  demand  access  to  a  communica- 
tion at  any  point  in  its  transmission  on  any  telephone  line,  including  a  fibre  optic 
line.  Thus,  the  fact  that  fibre  optic  Unes  are  being  deployed  is  essentially  irrelevant. 
The  important  issue  for  law  enforcement  is  the  continued  abiUty  to  isolate  individ- 
ual communications  at  the  customer  side  of  the  last  switoh.  As  is  discussed  below, 
at  part  B.l.a,  industry  has  teen  working  with  law  enforcement  to  address  this  issue 
in  the  context  of  recent  developments  m  the  decade-long  deployment  of  fibre  optic 
in  the  local  loop,  known  as  digital  loop  carrier,  and  more  recent  deplojrment  of  inte- 
grated services  digital  network  (ISDN)  Unes. 

The  need  for  isolating  individual  communications,  however,  leads  to  the  second 
issue  iUustrated  by  this  characterization  of  the  fibre  optic  "problem":  the 
unreasonableness  of  law  enforcement's  demands  if  taken  to  their  logical  conclusion. 

Just  Uke  it  would  be  unreasonable  for  the  FBI  to  demand  access  to  a  communica- 
tion at  any  point  in  its  transmission  on  any  telephone  Une,  it  would  be  unreasonable 
for  the  FBI  to  demand  any  person  involved  with  the  communication  to  furnish  it 
with  access  to  the  communication.  Local  telephone  companies,  for  example,  need  to 
isolate  communications  for  purposes  of  biUing  and  maintenance.  It  is  reasonable  for 
the  FBI  to  seek  their  assistance  in  intercepting  communications  on  their  network; 
the  request  is  reasonably  related  to  the  business  services  provided  by  the  telephone 
company. 

A  packet  switehing  company,  on  the  other  hand,  does  not  have  a  need  for  isolating 
individual  communications.  It  provides  "wholesale,"  bulk  access  to  trunk  Unes,  biUs 
for  its  services  accordingly,  and  has  no  means  of  finding  a  specific  conversation  in 
the  complex  "bit  stream."  Because  the  company  is  not  set  up  from  a  business  per- 
spective to  isolate  conversations,  it  would  be  unreasonable  for  the  FBI  to  seek  tneir 
assistance  in  intercepting  communications  on  their  network.  Indeed,  to  faciUtate  re- 


^°The  last  published  decision  on  the  technical  assistance  reqxiirement  appears  to  be  United 
States  V.  Mountain  Bell,  616  F.2d  1122  (9th  Cir.  1980),  which  held  that  even  in  the  absence 
of  a  federal  statute  governing  governmental  use  of  trap  and  trace  devices  for  electronic  surveil- 
lance, federal  courts  possess  the  requisite  authority  to  direct  a  telephone  company  to  assist  the 
government  in  its  use  of  a  trap  and  trace  device. 

"See,  e.g.,  United  States  v.  New  York  Telephone,  434  U.S.  159  (1977). 

^^See,  e.g.,  Anthony  Ramirez,  "As  Technology  Makes  Wiretaps  More  Difficult,  F.B.I.  Seeks 
Help,"  New  York  Times,  March  8,  1992,  at  A22. 
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spending  to  such  FBI  requests,  the  entire  packet  switching  industry  would  need  to 
undertake  a  costly  reconfiguration  of  its  services  for  entirely  noncommercial  rea- 
sons. 

This  would  be  unreasonable  and  unnecessary.  Such  a  demand  of  a  packet  switch- 
ing company  is  akin  to  demanding  that  an  airUne  land  a  jumbo  747,  rummage 
through  the  cargo  compartment,  unload  the  bags  of  mail,  and  locate  the  envelope 
for  which  a  warrant  has  been  issued,  when  the  envelope  can  be  seized  by  postal  au- 
thorities at  the  sender's  or  recipient's  locality  before  or  after  it  is  shipped  by  air. 
Yet,  the  legislation  proposed  by  the  FBI  in  1992  was  clearly  designed  to  cover  any 
system  facuitating  two-way  conversation,  and  would  have  req\iired  packet  switching 
companies  to  modify  their  business  to  accommodate  "the  legitimate  needs  of  law  en- 
forcement." 

Thus,  it  is  critical  to  keep  the  FBI's  claims  in  perspective  when  determining  what 
precisely  is  the  digital  telephony  "problem." 

B.  CONTINUED  COOPERATION  WITHIN  THE  WORKING  RELATIONSHIP  THAT  HAS  EMERGED 
FROM  THE  QUANTICO  JOINT  GOVERNMENT  INDUSTRY  GROUP  WILL  RESOLVE  THE  DIGI- 
TAL TELEPHONY  PROBLEM  AND  PRESERVE  THE  GOVERNMENT'S  CURRENT  AUTHORI- 
TIES 

1.  The  FBI  and  the  electronic  communications  industry  are  engaged  in  a  cooperative 
working  relationship  aimed  at  addressing  law  enforcement  s  legitimate  needs 
The  FBI  and  the  electronic  communications  industry  are  engaged  in  a  cooperative 
working  relationship  aimed  at  addressing  the  legitimate  needs  of  law  enforcement 
to  lawmly  intercept  electronic  or  wire  communications  and  at  ensuring  that  these 
needs  are  taken  into  account  diuing  the  design  and  development  phases  of  new 
technologies.  The  goal  is  for  electronic  commumcations  providers,  when  served  with 
a  court  order,  to  be  able  to  identify  and  provide  the  entire  content  of  specific  tele- 
phone communications  to  the  exclusion  of  all  others,  regardless  of  the  tecnnology  in- 
volved, while  ensuring  that  this  goal  is  accomplished  through  technical  solutions 
that  are  both  cost  effective  and  sensitive  to  the  intense  competitive  demands  of  the 
market  place. 

a)  The  ECSPC 

Industry  and  law  enforcement  officials  have  established  a  permanent  forum  and 
a  process  by  which  to  identify  and  resolve  problems.  This  forum  is  the  Electronic 
Communications  Service  Provider  Committee  (ECSPC),  sponsored  by  the  Alliance 
for  Telecommunications  Industry  Solutions  (ATIS),  formerly  the  Exchange  Carriers 
Standards  Association.  ATIS  is  a  recognized  industry  association  that  seeks  to  re- 
solve issues  involving  telecommunications  standards  and  operationsil  guidelines. 
More  than  300  companies  participate  in  ATIS-sponsored  committees. ^^ 

ECSPC,  established  in  iSlarch  1993,  is  the  successor  to  the  "Technical  Committee," 
a  temporary  committee  of  experts  from  industry  and  government,  which  was  estab- 
Ushed  in  May  1992  by  the  Quantico  Joint  Government  Industry  Group.  The  "Tech- 
nical Committee's"  charter  was  to: 

•  Develop  a  process  for  incorporation  of  law  enforcement's  needs  into  future  in- 
dustry technology  standards,  technical  requirements,  and  specifications; 

•  Develop  technological  capabilities  and  procedures  to  permit  continued  intercep- 
tion by  law  enforcement  of  communications  that  use  transition  technologies; 
and 

•  Monitor  and  track  the  timeliness  of  industry's  response  to  law  enforcement's  re- 
quests for  intercepts.  The  goal  is  "zero-held  intercepts." 

Like  the  "Technical  Committee,"  ECSPC  consists  of  representatives  fi-om  both  in- 
dustry and  government.  Its  mission  is  to  "establish[]  an  open,  yet  secure  forum  be- 
tween the  telecommunications  industry  and  law  enforcement  representatives  to 
identify  those  technictd  and  associated  operational  issues  related  to  lawfully-author- 
ized electronic  surveillance  and  to  develop  resolutions  to  such  issues  for  voluntary 
implementation  by  the  industry."  Representatives  from  various  telecommunication 
companies  and  associations  regularly  attend  ECSPC  meetings,  including: 

•  Ameritech 

•  AT&T 

•  Bell  Atlantic 

•  Bellcore 


"ATIS's  Toll  Fraud  Prevention  Committee  ("TFPC")  was  viewed  as  a  possible  model  for 
ECSPC  because  TFPC  deals  with  sensitive  issues  that  require  participants  to  sign  nondisclosure 
agreements. 
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BellSouth 

Cellular  Telecommunications  Industry  Association 

GTE 

McCaw  Cellular 

MCI 

Northern  Telecom 

^fYNEX 

Pacific  Telesis 

Southwestern  Bell 

Telecommunications  Security  Association 

U.S.  Sprint 

U.S.  West 

U.S.  Telephone  Association 

Representatives  fi-om  the  following  state  and  federal  government  agencies  regu- 
larly attend  ECSPC  meetings: 

•  Bureau  of  Alcohol,  Tobacco,  and  Firearms 

•  Drug  Enforcement  Administration 

•  Federal  Bureau  of  Investigations 

•  Hudson  County  Prosecutor's  OflBce 

•  New  Jersey  State  Police 

•  New  York  Police  Department 

•  U.S.  Secret  Service 

ECSPC  has  been  meeting  in  six-  to  eight-week  intervals.  In  addition  to  resolving 
organizational  matters  (e.g.,  by-laws),  ECSPC  has  been  addressing  problems  that 
law  enforcement  has  identified,  in  the  order  of  priority  that  law  enforcement  has 
assigned  them. 

Littie  or  no  evidence  has  been  presented  to  the  ECSPC  of  held  orders  that  require 
technical  solutions.  Efforts  are  under  way  to  better  track  any  held  orders  that  may 
exist.  (Held  orders  are  requests  for  lawfully-authorized  electronic  surveillance  that 
electronic  communications  service  providers  are  unable  to  fulfill  at  the  time  they  are 
made.) 

Law  enforcement  representatives  report  to  their  industry  covmterparts  on  the 
ECSPC  that  they  are  satisfied  with  this  forum,  and  the  dedication  and  seriousness 
of  the  participants.  A  recent  published  report  that  FBI  officials  were  still  dissatis- 
fied with  industry  ^*  has  stimulated  the  ECSPC  to  accelerate  its  pace  even  fiuther. 

b)  ECSPC  Action  Teams 

Four  separate  "action  teams,"  staffed  by  representatives  of  both  industry  and  gov- 
ernment, meet  more  frequentiy  than  does  the  full  ECSPC  to  check  transition  tech- 
nologies against  law  enforcement's  "nine  requirements."  These  teams  propose  tech- 
nical solutions  which  are  then  checked  with  operational  staff"  and  the  'Telecommuni- 
cations Seciuity  Association.  Where  appropriate,  vendor  requirements  are  draff^d. 

The  areas  that  have  been  the  focus  of  ECSPC's  work  include: 

•  Digital  loop  carrier 

•  Custom  calling  features 

•  Integrated  services  digital  networks  (ISDN),  and 

•  Cellular  communications 

Each  of  these  will  be  discussed  in  turn. 

I.  DIGITAL  LOON  CARRIER 

Deployment  of  digital  fibre  optic  cable  in  the  local  loop  began  over  ten  years  ago. 
It  presented  no  problem  for  law  enforcement  as  long  as  communication  providers 
were  able  to  isolate  individual  communications  at  tiie  customer  side  of  the  last 
switch.  Design  improvements  have  enabled  the  fibre  to  be  integrated  directiy  at  the 
switch.  This  requires  communication  providers  and  law  enforcement  oflBcials  to  de- 
vise new  methods  (e.g.,  test  ports)  of  isolating  individual  communications  at  the  cus- 
tomer side  of  the  last  switch,  which  may  now  be  fully  integrated  at  the  switch. 


Telephony,  Aug.  16,  1993,  at  7  &  14  (quoting  Barnr  Smith,  supervisorv  special  agent  of  congres' 
sional  affairs  Tor  the  FBI,  as  complaining  that    no  solutions  have  been  forthcoming"  by  th< 


ECSPC  to  cellular  and  call  forwardiiig  problems). 
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II.  CUSTOM  CALLING  FEATURES 


Switch-based  custom  calling  features  such  as  call  forwarding,  which  allows  a  user 
to  transfer  calls  to  other  phones,  challenge  law  enforcement's  abihtv  to  follow  calls. 
Because  wiretaps  are  installed  at  the  customer  side  of  the  last  switch,  a  law  enforce- 
ment agency  may  be  lead  to  believe  that  no  calls  are  being  made  when  in  reality 
all  the  calls  are  being  re-routed  at  the  switch.  When  call  forwarding  features  could 
only  be  accessed  through  customer  piu-chased  eqmpment  placed  on  the  customer's 

{)remises,  law  enforcement  could  follow  the  calls  because  the  calls  went  through  the 
ocal  loop  and  were  redirected  at  the  customer's  premises.  With  switch-based  fea- 
tures, the  calls  are  redirected  at  the  switch  and  do  not  pass  through  the  local  loop 
ataU. 

III.  INTEGRATED  SERVICES  DIGITAL  NETWORKS  (ISDN) 

Integrated  Services  Digital  Network  (ISDN)  is  an  increasingly  popular  technology 
that  converts  today's  analog  telephone  lines  into  digital  signals.  Digitization  offers 
much  higher  data  capacity,  better  audio  quality,  and  greater  control  over  advanced 
telephone  features. 

Just  like  a  regular  telephone  jack  will  not  work  with  an  ISDN  line,  law  enforce- 
ment cannot  use  the  same  equipment  to  wiretap  an  ISDN  line  that  it  uses  to  tap 
a  traditional  analog  voice  telephone  line.  A  basic  ISDN  Une  has  six  channels — ^two 
in  one  direction,  two  in  the  other,  and  two  "signalling"  channels  (one  in  each  direc- 
tion), which  the  system  uses  continuously.  Tapping  these  lines  reauires  the  ability 
to  sort  out  the  two  channels  being  used  by  the  suspected  criminal  from  the  remain- 
der of  the  bit  stream. 

As  is  the  case  with  other  new  technologies  mentioned  here,  telephone  company 
engineers  have  already  identified  readily  available  technology  that  can  be  used  to 
enable  law  enforcement  to  maintain  their  svuveillance  capabilities  on  new,  ISDN 
lines.  Nearly  two  years  ago,  Bellcore  technicians  demonstrated  to  law  enforcement 
officers  that  commercially-available  ISDN  testing  equipment  can  also  be  used  to  tap 
into  ISDN  lines.  Even  though  one  ISDN  line  actually  carries  up  to  six  data  streams, 
the  standard  equipment  used  by  Bellcore  enables  law  enforcement  to  separate  out 
each  individusd  data  stream  for  surveillance. 

The  days  when  law  enforcement  officers  climb  up  telephone  poles  and  tap  into  a 
conversation  by  attaching  alligator  clips  directly  to  the  telephone  line  are  dwindling 
in  number;  in  the  majority  of  jurisdictions  law  enforcement  officers  prefer  to  have 
the  tapped  communications  rerouted  to  a  remote,  safer  location.  ISDN  may  precipi- 
tate the  end  of  these  remaining  "field  taps."  To  the  extent  that  a  field  tap  is  still 
required,  however,  these  days  the  officer  is  well  advised  to  bring  along  a  hand-help 
device  called  an  ISDN  protocol  analyzer.  Such  devices  are  readily  available  for  about 
$2000. 

IV.  CELLULAR  COMMUNICATIONS 

Cellular  telephony  can  present  both  capacity  and  technical  challenges  to  law  en- 
forcement.^"^ 

Let's  first  compare  interception  of  noncellular  communications  to  interception  of 
cellular  communications.  Keeping  in  mind  that  access  at  one  point  is  aU  that  is 
needed  for  wiretapping,  the  wiretap  target's  location  is  always  known  in  noncellular 
telephony.  The  nearest  central  ofm:e  can  be  identified,  and  the  telephone  company 
can  furmsh  the  police  with  the  target's  cable  make-up  for  interception.  By  contrast, 
because  cellular^  mobility  allows  its  users  to  send  and  receive  calls  from  multiple 
points,  the  target's  location  can  change  throughout  the  day,  or  from  day  to  day.  As 
the  target  moves,  his  or  her  calls  originate  at  or  are  handed  off  to  a  different  cell 
site.  TMs  has  forced  cellular  service  providers  to  establish  wiretap  connections  at 
a  central  location  on  the  provider's  premises. 

The  capacity  problem  arises  when  a  cellular  service  provider  exhausts  the  ports 
at  which  wiretap  connections  can  be  made.  In  the  New  York  City  area,  a  cellular 
provider  for  several  years  had  the  capacity  for  handling  only  twelve  such  simulta- 


**It  is  important  to  distinguish  those  issues  arising  out  of  limitations  in  commimications 
equipment  capacity  from  those  arising  out  of  communications  equipment  design  characteristics. 
The  former  may  be  peculiar  to  a  particular  service  area  or  region  due  to  an  unusual  dememd 
for  wiretaps,  the  nature  of  a  particular  service  provider's  network  equipment,  or  the  geography. 
The  solution  to  any  problem  may  Ue  in  the  acquisition  of  certain  equipment  by  the  particular 
service  provider  or  by  the  particular  law  'enforcement  operation.  The  latter  issue,  by  compari- 
son, reflects  a  techmcal  matter  inherent  in  the  technology  as  it  is  deployed  anywhere  in  the 
coxmtry. 
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neous  wiretaps.  Until  this  situation  was  corrected,  the  capacity  limitation  deter- 
mined the  provider's  ability  to  service  requests  for  court  ordered  wiretaps. 

The  process  of  developing  appropriate  equipment  to  resolve  this  capacity  problem 
also  illustrates  the  substantitu  efiorts  that  industry  expends  to  respond  to  law  en- 
forcement needs.  In  1991  a  telecommunications  equipment  manufacturer  unveiled 
a  cellular  surveillance  system  that  would  resolve  the  New  York  City  capacity  prob- 
lem. The  system  had  required  two  vears  to  develop.  The  system  permitted  real  time 
remote  surveillance  through  tJie  public  switched  network,  which  would  have  enabled 
law  enforcement  officials  to  conduct  an  unlimited  sonount  of  simultaneoiis  wiretaps. 
In  addition,  it  offered  many  advantages  over  the  existing  surveillance  technology, 
including  coast-to-coast  remote  monitoring  capability  on  short  notice. 

While  law  enforcement  officials  wished  to  overcome  the  capacity  problem,  they 
also  needed  to  have  Hie  "call  set  up  information"  (which  identifies  the  caUing  and 
called  parties)  forwarded  to  them  in  the  same  medium  as  the  content  of  the  commu- 
nication. The  rationale  for  this  re<iuirement  is  authentication  concerns  that  arise 
with  evidence  in  criminal  prosecutions.  Unfortunately,  while  the  new  system  made 
the  call  set  up  information  available  concurrently  with  the  communication  content, 
it  was  available  only  in  a  separate  medium.  In  resolving  one  problem,  the  manufac- 
turer had  created  another  one.  Because  of  law  enforcement's  unwillingness  to 
present  new  authentication  issues  to  the  courta,  two  years  of  research  and  develop- 
ment had  been  wasted  and  resolution  of  a  law  enforcement  problem  had  been  fiir- 
ther  delayed.  It  was  not  until  the  sxmmier  of  1993,  after  modifying  the  equipment 
in  1991  and  undertaking  a  series  of  field  tests  of  tiie  modified  equipment  in  1992, 
that  the  manufacturer  was  able  to  begin  deploying  the  new  equipment. 

A  different  problem  is  presented  by  celliilar  roaming  arrangements.  Through 
roaming,  a  target  can  send  and  receive  calls  outside  of  the  cellular  company's  serv- 
ice area.  The  wiretap  connection  at  the  cellular  service  provider's  premises  does  not 
intercept  the  target's  calls.  Thus,  a  New  York  City  target  who  uses  his  cellvdar  tele- 
phone m  New  Jersey  to  call  Philadelphia  frustrates  the  court-ordered  wiretap  con- 
nection insteUed  on  the  premises  of  his  New  York  City  cellvilar  service  provider:  the 
call  originates  in  the  New  Jersey  cellular  provider's  service  area  and  terminates  in 
the  Phuadelphia  cellular  provider's  service  area.  This  problem  reflects  a  technical 
issue  arising  out  of  the  imierentiy  mobile  design  characteristics  of  cellular  commu- 
nications equipment. 

***** 

ECSPC  action  teams  are  developing  reasonable,  affordable,  and  effective  means 
to  be  used  for  authorized  interceptions  in  these  circumstances.  In  some  cases,  new 
surveillance  techniques,  equipment,  and  skills  may  be  necessary,  too. 

So  far  this  process  has  generated  at  least  five  final  or  draft  contributions,"  which 
report  on  a  problem  and  propose  possible  solutions.  The  contents  of  these  reports 
are  confidential  and  subject  to  the  terms  of  the  nondisclosure  agreement  under 
which  ECSPC  and  its  participants  operate. 

The  ECSPC  has  even  begun  to  apply  the  same  approach  to  new  technologies  by 
establishing  an  action  team  to  address  the  new  family  of  wireless  services  known 
as  personal  communications  services  or  "PCS,"  which  the  FCC  has  yet  to  license. 
Examining  technologies  before  they  are  widely  deployed  will  help  industry  and  law 
enforcement  to  "stay  ahead  of  the  curve"  rather  than  having  to  "play  cateh-up." 

2.  The  forum  and  process  that  industry  and  law  enforcement  have  jointly  established 
will  satisfy  the  government's  need  to  maintain  its  ability  to  lawfully  intercept 
communications 

ECSPC  provides  a  much-needed  forum  and  process  for  the  telecommunications  in- 
dustry and  government  to  communicate  with  each  other  about  technical  develop- 
ments and  needs. 

According  to  the  FBI,  advances  in  technology  threaten  to  make  it  impossible  for 
law  enforcement  agencies  to  effect  lawful  court  orders  to  intercept  electronic  and 
wire  communications,  and  this  obstacle  can  only  be  avoided  by  having  industry  de- 
sign new  technologies  according  to  government  specifications. 

While  the  FBI  sought,  as  ]oart  of  its  legislative  proposal,  to  have  Congress  man- 
date that  industry  accommodate  tiiese  law  enforcement  needs,  ^^  the  reality  is  that 
the  FBI  and  the  electronic  communications  industry  are  now  engaged  in  a  coopera- 
tive working  relationship  aimed  at  addressing  these  needs  and  at  ensuring  that  they 
are  taken  into  account  by  industry  as  they  develop  new  technologies.  This  process 
has  facilitated  a  more  robust  exchange  of  technical  information  and  an  identification 


^^See  FBI,  Digital  Telephony:  A  Legislative  Proposal,  at  pp.  1-2*  of  Sxunmary  of  Legislative 
Proposal"  (Feb.  1993). 
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of  possible  new  equipment  and  police  tactics  needed  to  achieve  law  enforcement 
goads. 

This  process  would  have  been  necessary  even  if  legislation  had  been  enacted.  The 
process  facilitates  the  functional  responsiveness  of  electronic  communication  provid- 
ers and  their  equipment  manufactvirers  to  law  enforcement's  needs.  This  functional 
responsiveness  is  accomplished  through  technical  solutions  that  are  both  cost  effec- 
tive and  sensitive  to  the  intense  competitive  demands  of  the  market  place. 

The  ECSPC  also  is  capable  of  evolving  and  adapting  as  needed  to  address  future 
challenges  identified  by  industry  or  government. 

3.  The  forum  and  process  that  industry  and  law  enforcement  have  jointly  established 

respond  to  GAO's  criticism  of  the  FBI 

Furthermore,  the  forum  and  process  that  industry  and  law  enforcement  have 
jointly  estabUshed  respond  to  GAO's  criticism  that  the  FBI  had  failed  to  (1)  commu- 
nicate with  industry,  (2)  define  its  wiretapping  needs,  and  (3)  permit  industry  to 
analyze  these  needs. ^"^ 

The  FBI  defined  its  wiretapping  needs  in  a  20-page  document  entitled  "Law  En- 
forcement Requirements,"  which  it  circulated  in  Jvily  1992.  The  requirements  are 
designed  to  permit  law  enforcement  officials  to  conduct  real  time  monitoring  and  re- 
cording at  their  facilities  of  both  the  content  of  the  communication  and  information 
identifying  the  calling  or  called  party,  in  the  same  signal  form  as  the  communication 
is  transmitted,  whetiier  the  target  is  stationary  or  mobile,  and  without  detection  or 
degradation  of  service. 

The  FBI's  role  in  establishing  and  participating  in  the  ECSPC  facilitates  commu- 
nication between  industry  and  law  enforcement,  and  permits  industry  to  analyze 
law  enforcement's  wiretapping  needs  in  light  of  current  technologies  and  during  the 
design  and  development  phases  of  new  technologies.  The  discussions  have  succeeded 
in  identifying  specific  problems  and  have  begun  the  process  of  generating  concrete, 
cost-effective  solutions. 

The  delays  experienced  in  developing  a  cellular  surveillance  system  to  solve  the 
New  York  City  capacity  problem,  discussed  above  at  part  B.l,  illustrate  the  impor- 
tance of  this  process  of  malog  and  analysis.  The  ECSPC  will  help  prevent  the  type 
of  waste  and  delay  that  occurred  there. 

By  comparison,  had  the  FBI  proposal  been  law  in  the  1980's,  it  woiild  have 
blocked  the  deployment  in  the  U.S.  of  wireless  technologies,  such  as  cellxilar  teleph- 
ony, damaging  ovir  national  economy  and  the  balance  of  trade. 

4.  The  ECSPC  preserves  hut  does  not  extend  the  government's  current  authorities 
The  working  relationship  that  has  emerged  from  ECSPC  permits  electronic  com- 
munications providers  and  their  equipment  manufacturers  to  reasonably  anticipate 
problems  that  could  arise  in  a  company's  furnishing  of  the  technical  assistance  nec- 
essary to  accomplish  lawful  electronic  surveillance.  By  developing  with  law  enforce- 
ment technical  solutions  to  obstacles  posed  by  technologies,  service  providers — when 
served  with  a  covut  order — are  able  to  identify  and  provide  the  entire  content  of  spe- 
cific telephone  communications  to  the  exclusion  of  all  others,  regardless  of  the  tech- 
nology involved.  The  discussions  also  alert  the  law  enforcement  community  to  the 
occasional  need  to  make  changes  in  police  svurveillance  tactics. 

5.  No  legislative  solution  is  required  because  no  technological  or  law  enforcement  cri- 

sis exists 

Virtually  no  evidence  has  been  presented  of  held  orders  that  require  technical  so- 
lutions. Indeed,  FBI  records  about  "Project  Root  Canal"  recently  released  piu-suant 
to  a  Freedom  of  Information  Act  request  show  that  FBI  field  offices  nationwide  were 
reporting  that  they  and  other  federal,  state,  and  local  law  enforcement  agencies 
were  experiencing  "no  problems"  and  "no  difficulties"  with  new  telephone  tech- 
nologies at  the  same  time  as  the  FBI  was  telling  the  Congress  and  the  press  that 
such  technologies  had  "already  frustrated"  wiretap  orders. 

This  paucity  of  evidence  of  difficulties  confirms  that  no  crisis  exists  that  cannot 
be  addressed  through  this  new  forum  and  process.  No  legislative  solution  is  needed. 
'There  certainly  is  no  need  to  grant  the  government  the  right  to  mandate  the  use 
of  particular  technologies,  block  other  technologies,  and  effectively  redesign  the  com- 
munications network  and  the  equipment  used  by  large  segments  of  our  society.  If 
law  enforcement  is  dissatisfied  with  either  the  forum  or  the  process,  it  would  be  ap- 
propriate to  consider  alternatives.  *  *  * 


^''See  General  Accounting  Office,  FBI:  Advanced  Communications  Technologies  Pose  Wire- 
tapping Challenges,  at  4  (July  1992)  (GAO/IMTEC-92-68BR). 
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Senator  Leahy.  I  yield  to  Senator  Specter  to  go  first  with  ques- 
tions, and  then  Chairman  Edwards,  and  then  I  will  ask  some  ques- 
tions. 

Senator  Specter.  Thank  you  very  much,  Mr.  Chairman. 

Mr.  Neel,  I  was  very  interested  in  your  testimony  about  the  cost 
factor,  and  I  understand  that  if  there  is  to  be  value  for  the  Govern- 
ment on  law  enforcement,  the  Government  ought  to  pay  for  it.  I 
agree  with  that  completely.  I  think  it  is  possible  to  appropriate  the 
moneys  and  have  the  adequate  guarantees  that  the  costs  will  be 
paid.  Furthermore,  on  the  determination  of  reasonable  cost  we 
could  perhaps  structure  an  arbitration  system  and  set  some  time 
limits  so  that  there  is  adequate  consideration  for  those  realistic 
matters. 

If  that  were  structured,  would  you  withdraw  at  least  that  facet 
of  your  objection? 

Mr.  Neel.  Well,  it  would  be  an  improvement.  I  think,  as  always, 
the  critical  thing  there  is  reasonable  cost  and,  you  know,  expedi- 
tious payment.  Very  honestly,  the  Government  might  have  a  dif- 
ferent definition  for  a  reasonable  amount  of  time  to  pay,  and  you 
could  get  into  quite  a  long  harangue  about  the  reasonableness  of 
a  particular  cost.  Already  this  industry  has  faced  that  in  a  couple 
of  cases  where  compensation  was  in  order,  and  they  just  simply 
wrote  the  bills  off. 

Senator  Specter.  Well,  we  could  specify  time.  We  could  make  it 
60  days  or  30  days  or  90  days,  and  as  to  a  reasonable  cost,  we 
could  structure  a  procedure  to  determine  that. 

Let  me  move  on  to  some  of  the  other  points  that  you  made. 

Mr.  Neel.  Clearly  that  would  be  an  improvement.  Senator,  but 
it  is  important  to  make  sure  that  that  money  is  available  in  the 
out-years  as  well,  because  this  will  be  a  permanent  problem  as  new 
technologies  are  developed. 

Senator  Specter.  Well,  I  think  that  is  a  fair  request  on  your 
part,  and  I  think  we  can  meet  that.  When  you  talk  about  other  net- 
works and  that  criminals  are  not  stupid,  I  quite  agree  with  you 
that  they  are  not  stupid  at  all.  But  sometimes  they  are  careless, 
and  that  is  evidenced  by  the  arrest  made  in  Philadelphia  yester- 
day, and  I  commend  the  telephone  companies  for  their  cooperation. 
When  you  noted  that  facet,  you  are  exactly  right.  And  I  think  we 
have  to  work  on  the  structure  of  the  exceptions,  and  I  believe  that 
we  need  the  assistance,  the  FBI  needs  the  assistance  of  the  tele- 
phone companies  to  give  them  information  as  to  how  you  structure 
the  exceptions  so  that  there  is  realistic  law  enforcement  at  work. 
But  I  think  that  has  to  be  attempted. 

You  talk  about  competition.  Maybe  some  of  your  competition  will 
be  discouraged  from  competing  with  all  these  onerous  requirements 
if  we  pass  a  law  like  this.  You  may  have 

Mr.  Neel.  Well,  unfortunately,  in  this  legislation,  many  of  the 
competitors  of  local  telephone  exchanges  would  be  exempted  under 
this.  So  while  this  is  certainly  not  a  reason  not  to  redouble 
anticrime  efforts,  it  is  clearly  inequitable  for  the  local  telephone  ex- 
change to  bear  this  entire  burden. 

Senator  Specter.  Well,  I  think  we  have  to  work  on  the  excep- 
tions so  that  it  is  fair  all  the  way  around.  I  sense  from  your  testi- 
mony, in  toto,  that  the  telephone  companies  are  prepared  to  cooper- 
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ate,  as  you  always  have,  if  it  is  fair  and  if  you  do  not  have  to  pay 
the  costs  of  it  if  it  is  done  by  the  Gk>vemment  and  the  payment  is 
by  the  Grovemment  and  that  it  is  fair  all  the  way  around.  So  we 
will  work  with  you  on  that.  We  want  to  address  those  concerns. 

Mr.  Plesser.  Senator,  can  I  have  permission  to  add  one  response 
to  that? 

Senator  Specter.  Go  ahead. 

STATEMENT  OF  RONALD  L.  PLESSER 

Mr.  Plesser.  The  issue  is  cost,  but  it  is  not  only  cost.  The  ques- 
tion is:  What  are  the  standards  applied  in  the  legislation?  There 
was  a  lot  of  discussion  this  morning  about  this  legislation  putting 
requirements.  If  you  read  the  legislation,  there  really  are  not  any 
specific  requirements.  It  is  really  very,  very  generalized,  and  really 
the  question  is  not  just  the  cost  of  doing  it,  but  what  are  the  re- 
quirements. And  that  is  both  a  cost  issue  and  a  privacy  issue  for 
the  general  public  because  the  way  the  structure  of  this  bill  is,  the 
Attorney  General  can  seek  an  injunction  enjoining  the  provision  of 
service  of  any  common  carrier.  So,  indeed,  call  forwarding  could  be 
sought  to  be  enjoined  if  it  did  not  get  to  a  vague  standard. 

T^ere  is  no  process  in  here — it  is  not  just  an  arbitration  on  the 
price.  There  is  no  process  in  the  provision  to  establish  what  those 
standards  are  and  what  the  expectations  of  the  telephone  compa- 
nies are  to  respond  to  them. 

Senator  Specter.  Well,  it  is  very  difficult  to  articulate  those 
standards,  and  that  is  something  we  have  to  work  on.  And  it  is 
going  to  require  technical  assistance  from  the  telephone  companies, 
and  I  want  to  talk  to  Mr.  Berman  in  a  few  minutes  about  the  pri- 
vacy issue.  But  it  seems  to  me  that  we  can  work  it  out.  We  have 
to  know  a  lot  more  than  we  know,  and  this  subcommittee  is  going 
to  have  the  responsibility  for  markup.  But  we  are  going  to  need 
your  inputs,  ana  there  may  be  some  areas  in  which  we  are  going 
to  have  to  do  the  best  we  can,  see  how  the  problems  develop  and 
be  available  to  you. 

But  the  severity  of  the  need  is  extreme.  The  complications  on  the 
technology  are  overwhelming.  We  do  not  know  what  is  going  to 
happen.  We  just  have  to  do  the  best  we  can. 

When  Mr.  Neel  talks  about  the  fact  that  there  may  be  some 
other  developments,  or  perhaps  the  chairman  raised  that,  we  just 
have  to  see  what  develops  along  that  line  and  do  the  very  best  we 
can.  But  we  need  your  inputs  on  it. 

Let  me  turn  to  you,  Mr.  Berman,  because  I  do  not  want  to  take 
too  long,  and  I  have  deferred  my  other  commitments  for  a  moment. 
The  issue  of  civil  liberties  is  something  about  which  we  are  all 
very,  very  concerned,  and  we  want  to  see  that  met.  When  I  was  dis- 
trict attorney  of  Philadelphia  a  long  time  ago,  I  opposed  wire- 
tapping because  I  thought  we  could  get  along  without  it.  And  given 
what  has  occurred  on  the  crime  problem,  we  are  past  my  individual 
judgment  on  that.  Pennsylvania  did  not  have  wiretapping  when  I 
was  district  attorney,  and  now  it  is  a  matter  of  working  it  out  as 
best  as  we  can. 

I  think  you  put  your  finger  on  a  critical  aspect  when  you  talk 
about  the  responsibility  of  the  phone  company  beyond  situations 
where  there  are  warrants.  My  question  to  you:  If  this  was  limited 
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to  only  the  establishment  of  probable  cause  before  the  neutral  mag- 
istrate, the  Federal  judge,  would  that  satisfy  a  large  area  of  your 
concern? 

Mr.  Herman.  I  think  it  would,  sir,  but  there  are  still  issues 
raised  by  call  setup  information  which,  if  it  is  the  judgment  that 
Congress  go  to  legislation — and  I  am  not  convinced  that  legislation 
is  necessary  here  because  the  record  of  cooperation  has  been  good 
when  the  FBI  has  been  able  to  specify  what  its  requirements  are. 
But  if  we  get  into  the  issue  of  legislation,  I  think  that  the  creation 
of  these  new  streams  of  transactional  information,  the  very  detail 
of  it  which  makes  it  in  many  respects  more  worthwhile  to  law  en- 
forcement, to  marketers  and  so  forth  than  the  contents  of  commu- 
nications themselves,  we  may  have  to — the  civil  liberties  position 
would  be  let's  revisit  the  standards  under  which  we  access  that 
kind  of  information  so  that  it  is  a  probable  cause  warrant,  it  is  inci- 
dent to  a  probable  cause  warrant,  but  in  lawful  investigations  what 
should  the  standard  be  for  any  Mnds  of  transactional  information? 
Should  it  be  simply  merely  it  is  relevant  to  a  law  enforcement  in- 
vestigation? 

We  now  have  a  reasonable  suspicion  standard  for  video  records 
because  of  the  Bork  incident.  In  other  words,  there  are  higher 
standards  for  that  kind  of  record  under  statute  now,  but  this  kind 
of  information,  this  kind  of  sensitive  information,  is  not  simply  lim- 
ited to  video  records.  It  is  whole  categories  of  records  and  informa- 
tion that  is  going  to  be  out  on  the  information  highway.  So  why 
don't  we  consider  in  the  context  of  legislation,  if  we  are  going  to 
get  into  legislation,  a  new  warrant  requirement  for  transactional 
information? 

Senator  Specter.  I  am  prepared  to  do  that.  When  you  say  you 
doubt  that  legislation  is  necessary,  my  sense  is  that  legislation  is 
necessary,  if  only  to  deal  with  the  problems  of  cost.  This  is  a  gov- 
ernmental expense,  and  we  are  going  to  have  to  pay  for  it.  You  talk 
about  the  various  standards.  We  are  prepared  to  work  with  you  on 
identifying  what  those  various  standards  are. 

We  have  had  some  experience  in  structuring  those  standards, 
and  we  are  prepared  to  listen  to  your  areas  of  concern.  You  talk 
about  telling  what  movies  and  magazines  people  see  and  read  £ind 
who  their  doctors  are,  I  do  not  want  to  see  that  kind  of  information 
available,  and  I  am  sure  that  the  FBI  does  not  either.  It  is  a  ques- 
tion of  how  we  structure  this.  If  we  can  figure  out  all  the  tech- 
nology and  the  wonders  that  we  are  working  on  now,  we  ought  to 
be  able  to  figure  out  the  technology  to  limit  it.  But  that  will  have 
to  come  from  the  experts. 

Mr.  Berman.  We  are  going  to  have  to  relate  to  a  couple  of  other 
privacy  issues  that  I  have  not  stressed  and  I  would  like  to  just 
mention. 

One  of  the  problems  with  network  design,  for  the  last  10  years, 
as  we  have  built  toward  this  information  highway — and  I  use  the 
royal  "we" — government,  because  of  computer  crime  and  other  se- 
curity concerns,  industrial  espionage,  the  fact  that  we  are  moving 
banking  transactions  and  information  across  this  information  high- 
way, has  been  urging  industry,  rightly  so,  to  build  more  secure  net- 
works. So  they  have  been  building  more  secure  networks.  And,  in 
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fact,  it  is  because  more  security  is  really  the  answer  to  lots  of  com- 
puter crime  in  this  new  digital  era. 

On  top  of  that,  here  comes  the  administration  and  it  says  be- 
cause of  other  crime  issues,  which  they  would  like  to  look  at  sepa- 
rately, they  are  talking  about  creating  holes  in  the  network  or  po- 
tential holes  to  be  able  to  do  wiretapping  which  others  might  be 
able  to  exploit  from  computer  crime  to  gain  access  to  financial  in- 
formation and  so  forth. 

So  it  is  a  very  complicated  issue  of  about  where  the  security  bal- 
ance is  here  and  the  privacy  issues  are  here. 

We  also  have  a  government  which  is  saying  that  our  communica- 
tions are  moving  into  a  wireless  era,  and  Senator  Leahy  is  holding 
hearings  after  the  recess  on  this  issue.  What  was  recommended  by 
industry  to  protect  the  privacy  of  communications,  these  new  sen- 
sitive communications,  is  encryption,  that  ws  need  to  scramble 
these  communications  in  order  to  protect  it  against  private  intru- 
sion. The  cellular,  the  Robb-versus-Wilder,  can  be  duplicated  on  the 
street  all  the  time.  And  we  are  moving  into  PCS  where  everyone 
is  going  to  carry  their  phone  around,  and  it  is  out  in  the  open. 

You  need  technical  solutions  to  that.  An  industry-civil  liberties 
task  force  recommended  to  Senator  Leahy  in  1991  that  we  move  to- 
ward those  solutions,  but  the  Government  has  decided  that  they 
are  going  to  impose  their  own  security  device,  which  is  very  con- 
troversial, the  clipper  chip  encryption  device  developed  by  NSA. 
And  they  are  also  blocking  the  availability  of  mass  market 
encryption  software  on  the  market  today,  which  makes  it  hard  to 
build  security  in  these  networks. 

I  think  that  if  Congress  is  going  to  take  these  issues  on,  privacy 
and  law  enforcement,  in  a  legislative  arena,  then  all  of  those  issues 
should  be  on  the  table  and  we  should  look  for  a  solution  which  real- 
ly does  not  let  these  become  segmented  off  into  different  portions, 
but  that  we  look  at  those  three  issues  related  together. 

Senator  Specter.  I  am  going  to  conclude  with  just  a  brief  state- 
ment, less  than  a  minute,  and  I  know  Chairman  Edwards  has  time 
commitments  and  pressures,  and  I  want  to  thank  my  colleagues  for 
deferring  to  me.  I  found  the  hearing  to  be  most  useful,  as  the  com- 
plexity of  the  problem  is  enormous.  I  do  not  want  the  Attorney 
General  at  the  head  of  industrial  policy,  at  all  which  is  your  state- 
ment. I  do  not  want  an  industrial  policy.  I  want  to  continue  with 
the  free  enterprise  system  and  a  balancing  of  law  enforcement  in- 
terests and  privacy  interests.  When  the  crunch  comes,  we  have  al- 
ways chosen  privacy  as  the  superior  value  in  our  country,  and  I 
think  that  has  to  be  maintained.  But  within  that  context  of  that 
value,  we  have  to  do  what  we  can  for  law  enforcement. 

I  think  we  are  prepared  to  do  the  work  on  it.  Senator  Leahy  has 
had  a  lot  of  experience  on  evaluating  probable  cause  and  mere  sus- 
picion and  stop  at  risk,  and  so  have  some  of  the  rest  of  us.  Thank 
you  very  much. 

Senator  Leahy.  Thank  you,  Arlen. 

Mr.  Chairman? 

Representative  Edwards.  Thank  you,  Senator  Leahy.  This  is  a 
very  useful  hearing,  if  just  to  frighten  us  to  death,  because  the 
problem  is  rather  awesome. 
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I  have  a  nuts-and-bolts  question  for  you,  Mr.  Neel.  The  Director 
said  that  he  had  91  instances  where  the  FBI  did  run  into  trouble 
that  caused  them  some  difficulty  in  wiretapping  because  of  the  ad- 
vancements in  technology.  Do  you  know  about  those? 

Mr.  Neel.  We  do  not  know  specifically  about  those,  and,  in  fact, 
up  until  just  a  few  days  ago,  we  had  no  evidence  of  these.  Now, 
it  may  be  semantics.  It  may  very  well  be  that  the  Agency  has  had 
problems  with  capacity  on  cellular  telephone  services  that  we  have 
talked  about  in  the  past,  and  the  companies  have  moved  to  expand 
that  capacity.  There  may  have  been  some  other  technical  issues 
that  created  a  delay. 

There  have  been  disputes  about  compensation,  but  to  my  knowl- 
edge, or  at  least  to  our  knowledge  most  recently,  there  have  not 
been  cases  where  a  local  telephone  exchange  has  refused  to  comply 
with  such  a  request. 

Mr.  Plesser.  May  I  jump  in  on  that.  Congressman? 

Representative  Edwards.  Yes. 

Mr.  Plesser.  In  the  Freedom  of  Information  Act  requests  that 
CPSR  initiated  we  got  the  information  from  the  FBI  on  Project 
Root  Canal,  there  was  no  indication  of  91  problems  of  capability. 
There  is  a  capacity  issue  that  has  been  raised  in  the  telephone 
company  areas,  but  I  think  as  Senator  Leahy  said  in  his  question- 
ing, there  is  a  difference  between  compliance  and  guarantee.  As 
these  issues  start  to  grow — and  CTIA,  I  know,  will  be  in  on  Mon- 
day— ^the  companies  have  a  responsibility  to  comply  with  the  law. 
There  is  no  question  about  that.  And  the  question  that  I  am  real- 
ly— I  represent  PCS  companies  and  other  people  in  the  field,  and 
the  idea  that  a  lawyer,  any  lawyer  in  this  country  is  advising  a  cli- 
ent to  say  that  you  do  not  have  to  respond  to  digital — ^you  know, 
to  law  enforcement  requests  in  a  digital  environment  is  just  totally 
foreign  to  me.  The  PCS,  by  the  way,  is  covered.  There  is  forbear- 
ance, but  they  would  be  subject  and  covered  in  this  area. 

So  I  am  not  sure  where  that  information  comes  from,  and  I  am 
not  sure  where  the  incidents  of  noncompliance  are.  I  am  sure  CPSR 
and  others  will  put  some  more  FOI  requests  in  and  see  if  we  can 
get  some  more  information  on  it.  But  at  this  point  I  am  not  sure 
that  we  have  had  the  basis  to  be  able  to  evaluate  what  those  91 
are. 

Mr.  Berman.  I  have  for  the  record  to  submit  CPSR  FOI  requests, 
Operation  Root  Canal,  which  essentially  asked  for  incidents  of  fail- 
ure to — ^you  know,  difficulty  with  law  enforcement,  and  there  were 
no  difficulties.  And  we  have  been  in  a  whole  year  dialog  with  the 
Clinton  administration  to  expand  on  the  record  and  give  us  in- 
stances so  that  industry  could  address  these  issues,  and  this  coali- 
tion has  been  anxious  to  work  with  the  FBI. 

They  have  not  given  us  91  incidents.  Those  are  new  to  us.  And 
so  it  is  a  mystery  why  we  have  not  been  able  to  expand  on  the  co- 
operative efforts  and  we  are  back  here  with  a  legislative  effort  that 
is  far  too  sweeping. 

Representative  Edwards.  Well,  I  think  that  I  can  speak  for  both 
the  Senators  and  for  the  House  members.  We  certainly  have  every 
intention  of  holding  your  feet  to  the  fire,  both  sides.  You  know, 
total  security  is  probably  not  possible.  It  would  be  possible,  but  we 
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would  not  want  to  live  in  that  kind  of  a  society.  So  we  do  have  to 
balance  that. 

Mr.  Plesser.  There  is  not  a  policy  dispute  here.  There  is  not  a 
policy  dispute  about  the  fact  that  the  FBI  or  other  law  enforcement 
should  be  able  to  get  access  to  digital  communications  through  title 
III  warrants.  There  is  not  a  policy  dispute.  There  is  a  technology 
solutions  dispute.  There  is  a  dispute  as  to  whether  the  solution  is 
really  appropriate  in  the  proposed  legislation,  whether  or  not  it  has 
the  normal  boundaries  legislation  should  normally  have,  and 
whether  or  not  it  identifies  the  solutions.  The  technical  case  has 
not  been  made.  No  one  is  arguing  with  the  policy  case. 

Representative  Edwards.  Have  you  a  written  proposal,  or  have 
you  talked  to  the  telephone  companies  about  your  idea  of  a  com- 
promise, Mr.  Herman? 

Mr.  Herman.  The  Herman  compromise.  I  think  that  before  mov- 
ing to  legislation  that  structures  a  whole  set  of  band-aids,  it  would 
be  better  to  perhaps  go  back  and  look  at  why  this  informal  process 
is  not  working.  In  other  words,  maybe  there  are  not  enough  people 
at  the  table.  Maybe  it  needs  to  be  that  there — ^you  know,  if  it  took 
the  FHI  a  long  time  to  figure  out  that  call  forwarding  was  a  prob- 
lem, if  there  had  been  an  ongoing  dialog  about  what  new  tech- 
nologies were  being  developed  and  they  had  input  from  the  indus- 
try, the  might  have  been  aware  of  the  problem  and  worked  coop- 
eratively with  industry  towards  a  solution  much  sooner.  And  I  do 
not  think  that  you  can  just  limit  that  to  the  telephone  industry  be- 
cause it  is  the  cable  industry  and  it  is  the  computer  industry.  Hut 
rather  than  putting  a  big  stick  on  top  of  them  with  fines  and  in- 
junctions, perhaps  a  Federal  advisory  board  or  a  more  structured 
process  for  looking  at  these  issues  over  a  period  of  time  with  re- 
porting back  to  Congress  and  everybody  keeping  everybody's  foot  to 
the  fire  and  trying  to  identify  problems  and  create  a  process  for 
working  on  these  might  be  a  better  solution  than  going  this  far  to- 
wards an  industrial  policy  approach. 

Representative  Edwards.  I  think  your  bringing  up  the  matter  of 
the  NCIC  is  timely  because  historically  we  have  had  to  watch  the 
development  of  the  NCIC,  while  encouraging  it  as  a  very  valuable 
law  enforcement  tool,  to  make  sure  that  it  does  not  become  a  Hig 
Hrother.  And  with  all  the  requests  for  involvement  in  the  NCIC,  I 
think  we  have  kept  it  relatively  pure,  although  we  have  had  some 
defeats  where  it  is  being  used  for  non-law-enforcement  purposes. 
So  I  think  that  as  a  model,  we  do  need  the 

Mr.  Herman.  We  did  bring  together — and  you  have  brought  to- 
gether— experts  from  different  parts  of  industry,  the  computer  in- 
dustry, law  enforcement,  privacy,  and  they  have  worked  together. 
I  think  in  many  ways  the  industry  is  moving  to  try  and  meet  the 
standards  of  the  FHI  in  terms  of  software  design  and  hardware  de- 
sign, and  I  think  that  from  a  privacy  point  of  view,  privacy  inter- 
ests ought  to  be  represented  at  that  table  as  they  discuss  those  re- 
quirements even  outside  of  legislation  so  that  there  is  a  process 
which  is  weighing  these  issues  as  the  technology  is  developed  and 
deployed  and  comes  out  of  the  shop. 

Maybe  Congress  can  do  some  very  narrow  surgical  legislation 
that  creates  a  process  which,  you  know,  if  it  does  not  work,  then 
you  can  come  back  and  escalate.  Hut  to  go  from  informal  process 
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and,  geez,  we  have  had  some  problems  and  we  have  91  incidents, 
but  some  of  them  have  been  solved  and  we  have  this  contest  about 
who  did  what,  and  then  to  move  on  this  kind  of  legislation  or  to 
try  and  set  requirements — I  mean.  Senator  Specter,  with  all  due 
respect,  knowing  what  the  FBI  is  saying,  you  meet  our  require- 
ments for  cellular  ports,  capacity  and  capability,  well,  how  does 
the — if  the  FBI  cannot  tell  industry  what  the  requirements  are, 
how  much  they  are  going  to  need,  it  is  hard  to  build. 

Mr.  Plesser.  But  it  is  not  even  that.  This  legislation,  the  way 
it  is  written,  does  not  require  them  to  say  what  they  need.  When 
they  come  around  to  it,  if  they  do  not  have  it,  then  they  are  going 
to  be  penalized.  It  requires  a  guarantee  rather  than  compliance. 
There  is  no  standard.  As  a  lawyer  advising  a  company,  how  do  you 
advise  what  you  have  to  do  to  comply?  This  legislation  does  not  set 
that  up.  This  legislation  says  if  in  the  end  you  cannot  do  what  we 
want,  we  are  going  to  hit  you. 

There  is  no  way  to  resolve  it,  and  I  think  there  is  a  lot  of  middle 
ground  that  can  be  looked  at. 

Mr.  Neel.  Mr.  Chairman,  if  I  may  add  to  that,  I  think  it  is  im- 
portant to  point  out  that  the  telephone  industry  in  particular — in 
fact,  I  think  the  entire  communications  industry — has  absolutely  no 
incentive  to  not  cooperate  with  law  enforcement  on  this  issue.  The 
fact  that  the  process  has  not  borne  fruit  in  the  way  that  the  Direc- 
tor would  have  hoped  is  more  of  an  indicator  of  just  how  tough  the 
problem  is,  not  that  the  parties  involved,  certainly  the  telephone 
industry,  are  intransigent  somehow,  in  some  respect,  in  finding 
that  solution. 

Representative  Edwards.  I  find  all  your  testimony  hopeful,  and 
I  think  that  we  have  work  to  do,  Mr.  Chairman.  I  would  yield. 

Senator  Leahy.  Thank  you  very  much. 

As  I  sit  here  listening  to  this,  I  realize  that  we  are  not  that  far 
from  a  time  when  I  am  going  to  be  able  to  sit  at  home,  make  tele- 
phone calls  to  my  children  in  college,  use  the  same  lines  to  balance 
my  checkbook,  and  either  withdraw  money  or  send  it  on  to  pay 
bills,  order  videos,  probably  move  my  medical  records  back  and 
forth  or  get  the  results  of  a  medical  exam  or  set  up  appointments 
for  another. 

Frankly,  I  do  not  want  anybody  to  be  able  to  go  in  and  nose 
around  in  all  that  any  more  than  I  would  want  anyone  to  open  my 
mail  if  the  videos  were  being  mailed  to  me  or  if  my  doctor  was 
sending  my  latest  cholesterol  reports.  Actually,  I  would  be  willing 
to  do  that  because  they  are  very  good.  That  is  about  the  only  thing 
in  this  aging  body  that  is. 

But  there  is  another  part  that  frightens  the  hell  out  of  me,  and 
that  is  letting  the  U.S.  Government  determine  where  our  tech- 
nology goes,  especially  in  telecommunications.  The  highlight  of  the 
U.S.  Government's  telecommunications  has  been  our  military  and 
the  White  House  communication  system.  These  systems  have  been 
decades  behind  what  is  available  at  Radio  Shack  to  buy.  We  have 
ships  that  are  side  by  side  that  cannot  talk  to  each  other. 

The  much-vaunted  telecommunications  system  at  the  White 
House,  up  until  the  very  recent  time,  worked  only  because  you  had 
about  20  times  more  people  than  anybody  in  their  rignt  mind 
would  ever  have  to  run  anything.  Up  to  just  about  a  year  ago  they 
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still  used  a  phone  system  where  you  plugged  in  wires  to  make 
conections.  This  is  the  sort  of  system  advertised  back  in  the  1940's, 
and  in  the  1950's  and  1960's  went  into  the  Smithsonian.  Had  they 
not  been  able  to  find  another  one,  they  could  have  gone  to  the 
White  House  and  gotten  it. 

We  spend  billions  in  communications  for  the  military.  Most  peo- 
ple in  industry  buy  off  the  shelf  far,  far  better  equipment  that 
works  quicker,  better,  and  is  more  versatile.  In  Desert  Storm,  after 
the  millions  we  put  into  our  military  communications  systems, 
what  really  worked  is  when  somebody  just  went  and  got  off  the 
shelf  a  cellular  phone  system.  That  is  the  one  thing  that  they  could 
be  sure  of  working.  But  the  stuff  they  had  that  had  been  designed 
and  superdesigned  and  refined  would  not  work.  And  I  am  con- 
cerned about  a  situation  where  the  Department  of  Justice  is  going 
to  sign  off  on  this.  My  gosh,  the  Department  of  Justice  is  not  filling 
second-,  third-,  or  fourth-level  positions  a  year  or  so  into  a  new  ad- 
ministration. Nothing  against  this  particular  Department  of  Jus- 
tice; it  happens  in  most  of  them.  Can  you  imagine  them  signing  off 
on  new  technology,  determining  whether  you  are  going  to  have  this 
phone  system  or  a  new  one?  We  would  still  be  back  with  rotary 
telephones.  Bring  back  the  princess  phone. 

If  we  thought  the  old  AT&T  was  stodgy  and  behind  the  times, 
which,  of  course,  it  was  because  they  had  a  monopoly,  can  you 
imagine  what  it  would  be  like  if  you  have  some  study  committee 
at  the  Department  of  Justice  determining  whether  with  40  or  50 
or  60  or  100  different  telecommunications  companies  or  high-tech 
companies,  whether  a  particular  technology  could  go  forward? 

So  I  am  concerned  by  that  idea,  and  I  do  not  think,  in  credit  to 
the  FBI,  that  is  really  what  anybody  wants.  But  I  am  afraid  that 
may  be  the  result.  If  we  do  that,  you  are  going  to  find  people  going 
to  Sweden,  Germany,  and  everywhere  else  to  buy  their  communica- 
tions systems  because  we  will  have  fallen  behind,  just  as  we  did 
back  when  we  had  a  monopolistic  phone  company  because  there 
was  no  incentive  to  move  forward. 

Mr.  Neel.  Mr.  Chairman,  I  would  point  out  one  thing.  You  men- 
tioned the  backward  nature  of  the  White  House  telephone  system. 
I  can  tell  you  from  personal  knowledge  that  the  reason  that  system 
exists  is  because  they  felt  like  they  could  not  afford  to  put  in  a 
state-of-the-art  telephone  system.  When  I  was  there,  I  had  a  tele- 
phone that  was  in  the  same  office  during  the  Nixon  administration, 
and  if  the  White  House  cannot  afford  to  upgrade  its  telephone  sys- 
tem, it  is  hard  to  imagine  the  Department  of  Justice  coming  up 
with  many  billions  of  dollars  to  authorize  the  increased  capability 
envisioned  in  this  proposal. 

Senator  Leahy.  Let's  go  back  to  another  point,  though.  Are  the 
telephone  companies  trying  to  deny  the  FBI  this  technology?  Do 
you  know  of  any  phone  companies  that  are  saying  let's  build  our 
switching  systems  this  way  so  the  FBI  or  the  State  police  or  whom- 
ever else  under  proper  court  order  cannot  get  in  here? 

Mr.  Neel.  No,  absolutely  not.  As  I  said,  there  would  not  be  any 
incentive  for  doing  that.  It  would  be  a  huge  public  relations  outcry, 
frankly,  if  you  were  to  do  that.  But  I  would  point  out  one  thing: 
By  exempting  a  broad  range  of  technologies,  as  this  proposal  has 
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done,  you  will  create  an  incentive  for  very  sophisticated  criminals 
to  buy  and  deploy  technology  that  will  evade  this  kind  of  system. 

Senator  Leahy.  This  does  have  large  exemptions. 

Mr.  Neel.  Yes,  absolutely. 

Senator  Leahy.  Now,  phone  companies  have  to  isolate  particular 
lines  for  both  billing  and  maintenance  purposes,  do  they  not?  It 
does  not  make  any  difference  whether  they  are  digital  or  analog? 

Mr.  Neel.  I  believe  that  is  correct. 

Senator  Leahy.  Then  I  would  raise  the  question — and  you  can 
submit  your  answer  on  this  for  the  record  if  you  would  like — ^why 
that  same  technology  could  not  be  used  for  wiretap  capability,  as- 
suming it  could.  Let  me  ask  this  question:  If  you  have  to  isolate 
digital  or  analog  lines  for  both  maintenance  and  billing  purposes, 
do  you  know  of  anybody  within  the  telephone  companies  who,  if 
told  that  they  could  use  that  same  technology  for  wiretap  purposes, 
would  be  opposed  to  that? 

Mr.  Neel.  I  do  not  believe  so.  We  will  certainly  get  further  infor- 
mation about  that  and  get  it  to  you.  But  I  do  not  believe  that  is 
the  case. 

Mr.  Plesser.  Senator,  from  our  research  this  last  summer,  the 
implication  was  that  that  was  really  the  best  protection  for  wiretap 
information,  is  that,  in  fact,  companies  do  have  to  maintain  iso- 
lated bit  streams  for  billing  and  maintenance  purposes,  and  it  is 
essentially  through  those  paths  that  wiretaps  are  made,  and  I 
think  those  are  continuing  in  digital. 

Senator  Leahy.  Are  there  services  in  the  present  systems  that 
are  untappable? 

Mr.  Neel.  In  the  present  system,  I  believe  not. 

Senator  Leahy.  Are  there  features  or  services  being  planned  that 
would  be  untappable? 

Mr.  Neel.  I  cannot  speak  for  the  literallv  thousands  of  compa- 
nies that  have  new  services  technology  on  the  drawing  board.  I  do 
not  know  the  answer  to  that  question.  There  may  very  well  be 
some  entrepreneur  somewhere  who  is  brilliantly  designing  a  piece 
of  equipment  who  would  have  no  reason  to  know  what  the  FBI  may 
or  may  not  want  in  the  future.  So  it  would  be  almost  impossible 
to  know  that. 

Senator  Leahy.  There  are  over  a  thousand  digital  switches  in  use 
in  the  Unites  States  today.  Do  you  know  if  any  interception  orders 
were  served  on  any  of  these  switches? 

Mr.  Neel.  Orders  for  failure  to  comply? 

Senator  Leahy.  No,  were  any  interception  orders  conducted  on 
facilities  using  these  digital  switches?  Is  that  done? 

Mr.  Neel.  Oh,  yes. 

Mr.  Plesser.  All  the  time. 

Mr.  Neel.  That  is  commonplace. 

Senator  Leahy.  And  have  there  been  problems  with  those  or- 
ders? 

Mr.  Neel.  Not  to  my  knowledge.  Other  than,  as  I  mentioned  ear- 
lier, some  possible  delays  to  solve  interim  problems  and  these  ca- 
pacity issues  that  do  not  go  to  the  issue  of  whether  it  is  digital  or 
analog,  I  do  not  believe  so. 

Senator  Leahy.  Speed  dialing,  call  forwarding,  do  those  services 
make  wiretapping  difficult,  if  not  impossible? 
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Mr.  Neel.  Well,  we  do  not  know  if  it  makes  it  impossible.  Clearly 
what  we  do  know  is  that  the  technical  problem  related  to  call  for- 
warding can  be  alleviated  through  a  new  switch  that  would  allow 
the  FBI  to  monitor  the  calls  from  the  switch,  and  we  are  working 
to  make  sure  that  that  technology  is  made  available. 

As  I  mentioned  earlier,  the  software  upgrade  for  that  alone 
would  cost  nearly  $2  billion,  so  we  are  working  on  that,  and  call 
forwarding  has  been  cited  as  a  problem  now  and  in  the  future,  and 
we  think  there  is  a  fix  underway. 

Senator  Leahy.  Under  this  proposal,  whatever  the  cost  of  that  fix 
was,  would  the  U.S.  taxpayers  pay  for  that? 

Mr.  Neel.  I  believe  that  is  correct. 

Senator  Leahy.  Had  this  proposal  been  in  place  when  call  for- 
warding and  speed  dialing  were  first  designed,  would  the  industry 
have  had  to  hold  back  from  marketing  them  until  a  wiretap  solu- 
tion was  found? 

Mr.  Neel.  Well,  I  cannot  imagine  that  any  company  considering 
the  deployment  of  new  product  or  service  that  could  be  facing  a 
$10,000  fine,  much  less  the  kind  of  public  humiliation  that  would 
be  involved  here,  deploying  this  technology  until  the  Justice  De- 
partment certified  it. 

Senator  Leahy.  You  mean  I  would  have  to  learn  my  telephone 
numbers  all  over  again?  I  couldn't  just  hit  line  5  for  a  particular 
phone  number? 

Mr.  Berman.  Excuse  me,  Senator.  I  mean,  it  is  important  to  look 
back  at  the  last  draft.  While  they  have  changed  the  bill  to  make 
it  less  controversial,  they  did  have  a  certification  process,  one  be- 
fore the  FCC  and  the  second  before  the  Attorney  Greneral.  So  the 
specter  of  having  the  telecommunications  industry  taking  its  prod- 
ucts into  the  Justice  Department  and  going  through  a  clearance 
process,  whether  that  is  a  PBX  system  or  something  going  on  with 
the  Internet  or  a  new  computer  chip,  it  was  really  there.  And,  in 
fact,  even  though  this  bill  is  drafted  politically  to  cover  only  com- 
mon carriers,  many  of  the  problems  cannot  be  solved  without  bring- 
ing other  people  to  the  table,  because  the  telephone  company  is  not 
in  the  position  always  to  be  the  most  reasonable  place  to  go  to  get 
the  communications. 

Senator  Leahy.  I  want  to  yield  to  Mr.  Canady,  but  the  concern 
I  have  is  more  of  an  anecdotal  one.  After  20  years  of  dealing  di- 
rectly with  the  Federal  Government,  both  its  civilian  and  military 
parts,  I  have  never  seen  any  organization  that  has  so  consistently, 
so  doggedly,  and  with  such  expertise,  stayed  behind  the  curve  on 
telecommunications  as  the  Federal  Government.  They  have  raised 
it  to  an  art  form.  I  would  be  very  concerned  to  see  the  Government 
in  a  position  of  determining  how  the  rest  of  us  move  into  the  21st 
century. 

Mr.  Canady? 

Representative  Canady.  Thank  you,  Mr.  Chairman. 

I  want  to  thank  each  of  you  for  your  testimony.  It  has  been  very 
interesting,  and  I  think  it  highlights  for  us  how  complex  an  issue 
we  are  dealing  with  here. 

I  will  tell  you  that  I  am  a  little  uncertain  about  whether  you 
think  there  is  a  problem  for  law  enforcement  or  not.  There  were 
discussions,  indications  in  the  testimony  early  on  that  at  that  point 
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led  me  to  believe  that  you  thought  there  was  a  problem  for  law  en- 
forcement and  that  at  a  certain  point  it  might  be  difficult  for  you 
to  comply  with  the  requests  that  they  would  make  as  they  have 
made  in  the  past. 

Then  we  hear  the  indication  that  these  access  points  for  individ- 
ual customers  will  still  be  there,  and  you  will  be  able  to  tap  into 
those  as  you  have  in  the  past.  I  just  want  to  see,  for  me  and  for 
the  other  members  here,  if  we  can  get  a  better  fix  on  whether  you 
think  there  is  going  to  be  a  problem  for  law  enforcement.  I  under- 
stand there  is  a  special  concern  here  about  call  forwarding,  but 
putting  that  aside,  looking  at  the  other  issues,  what  do  you  say  to 
that? 

Mr.  Neel.  Well,  we  do  not  believe  there  is  a  problem  right  now, 
and,  in  fact,  I  think  the  Director  reaffirmed  that. 

Representative  Canady.  My  question  is  not  so  much  right  now, 
because  I  understand — I  think  the  key  point  we  have  to  under- 
stand here  is  this  is  a  rapidly  changing  technology.  The  world  out 
there  is  moving  very  fast.  We  just  spent  time  in  the  Judiciary  Com- 
mittee over  in  the  House  hopefully  helping  move  that  world  for- 
ward in  some  of  the  things  we  are  doing  on  legislation  relating  to 
telecommunications.  But  I  think  what  we  have  to  be  concerned 
about  is  where  this  is  moving,  and  I  think  that  time  is  of  the  es- 
sence here  because  we  need  to  make  certain  that  we  avoid  prob- 
lems that  we  can  avoid  and  we  avoid  expenses  that  we  can  avoid. 

I  would  prefer  and  I  believe  all  of  us  would  prefer  for  this  to  be 
worked  out  in  the  private  sector  without  the  need  for  additional 
legislation.  But  I  am  certainly  and  I  believe  the  other  members 
here  are  also  concerned  about  maintaining  the  capability  of  law  en- 
forcement to  get  the  information  the  way  they  nave  been  getting 
information  since  1968.  And  our  goal  is  to  ensure  that  that  goes  on 
without  disruption  for  a  significant  period  of  time. 

So  don't  just  address  the  way  things  are  now  but  the  way  things 
are  going  to  be  within  the  foreseeable  future,  given  the  technology 
that  exists  and  that  is  going  to  be  implemented. 

Mr.  Plesser.  May  I  just  respond?  Groing  back,  1968  was  a  dif- 
ferent world.  There  was  one  telephone  company.  There  was  one 
person,  one  corporate  entity  that  did  everything.  Today 

Representative  Canady.  I  do  not  know  of  a  time  when  there  was 
one  telephone  company. 

Mr.  Plesser.  Well,  one  primary  telephone  company,  and  a  couple 
of  smaller  ones.  Today,  this  is 

Representative  Canady.  Well,  I  think  that,  quite  frankly,  does  a 
little  in  justice  to  the  entities  such  as  General  Telephone  and  Unit- 
ed Telephone  and  others,  but  you  can  proceed. 

Mr.  Plesser.  Well,  I  was  going  back  to  1968,  and  I  did  not  mean 
to  slight  them. 

There  are  a  lot  of  people  involved  in  telecommunications  today. 
Part  of  the  problem  that  I  think  the  FBI  is  expressing  is  a  concern 
that  not  everybody  has  maintenance  ports  available  to  each  com- 
munications. 

When  I  send  a  call  to  the  west  coast,  it  may  be  on  one  company; 
it  may  be  on  two  or  three  companies.  There  may  be  a  packet 
switching  system.  There  may  be  other  people  canying  parts  of  that 
communication  through  different  pipes. 
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The  issue  addressed  by  this  legislation  and  I  think  the 
concern 

Representative  Canady.  OK,  I  do  not  think  you  are  answering 
my  question. 

Mr.  Plesser.  No,  I  am  agreeing  with  you,  actually. 

Representative  Canady.  If  you  would  not  mind,  let  me  ask  Mr. 
Neel  to  address  mv  question  and  Mr.  Berman  to  address  my  ques- 
tion, the  people  who  have  testified,  and  I  will  be  happy  for  you  to 
make  your  comments. 

Mr.  Neel.  Congressman,  since  there  are  new  products  and  serv- 
ices being  envisioned  on  drawing  boards,  about  to  be  deployed,  po- 
tential future  technologies,  no  one  knows  what  the  potential  prob- 
lems would  be  for  law  enforcement  in  wiretapping.  That 

Representative  Canady.  Well,  let  me  ask  you,  though.  We  know 
about  technologies  that  are  there  and  that  are  planned  for  imple- 
mentation. OK?  People  have  plans.  And  I  understand  from  the  tes- 
timony of  the  Director  that  he  has  been  told  by  people  in  the  indus- 
try that  a  couple  of  years  down  the  road  we  are  not  going  to  be 
able  to  comply  with  requests  that  will  be  made  at  that  time  given 
the  technology  and  the  devices  that  will  be  used  at  that  point.  Is 
that  true  or  not  true? 

Mr.  Neel.  Well,  I  do  not  know  the  specifics  of  what  he  is  refer- 
ring to,  and  he  referred  to,  you  know,  telephone  company  lawyers 
and  lawyers  tend  to  be  extremely  precise  in  not  guaranteeing 
things.  But  the  point  is  this  is  what  the  Quantico  Group  is  exactly 
trying  to  establish  right  now,  what  those  problems  will  be  and  how 
we  address  them. 

Frankly,  even  if  this  proposal  were  to  become  law,  it  would  not 
fix  the  problem.  You  cannot  wave  a  magic  wand  and  say  it  is  done. 

Representative  Canady.  Right  I  understand  that,  and 

Mr.  Berman.  Let  me  answer  the  question. 

Representative  Canady.  Sure. 

Mr.  Berman.  There  are  going  to  be  problems.  There  are  prob- 
lems. We  are  going  from,  you  know,  AT&T  and  Ma  Bell.  We  are 
splitting  into  a  network  of  networks.  And  what  is  running  over  the 
Internet  is  40,000  different  networks.  That  is  running  over  the  tele- 
phone lines  which  the  telephone  company  does  not  control.  There 
are  cable  networks  that  are  going  to  be  in  the  telephone  business. 
That  is  a  new  kind  of  network.  There  are  wireless  networks.  There 
is  enormous  diversity,  and  communications  are  going  to  be  carried 
by  many  kinds  of  providers,  not  just  common  carriers  but  all  kinds 
of  providers.  And  so  there  is  complexity  out  there  of  where  in  the 
stream  do  you  go  and  where  is  the  most  reasonable  place  to  impose 
responsibilities,  and  are  those  technical,  are  they  legal  and  so  forth. 

That  is  why  I  think  it  underscores  that  the  FBI  has  a  problem, 
but  it  does  not  support  a  legislative  proposal  that  says  let's  try  and 
fix  it  for  all  time  in  some  sort  of  industrial  policy  that  says  we 
want  to  control  where  all  these  networks  are  going,  but  rather  sug- 
gests that  the  FBI  has  to  come  up  to  speed  and  learn  a  lot  more 
about  where  network  technology  is  and  get  in  a  much  clearer  dia- 
log with  the  new  computer  and  communications  industry  as  they 
develop  products  and  figure  out  solutions.  I  think  that  is  the  way 
to  go,  and  it  is  not  to  put  a  big  baseball  bat  or  the  power  of  the 
State  in  the  hands  of  the  FBI  or  the  Attorney  General. 
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Representative  Canady.  On  that  point,  I  agree  with  the  thrust 
of  what  you  are  saying.  I  think  this  is  something  that  requires  dia- 
log, and  that  obviously  is  a  two-way  street.  But  given  the  complex- 
ity of  the  situation,  given  the  multitude  of  entities  that  are  in- 
volved, I  am  not  at  ail  certain  that  this  is  something  that  csin  be 
worked  out  by  the  FBI  sitting  down  at  the  table  with  some  people 
and  coming  to  an  agreement.  I  think  that  the  complexity  that  you 
have  described  actually  indicates  that  that  type  of  solution  may  not 
be  possible  and  that  some  type  of  legislation  may  be  required  to 
bring  that  dialog  to  a  focus  so  that  we  can  make  policy  decisions 
about  how  this  is  going  to  be  addressed.  It  may  not  be  the  legisla- 
tion that  the  FBI  has  submitted  at  this  point,  and  I  am  certainly 
not  wedded  to  that. 

Mr.  Neel.  Congressman,  we  would  support  giving  teeth  to  the 
Quantico  process  that  is  in  place  right  now.  That  could  be  one  solu- 
tion here.  Also,  let  me  point  out  that  you  are  exactly  right,  there 
have  been  over  1,100  independent  and  small  telephone  companies 
for  many  decades,  even  when  there  was  just  Ma  Bell,  and  they 
have  been  complying  with  wiretap  requests  as  well.  But  the  pro- 
spective problems  that  could  exist  in  this  network  would  be  a  little 
bit  like  saying,  well,  where  is  war  going  to  break  out  next?  You  do 
not  deploy  enormous  armies  in  500  points  across  the  world  to  pre- 
vent the  potential  of  an  outbreak  somewhere.  To  a  certain  extent, 
this  proposal  says,  well,  we  do  not  know  exactly  what  the  problem 
will  be  and  we  really  cannot  tell  you  exactly  what  specific  technical 
standard  we  want  you  to  comply  to,  we  just  want  to  make  sure  you 
will  do  it  whenever  we  want  it.  And  it  is  a  little  bit  like  using  a 
hammer  when  a  small  wrench  is  really  what  is  required. 

Representative  Canady.  I  understand  your  concerns  with  that, 
and  I  think  that  is  a  legitimate  concern.  I  believe  our  task  is  to  try 
to  focus  on  what  the  problem  is  and  the  ways  that  we  can  come 
up  with  defining  standards  that  are  workable,  that  you  can  be  ex- 
pected to  meet,  and  that  will  still  ensure  that  law  enforcement  gets 
the  information  that  is  needed. 

I  have  taken  longer  than  I  should  have. 

Mr,  Berman.  Can  I  just  amend 

Representative  Canady.  Yes. 

Mr.  Berman.  That  we  make  sure  that  when  we  are  engaged  in 
this  process,  that  we  look  at,  in  this  network  of  networks,  we  also 
have  privacy,  confidentiality,  and  security  problems  of  major  pro- 
portions which  need  to  be  addressed,  and  they  need  to  be  addressed 
in  the  same  technical  and  dialog  between  industry,  government, 
private  sector,  public  interest,  Congress,  that  has  to  go  together, 
that  it  is  not  a  one-sided  effort,  that  we  are  trying  to  keep  the  bal- 
ance that  Congress  struck  when  it  passed  the  Electronic  Commu- 
nications Privacy  Act  in  1986,  which  recognized  a  new  era  of  com- 
munications. If  we  have  to  add  to  that  and  in  a  process  that  keeps 
everyone  up  to  date,  both  on  the  privacy  threats  and  on  law  en- 
forcement threats,  let's  add  that  process  and  address  all  those  is- 
sues at  the  same  time. 

Representative  Canady.  Well,  I  think  it  is  important  that  we  do 
that,  and  I  will  just  conclude  by  thanking  each  of  you  for  your  testi- 
mony. It  has  been  very  helpful.  This  is  something  that  is  going  to 
require  a  lot  of  work  by  all  of  those  who  have  an  interest  in  this, 
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and  I  certainly  will  look  forward  to  working  with  you  to  come  up 
with  something  that  will  protect  all  the  things  that  we  are  seeking 
to  protect — privacy,  the  ability  of  law  enforcement,  and  also  the  vi- 
tality of  our  free  enterprise  system  in  telecommunications — ^because 
all  of  those  are  critical  things  that  concern  us. 

Senator  Leahy.  Senator  Cohen? 

Senator  Cohen.  Thank  you,  Mr.  Chairmsm,  and  thank  you  for  al- 
lowing me  to  sit  in  on  this  hearing.  I  am  not  a  member  of  this  sub- 
committee, but  I  do  have  an  interest  in  the  subject  matter. 

Senator  Leahy.  We  are  delighted  to  have  you  here  and  delighted 
to  have  your  expertise. 

Senator  Cohen.  One  of  the  real  threats  that  we  are  worried 
about  is  big-brotherism.  You  can  have  Big  Brother  in  the  private 
sector  as  well  as  in  the  public  sector.  We  are  mesmerized  by  tech- 
nology. We  are  climbing  Jacob's  ladder  into  a  technological  strato- 
sphere, and  we  are  simply  overwhelmed  and  intrigued  with  the  po- 
tential of  what  we  are  capable  of  achieving,  without  much  concern 
about  what  it  is  doing  to  some  old  and  cherished  values.  While  lis- 
tening to  your  testimony,  I  recalled  that  a  manufacturer  had  de- 
vised an  instrument  you  could  put  on  your  television  set.  The  mo- 
ment you  walked  into  the  room,  the  instrument  started  to  view 
you.  The  purpose  of  it  was  to  monitor  the  habits  of  individuals  as 
they  were  watching  television  to  determine  human  reaction  to  what 
is  on  the  television. 

Some  advertising  firms  were  then  sponsoring  the  idea,  and  it 
struck  me  that  we  are  inching  closer  and  closer  to  "1984." 

You  can  have  a  step  toward  big  brotherism  in  the  private  sector 
where  there  are  no  rules,  and  you  can  have  a  step  toward  it,  of 
course,  in  the  public  sector  where  hopefully  we  will  always  try  to 
strike  the  balance  between  the  need  for  privacy  and  what  Senator 
Leahy  said  in  his  written  statement  about  the  need  to  protect  our 
citizens  against  various  threats. 

My  understanding  is  that  it  is  not  the  purpose  of  the  Bureau  or 
the  intelligence  communi^  to  dictate  the  standards  of  technology, 
but  to  ensure  that  law  enmrcement  walks  in  locked  step  with  tech- 
nology so  that  we  maintain  at  least  the  status  quo,  that  we  do  not 
find  the  FBI  rushing  from  several  hundred  yards  back  trying  to 
catch  up  constantly. 

One  of  the  great  ironies  of  our  society  is  that  we  always  look 
back  in  retroactive  nostalgia  for  what  the  Agency  supposed  to  do 
at  that  time.  I  recall,  for  example,  when  a  DC- 10  dropped  an  en- 
gine over  Chicago.  The  first  cry  was,  where  was  the  FAA?  Then  we 
had  Love  Canal,  where  was  the  EPA?  On  Three  Mile  Island,  where 
was  the  NucleaT  Regulatory  Commission?  We  always  tend  to  look 
back  and  ask,  where  were  the  agencies  that  we  thought  were  pro- 
tecting us? 

Senator  Leahy  mentioned  the  Trade  Center  in  his  opening  re- 
marks. I  recall  during  the  Persian  Gulf  conflict  that  there  was 
widespread  fear  in  this  country  that  we  were  going  to  be  faced  with 
an  ignition  of  certain  cells  that  were  sleeping  in  this  country,  and 
that  people  would  be  dropping  biological  and  chemical  weapons  into 
water  supplies.  What  was  the  FBI  capable  of  at  that  time? 

We  tend  to  place  a  higher  premium  on  our  rights  of  privacy  until 
a  tragedy  strikes  and  then  we  say,  where  were  our  law  enforce- 
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ment  officials?  It  is  always  a  delicate  balance.  How  do  we  strike  the 
right  kind  of  balance?  We  have  tried  to  strike  that  balance  with 
current  technology.  I  am  not  aware  that  the  FBI  has  made  an  in- 
trusive, widespread  violation  into  the  realm  of  privacy  that  is  not 
justifiable.  There  are  certain  procedures  they  have  to  follow.  They 
have  to  go  to  the  court.  That  is  not  an  easy  thing  to  do.  They  have 
to  report  that  to  an  administrative  council  and  so  forth. 

I  don't  want  to  seem  to  be  ignoring  the  need  for  privacy.  My  own 
belief  is  we  are  going  to  find  ourselves  in  a  society  in  the  future 
in  which  you  will  have  an  increase  in  the  level  of  terrorism,  not 
only  abroad  but  here  in  the  United  States.  That  will  call  into  ques- 
tion the  tension  that  normally  exists  between  the  need  for  privacy 
and  the  need  for  protection,  and  it  will  shift  from  time  to  time  de- 
pending upon  the  horrific  nature  of  the  latest  attack  upon  our  citi- 
zens. 

The  FBI  needs  to  try  to  maintain  at  least  a  status  quo  position, 
where  they  are  today,  fearing  where  technology  is  going  tomorrow. 
Frankly,  I  am  not  sure  that  just  because  something  is  possible  it 
is  necessarily  desirable  in  terms  of  preserving  our  values.  Tech- 
nology can  achieve  untold  things,  but  maybe  they  are  inconsistent 
with  cherished  values  that  we  have  had. 

That  is  a  decision  that  we  do  not  make  at  the  governmental 
level.  That  is  something  that  we  have  to  try  to  continue  to  educate 
ourselves  on.  Just  because  we  can  achieve  it,  does  it  mean  we 
should  desire  it? 

One  of  the  fears  of  the  Agency  would  be  that  we  now  have  an 
informal  arrangement.  Mr.  Berman,  you  talked  about  an  informal 
arrangement,  that  we  have  ongoing  talks.  But  these,  I  assume,  are 
voluntary  by  the  companies  who  are  involved.  I  am  not  sure  how 
committees  work  in  your  business,  but  I  suspect  they  work  like  the 
ones  here.  Sometimes  people  show  up  and  sometimes  they  do  not. 
It  is  periodic  at  best.  There  may  be  a  few  members  who  are  very 
conscientious.  There  may  be  a  few  members  who  say  they  are  not 
interested  in  helping  our  law  enforcement  agencies. 

As  the  race  for  superiority  in  technology  continues  to  escalate, 
there  will  be  some  firms  that  say,  we  do  not  want  to  be  a  part  of 
this,  we  got  a  better  deal  than  AT&T  or  whatever  the  firm  might 
be,  and  we  can  get  there  faster  and  not  comply  with  what  these 
responsible  firms  are  trying  to  do  to  accommodate  law  enforce- 
ment's needs.  These  firms  will  also  say,  we  want  to  get  there  first, 
we  want  to  get  there  fast,  and  we  want  to  make  the  biggest 
amount  of  money;  and  if  we  can  market  this  domestically  and 
internationally,  that  is  what  we  are  going  to  do,  and  to  hell  with 
the  FBI  and  law  enforcement. 

There  may  be  a  need  for  legislation  in  some  form.  I  am  not  sure 
it  is  this  specifically,  but  I  would  not  dismiss  it  out  of  hand  by  say- 
ing we  can  operate  informally.  We  may  need  to  have  an  adjust- 
ment. The  legislation  must  neither  hamper  technological  break- 
throughs nor  intrude  in  a  way  that  is  undesirable  in  the  view  of 
most  of  the  American  public. 

Mr.  Berman.  We  have  suggested  the  possibility  of  a  more  formal 
process  with  more  diversity  than  simply  the  telephone  industry, 
the  computer  industry,  Internet,  and  that  process  could  go  on,  ana, 
in  fact,  it  would  be  encouraging  the  FBI  to  catch  up  with  the  tech- 
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nology.  I  am  not  saying  that  they  are  behind  or  are  Luddites,  but 
to  really  create  a  process  that  makes  that  an  ongoing  dialog  that 
is  less  than  informal. 

That  is  different  and  I  think  far  more  acceptable  than  saying 
stop  the  world,  you  know,  we  have  got  to  get  off  here  because  we 
could  lose  control. 

Senator  Cohen.  Technology,  like  time,  cannot  be  stuffed  in  a  bot- 
tle. We  must  recognize  that.  The  real  issue  is:  Can  a  system  be  de- 
vised where  the  law  enforcement  agencies  are  running  in  tandem 
with  technology  to  make  sure  that  technology  is  not  racing  ahead 
so  fast  that  law  enforcement  is  put  at  such  a  severe  disadvantage 
that  it  cannot  fulfill  its  mission  of  protecting  the  American  people? 
Further,  can  we  devise  such  system  in  a  way  that  does  not  unduly 
intrude  into  the  value  we  place  on  privacy?  Obviously,  whenever 
we  allow  the  FBI  or  any  other  agency  to  intrude,  we  knowingly 
give  up  some  of  our  privacy.  We  are  very  conscious  of  this,  and  do 
not  do  this  lightheartedly. 

Mr.  Berman.  We  are  for  that  process,  but  we  have  to  be  on  guard 
on  privacy  grounds.  This  legislation,  as  it  was  drafted,  would  do 
some  very  interesting  things  to  communications.  It  would  permit 
the  FBI  to  move  a  communication  to  a  remote  location  and  pick  it 
up  and  require  networks  design  that.  Now,  that  may  be  the  future, 
but  also  it  would  have  made  Watergate  really  hard  to  uncover  if 
you  could  have  moved  the  communication  from  the  Howard  John- 
son's Hotel  to  some  remote  site  and  no  one  was  ever  able  to  trace 
that  interception. 

Senator  Cohen.  I  do  not  think  that  is  how  Watergate  was  bro- 
ken. That  is  another  matter  altogether. 

Senator  Leahy.  Nor  do  I  think  that  will  determine  which  way 
this  committee  goes, 

Mr.  Neel.  Senator,  I  would  respond  to  one  thing.  In  terms  of  the 
willingness  of  the  private  companies  participating  in  this  forum, 
the  entire  local  telephone  industry  is  represented  at  those  meet- 
ings, and  my  information  is  that  participation  in  that  work  has 
been  enthusiastic  and  that  attendance  is  universal.  I  do  not  think 
our  industry  would  have  any  problems  with  sterner  mandates  for 
participation  in  that  process. 

Senator  Cohen.  Mr.  Chairman,  thank  you  very  much.  I  hope  to 
be  able  to  continue  to  participate. 

Senator  Leahy.  I  appreciate  your  participation,  and  I  appreciate 
the  help  not  only  because  of  our  own  personal  friendship  but  be- 
cause of  your  diligence  on  this  committee  and  your  experience  in 
this  area. 

Nobody  is  suggesting  we  do  away  with  our  wiretap  legislation; 
certainly  I  am  not.  But  even  if  we  can  wiretap  messages  transmit- 
ted over  telephone  lines  or  the  air  waves  if  it  is  cellular,  if  that 
message  is  encrypted,  law  enforcement  might  still  not  have  any- 
thing. I  realize  we  are  talking  about  an  issue  that  is  going  to  be 
before  this  subcommittee  in  another  forum,  but  if  person  A  is  say- 
ing to  person  B  something  that  is  encrypted  with  an  unbreakable 
code,  even  if  you  can  pick  it  up,  even  if  you  can  access  it  with  a 
wiretap,  you  still  have  nothing  except  meaningless  noises. 
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Mr.  Neel.  That  is  correct,  and  clearly  that  represents  a  chal- 
lenge to  law  enforcement  and  to  the  Government  to  determine  the 
degrees  to  which  encryption  should  be 

Senator  Leahy.  The  reason  I  raise  the  point  is  that  even  if  we 
make  sure  that  whatever  is  being  sent  can  be  tapped,  you  still  have 
a  second  problem  if  the  person  sending  the  message  encrypts  it. 
You  still  have  nothing. 

Mr.  Neel.  That  is  correct. 

Senator  Leahy.  Now,  I  might  say  on  the  question  of  this  coopera- 
tive endeavor — and  I  want  to  send  this  message  out  very  clearly — 
I  would  encourage  industry  and  law  enforcement  to  continue  this 
cooperative  effort.  But  I  am  not  prepared  to  support  a  government 
veto  on  telecommunication  technology  advances,  for  a  couple  of  rea- 
sons. One,  the  Federal  Government  nas  historically  stayed  way  be- 
hind the  curve  on  telecommunications  and,  for  that  matter,  com- 
puter technology.  In  a  lot  of  areas,  both  military  and  civilian, 
where  the  Federal  Government  should  be  doing  much  better,  an 
outrageous  amount  of  time  and  effort  and  money  has  probably  been 
wasted  because  we  have  stayed  so  far  behind  the  curve. 

Also,  I  am  not  going  to  hinder  one  of  the  areas  where  the  United 
States  has  been  such  a  great  leader  while  government  officials  try 
to  make  up  their  mind  how  far  we  want  them  to  be  leaders.  So  I 
would  urge  everybody  to  work  on  the  cooperation,  but  I  would  sug- 
gest that  legislation  allowing  government  vetoes  on  technological 
advances  by  the  best  innovative  minds  in  America  is  not  going  to 
occur. 

Incidentally,  the  FBI  Director  estimated  the  cost  to  be  about 
$500  million  over  the  next  3  years  to  make  existing  equipment  and 
systems  wiretap-friendly.  You  say  about  $1.8  billion. 

Mr.  Neel.  I  said  we  think  it  will  cost  $1.8  billion  to  solve  only 
one  part  of  the  call  forwarding  issue  alone,  not  to  mention  any 
other  costs  incurred  through  this.  So  we  think  it  would  be  many 
multiples  of  the  figure  that  the  FBI  cited. 

Senator  Leahy.  In  the  Quantico  Committee,  are  the  huge  dif- 
ferences in  cost  estimates  an  issue  that  is  being  discussed? 

Mr.  Neel.  Yes,  I  believe  it  is.  Surely  cost  is  a  main  point  of  inter- 
est out  there. 

Senator  Leahy.  Because  if  these  costs  get  up  high  enough,  you 
have  probably  got  a  moot  point  facing  us  to  begin  with. 

Mr.  Neel.  Well,  as  I  mentioned  earlier,  no  one  wants  to  put  a 
price  tag  on  the  fight  against  crime,  and  our  industry  is 

Senator  Leahy.  We  do  it  all  the  time.  [Laughter.] 

Mr.  Neel.  Well,  our  industry  would  not  want  to  do  that  in  terms 
of  deciding  whether  it  is  worth  the  Government's  spending  that 
kind  of  money.  But  we  do  think  that  it  is  important  that  you  have 
realistic  numbers  to  know  what  the  taxpayer  exposure  will  be  if 
you  were  to  implement  a  proposal  such  as  this. 

Senator  Leahy.  Let  me  close  with  this  on  needs  of  law  enforce- 
ment. I  would  say  this  to  the  industry  to  add  to  your  incentive  to 
work  very  closely  on  this.  This  is  not  just  a  question  of  finding  out 
where  the  guy  who  held  up  the  branch  bank  might  be  stashing  the 
$50,000,  but  it  could  very,  very  well  be  a  question  of  finding  the 
person  who  is  going  to  blow  up  an  airplane  as  it  is  landing  at  Ken- 
nedy Airport,  or  the  person  who  is  going  to  blow  up  a  convention 
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center  with  2,000,  3,000  or  100,000  people  in  it  to  make  some  polit- 
ical point  dealing  with  concerns  in  a  country  that  most  Americans 
may  not  even  have  heard  about. 

These  are  the  kinds  of  crimes  possible  in  an  era  when  transpor- 
tation is  so  easy  and  where  the  weapons  of  devastation  that  can 
be  used  by  terrorists  are  way  beyond  anything  anybody  thought  of 
when  the  first  wiretapping  was  being  done.  So  the  stakes  are  very, 
very  high  for  our  own  security.  I  have  said  over  and  over  again 
that  a  well-concentrated  terrorist  act  poses  danger  to  our  constitu- 
tional liberties  that  we  have  relied  on  in  our  democracy  for  200 
years.  A  dozen  well-equipped,  motivated,  and  financed  terrorists 
can  pose  more  threat  to  our  democratic  liberties  in  this  country 
than  all  the  armies  arrayed  against  us  in  world  wars  throughout 
this  century. 

Representative  Edwards.  I  would  like  to  point  out  that  the  FBI 
has  done  a  remarkably  successful  job  in  combatting  terrorism  in 
this  country.  We  have  kept  a  careful  count  of  it  in  my  subcommit- 
tee. Fifteen  years  ago,  there  were  several  hundred  incidents  per 
year,  and  now  it  is  down  to  a  handful  each  year.  I  am  going  to  be 
very  interested  in  our  exploring  what  the  other  friendly  countries 
are  doing  about  this  because  they  really  have  a  lot  of  terrorism 
that  puts  ours  to  shame.  Monthly,  in  Europe  there  are  terrorist  in- 
cidents. So  they  must  have  the  same  concerns  that  we  have.  But 
I  say  I  have  great  confidence  in  what  our  sister  subcommittee  in 
the  Senate  is  going  to  do.  I  am  really  honored  that  we  can  work 
together  because  this  is  a  very  difficult  problem,  Mr.  Chairman. 

Senator  Leahy.  It  is,  indeed. 

Gentlemen,  thank  you  very,  very  much. 

Mr.  Berman.  Thank  you.  The  coalition  of  50  organizations  really, 
the  cross-communication,  is  very  anxious  to  work  with  the  commit- 
tee and  the  administration  to  find  a  way  out  of  this  and  to  find  a 
solution  that  balances  these  values. 

Senator  Leahy.  Let  me  tell  you,  nobody  is  more  anxious  to  have 
you  work  closely  together  and  find  a  solution  than  I  am,  because 
I  must  say  that  if  we  have  to  design  a  legislative  solution  today 
that  will  predict  what  technology  will  be  5  or  6  years  from  now,  it 
is  not  going  to  work.  It  would  be  inadequate  for  industry  and  I  am 
afraid  it  would  be  inadequate  for  law  enforcement.  It  would  end  up 
being  a  lose/lose  situation,  and  we  do  not  want  that. 

Mr.  Neel.  Thank  you  very  much. 

Mr.  Berman.  Thank  you  very  much. 

Senator  Leahy.  Our  last  witness  is  William  C.  O'Malley  of  the 
National  District  Attorneys  Association.  We  thought  that  this 
would  be  a  good  name  to  have  this  close  to  St.  Patrick's  Day. 

Also,  as  I  mentioned  to  Senator  Specter  earlier,  I  am  a  former 
vice  president  of  the  National  District  Attorneys  Association,  back 
in  the  distant  past.  I  must  say,  Mr.  Chairman,  I  gave  up  the  honor 
and  glory  of  becoming  president  of  that  association,  which  I  would 
have  had  in  another  year  or  year-and-a-half,  for  the  anonymity  of 
the  U.S.  Senate.  And  for  the  last  20  years,  I  am  not  sure  I  made 
the  right  choice  because  the  most  enjoyable  job  in  government  I 
have  ever  had  was  as  a  prosecutor. 

Representative  Edwards.  From  our  point  of  view,  you  made  the 
right  choice  because  we  could  not  have  gotten  along  without  you. 
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Senator  Leahy.  I  do  not  know  about  that,  but  I  thank  you  very 
much. 

Mr.  O'Malley? 

Mr.  O'Malley.  I  will  say  that  we  will  miss  your  leadership,  too, 
Mr.  Chairman. 

Representative  Edwards.  Thank  you. 

STATEMENT  OF  WILLIAM  C.  O'MALLEY,  DISTRICT  ATTORNEY 
FOR  PLYMOUTH  COUNTY,  MA,  AND  PRESIDENT,  NATIONAL 
DISTRICT  ATTORNEYS  ASSOCIATION 

Mr.  O'Malley.  My  name  is  Bill  O'Malley.  I  live  in  Brockton,  MA. 
I  am  the  district  attorney  of  Plymouth  County,  26  towns  and  1  city 
just  south  of  Boston.  I  have  been  a  prosecutor  for  22  years.  I  am 
the  president  of  the  National  District  Attorneys  Association,  an  or- 
ganization with  7,000  members  who  represent  prosecutors  of  this 
country. 

I  will  begin  by  pointing  out  that  State  and  local  prosecutors  per- 
form more  than  half  of  all  the  wiretaps.  Approximately  60  percent 
of  the  some  850  wiretaps  that  are  authorized  in  the  course  of  the 
average  year  are  conducted  by  district  attorneys  or  State  attorneys. 

In  the  time  I  have  been  a  prosecutor,  I  have  personally  applied 
for  as  district  attorney  or  conducted  as  an  assistant  district  attor- 
ney 25  wiretaps.  They  have  been  focused  in  the  area  of  organized 
crime,  illegal  gaming,  and  loan  sharking  primarily,  and  for  the  past 
10  years  exclusively  in  the  area  of  drug  investigations. 

The  only  tool  that  permits  us  to  get  above  the  retail  level  in  the 
chain  of  distribution  of  illegal  drugs  and  to  get  the  people  who 
bring  drugs  into  this  country,  who  finance  at  the  wholesale  level 
the  purveying  of  illegal  drugs,  is  the  tool  of  wiretapping. 

In  July  1992,  our  board  of  directors  unanimously  passed  a  resolu- 
tion supporting  legislation  that  is  designed  to  ensure  that  law  en- 
forcement agencies  retain  the  capability  of  performing  court-au- 
thorized electronic  surveillance  in  light  of  changes  in  the  tech- 
nology. I  think  that  it  is  critically  important  to  understand  what 
Congress  did  in  1968  when  it  addressed  the  issue  of  balancing  pri- 
vacy on  the  one  hand  and  an  effective  tool  for  law  enforcement  on 
the  other.  And  the  safeguards  that  were  put  in  place  are  such  that 
the  average  person  is  shocked  to  learn  that  there  are  only  some 
800  to  900  wiretaps  in  the  course  of  a  year  and  that  that  includes 
every  Federal  agency,  every  State  attorney  general's  office,  and 
every  local  prosecutor,  between  800  and  900  a  year. 

The  amount  of  paperwork  that  is  required  to  satisfy  the  formal 
requirements  of  title  18,  title  III,  and  the  State  laws  runs  between 
25  and  200  pages.  There  are  three  kinds  of  probable  cause  that 
must  be  shown  before  a  wiretap  order  can  be  issued.  The  States 
are  permitted  in  our  Federal  system  to  grant  greater  protection  of 
rights  of  our  citizens.  They  are  not  allowed  to  grant  greater  author- 
ity to  law  enforcement.  Congress  preempted  the  field.  We  are  now, 
because  technology  is  changing,  revisiting  issues  that  have  been 
very  carefully  balanced  some  25  years  ago.  It  is  this  simple.  With 
1,500-some  companies  providing  services  and  equipment  in  the 
telecommunication  area,  voluntary  agreement  will  never  preserve 
our  capabilities  of  carrying  out  the  authority  give  to  us  25  years 
ago. 
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We  are  in  the  process  of  losing  that.  We  are  in  jeopardy  of  losing 
that  authority.  All  we  seek  is  retention  of  the  authority  that  has 
already  been  granted  and,  frankly,  has  been  proven  very,  very  ef- 
fective in  the  intervening  25  years. 

We  look  to  Congress  for  leadership.  We  need  your  leadership. 
The  alternative  is  to  go  to  court  to  seek  to  enforce  the  requirement 
under  current  law  that  certain  facilities  and  services  be  granted.  I 
have  had  occasion  one  time  where  I  had  information  through  a 
State  trooper  who  worked  for  me  from  an  engineer  for  the  phone 
company  that  a  certain  kind  of  information  could  be  given  to  me. 
I  specified  that  I  wanted  that  provided.  The  phone  company  denied 
that  it  was  technically  capable  of  doing  that. 

I  petitioned  the  court  to  hold  the  phone  company  in  contempt.  It 
took  me  3  months  of  litigation  to  ultimately  get  an  order  compel- 
ling the  company  to  provide  that  service.  It  was  a  cross-frame  unit 
trap.  The  phone  conipany  did  give  me  the 

Senator  Leahy.  What  kind  of  trap? 

Mr.  O'Malley.  Cross-frame  unit  trap.  I  had  two  switching  sta- 
tions in  one  municipality.  Tapping  a  Ime,  I  could  identify  all  out- 
going calls.  I  could  not  identify  the  source  of  incoming  calls.  The 
phone  company  had  the  ability  to  give  me  that.  They  denied  it.  I 
compelled  it.  It  ended  up  being  worthless  by  the  time  I  ultimately 
got  that  after  3  months  of  litigation. 

I  see  the  red  light.  I  am  happy  to  answer  any  questions  that  you 
have.  I  will  tell  you  that  all  we  want  is  the  tools  that  we  have  had 
for  25  years  that  we  have  used  very  responsibly  and  very  effec- 
tively for  25  years,  and  that  is  all  we  are  looking  for. 

Senator  Leahy.  You  understand,  Mr.  O'Malley,  that  we  want  to 
continue  those  tools.  There  is  nobody  on  these  committees  who  is 
opposed  to  wiretaps  continuing  as  we  have  used  them.  I  think 
those  of  us  who  have  had  experience  with  them  from  a  law  enforce- 
ment point  of  view  understand  the  two  things  that  you  stressed: 
one,  their  usefulness,  but,  second,  that  you  go  through  an  awful  lot 
of  hoops  before  you  are  even  allowed  to  get  the  court  order.  It  is 
not  a  case  that  we  sometimes  see  on  the  TV  program  where  some- 
body says,  oh,  yes,  tap  that  phone,  you  know,  and  somebody  runs 
out  and  taps  it.  There  is  a  lot  more  that  goes  into  it,  everything 
from  the  probable  cause  showings  on  through. 

Mr.  O'Malley.  That  is  right,  Chairman  Leahy.  But  I  would  point 
out  that  because  of  change  in  technology,  actually  several  different 
changes  in  technology  but  primarily  the  change  from  an  analog  sys- 
tem to  a  digital  system,  we  are  losing  the  ability  to  effectuate  that 
authority. 

Senator  Leahy.  Have  you  had  experience  of  not  being  able  to  get 
a  tap  because  of  digital? 

Mr.  O'Malley.  I  have  not.  Plvmouth  Coimty  has  not  yet  gone  to 
optical  fiber,  ISDN,  or  some  of  the  new  technologies.  But  I  have 
heard  from  district  attorneys  around  this  country  that  they  have 
had  that  problem. 

Senator  Leahy.  The  cross  trap  that  you  used,  was  that  digital? 

Mr.  O'Malley.  No,  it  was  not.  It  was  hard  wire,  copper  wire, 
twisted  cable,  coaxial. 

Senator  Leahy.  So  the  concern  there  was  the  noncooperation  by 
the  telephone  company? 
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Mr.  O'Malley.  The  phone  company  is  concerned  with  public  rela- 
tions, frankly.  Four  years  ago  discussions  began.  We  have  just  been 
told  it  is  going  to  cost  a  billion  dollars  to  deal  with  the  needs  of 
call  forwarding.  Four  years  have  gone  by.  Where  is  the  help?  We 
cannot  get  all  the  players  at  a  table.  There  is  no  table  big  enough 
to  bring  all  the  people  who  must  be  involved. 

If  I  could  just  make  one  last  comment? 

Senator  Leahy.  Sure. 

Mr.  O'Malley.  We  do  not  want  the  Attorney  General  or  the  De- 
partment of  Justice  to  be  a  policy  regulator  for  industry  in  any 
way.  I  value  and  somewhat  understand  the  emerging  technologies, 
and  I  know  how  vitally  important  they  are  to  the  economy  and  in 
so  many  other  ways  in  this  country.  It  is  like  the  law  of  the  inde- 
pendent contractor.  We  rely  on  their  demonstrated  expertise.  We 
tell  them  that  we  want  a  certain  result,  and  the  result  we  want  is 
continued  access  to  court-authorized  interception.  But  we  leave  the 
means  to  them.  They  can  comply  with  that  result  in  any  way  that 
they  choose,  and,  frankly,  with  all  the  different  technologies  that 
are  involved,  different  solutions  must  be  had.  And  it  is  impossible 
to  prescribe  with  any  particularity  the  means  of  achieving  that  ac- 
cess or  maintaining  that  access. 

Senator  Leahy.  What  you  want  is  if  you  have  a  case  where  you 
can  get  a  court  order  for  a  wiretap,  you  just  want  to  execute  it. 

Mr.  O'Malley.  That  is  all  we  are  looking  for. 

Senator  Leahy.  You  do  not  care  whether  you  put  it  on  the  fifth 
floor  or  the  first  floor,  the  green  box,  the  red  box,  or  the  blue  box. 
You  just  want  the  traffic  off  that  tap. 

Mr.  O'Malley.  We  have  always  climbed  the  poles  ourselves  and 
made  a  physical  connection,  and  with  the  bit  streams  and  the  bi- 
nary flow  of  communication,  rather  than  two  pairs  of  copper  wires 
that  you  can  physically  connect  to,  you  must  connect  at  the  same 
point.  Every  telecommunication  provider  gathers  information  on 
who  initiated  a  communication,  to  whom  they  communicated,  how 
long  it  lasted,  the  date  and  the  time,  because  they  need  that  infor- 
mation for  billing.  They  have  the  capability,  and  they  do,  in  fact, 
get  all  of  that  information.  It  is  at  that  point  that  we,  because  of 
changes  in  technology,  now  must  look  to  make  the  interception. 

In  other  words,  instead  of  climbing  a  telephone  pole,  it  has  to  be 
in  the  switching  station  because  that  is  the  only  point  at  which  a 
particular  conversation  is  accessible. 

Senator  Leahy.  Do  you  know  nationwide  how  many  wiretaps 
have  been  conducted  say  in  the  last  year  or  so  on  digital  switches? 

Mr.  O'Malley.  I  do  not.  I  understand  that  there  have  been  par- 
ticular problems  in  the  Miami-Dade  County  area,  and  basically  in 
the  areas  where  the  transfer  away  from  the  analog  system  to  the 
digital  system  is  most  advanced,  that  is  where  the  problems  have 
been. 

Senator  Leahy.  Mr.  Edwards? 

Representative  Edwards.  Mr.  O'Malley,  thank  you  for  your  testi- 
mony. Your  fears  are  prospective,  though.  You  do  not  have  the  list 
except  for  that  one  rather  stubborn  company  that  just  did  not  do 
what  you  wanted  them  to  do,  and  you  mentioned  other  district  at- 
torneys throughout  the  country  who  you  believe  are  having  current 
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problems  because  of  the  advancement  of  technology  in  the  tele- 
phone business. 

Your  fears  are  prospective  as  to  what  is  going  to  happen  next 
month  or  the  month  after  or  the  month  after,  but  your  testimony 
is  not  that  right  now  you  are  having  problems. 

Mr.  O'Malley.  I  have  not  personally  had  problems.  I  listened  to 
the  Bureau.  Of  course,  I  am  dealing  with  a  very  small  geographical 
area,  as  each  DA  does.  The  Bureau  deals  with  the  whole  country 
and  with  the  state  of  advanced  technology  in  every  part  of  the 
country,  and  they  tell  us  of  problems  right  now. 

Representative  Edwards.  Well,  the  Bureau  said  they  had  91 
problems,  particular  incidents,  and  the  industry  said  they  did  not 
think  they  did  have.  So  we  do  have  a  conflict,  and  that  is  one  of 
the  problems  these  two  subcommittees  are  going  to  have,  being 
prospective  about  something  that  is  going  to  happen.  The  telephone 
companies  say  we  will  take  care  of  it  by  negotiation,  by  the  fact 
that  we  already  are  taking  care  of  these  problems,  and  competition 
and  the  free  market  system  and  our  good  will  and  our  understand- 
ing of  the  seriousness  of  the  matter  will  ensure  that,  without  law, 
we  are  going  to  take  care  of  the  problem.  And  the  FBI  says,  no, 
we  fear  that  the  sky  is  going  to  fall  in,  and  the  telephone  compa- 
nies say  you  are  being  Chicken  Little. 

Mr.  O'Malley.  Respectfully,  it  is  not  an  issue  of  the  sky  fallmg. 
It  is  something  because  of  the  diversity  and  multiplicity  of  organi- 
zations involved,  both  in  the  industry,  hardware  and  service  pro- 
viders, and  in  the  law  enforcement  conmiunity.  It  is  not  something 
amenable  to  resolution  through  discussion.  We  are  asking  for  your 
leadershin. 

Representative  Edwards.  Well,  it  would  be  very  helpful  if  you 
could  ask  some  of  your  members  who  are  having  current  difficulties 
with  the  telephone  companies  because  of  this  particular  problem, 
not  just  because  you  are  having  an  argument  with  them  on  some- 
thing else.  We  would  certainly  like  to  hear  about  it. 
Thank  you  very  much. 
Senator  Leahy.  Mr.  Canady? 

Representative  Canady.  Mr.  O'Malley,  we  appreciate  your  being 
here,  and  we  appreciate  your  perspective  as  a  local  prosecutor  on 
this.  One  thing  that  is  going  to  be  very  helpful  to  us  is  getting  at 
this  issue  that  you  touched  on  when  you  talked  about  the  ability 
of  the  companies  to  get  information  about  where  calls  originate  and 
where  they  are  going  for  their  billing  purposes. 

I  am  not  sure  I  understand,  if  the  companies  are  going  to  con- 
tinue to  have  that  ability,  why  we  cannot  also  tap  into  that  stream 
at  the  same  point. 

Mr.  O'Malley.  We  can.  Congressman  Canady,  if  appropriate 
technical  provisions  for  that  are  made.  And  they  have  not  been 
made,  and  they  are  not  being  made.  And  every  day  that  goes  by, 
the  cost  of  going  back  and  retrofitting  it  increases,  and  that  is  the 
problem. 

The  point  at  which  that  access  can  be  had,  it  cannot  be  had  now 
without  changes  in  the  software.  That  is  what  this  legislation 
would  require. 

Representative  Canady.  That  is  really  the  crux  of  this  issue,  and 
I  appreciate  your  comments  on  that.  One  thing  I  would  say  to  fol- 
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lowup  on  that,  is  that,  I  think  that  although  we  need  to  adequately 
consider  all  aspects  of  this  very  complicated  proposal,  this  is  a  situ- 
ation in  which  time  is  of  the  essence. 

Mr.  O'Malley.  Yes,  it  is. 

Representative  Canady.  Because  if  we  delay  unnecessarily,  I 
think  we  will  find  ourselves  facing  costs  down  the  road  that  we 
could  have  avoided.  So  that  is  why  I  am  very  pleased  that  the  two 
chairmen  have  decided  to  conduct  this  hearing,  and  I  understand 
there  will  be  a  further  hearing  or  further  hearings.  I  believe  it  is 
important  that  we  move  forward  with  addressing  this  issue  and 
bringing  all  the  parties  together  to  try  to  come  up  with  something 
that  will  protect  all  the  interests  that  we  are  dedicated  to  protect- 
ing, the  interest  in  effective  law  enforcement,  the  interest  in  pro- 
tecting privacy,  which  I  think  is  a  concern  that  has  to  be  taken  into 
account,  and  all  of  this. 

Mr.  O'Malley.  We  share  that  concern.  We  are  concerned  with 
that,  too. 

Representative  Canady.  All  of  these  things,  as  well  as  the  con- 
cern about  protecting  the  ability  of  industry  to  move  forward  with 
technological  innovation  that  will  provide  benefits  to  the  consumers 
in  this  country.  We  need  to  make  sure  that  anything  that  we  struc- 
ture does  not  unnecessarily  impede  technological  innovation,  which 
does  provide  us  with  so  many  benefits,  and  that  is  a  very  difficult 
balance  that  we  are  going  to  have  to  strike.  But  I  think  it  is  a  task 
that  we  must  undertake. 

Thank  you. 

Senator  Leahy.  Thank  you,  Mr.  Canady. 

Mr.  O'Malley,  when  you  are  meeting  either  with  the  board  of  the 
NDAA  or  talking  with  your  fellow  prosecutors,  tell  them  to  please 
feel  free  to  send  on  to  me  and  I  am  sure  to  Chairman  Edwards 
their  own  thoughts  on  this,  areas  where  either  they  have  had  a 
real  problem  or  an  area  where  they  found  an  innovative  way  of 
working  around  problems.  We  really  would  like  to  know.  TTiey 
should  feel  free  to  contact  us  and  send  the  information  on  to  us  be- 
cause I  think,  again,  everybody  here,  from  both  bodies  of  Congress 
and  both  parties,  wants  to  be  able  to  meet  the  law  enforcement 
needs  that  we  have  as  a  Nation,  especially  at  a  time  when  crime 
is  becoming  far  more  mobile,  and  far  more  complicated.  Obviously 
we  want  to  be  able  to  have  all  the  law  enforcement  tools  necessary. 

Mr.  O'Malley.  I  will  do  that.  I  appreciate  that.  If  I  could  end 
with  one  last  short  observation? 

Senator  Leahy.  Yes. 

Mr.  O'Malley.  There  has  been  a  great  deal  of  talk  about  privacy 
and  a  concern  about  access  to  increasing  data  that  flows  over  the 
information  highway.  I  would  point  out  that  right  now,  when  I  am 
with  court  authority  intercepting  a  telephone  communication,  you 
may  be  talking  to  your  doctor  about  your  cholesterol,  you  may  be 
talking  to  your  minister  or  your  priest  or  your  rabbi,  you  may  be 
talking  to  your  banker  or  your  attorney  or  anyone  else,  I  am  re- 
quired by  law  right  now  to  minimize  the  intrusion  when  a  commu- 
nication is  nonincriminating.  That  is  a  requirement  that  I  am  held 
to,  a  very  high  standard,  right  now,  and,  of  course,  that  would  con- 
tinue. And  so  the  fact  that  a  new  technology  will  bring  information 
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of  different  kinds  from  one  point  to  another  on  a  different  channel 
will  not  change  the  balance  that  this  Congress  struck  in  1968. 

I  appreciate  the  chance  to  appear. 

Senator  Leahy.  That  is  a  good  point.  I  thank  vou  for  it. 

Incidentally,  I  will  include  in  the  record  a  letter  in  support  of 
new  legislation  from  the  National  Sheriffs'  Association  and  another 
one  from  the  Federal  Law  Enforcement  Officers  Association. 

[The  letters  follow:] 

National  Sheriff's  Association, 

Alexandria.  VA,  March  15.  1994. 

Hon.  Don  Edwards, 

Subcommittee  on  Civil  and  Constitutional  Rights. 

Washington,  DC. 

Dear  Congressman  Edwards:  On  behalf  of  the  22,000  members  of  the  National 
Sheriffs'  (NSA),  I  am  writing  in  support  of  proposed  legislation  that  would  preserve 
lawftil  telecommunications  interceptions.  As  always,  NSA  is  prepared  to  support  leg- 
islation in  the  best  interest  of  law  enforcement  and  the  public. 

For  your  information,  I  have  enclosed  a  copy  of  our  resolution  in  support  of  digital 
telephony  legislation.  I  would  be  most  grateful  if  you  would  keep  me  informed. 

Thank  you  for  your  endeavors  and  support  of  the  nation's  law  enforcement  com- 
munity. 

Sincerely, 

Charles  "Bud"  Meeks, 

Executive  Director. 
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JV-.O-O*- 


NATIONAL  SHERIFFS'  ASSOCIATION 


Resolution 


IK  PUPPORT  or   LKOISLXTIOK  VO  JvBOURS 

TKJJ  CXPliBILITy  or  lAW  EXTORCZMZiNT 

TO  COKTIKUE  TO  ADKINISTKR 

CO?Rr-ADTEORIIED  EL2CTR0KIC  UUSTEILI^UICE 


ITHEKZAfi,  t.^e  sheriff B  are  the  chief  lav  enforceaent  officiiils  of 
their  countieB/cities  and  are  dedicated  to  protecting  /tnd 
eer\'ing  their  constituents  vith  increasingly  greater 
demands  to  coabat  crinfl;  and 

THEREAB,  court-authorired  •l«ctronlc  Burvcillance  is  *»  itejor 
investigative  tool  used  by  fadaral,  etate,  and  local  law 
enforcement;  and 

VSEREAS,  iidvances  in  the  telecocwunications  industry  ere  impeding 
the  ability  of  law  onforcenent  to  iffectivcly  inplttrient 
interception  crdero.*  and 

TEEREiS,  the  national  Sheriff*'  Aseociation  <upport»  proposed 
losiBlation  that  would  ic-ruserCS  lawful  t«i«com»unicAtioriE 
int«rc«ptiona  th«r«for«  maintaining  thu   statue  quo;  and 

THERErORZ/  BE  IT  RESOLVED  that  the  National  Eheriffa'  Association 
urges  the  United  Etates  Congress  to  inmediately  enact 
legislation  proposed  by  the  Federal  Bur«au  of 
Investigation  which  would  clarify  the  duty  of  all 
telecoBOunications  provider*  to  ensure  the  ability  of  law 
enforceaent  to  effectively  continue  to  adninister  court- 
authorlred  intercepts. 


Adopted  at  a  meeting  of  the  nenbership 
This  23rd  Day  of  June,  1993 
Salt  Lake  City,  Utah 
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Federal  Law  Enforcement  Officers  Association, 

New  York.  NY,  March  17.  1994. 

Hon.  Patrick  J.  Leahy, 

Subcommittee  on  the  Technology  and  the  Law, 

U.S.  Senate,  Washington,  DC. 

Dear  Senator  Leahy:  On  behalf  of  the  over  8,000  men  and  woman  of  the  Federal 
Law  Enforcement  Officers  Association,  I  urge  you  to  support  the  proposed  legisla- 
tion entitled  the  "Digital  Telephony  and  Communications  Privacy  Improvement  Act 
of  1994."  ,  ^  .        _^ 

FLEOA  recognizes  that  the  privacy  of  all  Americans  is  of  the  utmost  importance 
and  needs  to  be  protected.  Part  of  that  protection  is  the  responsibility  of  law  en- 
forcement, to  ensure  the  safety  and  security  of  our  communities.  To  accomplish  this, 
law  eriforcement  needs  the  ability  to  thoroughly  investigate  the  criminal  activities 
of  those  that  threaten  our  nation's  domestic  and  national  security. 

The  current  communications  technologv  being  developed  must  provide  for  war- 
ranted interception  by  law  enforcement.  To  do  otherwise  would  be  inviting  disaster. 
In  a  perfect  world  all  of  this  would  not  be  necessary.  Unfortunately,  terrorism  and 
violent  criminal  gang  activity  is  increasing.  , 

Court  authorized  electromc  monitoring  bv  law  enforcementis  essential  in  the  in- 
vestigation of  such  crimes.  The  proposed  legislation  ensures  that  those  providing 
electronic  communication  systems  will  have  the  technicalassistance  necessary  to  ac- 
compUsh  court-authorized  interception  by  law  enforcement.  The  legislation  would 
also  establish  the  same  ground  rules  throughout  the  industry  that  in  turn  would 
ensure  competitive  fairness  between  the  providers. 

Both  law  enforcement  and  the  intelligence  communitv  have  the  responsibility  for 
the  safety  and  security  of  our  nation.  The  providers  of  electronic  communication  sys- 
tems should  also  bear  a  responsibility,  to  make  available  their  systems  for  court- 
authorized  interceptions.  FLEOA  urges  the  adoption  and  passage  by  Congress  of  the 
Digital  Telephony  and  Communications  Privacy  Improvement  Act  of  1994. 

Yours  truly, 

Victor  Oboyski, 
National  President. 

Senator  Leahy.  Anything  else? 

Mr.  O'Malley.  Thank  you  very  much. 

[The  prepared  statement  of  Mr.  O'Malley  follows:] 

Prepared  Statement  of  Hon.  William  C.  O'Malley  on  Behalf  of  the  National 

District  Attorney's  Association 

On  behalf  of  this  country's  elected  prosecutors,  I  wish  to  thank  you  for  this  oppor- 
tunity to  voice  our  support  for  the  Administration's  proposed  Digital  Telephony  and 
Communications  Privacy  Improvement  Act  of  1994.  I  am  BUI  O'Mallev,  District  At- 
torney for  Plymouth  County,  Massachusetts  and  have  served  the  people  of  my  coun- 
ty for  13  years.  In  addition  I  am  proud  to  serve  as  the  President  of  the  National 
District  Attorneys  Association  and  am  here  to  provide  you  with  the  views  of  that 
7000  member  organization. 

In  July  1992,  the  Board  of  Directors  of  our  Association  unanimously  passed  a  res- 
olution supporting  legislation  to  assure  that  our  law  enforcement  agencies  retained 
the  capability  to  perform  court-authorized  electronic  surveillance  in  light  of  the 
emerging  digital  technologies.  I  am  here  to  assure  you  that  our  members,  elected 
to  be  in  the  forefront  in  our  war  against  crime  and  terrorism,  strongly  adhere  to 
our  original  resolution  and  its  articulation  in  this  Act. 

Our  national  consciousness  is  evermore  occupied  by  crime  and  its  tragic  £ifter- 
math.  Poll-after-poll,  survey-after-survey,  reflect  the  fears  and  frustrations  of  the 
citizens  who  elected  all  of  us  to  office.  Now,  you  have  the  opportunity  to  either  help 
answer  those  fears  and  frustrations  or  to  add  to  them.  If  the  law  eriforcement  com- 
munity does  not  have  the  opportunity  to  keep  pace  with  advanced  telecommuni- 
cation technologies  then  tiie  criminals  who  do  have  access  to  this  technology  will 
operate  with  impunity. 

We  are  all  continually  amazed  with  the  almost  daily  announcement  of  techno- 
logical advances.  As  Americans,  we  proudly  hail  the  work  of  our  scientists.  The  "in- 
formation highway"  is  more  than  a  cliche  and  is  rapidly  becoming  the  thread  from 
which  the  fabric  of  our  nation  is  woven.  Having  been  a  leader  in  using  automation 
in  my  office  I  can  assure  you  tiiat  the  law  enforcement  and  legal  communities  are 
and,  will  continue  to  be,  a  part  of  that  enterprise.  We  simply  ask  that  our  scientists 
and  engineers  put  their  enormous  talents  to  work  in  assuring  that  law  enforcement 
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is  not  left  blindfolded.  Wo  support  a  legislative  solution  that  requires  the  tele- 
communications industry  to  meet  law  enforcement's  needs,  but  that  relies  upon  the 
industiy  to  decide  the  most  efficient  and  cost  effective  approach. 

The  debate  about  the  need  for  electronic  svuveillance  in  fighting  crime  has  already 
taken  place.  The  federal  government  and  most  state  governments  have  resolved 
that,  in  certain  cases,  and  as  a  last  resort,  law  enforcement  may  seek  an  impartial 
court  order  to  perform  limited  electronic  surveillance.  District  attorneys  support  this 
cautious,  restrictive  approach.  The  problems  raised  by  new  technologies  should  not 
be  used  as  a  gambit  by  opponents  of  electronic  surveillance  to  reopen  this  debate. 
Further,  claims  by  these  critics  that  prosecutors  seek  increased  use  of  electronic  sur- 
veillance are  simply  not  true.  Let  me  make  it  clear  that  your  district  attorneys  seek 
nothing  more  than  to  preserve  the  surveillance  capability  that  you,  and  most  state 
legislatures,  have  already  authorized.  We  are  not  asking  for  help  to  do  any  addi- 
tional wiretaps  or  pen  registers.  We  are  asking  only  to  preserve  what  Congress  and 
our  state  legislatures  have  determined  is  a  critical  tool  in  fighting  crime. 

This  issue  is  particularly  crucial  to  those  of  us  fighting  crime  at  the  local  level. 
Some  60  percent  of  all  authorized  criminal  wiretap  orders  are  done  by  state  and 
community  law  enforcement  agencies.  Let  me  hasten  to  add  that  the  image  of  a  po- 
liceman attaching  alligator  chips  to  telephone  wires  to  affect  a  surveillance  in  as 
outmoded  as  the  tin-can  phones  of  our  youth.  Electronic  surveillance  is  a  sophisti- 
cated, complicated  operation  not  entered  into  lightly  bv  law  enforcement.  I  would 
note  that  in  addition  to  the  requirement  for  a  court  order  based  on  probable  cause, 
most  local  jurisdictions  have  imposed  further  administrative  requirements  to  pre- 
clude abuse  of  the  surveillance.  Finally  the  very  industry  whose  help  we  seek  today 
serves  as  a  protective  balance.  I  can  assure  you  that  local  law  enforcement  does  not 
have  the  capability  to  directly  intercept  telephonic  communications  and  that  the 
telecommumcation  industry  will  not  provide  the  requested  technical  existence  in  the 
absence  of  a  court  order. 

We,  as  prosecutors  can  provide  many  cases  to  illustrate  how  critical  your  support 
for  the  Act  is  and  will  continue  to  be.  At  the  local  level  the  ability  to  conduct  elec- 
tronic surveillance  has  allowed  the  successful  conviction  of  drug  traffickers  who  poi- 
son our  youth,  of  corrupt  public  officials  to  include  sitting  judges  and  police  officers 
and  RICO  cases  involving  prostitution  and  money  laundering.  The  issue  is  often  lit- 
erally life  or  death.  Electronic  surveillance  is  rarely  used  and  is  typicallv  used  only 
as  a  last  resort  in  difficult  cases.  Judges  authorize  surveillance  only  under  exacting 
standards  reinforced  by  rigid  and  demanding  local  rules  of  accountability.  But  let 
me  assure  you  that  when  electronic  surveillance  is  necessary  the  need  is  vital. 

Criminals  who  victimize  us  as  a  nation  have  access  to  and  do  not  hesitate  to  use, 
the  latest  in  technology.  We,  as  both  citizens  and  as  those  who  work  in  the  daily 
fight  against  crime,  urge  you  not  to  further  handicap  our  police  forces.  We  strongly 
encourage  the  enactment  of  this  comprehensive  legislation.  Anything  short  of  this 
approacn  cannot  gfuarantee  our  ability  to  effectively  enforce  the  laws  of  our  nation 
or  our  ability  to  protect  our  citizens. 

Senator  Leahy.  Thank  you.  ^ 

Representative  Edwards.  Thank  you,  Mr.  Chairman.  " 

[Whereupon,  at  1:25  p.m.,  the  subcommittee  was  adjourned.] 


DIGITAL  TELEPHONY  AND 

LAW  ENFORCEMENT  ACCESS  TO 

ADVANCED  TELECOMMUNICATIONS 

TECHNOLOGIES  AND  SERVICES 


THURSDAY,  AUGUST  11,  1994 

U.S.  Senate,  Subcommittee  on  Technology  and  the 
Law,  Committee  on  the  Judiciary,  Jointly  With 
THE  House  of  Representatives,  Subcommittee  on 
Civil  and  Constitutional  Rights,  Committee  on 
THE  Judiciary, 

Washington,  DC. 

The  subcommittees  met  jointly,  pursuant  to  notice,  at  1:10  p.m., 
in  room  2237,  Rayburn  House  Office  Building,  Hon.  Don  Edwards, 
chairman  of  the  Subcommittee  on  Civil  and  Constitutional  Rights, 
and  Hon.  Patrick  J.  Leahy,  chairman  of  the  Subcommittee  on  Tech- 
nology and  the  Law  presiding. 

Also  present:  Representatives  Coble  and  Canady,  and  Senator 
Pressler. 

OPENING  STATEMENT  OF  HON.  DON  EDWARDS,  A  REPRESENT- 
ATIVE IN  CONGRESS  FROM  THE  STATE  OF  CALIFORNIA 

Representative  Edwards.  The  hearing  will  come  to  order. 

Today,  we  resume  joint  hearings  with  our  Senate  colleagues.  The 
question  before  us  is  how  can  law  enforcement  agencies  conducting 
court-authorized  wiretaps  keep  pace  with  emerging  technolo^es 
while  still  respecting  privacy  and  not  hampering  the  innovation 
that  is  fundamental  to  the  competitive  success  of  American  indus- 
tries. 

Earlier  this  week,  the  ranking  Republican,  Henry  Hyde,  and  I  in- 
troduced legislation  responding  to  these  concerns.  Identical  legisla- 
tion was  introduced  in  tne  Senate  by  Senator  Leahy. 

Some  have  questioned  whether  there  is  a  need  for  this  legislation 
at  all.  I  believe  that  the  need  is  real.  The  General  Accounting  Of- 
fice has  looked  at  the  issue  and  has  found  that  new  technologies 
and  services  do  pose  problems  for  wiretapping. 

The  FBI  has  conducted  an  informal  survey  of  State,  local,  and 
Federal  agencies  and  found  183  instances  in  which  technological 
problems  impeded  court-authorized  wiretaps.  The  FBI  submitted 
this  information  to  us  but  asked  that  it  not  be  publicly  disclosed. 
However,  I  have  received  a  summary  of  the  information  from  the 
FBI  and  the  FBI  has  agreed  it  can  be  released.  I  will  enter  it  in 
the  record  with  my  statement. 
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Finally,  I  believe  that  the  industry  itself  acknowledges  we  have 
a  problem,  as  reflected  by  the  creation  of  an  industry  committee  to 
develop  solutions  for  a  number  of  these  newer  technologies. 

We  listened  very  carefully  over  the  last  several  years  to  the  in- 
terest of  concerned  parties  and  the  bill  before  us  reflects  many  sug- 
gestions from  industry  and  privacy  advocates.  I  must  congratulate 
three  of  the  key  participants  in  this  effort. 

FBI  Director  Louis  Freeh  has  been  sensitive  to  the  concerns  of 
industry  and  privacy.  While  always  insisting  that  law  enforce- 
ment's basic  needs  be  respected  and  met,  he  has  recognized  that 
any  legislation  must  be  narrowly  focused.  He  has  recognized  the 
need  for  flexibility  and  a  reasonableness  standard,  and  this  is  going 
to  be  reflected  in  this  bill. 

Second,  I  must  thank  Jerry  Berman  of  the  Electronic  Frontier 
Foundation  for  putting  together  the  dialog  that  has  brought  us  to 
this  point.  Without  Jerry,  we  wouldn't  have  had  a  balanced  bill 
that  included  privacy  protections. 

Finally,  I  thank  Larry  Clinton  of  the  U.S.  Telephone  Association, 
who  has  worked  with  us  diligently.  There  are  many  provisions  in 
the  bill  that  reflect  the  concerns  of  his  members. 

I  am  personally  comfortable  with  the  bill.  It  is  a  balanced  bill. 
We  have  gone  a  long  way  to  accommodate  the  interests  of  every- 
body. 

Senator  Leahy? 

STATEMENT  OF  HON.  PATRICK  J.  LEAHY,  A  U.S.  SENATOR 
FROM  THE  STATE  OF  VERMONT 

Senator  Leahy.  Thank  you  very  much,  Mr.  Chairman.  I  want  to 
commend  you  for  having  this  hearing  and  the  tremendous  work 
you  have  done.  As  I  said  at  the  time  of  the  crime  bill  conference, 
I  am  one  member  of  the  other  body  who  is  going  to  miss  your  lead- 
ership. Being  a  colleague  of  yours  has  been  one  of  the  great  joys 
of  my  service  here  in  the  Senate. 

Director  Freeh,  at  our  last  hearing  you  identified  digital  teleph- 
ony as  "the  number  one  law  enforcement,  public  safety,  and  na- 
tional security  issue  facing  us  today."  You  and  other  law  enforce- 
ment agencies  told  us  difficulties  we  are  going  to  have  as  we  go 
into  the  next  century  if  we  can't  meet  the  needs  for  wiretapping. 

I  will  tell  you  right  at  the  outset,  I  do  not  want  law  enforcement 
to  lose  its  capability  to  use  this  powerful  tool  in  its  crimefighting 
arsenal.  Having  spent  nearly  a  decade  of  my  own  life  in  law  en- 
forcement, I  know  how  important  it  is.  I  know  that  wiretaps  can 
produce  powerful  evidence  against  our  most  dangerous  criminals  at 
the  lowest  risk  to  the  agents  involved.  We  don't  have  to  make  deals 
with  criminals  or  protect  witnesses  or  expose  agents  to  dangers 
when  the  police  can  convict  criminals  with  taped  words  out  of  their 
own  mouths. 

But  I  also  want  to  make  sure  we  don't  jeopardize  either  impor- 
tant privacy  rights  of  all  Americans  or  frustrate  the  development 
of  new  communications  technologies.  There  was  a  time  when  the 
local  sheriff  could  drive  up  in  his  pickup  truck,  stand  on  the  roof, 
hook  alligator  clips  to  the  phone,  put  on  the  earphones,  and  know 
what  was  being  said. 
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We  got  concerned  there  might  be  a  few  too  many  people  hooking 
on  the  old  alligator  clips  and  passed  wiretap  legislation,  which 
made  it  very  clear  that  you  go  through  the  courts,  you  do  all  the 
things  you  have  to  do.  So  we  passed  the  law  that  protects  people's 
constitutional  rights,  but  then,  the  technology  changed.  We  have 
the  law  but  advancing  technology  is  leaving  law  enforcement  be- 
hind in  its  ability  to  use  that  law. 

Now  you  can  have  a  money  launderer  in  Boston  calling  a  drug 
kingpin  in  Miami  to  arrange  for  a  shipment  of  drugs  to  come  into 
Los  Angeles.  Those  calls  could  be  going  over  microwaves  or  over 
fiber  optic  lines.  Of  course,  if  it  is  digitized,  it  is  a  bunch  of  ones 
and  zeroes,  and  whether  you  have  the  alligator  clips  or  something 
else,  you  are  really  not  going  to  find  out  anything  about  that 
money  laundering,  the  drug  kingpin,  or  any  part  of  the  criminal 
conversation.  That  is  not  what  we  want. 

We  have  tried  to  put  together  a  bill  that  won't  stop  technology 
but  will  help  law  enforcement.  Congressman  Edwards  and  his  staff, 
my  staff,  the  FBI,  telephone  companies,  and  everybody  else  in- 
volved, that  have  spent  hours  on  crafting  a  reasonable  bill  that  will 
assure  law  enforcement's  ability  to  conduct  court-authorized  wire- 
taps. 

It  sets  forth  four  wiretap  capability  requirements  that  tele- 
communication carriers  would  be  required  to  meet,  so  they  would 
know  what  to  do  when  they  set  about  designing  new  equipment. 
Phone  companies  make  sure  when  they  plug  in  new  services  that 
the  phone  system  is  not  shorted  out,  so  that  if  I  use  a  new  service 
to  call  from  my  farm  in  Middlesex,  VT,  to  somebody  in  my  office 
in  Washington,  DC,  we  are  going  to  get  through.  We  are  not  going 
to  short  out  that  system,  but  we  are  also  not  going  to  short  out  ef- 
fective law  enforcement. 

The  privacy  and  security  protections  for  telephones  and  comput- 
ers have  been  expanded  in  ways  that  were  first  recommended  to 
me  by  a  privacy  and  technology  task  force  organized  back  in  1991. 
The  protections  in  the  Electronic  Communication  Privacy  Act  of 
1986  are  extended  to  cordless  phones.  We  take  care  of  questions 
about  the  extent  of  privacy  protection  for  messages  sent  over  a 
computer.  If  you  send  an  E-mail  message  to  somebody,  you  ought 
to  be  protected  the  same  way  you  would  if  you  picked  up  the 
phone.  We  improve  the  privacy  of  mobile  phones  by  expanding 
criminal  penalties  for  stealing  the  service  from  legitimate  users. 
But  we  do  it  without  impeding  innovation  in  telecommunications 
services. 

Under  the  bill,  law  enforcement  agencies  may  not  require  the 
specific  designs  of  telecommunications  systems  or  features  nor  pro- 
hibit adoption  of  such  design  by  any  telecommunications  providers. 
Industry,  not  government  officials,  will  run  the  show. 

I  did  this  because  I  have  always  had  some  frustration  with  what 
we  have  done  with  telecommunications  within  the  Federal  Govern- 
ment. We  have  studiously  tried  to  stay  15  to  20  years  behind  the 
curve.  The  Department  of  Defense  sometimes  at  multi-billion-dollar 
installations  will  have  something  that  looks  like  World  War  II  tele- 
communications. The  only  thing  lacking  is  somebody  turning  a 
handle. 
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Mr.  Neel  knows  what  it  was  like  when  the  administration  went 
to  the  White  House  and  found  that  you  have  a  1950's  system,  so 
poorly  designed  that  when  the  President  asked  if  he  could  get  a 
phone  of  his  own  they  told  him,  certainly,  within  a  few  months 
they  could  have  one.  I  suggested  that  he  call  the  local  telephone 
company  and  he  could  probably  have  it  put  in  that  afternoon. 

So  we  don't  want  that  to  happen,  and  we  are  taking  care  of  many 
questions.  We  are  still  going  to  have  questions  remaining  about 
how  much  it  is  going  to  cost  and  who  is  going  to  pay  for  it. 

Mr.  Chairman,  I  will  put  my  whole  statement  in  the  record  be- 
cause I  suspect  that  we  are  going  to  learn  more  from  the  witnesses 
here  than  what  I  would  have  to  say. 

[The  prepared  statement  of  Senator  Leahy  follows:] 

Prepared  Statement  of  Senator  Patrick  J.  Leahy 

At  our  last  joint  hearing,  FBI  Director  Freeh  identified  the  digital  telephony  issue 
as  "the  niimber  one  law  enforcement,  public  safety,  and  national  security  issue  fac- 
ing us  today." 

The  FBI  and  other  law  enforcement  agencies  have  told  Congress  that  their  ability 
to  conduct  wiretaps  is  being  undercut  by  new  communications  features  and  services 
that  are  designed  with  no  thought  as  to  how  they  might  affect  law  enforcement. 

I,  for  one,  do  not  want  law  enforcement  to  lose  its  capability  to  use  this  powerful 
tool  in  its  crime-fighting  arsenal.  Wiretaps  produce  powerful  evidence  against  our 
most  dangerous  criminals,  at  the  lowest  risk  to  the  agents  involved.  We  don't  have 
to  make  deals  with  criminals,  protect  witnesses,  or  expose  agents  to  danger  when 
police  can  convict  criminals  with  tapes  of  their  own  conversations. 

At  the  same  time  that  I  want  to  assist  legitimate  law  enforcement  needs,  I  want 
to  make  sure  we  do  not  jeopardize  important  privacy  rights  of  all  Americans  or  frus- 
trate the  development  of  new  communications  technologies.  I  believe  the  companion 
bills  Chairman  Edwards  and  I  introduced  on  Tuesday  achieve  those  goals. 

Over  the  past  few  months,  I  have  worked  closely  with  the  distinguished  Chairman 
of  the  House  Judicisiry  Subcommittee  on  Civil  and  Constitutional  Rights,  Don  Ed- 
wards, to  craft  a  digital  telephony  bill.  I  am  always  delighted  to  the  opportunity  to 
work  with  the  Chairman,  whose  hard  work  and  deserved  reputation  for  staunchly 
defending  our  civil  liberties  will  be  sorely  missed  in  Congress  upon  his  retirement 
at  the  end  of  this  session. 

Our  digital  telephony  bills  were  carefviUy  hammered  out  during  numerous  meet- 
ings with  House  and  Senate  staff,  industry  groups,  privacy  and  civil  liberties  advo- 
cates and  the  FBI.  These  parties  have  worked  diligently  and  in  good  faith  in  this 
effort.  It  has  not  been  an  easy  task,  and  we  are  all  continmng  to  work  to  resolve 
this  matter. 

This  bill  ensures  law  enforcement's  continued  ability  to  conduct  court-authorized 
wiretaps  by  setting  forth  four  wiretap  capabiUty  requirements  that  telecommuni- 
cations carriers  would  be  required  to  meet.  This  means  that  when  the  phone  compa- 
nies set  about  designing  and  deploying  new  services  or  features,  they  must  consider 
law  enforcement's  needs  among  the  numerous  other  factors  that  go  into  such  de- 
signs. 

Just  as  phone  companies  make  sure  that  when  they  plug  in  new  services,  the 
phone  system  is  not  shorted  out  so,  too,  we  do  not  want  to  short  the  American  peo- 
ple's need  for  effective  law  enforcement. 

The  bill  also  expands  privacy  and  security  protections  for  our  telephone  and  com- 
puter communications  in  ways  that  were  first  recommended  to  me  by  a  Privacy  and 
Technology  Task  Force  I  organized  in  1991.  The  protections  of  the  Electronic  Com- 
munications Privacy  Act  of  1986  are  extended  to  cordless  phones  and  certain  data 
communications  transmitted  by  radio. 

In  addition,  this  bill  increases  the  protection  for  consvuners  when  they  transact 
their  business  over  the  telephone  or  send  messages  over  their  computers.  If  you  call 
your  bank  to  transfer  money,  send  E-mail  messages  to  an  online  discussion  group, 
or  order  a  movie  from  a  payperview  service,  the  bill  protects  the  privacy  of  your 
transaction. 

The  bill  further  protects  privacy  by  requiring  telecommunications  systems  to  pro- 
tect communications  not  authorized  to  be  intercepted  and  by  restricting  the  ability 
of  law  enforcement  to  use  pen  register  devices  for  tracking  purposes  or  for  obtaining 


Ill 

transactional  information.  Finally,  the  bill  improves  the  privacy  of  mobile  phones  by 
expanding  criminal  penalties  for  stealing  the  service  from  le^timate  users. 

The  bUl  does  all  this  without  impeding  innovation  in  telecommunications  services. 
Under  the  bUl,  law  enforcement  agencies  may  not  require  the  specific  design  of  tele- 
commvmications  systems  or  features,  nor  prohibit  adoption  of  any  such  design,  by 
any  teleconmiunications  provider. 

The  bill  protects  law  enforcement  wiretap  capabilities,  but  defers  to  industry  on 
meeting  those  needs.  Industry,  not  a  government  official,  runs  the  show. 

To  aUay  public  concern  over  the  breadth  of  wiretapping  in  America,  the  entire 
process  remains  subject  to  public  scrutiny,  oversight  ana  accountability.  This  bill  ac- 
complishes this  by  reqviiring  any  standards  or  technical  requirements  that  industry 
adopts  to  insure  wiretap  capability  be  publicly  available. 

Industry  is  not  hobbled  when  innovation  moves  swifter  than  law  enforcement 
needs.  If  industry  is  ready  to  deploy  a  new  phone  feature  or  service,  but  lacks  cur- 
rent technology  to  satisfy  access  for  lawful  wiretaps,  a  court  can  allow  the  tech- 
nology to  go  on  line.  But  if  industry  can  adapt  the  service  to  assist  law  enforce- 
ment— ^it  must  do  so. 

Some  questions  remain  that  need  to  be  explored  at  this  hearing,  including  how 
much  is  this  going  to  cost  and  who  is  going  to  pay  for  it.  The  bill  authorizes 
$500,000,000  toward  implementation  of  any  reqviired  retrofitting  of  the  system  over 
the  next  four  years.  This  is  based  on  Director  Freeh's  previous  testimony  and  the 
FBI's  estimate  of  costs. 

I  look  forward  to  hearing  from  our  witnesses  about  these  cost  issues  and  intend 
to  work  diligentiy  to  resolve  this  matter  this  year. 

Representative  Edwards.  Thank  you,  Senator.  The  gentleman 
from  North  CaroUna,  Mr.  Coble? 

STATEMENT  OF  HON.  HOWARD  COBLE,  A  REPRESENTATIVE  IN 
CONGRESS  FROM  THE  STATE  OF  NORTH  CAROLINA 

Representative  Coble.  Thank  you,  Mr.  Chairman. 

I  don't  have  a  prepared  statement  but  I  will  say  a  word  or  two, 
Mr.  Chairman.  You  and  the  distinguished  gentleman  from  Vermont 
have  pretty  well  echoed  my  view  on  this.  I  share  the  gentleman 
from  Vermont's  concern  in  that  I  in  no  way  want  to  emasculate  or 
weaken  law  enforcement  in  its  capability,  but  I  am  just  as  con- 
cerned and  will  guard  just  as  jealously  the  assurance  that  in  hang- 
ing onto  that  capability  and  even  refining  it,  that  we  don't  trash 
or  scuttle  individual  rights  to  privacy. 

That  has  been  a  very  fine  line,  Mr.  Chairman,  that  we  have  to 
pursue  in  this  area  of  the  law  and  it  has  always  bothered  me,  the 
rights  of  law  enforcement  on  the  one  hand,  which  I  heartily  defend 
and  promote,  but  on  the  other  hand,  I  don't  care  if  it  is  the  biggest 
bum  or  the  biggest  crook  in  town,  we  cannot  trample  individual 
rights  to  privacy.  I  am  very  uneasy  about  that. 

I  realize  safeguards  are  in  place.  Oh,  yes.  Congress  is  taking  care 
of  that.  But  I  wonder,  ladies  and  gentlemen,  how  many  times  that 
when  wiretap  authority  is  granted,  how  many  times  that  is  done 
as  a  result  of  rubber-stamping  it  as  opposed  to  thorough  and  delib- 
erate study  surrounding  the  request  for  the  wiretap.  That  still 
glagues  me.  I  am  not  going  to  give  a  sermon  today,  Mr.  Chairman, 
ut  I  wanted  to  share  that  with  you  all  and  with  our  panel  here 
today. 

Finally,  and  this  is  of  no  small  concern  either,  cost.  This  is  going 
to  cost  a  whole  lot  of  money.  Ladies  and  gentlemen,  in  this  town, 
and  Mr.  Chairman,  you  know  it  as  well  as  I  do,  in  this  town,  bu- 
reaucrats have  a  way  of  recklessly  and  indiscreetly  flashing  out  fig- 
ures. Oh,  this  is  only  going  to  cost  $500  million — only  $500  million, 
that  is,  and  then  by  the  time  the  dust  has  settled  it  is  going  to  cost 
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near  $1  billion.  I  am  not  saying  that  in  this  case,  but  I  am  saying 
that  happens  on  this  Hill. 

So  I  think  we  need,  Mr.  Chairman,  to  be  real  adamant  in  seeing 
to  it  that  what  cost  figures  are  floated  are  accurately  justified  and 
supported  and  defended. 

I  thank  the  chairman  and  I  thank  you  all  for  having  called  this 
hearing  today. 

Representative  EDWARDS.  Thank  you,  Mr.  Coble. 

The  gentleman  from  Florida,  Mr.  Canady? 

STATEMENT  OF  HON.  CHARLES  T.  CANADY,  A  REPRESENTA- 
TIVE IN  CONGRESS  FROM  THE  STATE  OF  FLORIDA 

Representative  Canady.  Thank  you,  Mr.  Chairman. 

I  won't  repeat  the  comments  that  I  made  at  our  hearing  several 
months  ago.  I  will  just  say  that  based  on  a  preliminary  review  of 
H.R.  4922,  it  appears  to  me  that  this  is  legislation  which  does 
strike  an  appropriate  balance  and  that  significant  progress  has 
been  made  in  dealing  with  this  important  issue.  I  will  look  forward 
to  hearing  the  testimony  of  the  witnesses  today.  Thank  you. 

Representative  Edwards.  Thank  you. 

I  think  what  we  will  do  is  introduce  each  of  the  witnesses  just 
before  they  speak,  and  then  after  all  the  statements  have  been 
made,  we  will  have  a  series  of  questions. 

The  first  member  of  the  panel  is  Hon.  Louis  J.  Freeh,  Director 
of  the  Federal  Bureau  of  Investigation.  Welcome. 

STATEMENT  OF  HON.  LOUIS  J.  FREEH,  DIRECTOR,  FEDERAL 
BUREAU  OF  INVESTIGATION 

Mr.  Freeh.  Thank  you,  and  good  afternoon  to  both  Chairman 
Leahy  and  Chairman  Edwards  and  other  distinguished  members  of 
the  panel  as  well  as  your  staffs. 

It  is  a  great  privilege  to  appear  back  here  today,  having  dis- 
cussed this  issue  in  the  Committee  on  March  18,  not  so  long  ago, 
and  to  really  marvel  at  the  remarkable  progress  that  has  been 
made  both  between  the  committee  staffs  and  the  principals  and  my 
colleagues  that  are  sitting  here  with  me  this  afternoon.  I  think  it 
is  a  great  testament  to  the  nature  of  the  process  and  the  good  faith 
behind  the  process  that  such  a  critical  compromise  was  reached 
and  such  an  important  result  has  been  obtained. 

I  have  a  longer  statement  for  the  record,  and  with  vour  permis- 
sion, I  will  just  highlight  some  of  the  points  which  I  have  already 
made  and  now  which  I  can  make  in  the  framework  of  this  legisla- 
tive proposal. 

We  believe  that  the  legislation,  as  introduced  this  past  Tuesday, 
offers  the  strongest  investigative  assurances  that  the  authority 
which  Congress  gave  us  in  1968  will  continue  unimpeded  by  tech- 
nology. The  issue  before  the  Congress  and  before  the  public  is  the 
updating  of  the  technical  assistance  requirement  embodied  in  the 
statute,  but  of  course  changed  by  technology. 

I  think  that  a  delicate  but  critical  balance  has  been  achieved  be- 
tween public  safety  and  privacy  and  constitutional  rights.  If  you 
look  at  the  bill  simply  and  graphically,  there  are  ten  provisions. 
Four  provisions  are  addressed  to  law  enforcement;  the  other  six  to 
privacy.  Even  within  the  law  enforcement  provisions,  there  are  all 
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of  the  safety  valves,  both  to  encourage  cooperative  design  and  de- 
velopment but  also  to  prevent  by  a  safe  harbor  provision  the  pen- 
alties to  any  member  of  the  community,  particularly  the  common 
carriers  or  the  equipment  suppliers  and  manufacturers,  so  if  they 
are  unable  to  achieve  a  certain  agreed-upon  standard,  either  be- 
cause of  technological  problems  or  funding  problems,  they  are  pro- 
tected. That  is,  by  my  own  admission  today,  a  vast  improvement 
as  to  the  proposal  made  in  the  legislation  which  we  discussed  ear- 
lier this  year. 

Without  question,  and  I  need  not  repeat  this,  court-authorized 
electronic  surveillance  is  a  critical  law  enforcement  and  public  safe- 
ty tool.  I  think  we  have  reached  a  remarkable  compromise  and 
achievement  in  preserving  that  tool  as  it  has  existed  since  1968 
and  yet  balancing  all  the  technology  and  privacy  concerns  which 
are  so  precious  to  all  of  us. 

The  legislation,  in  our  view,  is  not  just  a  compromise  but  a  vic- 
tory for  ^1  of  the  interests  involved.  The  legislation  reflects  reason- 
ableness in  every  provision:  The  limited  but  appropriate  scope  of 
coverage,  the  longer  compliance  period — 4  years  as  opposed  to  3, 
the  specifically-articulated  law  enforcement  capacity  requirements, 
and,  as  I  mentioned,  the  creation  of  a  safe  harbor  for  industry 
through  the  use  of  technical  requirements  developed  cooperatively 
between  law  enforcement  and  industry  standards  has  now  been 
achieved.  All  are  very  reasonable  and  practical  solutions  to  difficult 
problems. 

Further,  the  administration  proposed  and  your  bills  include  a 
mechanism  for  reimbursing  carriers  for  making  modifications  nec- 
essary to  achieve  compliance  during  a  more  flexible  compliance  pe- 
riod. In  my  view,  reimbursement  is  desirable  if  we  are  to  meet  the 
concerns  of  industry  and  still  maintain  effective  law  enforcement, 
ensuring  the  public  safety  and  protecting  national  security.  I  be- 
lieve the  proposed  reimbursement  should  be  viewed  as  a  substan- 
tial effort  to  assist  industry  in  meeting  the  technical  assistance  re- 
quirement imposed  by  Congress. 

We,  too,  are  extremely  concerned  and  appreciative  with  respect 
to  the  estimated  costs  which  would  be  necessary  to  fund  this  pro- 
posal. I  think  with  respect  to  that  concern,  I  would  draw  very  heav- 
ily from  the  excellent  GAO  report  which  has  been  furnished  by  my 
colleague  to  note  that  the  costs,  obviously,  will  be  directly  related 
to  the  solutions. 

It  seems  to  me  that  with  the  cooperative  spirit  and  the  momen- 
tum which  we  have  achieved  in  the  discussions  of  this  legislation, 
the  setting  of  standards  and  the  absolutely  priority  goal  of  achiev- 
ing the  most  efficient  cost-saving  methods  to  achieve  them  can  be 
attained.  Working  between  the  industry  and  the  law  enforcement 
and  the  standards-setting  bureaus,  I  believe  that  we  can  achieve 
great  efficiency  and  I  am  hopeful  that  even  the  estimated  costs, 
which  we  have  said  could  vary  from  $300  to  $500  million,  could  be 
reduced  perhaps  with  that  cooperation  with  the  efficiency  and  with 
focusing  on  the  most  difficult  law  enforcement  objectives  that  need 
to  be  achieved. 

With  respect  to  the  security  systems  involved  in  these  provisions, 
as  pointed  out  by  both  chairmen,  they  do,  in  fact,  enhance  privacy 
and  security  by  requiring,  for  instance,  that  switch-based  intercept 
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efforts  be  activated  only  with  the  affirmative  intervention  of  a  car- 
rier employee,  thereby  leaving  the  controls  to  these  systems  within 
the  purview  and  jurisdiction  of  the  telephone  companies  and  not 
the  law  enforcement  agencies. 

Enhanced  privacy  protection  regarding  governmental  access  to 
stored  transactional  records  is  included,  which  again,  by  my  own 
admission,  is  a  vast  improvement  from  the  initial  draft  which  the 
Government  proposed. 

There  is  the  requirement  to  utilize  pen  register  technology  when 
reasonably  available  that  restricts  the  recording  of  electronic  im- 
pulses to  the  dialing  or  signaling  information  used  in  call  process- 
ing. Location  information  associated  with  the  use  of  cellular  or  mo- 
bile communications  incidental  to  the  execution  of  pen  register 
court  orders  is  now  excluded,  another  important  improvement. 

Finally,  there  are  a  number  of  privacy-enhancing  amendments  to 
the  Electronic  Communications  Privacy  Act  of  1986.  After  numer- 
ous meetings  and  drafting  sessions  with  your  excellent  and  able 
staffs  with  the  telecommunications  representatives,  the  privacy  ad- 
vocates, a  balanced  legislative  language  has  been  developed.  We  all 
recognize  that  this  was  and  is  a  difficult  issue  and  one  where  each 
of  the  parties  involved  approached  with  not  just  the  wisdom  but 
the  spirit  of  compromise.  Public  safety  demands  that  the  legislative 
solution  be  found  now. 

I  would  like  to  take  this  time  to  commend  you.  Chairman  Ed- 
wards, Chairman  Leahy 

Senator  Leahy.  You  are  scaring  him  away.  Director. 

Mr.  Freeh.  That  is  why  I  changed  the  order  of  it.  [Laughter.] 

Mr.  Freeh.  I  commend  you  for  the  remarkable  stewardship,  wis- 
dom, and  leadership  that  you  have  shown,  which  is  appreciated  by 
all  the  parties  represented  here  at  the  table. 

Just  as  important,  I  would  like  to  thank  very  sincerely  your  very 
able  staffs,  Jim  Dempsey  and  Beryl  Howell  who  are  present  in  the 
hearing  room,  Nelson  Cunningham  and  Ken  Mendelson  who  I  don't 
see  but  who  were  equally  able,  competent,  extremely  patient,  and 
imaginative  in  solving  what  I  admit  was  a  most  difficult  problem. 

Your  efforts  will  ensure  our  continued  ability  to  protect  lives, 
property,  and  the  national  security.  We  will  also  continue  in  that 
protection  without  giving  the  law  enforcement  authorities  any  addi- 
tional jurisdiction  or  ability  to  conduct  such  investigations  and 
meanwhile  balancing  those  necessary  tools  against  critical  privacy 
and  constitutional  rights. 

We  are  just  delighted  and  complimentary  to  you  and  my  col- 
leagues here  for  what  we  admit  is  not  only  a  much  better  product 
than  we  came  up  with  but  one  which  is  more  likely  to  do  the  job. 
Thank  you. 

[Mr.  Freeh  submitted  the  following:] 

Prepared  Statement  of  Louis  J.  Freeh  on  Behalf  of  the  Federal  Bureau  of 

Investigation 

Mr.  Chairmen,  let  me  thank  you  for  providing  me  this  opportunity  to  again  dis- 
cuss with  you  one  of  the  most  important  issues  facing  law  enforcement  todajr.  I  also 
want  to  express  my  appreciation  at  the  outset  for  the  commitment  and  efK)rt  that 
you,  your  subcommittees,  and  your  staffs  have  made  in  assisting  law  enforcement, 
and  in  particvilar  the  FBI,  in  achieving  a  successful  resolution  of  this  very  difficult 
and  extremely  important  issue. 
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As  you  recall,  on  March  18,  1994,  I  appeared  before  you  and  provided  a  detailed 
statement  for  the  record  explaining  the  tremendous  importance  of  covut  authorized 
electronic  sxirveillance  to  law  enforcement,  tJie  technological  impediments  that  have 
been  impacting,  and  will  continue  to  impact,  such  surveillance,  and  the  dire  con- 
sequences to  effective  law  enforcement,  tne  public  safetv,  and  the  national  security 
if  no  binding  solution  to  this  problem  is  obtained.  Fxirther,  on  March  25,  1994,  the 
administration  formally  transmitted  to  the  Congress  a  legislative  proposal  to  ad- 
dress this  critical  issue.  I  believe  that  the  legislation  that  has  subsequently  evolved, 
and  that  was  introduced  in  both  houses  of  Congress  this  past  Tuesday,  offers  strong 
assurance  that  this  important  investigative  technique  will  be  preserved  while  at  the 
same  time  also  ensuring  that  the  pnvacy  of  law  abiding  telephone  users  remsdns 
fully  protected  and  that  the  telecommunications  industry  remains  fully  competitive, 
both  aomestically  and  internationally. 

As  I  have  previously  indicated,  court  authorized  electronic  surveillance  is  one  of 
law  enforcement's  most  important  and  effective  investigative  techniques  and  is  often 
the  only  way  to  prevent  or  solve  the  most  serious  crimes  facing  today's  society.  Be- 
cause of  advances  in  telecommunications  networks,  the  introduction  and  deployment 
of  new  digitally-based  technologies,  services  and  features,  law  enforcement's  ability 
to  conduct  court  authorized  surveillance  is  being  threatened.  Industry  representa- 
tives have  acknowledged  that  existing  networks  eind  networks  planned  for  the  fu- 
ture prevent  common  carriers  fix)m  being  able  to  comply  with  court  orders  and  pro- 
vide law  enforcement  with  the  needed  access  to  all  communications  and  dialing  in- 
formation set  forth  in  the  orders. 

Over  the  past  decade,  we  estimate  that  several  hundred  court  orders  have  been 
frustrated,  either  in  part  or  in  whole,  by  various  technological  impediments.  A  re- 
cent informal  survey  conducted  by  the  F'bI,  and  updated  this  spring,  identified  183 
incidence  were  Federal,  State,  and/or  local  law  eniorcement  haa  been  frustrated  by 
such  technological  impediment  and  that  number  is  ever  increasing. 

I  believe  the  legislation  before  yon  carefully  balances  the  legitimate  concerns  of 
law  enforcement,  the  telecommumcations  industry,  and  privacy  advocates.  It  is  the 
product  of  intense  discussion,  give  and  take,  and  compromise  by  all  parties  involved, 
you,  your  staffs,  the  FBI  and  those  representing  privacy  and  industry  interests  have 
worked  extremely  hard,  and  I  believe,  been  flexible,  in  order  to  reach  a  satisfactory 
legislative  solution  which  addresses  the  public  safety  concerns  of  the  law  enforce- 
ment community  and  eiffords  great  privacy  protection  to  telephone  users.  I  believe 
that  we  have  clearly  demonstrated  that  technological  impediments  to  electronic  sur- 
veillance indeed  exist,  that  Federal  legislation  is  the  only  realistic  solution  and,  as 
I  indicated  on  March  18th,  that  from  the  outset  we  have  been  willing  to  accommo- 
date every  reasonable  concern  raised  by  the  telecommunications  industry  and  pri- 
vacy advocates. 

Indeed,  I  believe  that  a  hallmark  of  vour  legislation  is  reasonableness.  The  lan- 
guage of  the  legislation  reflects  reasonableness  in  every  provision.  For  example,  the 
coverage  of  the  legislation  focuses  on  common  carriers — entities  that  historically 
have  been  subject  to  regulation.  We  have  acknowledged,  as  have  your  subcommit- 
tees, that  almost  all  of  our  electronic  surveillance  proolems  have  occurred,  and  will 
continue  to  occur  in  the  foreseeable  future,  in  the  networks  and  systems  of  common 
carriers,  therefore,  this  legislation  does  not  unreasonably  and  unnecessarily  call 
upon  small  private  branch  exchange  (PBX)  operators,  pure  computer  networks,  or 
private  networks  to  alter  their  systems  and  networks.  Even  witlun  common  carrier 
networks,  we  have  agreed  to  language  which  reasonably  limits  carrier  responsibil- 
ities in  certain  key  areas.  The  legislation  does  not  require  common  carriers  to  sat- 
isfy the  electronic  surveillance  re<juirements  by  assuring  access  to  targeted  commu- 
nications where  the  communications  link  is  one  that  exclusively  is  dedicated  to 
interconnecting  carriers  and  private  networks,  second,  information  services  are  ex- 
cluded, and  tmrd,  with  regard  to  cellular  communications  that  are  handed  off  to 
other  common  carriers  or  to  other  service  areas,  we  have  agreed  to  language  which 
specifies  that  the  initial  carrier  need  not  artificially  reroute  communications,  and  we 
have  settied  upon  being  advised  as  to  identity  of  the  new  carrier  when  such  a  hand- 
off  occurs. 

Because  some  carriers  have  expressed  a  concern  about  meeting  these  require- 
ments within  three  years,  as  originally  proposed  by  the  administi-ation,  we  have 
agreed  to  language  which  extends  this  period  to  four  years,  and  which  also  permits 
a  carrier  to  request  an  extension  of  up  to  two  more  years  where  the  carrier  can 
show  that  good  faith  and  reasonable  efforts  require  more  than  the  four-year  period. 

We  have  also  agreed  to  language  which  expUcitiy  states  that  law  enforcement  may 
not  dictete  or  require  the  specific  design  oi  features  or  system  configurations,  nor 
may  law  enforcement  prohibit  the  adoption  of  any  feature  or  service.  As  I  have  said 
on  numerous  occasions,  law  enforcement  has  no  intention  of  becoming  a  technology 
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CZAR  or  of  regulating  the  development  of  new  and  beneficial  telecommunications 
systems,  services  or  features. 

Because  telecommunications  industry  representatives  have  expressed  a  concern 
that  the  administration's  proposal  did  not  specifically  address  the  capacities  require- 
ments that  would  be  placed  on  each  carrier,  we  developed,  and  the  legislation  in- 
cludes, provisions  which  clearly  place  an  affirmative  responsibility  on  me  Attorney 
General  to  advise  carriers  of  law  enforcement's  specific  capacity  requirements  with- 
in the  first  year  after  enactment  of  the  legislation.  These  provisions  will  furnish  car- 
riers both  with  our  short-term  needs  and  our  longer  range  capacity  requirements, 
such  that  the  required  capacity  will  not  be  needlessly  undersized  or  oversized. 

We  have  agreed  to  language  regarding  carrier  reuance  upon  industry-based  tech- 
nical requirements  and  standards  that  meet  law  enforcement's  requirements  which 
serve  as  a  so-called  "safe  harbor"  for  carriers  and  prevent  needless  concern  about 
civil  liability  exposure  where  good  faith  efforts  are  made  to  comply  with  such  tech- 
nical requirements  or  standards.  Further,  in  case  of  any  dispute  with  regard  to  such 
technical  reqxiirements  or  standards,  any  person  may  petition  the  FCC  to  institute 
proceedings  to  resolve  any  conflict  and  establish  appropriate  requirements  or  stand- 
ards consistent  with  the  electronic  surveillance  requirements  set  forth  in  the  legisla- 
tion. 

With  regard  to  enforcement,  we  have  agreed  to  language  that  allows  a  carrier  to 
prevent  the  issuance  of  an  enforcing  court  order  under  circvimstances  where  alter- 
native technologies  or  technical  capabilities  exist  or  where  the  law  enforcement  re- 
Siirements  are  better  met  by  another  carrier.  Further,  such  an  order  would  be  pre- 
uded  where  compliance  is  not  reasonably  achievable  through  the  application  of 
available  technology  and  timely  action  has  been  taken.  Finally,  an  enforcement  ac- 
tion is  flatly  precluded  where  uie  capacity  demands  exceed  those  for  which  the  car- 
rier has  been  provided  notice.  In  any  case,  before  a  court  can  assess  a  civil  penalty 
it  would  be  required  to  take  into  account  the  nature,  circumstances,  and  extent  of 
the  violation,  and,  with  respect  to  the  violator,  ability  to  pay,  good  faith  efforts  to 
comply  in  a  timely  manner,  effect  on  ability  to  continue  to  do  business,  the  degree 
of  culpability  or  delay  in  undertaking  efforts  to  comply,  and  other  matters. 

Perhaps  of  greatest  concern  to  the  telecommumcations  industry  is  the  issue  of 
cost.  We  all  recognize  this  is  a  highly  competitive  industry  and  that  the  issue  of  cost 
had  to  be  addressed  to  make  this  solution  practical.  The  administration  proposed 
a  mechanism  for  reimbursing  carriers  for  making  the  modifications  necessary  to 
achieve  compliance  during  the  specified  compliance  period.  Your  bills  do  likewise 
and  includes  a  well  thought  out  dispute  resolution  process.  In  my  view,  reimburse- 
ment is  desirable  if  we  are  to  meet  the  concerns  of  industry  and  still  maintain  effec- 
tive law  enforcement,  ensure  the  public  safety,  and  protect  national  security.  For 
other  public  welfare  and  safety  issues,  such  as  tiie  installation  of  sprinkler  systems, 
smoke  detectors,  fire  alarms,  fire  escapes,  safety  belts,  and  air  bags,  to  name  but 
a  few,  industry  has  been  required  to  meet  these  obligations  without  the  benefit  of 
this  type  of  solution.  I  believe  the  proposed  reimbursement  should  be  viewed  as  a 
substantial  effort  to  assist  industry  in  meeting  the  "technical  assistance"  require- 
ment placed  on  carriers  by  Congress  some  twenty-five  years  ago. 

We  have  also  been  very  willing  to  address  the  concerns  of  privacy  advocates, 
which  the  provisions  of  your  legislation  make  clear.  PHrst  of  all,  there  is  the  basic 
requirement  that  carriers  fulfiU  their  electronic  surveiUance  assistance  require- 
ments in  a  manner  that  protects  the  privacy  and  security  of  communications  and 
information  of  all  subscribers  whose  communications  are  not  authorized  to  be  inter- 
cepted. Second,  there  are  systems  security  provisions  which  enhance  privacy  and  se- 
curity by  requiring  that  all  electronic  surveillance  efforts  initiated  in  switching 
Premises  be  activated  only  with  the  affirmative  intervention  of  a  carrier  employee, 
hird,  enhanced  privacy  protection  is  included  with  regard  to  governmental  access 
to  any  interactive  transactions  for  which  a  carrier  may  keep  a  record.  Fovulh,  law 
enforcement  is  required  to  utilize  pen  register  technology,  when  reasonably  avail- 
able, that  restricts  the  recording  or  decomng  of  electromc  or  other  impulses  to  the 
dialing  or  signaling  information  utilized  in  call  processing.  Fifth,  the  assistance  re- 
quirements in  these  bills  exempt  the  provision  of  any  location  information  associ- 
ated with  the  use  of  cellular  or  mobile  communications  incidental  to  the  execution 
of  pen  register  court  orders.  Finally,  there  are  a  number  of  privacy  enhancing 
amendments  to  the  electronic  communications  privacy  act  of  1986,  the  foremost  of 
which  is  the  conferring  of  privacy  protection  on  the  radio  portion  of  cordless  tele- 
phone communications. 

Aft«r  numerous  meetings  and  drafting  sessions  with  your  staff",  telecommuni- 
cations industry  representatives,  and  privacy  advocates,  balanced  legislative  lan- 
guage has  been  developed  that,  I  believe,  is  acceptable  to  the  affected  parties.  We 
all  recognize  that  this  issue  is  a  difficult  one,  one  which  each  of  the  parties  ap- 
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proaches  from  a  distinctly  different  vantage  point.  All  parties  have  work  hard  and 
all  have  been  flexible,  it  is  understandable  that  a  small  number  mav  not  be  enthu- 
siastic or  strong  advocates  for  legislation.  However,  public  safety  demands  that  a 
legislative  solution  be  found  and  found  quickly.  I  believe  that  this  is  whv  everyone 
made  concessions  and  reached  acceptable  compromises.  I  also  believe  that  this  is 
why  all  acknowledge  that  your  legislation  is  reasonable  and  acceptable  as  a  means 
of  resolving  this  critical  law  enforcement  problem  in  light  of  the  competing  concerns 
and  considerations. 

Once  again,  I  would  like  to  personally  thank  both  Chairman  Edwards  and  Chair- 
man Leahy,  the  members  of  me  Subcommittees  and  your  staffs,  in  particular  Jim 
Dempsey,  Beryl  Howell,  Nelson  Cunningham  and  Ken  Mendelson,  for  taking  on  this 
difficult  issue  and  for  your  unwavering  support  for  the  enactment  of  legislation  to 
resolve  this  problem  during  this  session  of  Congress.  This  is  a  "drop  dead"  issue  for 
law  enforcement.  Your  efforts  will  ensure  law  enforcement's  continued  ability  to  pro- 
tect the  American  public  and  safeguard  our  national  security  through  the  use  of  this 
vital  investigative  technique,  while  being  ever  mindful  of  legitimate  privacy  and  in- 
dustry concerns.  At  this  time  I  would  welcome  any  questions  you  may  have. 

Digital  Privacy  and  Security  Working  Group, 

Washington,  DC,  March  11,  1994. 

Mr.  Louis  J.  Freeh, 

Director,  Federal  Bureau  of  Investigation, 

Washington,  DC. 

Dear  Director  Freeh:  This  letter  is  a  follow-up  to  our  letter  of  March  9,  1994 
to  President  Clinton  and  Vice  President  Gk>re  (a  copy  is  attached).  While  we  do  not 
believe  that  new  legislation  is  needed  to  accomplish  the  FBI's  goals,  we  take  this 
opportvinity  to  more  specifically  raise  some  of  the  questions  that  should  be  answered 
in  pursuing  any  digital  telephony  legislation.  The  draft  that  the  White  House  has 
given  us  for  comment  is  overly  broad,  and  it  is  our  hope  that  this  letter  will  assist 
m  narrowing  tiie  scope  of  any  legislation. 

While  we  nave  adaitional,  important  questions  and  concerns,  this  letter  sets  forth 
our  primary  concerns. 

(1)  Shovild  digital  telephony  legislation  reach  "call  setup  information"  independ- 
ently of  a  "Title  IIF  search  warrant? 

The  New  York  Times  of  February  28,  1994  quotes  you  as  stating,  "My  real  objec- 
tive is  to  get  access  to  the  content  of  telephone  calls."  The  bill  should  therefore  be 
limited  to  content  of  communications  and  incidental  call  setup  or  transactional  data. 

Legislation  should  apply  to  "call  setup  information"  only  when  that  information 
is  incident  to  a  warrant  issued  for  wire,  oral,  or  electronic  communications  as  set 
forth  in  18  U.S.C.  §2518.  Extending  the  legislation's  scope  beyond  the  acquisition 
of  content  (pursuant  to  a  warrant  under  section  2518)  to  the  independent  acquisi- 
tion of  call  setup  information  raises  many  issues  that  reguire  examination.  For  ex- 
ample, currently  the  legal  standard  for  obtaining  transactional  data  is  a  certification 
(via  subpoena  or  statement  to  a  judge)  that  the  sought-after  data  is  relevant  to  an 
ongoing  criminal  investigation.  In  the  era  of  persontd  communications  services 
CTCS")  and  of  the  information  highway,  transactional  data  will  reveal  far  more 
about  individuals  than  it  has  in  the  past.  In  fact,  in  some  cases  it  may  be  equivalent 
to  content  information.  Thins  transactional  data  certainly  could  make  it  possible  to 
build  a  detailed  model  of  an  individual's  behavior  and  movements.  The  net  result 
could  be  government  dictating  to  industry  that  it  create  a  surveillance-based  system 
that  will  allow  federal,  state,  and  local  government  to  use  a  service  provider's  elec- 
tronic communication  facilities  to  conduct  minute-by-minute  surveillance  of  individ- 
uals. 

As  long  as  they  have  an  IRS  or  other  administrative  subpoena  or  a  law  enforce- 
ment agent  willing  to  certify  that  the  sought-after  data  is  relevant  to  an  ongoing 
criminal  investigation  law  enforcement  officials  could  demand  that  they  be  notified 
at  some  remote  location  every  time  certain  individuals  communicate  by  telephone 
and  their  location  at  the  time,  as  well  as  every  database  they  connect  to  and  when 
they  log  on  and  ofif.  In  short,  law  enforcement  of&cials  could  insist  on  instanta- 
neously knowing  Uie  existence  of  every  single  electronic  communication  (but  not  its 
content). 

The  enormous  potential  for  abuse  and  threat  to  personal  privacy  suggests  that, 
if  transactional  data  were  to  be  covered  by  digital  telephony  legislation,  it  should 
be  incidental  to  a  "Title  III"  wiretap  warrant.  "This  would  not  limit  in  any  way  law 
enforcement's  access  to  trap  and  trace,  pen  register,  or  call  billing  information  under 
current  law  or  practice.  This  is  particularly  ^e  given  that  there  has  been  no  case 
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made  that  demonstrates  any  oirrent  or  potential  difficiilty  in  getting  this 
noncontent  information  under  current  practices.  The  technology  in  fact  has  made 
these  type  of  services  much  easier  for  law  enforcement  to  use  and  access.  Additional 
legislation  is  simply  not  necessary  to  obtain  this  data. 

(2)  What  is  covered? 

The  obligation  to  isolate  the  content  of  communications  must  be  reasonably  relat- 
ed to  the  service  provider's  telecommunications  services.  It  would  be  unreasonable 
for  the  FBI  to  demand  any  person  involved  with  the  communication  to  fiimish  it 
with  access  to  that  communication.  For  example,  most  providers,  including  local 
telephone  companies,  usually  need  to  isolate  communications  for  purposes  of  bilUng 
and  maintenance.  It  is  appropriate  for  the  FBI  to  seek  their  assistance  in  intercept- 
ing communications  on  their  networks  only  when  the  requests  are  reasonably  relat- 
ed to  the  telecommunications  services  they  provide. 

Therefore,  the  question  is  not  necessarily  who  is  covered,  but  what  telecommuni- 
cations services  are  covered.  For  example,  the  legislation  should  reflect  the  fact  that, 
in  reselling  services,  even  local  telephone  companies  sometimes  are  unable  in  those 
instances  to  furnish  call  setup  information  regardless  of  whether  it  is  incident  to 
the  acquisition  of  a  communication's  content. 

(3)  What  will  be  the  requirements  placed  upon  service  providers  and  what  will 
be  the  standard  of  compliance  that  will  be  appUed? 

Legislation  should  carefully  define  the  obugations  of  service  providers.  This  is  not 
the  case  with  the  FBI's  current  draft  of  proposed  legislation.  These  obligations  are 
vague  and  subject  to  considerable  interpretation.  Service  providers  and  manufac- 
tures must  have  flexibility  to  adopt  procedures  that  reasonably  comply  with  the  spe- 
cific functional  performance  reqviirements  of  law  enforcement. 

This  is  particularly  true  where,  as  here,  compliance  requires  an  assessment  of  fu- 
ture needs  and  interoperability  requirements.  There  is  a  difference  between  compli- 
ance and  a  guarantee,  and  legislation  must  reflect  that  difference.  Carriers  should 
be  required  to  provide  reasonable  cooperation  and  that  cooperation  should  be  meas- 
ured by  a  standard  of  reasonable  compliance. 

In  installing  new  software  or  equipment  under  this  statute,  a  service  provider 
must  be  able  to  reasonably  assess  future  demands  by  law  enforcement.  Other  indus- 
tries subject  to  regulation  at  least  know,  for  example,  the  temperature  at  which  they 
must  maintain  the  specimens,  the  emission  standard  they  must  satisfy,  or  the  type 
of  safety  restraint  eqmpment  they  must  install  and  the  date  by  which  they  must 
have  it  installed  in  vehicles.  Service  providers  cannot  be  held  to  an  absolute  stand- 
ard of  compliance  where  they  are  using  and  delivering  new  technologies  to  the  pub- 
lic and  the  demands  of  law  enforcement  are  not  clearly  specified.  This  appUes  to 
both  capabUity  and  capacity.  Law  enforcement  must  be  specific  in  its  requirements 
for  capacity  and  capability  from  each  service  provider. 

(4)  What  is  expected  of  commercial  mobile  service  providers? 

It  is  not  a  foregone  conclusion  that  mobility  in  a  digitized  telecommunications  en- 
vironment win  degrade  or  otherwise  impede  the  law  enforcement  community's  abil- 
ity to  effectively  execute  court-approved  wiretap  orders. 

Wireless  carriers  are  committed  to  assisting  law  enforcement  agencies  to  success- 
fully wiretap  and  intercept  voice  communications.  To  accomplish  5iis  goal,  the  wire- 
less industry  understands  that  available  excess  port  capacity  is  needed  in  all  switch- 
es throughout  the  nation.  While  it  may  be  reasonable  for  federal  and  state  law  en- 
forcement agencies  to  acquire  the  contents  of  wireless  communications  pursuant  to 
"Title  III"  warrants  through  additional  port  capacity,  it  would  be  prohibitively  ex- 
pensive to  require  that  every  one  of  the  nation  s  switches  be  connected  to  the  FBI 
to  enable  it  to  acquire  such  information  on  a  "real  time"  basis  at  remote  locations. 

Connecting  every  one  of  the  nation's  switches  to  the  FBI,  moreover,  would  in- 
crease exponentially  the  risk  of  unauthorized  access  to  wireless  communications. 
Further,  the  proliferation  of  fraudulent  use  of  wireless  telephones  through  such 
techniques  as  "cloning"  and  "tumbling"  ESN's  (electronic  serial  niunbers)  poses  addi- 
tional questions  with  respect  to  privacy  and  the  abihty  of  law  enforcement  to  prop- 
erly execute  court-approved  wiretap  orders. 

(5)  What  are  the  responsibilities  of  manufactiirers  and  suppliers,  if  any? 

The  FBI  wishes  manufacturers  of  telecommunications  equipment  and  providers  of 
support  services  to  fall  within  the  scope  of  the  legislation.  But,  would  service  provid- 
ers be  held  liable  for  software  or  hardware  that  is  not  available  from  vendors?  Why? 
How  would  the  obligations  be  enforced  against  foreign  manufacturers?  What  would 
be  the  liability  of  a  domestic  carrier  that  relies  upon  foreign  manufacturers?  What 
are  the  trade  implications  of  having  domestic  manufacturers  export  equipment  de- 
signed for  governmental  surveillance? 
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(6)  How,  and  durir^  what  period,  are  costs  to  be  recovered  to  ensiire  that  there 
is  a  direct  relationship  been  the  costs  reasonably  incurred  by  covered  entities  and 
the  government's  requirements? 

Government  should  pay  for  what  it  needs,  which  will  help  focus  attention  upon 
the  facilities  that  truly  need  upgrading,  if  the  government  does  not  pay  for  upgrades 
or  faciJlties,  tlien  the  service  providers  shoxild  not  be  held  responsible.  The  FBI  ap- 
pears to  have  accepted  the  concept  that  government  shoxild  pay  for  the  costs  of  com- 
pliance but  has  so  far  underestimated  these  costs  and  proposed  an  arbitrary  three- 
year  limit  on  cost  reimbursement.  Government  compensation  shoiild  be  ongoing 
with  industry's  compliance. 

We  trust  you  find  our  conunents  helpful.  We  remain  prepared  to  work  with  you, 
Congress,  and  others  to  attempt  to  resolve  the  legitimate  concerns  of  law  enforce- 
ment. 

Sincerely  yovu^, 

Jerry  Berman, 
Ronald  Plesser. 


Digital  Privacy  and  Security  Working  Group, 

Washington,  DC,  March  9,  1994. 

President  William  J.  Clinton, 
The  White  House,  Washington,  DC. 

Vice  President  of  the  United  States, 
U.S.  Senate,  Washington,  DC. 

Dear  Mr.  President  and  Mr.  Vice  President:  Telecommunications  carriers  and 
other  members  of  the  Digital  Privacy  and  Secvirity  Working  Group  are  keenly  aware 
of  the  concerns  raised  by  the  Administration  regarding  the  ability  to  intercept  com- 
munications transmitted  over  advanced  communications  networks. 

We  are  concerned,  however,  about  the  nature  of  the  process  upon  which  the  Ad- 
ministration has  embarked  to  address  these  issues.  Seeking  immediate  industry  re- 
action to  the  FBrs  draft  legislation  and  congressional  passage  of  such  legislation 
shortly  thereafter  is  troubling.  It  suggests  cvirtailment  of  public  debate  and  of  con- 
gressional deliberation.  Given  the  interest  of  the  public  in  these  matters  and  their 
complexity,  it  is  essential  that  there  be  a  full  public  debate  on  these  issues. 

Industry  is  currently  cooperating  with  appropriate  authorities  to  avoid  fixtvire 
problems  and  to  expand  existing  capacities.  This  is  not  to  say  that  there  have  not 
been  some  transitional  concerns  particularly  upon  the  introduction  of  new  tech- 
nologies that  have  grown  greatly  in  popvilarity.  But,  whenever  transitional  problems 
have  arisen,  industry  representatives  have  worked  with  law  enforcement  officials  to 
resolve  them. 

The  FBI's  actions  are  especially  troubling  in  light  of  our  view  that  legislation  is 
not  needed  to  accomplish  the  Agency's  goals.  We  still  see  no  evidence  that  ciurent 
law  enforcement  efforts  are  being  jeopardized  by  new  technologies.  Nor  are  we  con- 
vinced that  ftiture  law  enforcement  activities  vnil  be  jeopardized  given  indxistry  co- 
operation. 

We  still  beUeve  that  continued  cooperation  by  government  and  industry  within 
the  working  relationship  that  has  emerged  from  the  1992  Quantico  Joint  Grovem- 
ment  Industry  Group  will  resolve  "the  digital  telephony  problem"  and  preserve  the 
government's  current  authorities.  The  discvissions  have  succeeded  in  identifying  spe- 
cific problems  and  have  begun  the  process  of  generating  concrete,  cost-effective  solu- 
tions. This  process  has  facilitated  a  more  robust  exchange  of  technical  information 
and  an  identification  of  possible  new  equipment  and  police  tactics  needed  to  achieve 
law  enforcement  goals.  Nevertheless,  we  are  prepared  to  work  with  the  Congress 
and  the  Administration  to  attempt  to  resolve  the  legitimate  concerns  of  law  enforce- 
ment. 

The  signatories  to  this  letter  cannot  overemphasize  how  critical  it  is  that  any  new 
initiatives  in  this  area  preserve  the  public's  confidence  in  the  privacy  of  information 
carried  over  the  public  switched  network.  Less  than  a  decade  after  enactment  of  the 
Electronic  Communications  Privacy  Act  of  1986,  the  nation  can  ill  afford  to  undercut 
customer  privacy  expectations.  Indeed,  on  the  eve  of  the  National  Information  Infra- 
structure's deployment,  preserving  customer  confidence  is  all  the  more  important. 
Privacy  protection  is  not  a  secondary  interest  here.  Survey  after  survey  performed 
by  Professor  Alan  Westin  and  others  have  demonstrated  the  public's  concern  with 
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privacy  and  the  security  of  their  communications.  We  all  must  seek  to  maximize 
those  interests  and  assvire  the  public  that  their  communications  are  protected. 
Sincerely  yours,      ' 

Apple  Computer,  Inc., 

AT&T, 

American  Civil  Liberties  Union, 

Business  Software  Alliance, 

Cellular  Telecommunications 
Industry  Association, 

Computer  Business  Equipment  & 
Manufacturers  Assn., 

Digital  Equipment  Corporation, 

Electronic  Frontier  Foundation, 

Electronic  Messaging  Assoclvtion, 

GTE  Corporation, 

Information  Industry  Association, 

Information  Technology  Assocl\tion 
OF  America, 

Iris  Associates,  Inc., 

McCaw  Cellular, 

MCI  Communications  Corporation, 

People  for  the  American  Way, 

Software  Publishers  Association, 

Sun  Microsystems  Federal,  Inc., 

Trusted  Information  Systems, 

United  States  Telephone 
Association. 


Congress  of  the  United  States, 

Washington,  DC,  April  11,  1994. 
Hon.  Louis  J.  Freeh, 
Federal  Bureau  of  Investigation, 
J.  Edgar  Hoover  Building,  Washington,  DC. 

Bear  Director  Freeh:  The  Subcommittees  are  eager  to  continue  their  hearings 
on  digital  telephony,  and  would  Uke  to  ask  for  yovir  assistance  in  expediting  oxxr  con- 
sideration of  this  issue. 

A  critical  point  of  controversy  at  our  last  hearing  was  whether  there  are  current 
or  prospective  impediments  that  cannot  be  resolved  by  industry^aw  enforcement  co- 
operation. You  testified  that  an  informal  FBI  survey  of  federal,  state,  and  local  law 
enforcement  agencies  had  disclosed  91  instances  of  technological  impediments  to  law 
enforcement  siu^eillance. 

The  telephone  industry  testified,  as  they  have  indicated  on  other  occasions,  that 
they  were  unaware  of  any  problems  that  have  not  been  solved,  or  are  on  the  way 
to  being  solved,  through  cooperation. 

Before  we  proceed  with  oiu*  next  hearing,  we  request  the  details  of  the  91  in- 
stances (and  any  others  that  you  can  identify)  so  we  can  provide  them  to  industry 
witnesses  and  get  their  response  at  the  hearing.  The  exact  niunber  of  instances  is 
not  important;  what  is  important  is  being  able  to  identify  specific  cases,  so  industry 
and  law  enforcement  witnesses  can  discuss  how  legislation  would  deal  with  those 
cases  in  a  way  that  the  voluntary  efforts  have  not. 

For  this  purpose,  we  are  requesting  copies  of  the  responses  to  your  informal  siu-- 
vey.  You  may,  of  course,  redact  any  names  of  subjects  and  local  case  numbers.  We 
only  need  to  know  the  date,  the  law  enforcement  agency,  the  service  provider,  the 
type  of  service,  the  type  of  impediment,  and  any  steps  taken  to  resolve  the  problem. 
We  would  like  to  receive  this  information  as  soon  as  possible  so  that  all  witnesses 
would  have  an  opportunity  to  respond  to  it  in  an  informed  fashion. 
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As  ovir  staifs  have  already  discussed,  we  believe  that  this  information  is  necessary 
to  complete  the  record  of  the  hearings.  We  look  forward  to  your  prompt  response. 
Sincerely, 

Don  Edwards, 

Chxiirman, 
Subcommittee  on  Civil  and  Constitutional  Rights. 

Patrick  J.  Leahy, 

Cfiairman, 
Subcommittee  on  Technology  and  the  Law. 


TECHNOLOGY-BASED  PROBLEMS  ENCOUNTERED  BY  FEDERAL,  STATE,  AND 
LOCAL  LAW  ENFORCEMENT  AGENCIES 


Total  Problems  183 

Cellular  port  capacity  54 

Inability  to  capture  dialed  digits        33 
contemporaneous  with  audio 

Cellular  provider  could  not 

intercept  long-distance  calls 

(or  provide  call  setup  information) 

to  or  from  a  targeted  phone.  4 

Speed  dialing/voice  dialing/ 

call  waiting  20 

Call  forwarding  10 

Direct  Inward  Dial  Trunk  Group 
(The  provider  was  unable  to 
isolate  target's  communications 
or  provide  call  set-up  information 
to  the  exclusion  of  all  other 
customers)  4 

Voice  Mail  (provider  unable  to 
provide  access  to  the  subject's 
audio  when  forwarded  to  voice 
mail  or  retrieve  messages)  12 

Digital  Centrex  (provider  unable  to 
isolate  all  communications 
associated  with  the  target  to  the 
exclusion  of  all  others)  4 

Other*  42 

This  information  was  collected  through  informal  survey 
of  Federal,  state,  and  local  law  enforcement  agencies  who 
voluntarily  participated. 

♦Other  problems  include: 

-  Inability  of  the  provider  to  provide  trap  &  trace  information. 
Inability  of  the  provider  to  isolate  the  digital  transmissions 
associated  with  a  target  to  the  exclusion  of  all  other 

communications . 

-  Other  calling  features  such  as  Call  Back,  etc. 

-  Inability  of  the  provider  to  comprehensively  intercept 
communications  and  provide  call  set-up  information. 


89-499  -  95  -  5 


122 

GTE  Corporation, 
Washington.  DC,  April  5.  1994. 

Congressman  Don  Edwards, 

Chairman,  Civil  and  Constitutional  Rights  Subcommittee, 

U.S.  House  of  Representatives,  Washington,  DC. 

Dear  Mr.  Chairman:  I  am  writing  to  clarify  the  record  regarding  statements  at- 
tributed to  me  by  FBI  Director  Freen  dviring  his  testimony  before  flie  Joint  Judici- 
ary Subcommittee  hearing  March  18  on  digital  privacy. 

Director  Freeh  referenced  comments  made  by  a  GTE  representative  during  a  re- 
cent FBI  briefing  regarding  the  proposed  wiretap  legislation  I  did  participate  on  be- 
half of  GTE  at  the  above-mentioned  meeting  and  discussed  the  telephone  industry's 
need  to  better  understand  the  FBI's  technical  reqxiirements  for  the  inception  of 
transmissions  over  advanced  communications  networks.  However,  I  do  not  agree 
with  Director  Freeh's  apparent  interpretation  of  my  comments  to  indicate  that  GTE 
was  supporting  a  legislative  solution.  Rather,  my  intent  was  to  move  beyond  the  pol- 
icy debate  to  a  discussion  of  the  technical  issues  and  how  best  to  solve  them. 

I  hope  this  clarification  proves  helpful.  GTE  looks  forward  to  working  closely  with 
both  tne  Congress  and  the  Administration  in  the  examination  of  this  important  pri- 
vacy issue. 

Please  do  not  hesitate  to  contact  me  if  I  can  be  of  further  assistance. 

Sincerely, 

Samuel  F.  Shawhan, 

Vice  President, 
Government  Affairs. 


U.S.  Department  of  Justice, 
Federal  Bureau  of  Investigation, 

Washington,  DC,  April  7.  1994. 

Hon.  Don  Edwards, 
House  of  Representatives, 
Washington,  DC. 

Dear  Congressman  Edwards:  Director  Freeh  aopreciates  the  time  you  took  to 
discuss  digital  telephony.  As  you  know,  this  is  a  vital  issue  to  law  enforcement  agen- 
cies as  well  as  the  American  public  as  we  attempt  to  combat  violent  crime  in  this 
country. 

On  March  25,  the  Administration  transmitted  digital  telephony  legislation  to  Cap- 
itol Hill.  I  have  enclosed  a  copy  of  this  proposed  legislation  in  addition  to  letters 
sent  from  the  Department  of  Justice  to  Vice  President  Gore  and  Speaker  Foley.  I 
have  also  taken  this  opportunity  to  enclose  materials  in  question/euiswer  format 
which  address  issues  that  have  been  raised. 

If  you  have  any  questions  or  concerns,  please  do  not  hesitate  to  contact  me  per- 
sonally. I  look  forward  to  yoxu"  support  of  this  critical  legislation. 

Sincerely 

John  E.  Collingwood, 

Inspector, 
Office  of  Public  and  Congressional  Affairs. 


Louis  J.  Freeh's  Responses  to  Questions  Submitted  by  Congressman  Edwards 

Question  1.  The  telecommunications  industry  has  indicated  a  willingness  to  work 
with  law  enforcement  on  tihe  digital  issue.  Additionally  nothing  has  been  presented 
to  the  Committee  that  development  efforts  by  industry  should  be  modified/altered 
at  this  time.  If  in  fact,  a  problem  exists,  what  does  the  FBI  perceive  the  cvurent 
problem  to  be  and  please  comment  on  the  urgency  associated  with  the  problem. 

Answer.  Industry  Representatives,  in  fact,  acknowledge  that  existing  networks  of- 
fering these  services  and  features,  as  well  as  networks  planned  for  the  future,  in 
their  current  and  planned  configurations,  often  prevent,  and  will  continue  to  pre- 
vent, common  cjuners  from  satisfying  court  orders  and  providing  the  needed  access 
to  all  communications  and  dialing  information.  Support  continued  dialog  between 
industry  and  law  enforcement.  However,  the  working  group  process  and  the  stand- 
ards body  forum  now  being  used  is  voluntary  and  alone  is  not  equipped  or  chartered 
to  solve  the  problem  or  ensxire  implementation  of  solutions.  Industry  also  recognizes 
this  major  shortcoming.  There  is  no  mechanism,  no  resolution,  short  of  legislation 
that  can  compel  a  timely,  comprehensive,  and  binding  solution. 
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Question  2.  The  digital  telephony  issue  is  described  as  the  most  important  and 
crucial  issue  facing  law  enforcement  today.  However,  statistics  provided  to  the  Com- 
mittee indicate  that  the  FBI's  share  of  court  ordered  criminal  wiretaps  amount  to 
only  .06  percent.  Why  then,  is  this  issue  so  critical  at  this  time? 

Answer.  Contrary  to  statistics  provided  by  the  Committee,  the  FBI's  share  of  Title 
III  criminal  intercept  orders  in  1992  amounted  to  74  percent  of  ail  Federal  author- 
izations and  27  percent  of  the  total  law  enforcement  authorizations.  Even  though 
these  percentages  are  significant,  the  proposed  legislation  is  not  designed  solely  to 
benefit  the  FBI,  but  will  provide  continued  court  ordered  access  to  assist  all  of  law 
enforcement  in  meeting  their  investigative  responsibilities. 

Question  3.  Will  the  courts  or  law  enforcement  agencies  be  required  to  change 
their  review  and  approval  procedures  and  as  a  result  allow  law  enforcement  to  do 
more  than  they  do  now? 

Answer.  No  change  in  review  procedures  will  occur.  Applications  to  a  District 
Court  Judge  or  the  Foreign  Intelligence  Surveillance  Coiul;  wiU  still  undergo  thor- 
ough internal  review  to  ensure  they  comply  with  standards  and  requirements.  Sur- 
veulance  applications  will  be  presented  by  affidavit  for  review  and  accompanied  by 
a  court  order  to  be  signed. 

Question  4.  Electronic  surveillances  last  for  limited  periods  and  are  then  reviewed 
for  renewal.  At  the  conclusion  of  a  surveillance,  individuals  are  notified  that  they 
have  been  tapped.  They  then  have  the  opportunity  to  attack  the  wiretap.  Are  these 
proceedings  being  made  inadequate  bv  this  proposal? 

Answer.  Criminal  electronic  svu^eillances  last  for  a  set  period.  At  the  end  of  this 
period  they  are  reviewed  or  discontinued.  Individuals  surveilled  are  then  notified  of 
the  court  order.  In  a  pretrial  hearing,  surveillance  orders  cab  be  attacked  based 
upon  the  probable  cause  stated  in  the  affidavit.  At  trial  the  court  order  can  also  be 
attacked.  These  means  of  attacking  an  electronic  surveillance  will  not  be  changed 
by  the  current  proposal. 

Question  5.  'There  are  currently  a  number  of  persons  who  are  incarcerated  based 
upon  their  convictions  tlmjugh  evidence  gathered  by  telephonic  surveillance.  Simi- 
larly, there  are  former  hostages  alive  today  because  electronic  surveillances  pro- 
duced information  that  led  directly  to  their  rescues.  Do  you  believe  that  the  loss  of 
this  kind  of  information  is  outweighed  by  a  potential  gain  in  privacy  or  financial 
savings?  Can  we  jeopardize  this  valuable  source  of  information? 

Answer.  The  productiveness  of  telephonic  siirveillances  in  the  drug  war  can  not 
be  overstated.  Drug  conspiracies  are  difficult  or  impossible  to  penetrate.  The  intro- 
duction of  undercover  Agents  is  often  impossible  because  they  do  not  share  the  same 
national  origin  and  are  not  accepted  as  outsiders.  Equity  difficult  is  developing  in- 
formants within  the  inner  circle  of  such  groups.  Virtually  all  major  drug  cases,  over 
the  past  years,  have  employed  some  form  of  telephonic  surveillance.  The  information 
produced  by  these  wiretaps  often  is  enough  in  and  of  itself  to  produce  convictions. 

Question  6.  Crime  is  at  the  forefront  of  the  Administration's  and  the  public's  con- 
cerns. We  are  expending  billions  each  year  to  address  criminal  problems.  How  will 
enactment  of  the  Grovemment's  proposal  further  our  efforts  to  address  crime? 

Answer.  The  legislation  will  preserve  the  viability  of  an  effective  electronic  sur- 
veillance capability.  This  technique  is  critical  to  fighting  our  worst  and  most  dan- 
gerous crime  problems — drug  trafficking,  terrorism,  and  violent  and  organized 
crime. 

Question  7.  Could  you  refresh  our  memory  on  the  standards  of  approval  for: 
Criminal  electronic  surveillances;  Foreign  Intelligence  Surveillance  Act  (FISA)  sur- 
veillances; Covut  order;  Grand  jury  subpoena. 

Answer.  FBI  criminal  intercepts  must  first  be  approved  by  FBI  Headquarters  and 
then  by  certain  designated  officials  at  the  Department  of  Justice.  Criminal  tele- 

Ehone  surveillances  may  only  be  used  to  surveil  persons  believed  of  committing  a 
st  of  criminal  violations.  Certain  state  officials  are  authorized  by  Federal  law  to 
apply  for  court  orders  from  state  court  judges  if  the  particular  state  has  enacted  an 
electronic  surveillance  statute.  Applications  must  include  a  writing  under  oath  con- 
taining: The  name  of  the  law  enforcement  officer  appljring  for  the  order;  A  fiill  state- 
ment of  facts  to  justify  the  order  that  a  particular  crime  is  being  committed;  A  de- 
scription of  the  location  or  facilities  from  where  the  communication  is  to  be  inter- 
cepted and  the  type  of  communication  to  be  intercepted;  Stetement  that  other  inves- 
tigative procedures  have  been  tried  and  failed  or  appear  unlikely  to  succeed  or 
would  be  too  dangerous;  Stetement  of  the  duration  requested;  Statement  regarding 
previous  applications;  and  if  request  is  for  an  extension — stetes  the  results  to  date. 
The  Judge  may  require  other  information.  Judge  must  find  there  is  probable  cause 
the  individual  is  committing,  has  committed,  or  is  about  to  commit  a  particular  of- 
fense. The  order  may  require  periodic  progress  reports.  There  is  an  emergency  pro- 
cedure which  requires  the  submission  of  an  approval  order  within  48  hours.  FiSA 
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orders  require  a  comparable  submission  as  detailed  above  for  criminal  interceptions 
but  the  standard  is  not  probable  cause  that  a  crime  has  occtured  but  is  specific  and 
articulable  facts  that  give  reason  to  believe  that  national  security  has  been  or  will 
be  jeopardized.  Reason  to  believe  the  information  sought  is  relevant  to  a  criminal 
investigation  determined  by  a  neutral  and  detached  magistrate.  Relevancy  to  a 
criminal  investigation. 

Question  8.  Director  Freeh,  how  much  does  the  Government  intend  to  pay  for  tele- 
phone system  retrofit?  How  will  this  be  funded  after  the  initial  $500  million  is  ex- 
hausted? What  will  this  cost  if  not  implemented  soon? 

Answer.  $500  million.  First  of  all,  it  is  not  at  all  clear  that  the  costs  will  exceed 
$600  million.  If  there  are  costs  that  exceed  this  amount,  we  would  have  to  seek  ad- 
ditional authorization  and  appropriation  of  funding.  To  delay  the  implementation 
will  either  mean  it  will  be  done  at  a  much  higher  cost  later  and  effective  law  en- 
forcement will  be  much  more  harmed  and  the  public  safety  put  at  greater  risk. 

Question  9.  Will  the  courts  or  law  enforcement  agencies  be  required  to  change 
their  review  and  approval  procedures  and  as  a  result  allow  law  enforcement  to  do 
more  than  they  do  now? 

Answer.  No  change  in  review  procedures  will  occur.  Applications  to  a  District 
Court  Judge  or  the  Foreign  InteUigence  Surveillance  Court  will  still  undergo  thor- 
ough internal  review  to  ensure  they  comply  with  standards  and  requirements.  Sur- 
veulance  applications  will  be  presented  by  affidavit  for  review  and  accompanied  by 
a  court  order  to  be  signed. 

Question  10.  Do  you  contend  that  individuals  should  be  given  a  higher  level  of 
privacy  as  a  result  of  advances  in  telephone  technology?  Exactly  what  is  the  Govern- 
ment asking  for  from  the  communications  industry? 

Answer.  We  continue  to  support  the  need  for  individuals  to  be  secure  in  their  com- 
munications. However,  we  must  also  recognize  law  enforcement's  responsibility  to 
be  able  to  intercept  communications  of  criminals  using  the  telecommunications  sys- 
tems to  further  tneir  illicit  activities.  The  Government  requirements  are:  Expedi- 
tiously provide  law  enforcement  access  to  the  communications  and  call  setup  infor- 
mation of  the  subjects  named  in  the  intercept  authorization.  Execute  all  court  orders 
and  lawfiil  authorizations  for  electronic  surveillance,  including  authorizations  for 
multiple,  simultaneous  intercepts.  Provide  the  ability  to  intercept  the  content  of 
communications  and  acquire  call  setup  information  concvirrent  with  the  communica- 
tions of  the  subscriber  who  is  named  in  the  authorization,  to  the  exclusion  of  any 
communications  of  call  setup  information  of  any  other  subscriber.  Provide  access  to 
communications  content  and  call  setup  information  regardless  of  the  mobility  nature 
of  the  facility  or  service  that  is  the  subject  of  the  court  order  or  the  use  by  the  sub- 
ject of  any  service  features.  Allow  unobtrusive  access  to  the  communications  content 
and  call  setup  information  with  a  mininmim  of  interference  with  any  subscriber's 
service.  Transmit  tiie  intercepted  content  of  communications  and  call  setup  informa- 
tion in  a  generally  available  format  to  a  location  identified  by  the  law  enforcement 
agency  for  monitoring  purposes. 

Question  11.  What  is  the  penalty  for  conducting  an  unauthorized  electronic  sur- 
veillance? Will  the  enactment  of  the  proposal  impact  current  prohibitions? 

Answer.  There  are  a  number  of  penalties.  Generally,  the  penalty  is:  (1)  Imprison- 
ment up  to  five  (5)  years  and/or  (2)  Civil  damages,  the  greater  of  actual  damages; 
$100/day  for  each  day  of  violation,  or;  $10,000. 

Punitive  damages  also  may  be  available.  There  are  lesser  penalties  for  certain 
first  time  offenders  regarding  cellular  telephone  interceptions. 

No,  the  proposed  legislation  explicitly  states  there  is  no  alteration  in  the  cvirrent 
penalty  provisions. 

Question  12.  Could  vou  explain  the  problem  with  "Digital  Telephony?" 

Answer.  Traditionally,  common  carriers  have  offered  essentially  "fixed  point"  tele- 
communications: that  is  to  say,  communications  generated  by,  or  intended  for,  a  cus- 
tomer and  transmitted  to  a  fixed  location  corresponding  to  a  specific  telephone  num- 
ber. In  the  past,  when  law  enforcement  agencies  conducted  court-authorized  elec- 
tronic surveulance  or  "wiretaps"  on  a  subject  the  telephone  companies  were  able  to 
provide  law  enforcement  with  a  location  or  access  point  that  would  virtually  assure 
the  interception  of  all  communications  associated  with  the  subject's  telephone  num- 
ber set  forth  in  the  court  order. 

Recent  and  continviing  advfinces  in  the  telecommunications  industry  has  resulted 
in  technologies  and  services  (such  as  cellular  communications,  call  forwarding,  etc.) 
that  negate  the  necessity  for  communications  to  be  transmitted  to  a  fixed  point.  In 
fact,  emerging  technologies  will  enable  users  to  initiate  and  receive  calls  without  re- 
gard to  their  geographical  location.  Additionally,  technologies  that  allow  for  the  effi- 
cient transmission  of  multiple  simultaneous  communications  of  many  subscribers 
over  fiber  optics  and  other  wire  facilities  are  baking  it  increasingly  difficult  to  iso- 
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late  the  communications  specific  to  the  telephone  nximber  in  the  court  order  to  the 
exclusion  of  all  the  other  subscribers'  communications. 

Question  13.  How  many  court  orders  for  telephonic  surveillances  were  obtained 
in  Fiscal  year  1992?  Total  law  enforcement^-non  PISA-  Federal  law  enforcement^ 
non  FISA;  State  and  local  law  enforcement;  FBI— non  FISA;  FISA;  Pen  register  or- 
ders. 

Answer.  For  fiscal  year  92-91 — 9  criminal  telephonic  surveillance  orders  for  all 
law  enforcement;  340  Federal  law  enforcement  cnminal  orders;  579  state  and  local 
criminal  orders;  252  FBI  criminal  orders;  484  total  FISA  orders;  Estimated  at  ap- 
proximately 9,000  pen  register  orders. 

Question  14.  In  your  statement  you  made  reference  to  a  survey  that  was  done  by 
the  FBI  in  1993  to  collect  information  on  technology  based  problems  encountered 
during  electronic  sxirveillance.  Could  you  please  elaborate? 

Answer.  During  contacts  with  other  Federal,  state  and  local  law  enforcement  in 
1993,  the  FBI  informally  asked  for  instances  in  which  electronic  surveillance  was 
frustrated  in  whole  or  in  part  by  technology.  As  a  result  of  this  query  we  received 
91  responses  from  agencies  that  were  willing  to  share  this  information.  The  results 
are  as  follows:  30  Cellular^nabihty  to  intercept  in  whole  or  in  part,  call  content 
and/or  dialed  number  information;  10  Cellular — inability  to  initiate  intercept  due  to 
insufficient  switch  or  port  capacity.  29  Custom  calling  features — call  forwarding,  ab- 
breviated dialing  features;  15  Digital  voice  lines,  fiber  optic  lines;  4  other  custom 
C£dling  features;  3  Other  technology  issues. 

Note:  These  resvdts  do  not  include  situations  where  covut  orders  were  not  sought 
due  to  technical  impediments  known  in  the  past  to  preclude  effective  execution  of 
the  covul;  order,  (i.e.  cellular  capacity.) 

Examples: 

1.  A  Federal  investigation  of  a  major  narcotics  organization  operation  in  the 
northeastern  U.S.  was  hampered  when  the  cellvilar  telephone  service  provider  was 
unable  to  ftUfill  requests  for  court-ordered  wiretaps  due  to  the  provider's  technical 
limitations. 

2.  An  organized  crime  and  drug  trafficking  task  force  investigation  in  the  south- 
eastern U.S.  was  unable  to  conduct  a  court-ordered  wiretap  as  the  cellular  service 
provider  as  unable  to  provide  lab  enforcement  with  access  to  the  subject's  long  dis- 
tance communications  made  through  the  provider's  cellular  service. 

3.  Two  different  cellular  service  providers  in  the  mid-western  U.S.  were  unable 
to  comply  with  separate  Federal  coiut-orders  requesting  pen  register  or  dialed  niun- 
ber  information  m)m  suspected  drug  traffickers'  cellular  telephones. 

4.  A  regional  telephone  company  in  the  mid-western  U.S.  was  unable  to  provide 
a  Federal  law  enforcement  agency  with  the  content  of  dialed  niunber  information 
from  a  suspected  drug  trafficker's  telephone  as  a  resvilt  of  the  subject's  use  of  cus- 
tom calling  features  onered  by  the  telephone  company. 

5.  A  cellular  service  provider  in  the  south  was  unable  to  comply  with  a  Federal 
court-order  for  dialed  number  information  concerning  a  Federal  public  corruption  in- 
vestigation due  to  the  provider's  technical  limitation. 

Question  15.  We  understand  that  advanced  telephony  v-ili  create  much  more  infor- 
mation regarding  a  customer's  calling  practices,  etc.  This  information  is  used  for 
billing  purposes  and  is  called  transactional  data.  Will  the  proposed  bill  permit  ac- 
cess to  this  transactional  information?  Will  you  get  it  by  Grand  Jviry  Subpoena?  Do 
you  plan  to  access  this  information? 

Answer.  It  is  not  the  FBI's  intention  to  get  any  information  regarding  content  of 
the  message  of  the  telephone  call  beyond  that  information  that  describes  the  call 
itself  without  a  covu1;-authorized  surveillance  order.  Data  not  related  to  substantive 
call  content  may  be  valuable  in  certain  situations  and  will  be  sought  when  advan- 
tageous. Call  billing  or  stored  information  will  be  obtained  by  Grand  Jury  Subpoena 
any  information  regarding  the  content  of  the  call — or  that  was  not  stored  by  the 
telephone  company  will  be  obtained  by  Title  III  order.  Non  substantive  content  will 
be  obtained  by  Grand  Jury  subpoena.  We  will  seek  any  information  that  may  fur- 
ther a  criminal  investigation. 

Question  16.  Is  there  any  way  to  assess  the  endangerment  to  public  safety  and 
national  security  if  this  proposal  is  not  enacted? 

Answer.  I  can  assure  you  that  a  loss  or  diminishment  of  such  surveillance  will 
produce  the  following  disastrous  results:  An  increased  loss  of  life,  attributable  to  law 
enforcement's  inability  to  prevent  terrorist  acts  and  murders.  An  increase  in  corrup- 
tion and  economic  harm  to  business,  industry,  labor  unions,  and  society  generally, 
amounting  to  billions  of  dollars,  caused  by  the  growth  of  undetected  and 
unprosecuted  organized  crime,  public  corruption,  and  governmental  fraud.  An  in- 
creased availabihty  of  much  cheaper  narcotics  and  illegal  drugs — along  with  the  per- 
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sonal,  societal,  and  economic  harm  brought  about  by  increased  drug  use:  that  is,  the 
numerous  deaths,  ravaged  lives,  increased  health  care  costs,  and  the  tremendous 
economic  harm  calculated  in  the  billions  of  dollars.  A  substantial  increase  in  unde- 
tected and  unprosecuted  violent  crime  (bombings,  murders,  and  other  violent  acts) 
along  with  the  loss  of  hundreds  of  lives  and  milhons  of  dollars  in  economic  harm. 

Question  17.  It  has  been  represented  to  the  Committee  that  FBI  field  Agents  have 
experienced  difficulty  when  working  with  telecommunications  service  providers  in 
implementing  court  ordered  wiretaps.  However,  following  a  FOIA  request  filed  by 
the  Computer  Professionals  for  Soaal  Responsibility  (CPSR),  no  such  difficulty  was 
indicated.  Realistically,  is  there  in  fact  a  problem  in  this  regard  so  as  to  warrant 
the  proposal  of  this  legislation  by  the  Administration? 

Answer.  Pursuant  to  a  recent  FOIA  request  by  the  Computer  Professionals  for  So- 
cial Responsibility  (CPSR),  the  FBI  released  information  indicating  that,  dxiring  a 
specific  time  fi*ame,  a  few  FBI  offices  were  not  experiencing  wiretap  intercept  prob- 
lems caused  by  advanced  technologies.  CPUS  has  publicly  stated  that  this  informa- 
tion indicates  there  is  NO  present  technological  impediments  to  wiretaps.  This  as- 
sertion is  false  and  misleading.  The  FBI  did  not  release  "positive  information"  which 
indicated  specific  problems.  This  "positive  information"  was  not  released  because  it 
either  identified  ongoing  investigations  or  specffically  identified  vulnerabilities  in 
electronic  stirveillance  associated  with  Criminal  or  National  Security  Investigations. 

Dvuing  a  1993  informal  survey  targeting  technical  problems  encountered  by  law 
enforcement  in  conducting  court-ordered  wiretaps,  91  instances  were  identified  as 
incidents  in  which  law  enforcement  was  precluded,  either  partially  or  fully,  fi"om  im- 
plementing the  court  order.  In  fact,  in  1992,  one  state  law  enforcement  agency  ad- 
vised the  FBI  that  approximately  25  percent  of  its  electronic  surveillances  were  im- 
peded by  advanced  telecommunications  technology. 

Question  18.  The  Committee  believes  that  the  legislation  proposed  by  the  adminis- 
tration will  restrict  the  future  development  of  digital  telecommunications  and  pos- 
sibly diminish  economic  competitiveness  in  terms  of  the  world  market.  Please  com- 
ment. 

Answer.  The  legislation  proposed  will  not  restrict  the  future  development  of  digi- 
tal telephony.  As  a  practical  matter,  it  will  have  no  impact  on  technological  develop- 
ment at  all.  The  pvupose  of  the  Administration's  legislation  is  to  preserve  law  en- 
forcement access  to  court-authorized  electronic  svu^eillance  and  in  no  way  affects 
futiire  advances  in  technology. 

Regarding  economic  competitiveness,  other  Governments  throughout  the  world 
look  to  the  United  States  as  the  world  leader  in  telecommunications  technology  and 
development.  Equally  important,  foreign  governments  also  are  interested  in  the 
ability  of  both  government  and  law  enforcement  to  gain  lawfiil  access  to  developine 
telecommunication  systems  for  law  enforcement  purposes.  In  conferences  held  with 
other  countries  on  this  issue,  these  nations  indicate  they  are  following  this  issue  in 
the  United  States  with  great  interest  as  they  seek  to  remedy  this  problem  in  their 
country. 

Question  19.  Can  you  describe  how  the  current  proposal  will  reduce  the  privacy 
of  individuals? 

Answer.  The  privacy  of  individuals  will  not  be  reduced.  Digital  telephony  will  en- 
hance privacy  by  making  it  more  difficult  for  any  possible  unauthorized  wiretaps  to 
occur.  The  standard  for  judicial  authorization  will  not  be  changed.  Law  enforcement 
expects  that  there  will  be  virtually  no  change  in  the  numbers  of  intercepts  per- 
formed annually. 

Senator  Leahy.  Chairman  Edwards  has  just  stepped  out  for  a 
vote,  as  have  our  other  colleagues  from  the  House,  but  we  will  con- 
tinue on  with  the  hearing.  I  suspect  the  two  of  us  will  also  have 
to  vote  from  time  to  time. 

Ms.  Hazel  Edwards  is  the  Director  of  Information  Resources 
Management  and  Greneral  (Jovemment  from  the  General  Account- 
ing Office.  Ms.  Edwards,  your  testimony  is  very  interesting  in  the 
questions  it  raises.  Plezise  go  ahead,  ma'am. 

STATEMENT  OF  HAZEL  EDWARDS,  DIRECTOR,  INFORMATION 
RESOURCES  MANAGEMENT/GENERAL  GOVERNMENT,  GEN- 
ERAL ACCOUNTING  OFFICE 

Ms.  Edwards.  Thank  you.  Chairman  Leahy,  members  of  the 
committees,  it  is  my  pleasure  to  be  here  to  discuss  the  proposed 
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legislation.  My  comments  will  address  three  aspects  of  wiretapping, 
specifically  the  challenges  facing  law  enforcement  agencies.  The 
second  area  of  focus  will  be  on  the  status  of  efforts  to  r^lve  those 
challenges.  The  third  area  of  focus  will  be  on  cost. 

In  July  1992,  we  reported  to  Congress  that  law  enforcement's 
ability  to  execute  court-approved  wiretaps  was  challenged  by  ad- 
vanced telecommunications  technologies.  To  update  our  under- 
standing of  the  changes  that  have  occurred  over  the  intervening 
years,  we  discussed  the  full  range  of  these  technologies  and  special 
features  with  industry  and  with  law  enforcement  communities.  We 
found  that  although  some  technical  solutions  have  been  developed 
to  enable  wiretaps,  further  advances  in  the  technologies  have  made 
the  overall  task  of  intercepting  calls  more  difficult. 

As  a  practical  matter,  some  law  enforcement  agencies  reported 
that  they  have  encountered  problems  in  affecting  wiretaps.  In  some 
cases,  investigations  were  delayed  or  court  orders  were  simply  dis- 
carded because  of  these  problems.  Industry  representatives  confirm 
that  there  are  current  as  well  as  imminent  technologies  that  are 
difficult  to  wiretap. 

As  a  result,  Mr.  Chairman,  we  believe  that  an  important  tool  for 
law  enforcement's  investigations  is  slowly  vanishing.  Clearly,  there 
is  a  need  for  action  that  will  preserve  law  enforcement's  ability  to 
conduct  court-approved  wiretaps. 

Regarding  the  status  of  efforts  to  resolve  these  challenges,  we  re- 
ported in  1992  that  law  enforcement  agencies  had  not  sufficiently 
defined  the  requirements  for  wiretaps.  That  is  now  changing.  Law 
enforcement  agencies  have  made  progress  in  describing  their  needs 
in  terms  of  both  capability  and  capacity. 

As  of  June  of  this  year,  the  capability  requirements  are  clearly 
stated.  However,  the  technical  solutions  for  delivering  these  capa- 
bilities have  not  yet  been  defined  by  the  service  providers  and  man- 
ufacturers. Capacity  requirements  are  not  yet  defined.  Capacity 
needs  would  include  detail  on,  for  example,  the  number  of  simulta- 
neous wiretaps  that  would  need  to  occur  as  well  as  the  identifica- 
tion of  specific  locations  where  wiretap  capability  would  be  needed. 

In  June  of  this  year,  the  requirements  document  acknowledged 
that  both  law  enforcement  agencies  as  well  as  industry  must  collec- 
tively determine  the  level  of  capacity  needed  to  implement  wire- 
taps. 

Now  to  the  issue  of  cost.  The  proposed  legislation  authorizes  the 
Attorney  General  to  reimburse  telecommunications  carriers  for  rea- 
sonable costs  incurred  in  carrying  out  provisions  of  this  bill.  The 
bill  also  authorizes  the  appropriation  of  $500  million  for  this  pur- 
pose during  the  years  1995  through  1998. 

It  is  virtually  impossible  to  precisely  determine  if  $500  million  is 
adequate  to  cover  the  reimbursement  costs  of  the  provisions  dis- 
cussed in  this  bill  because  cost  will  depend  on  the  evolving  capacity 
requirements  as  well  as  on  the  yet-to-be-determined  technical  solu- 
tions. 

For  example,  if  law  enforcement  requires  capacity  beyond  what 
is  available  in  current  switch  technology,  then  switch  upgrades  will 
be  needed  to  attain  desired  capacity  levels.  The  cost  of  these  up- 
grades  could   vary   considerably,    depending   on   the   number   of 
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switches  involved.  In  the  case  of  land-Une  switches,  there  are  more 
than  20,000  switches  nationwide. 

To  further  illustrate  the  difficulty  of  precisely  estimating  the  cost 
associated  with  this  bill,  consider  the  following  scenario.  Industry 
cost  estimates  for  land-line  switch  upgrades  range  from  somewhere 
in  the  neighborhood  of  $15,000  to  upwards  of  $100,000  per  switch, 
depending,  of  course,  on  the  extent  of  changes  required  in  the  hard- 
ware  and  software. 

Assuming  that  law  enforcement  will  require  nationwide  access  to 
wiretapping  capability  for  land-line  services,  then  the  cost  of  up- 
grading all  20,000  switches  would  range  from  the  hundreds  of  mil- 
lions of  dollars  into  the  billions  of  dollars. 

I  will  conclude  my  remarks  with  three  observations  that  could 
help  control  the  cost  of  this  initiative.  The  first  is  that  as  technical 
solutions  are  developed,  law  enforcement  and  industry  should  find 
effective  ways  to  share  the  solutions  and  thereby  avoid  unnecessary 
cost. 

Second,  law  enforcement  and  industry  should  prioritize  the  de- 
velopment of  solutions  to  address  the  most  critical  needs  first  and 
where  possible  control  costs  by  coordinating  switch  upgrades  to  co- 
incide with  the  upgrades  already  planned  by  the  service  provider. 

Finally,  law  enforcement  agencies  and  industry  should  make 
wiretap  requirements  part  of  the  industry's  standards  which  guide 
the  design  and  the  development  of  new  and  emerging  technologies. 
Incorporating  these  needs  at  the  beginning  of  the  product  cycle 
should  help  lower  the  overall  and  ultimate  cost  of  meeting  law  en- 
forcement's needs. 

Mr.  Chairman,  that  concludes  my  remarks.  I  would  be  happy  to 
respond  to  any  questions  from  you  or  other  members  of  the  com- 
mittees. 

[The  prepared  statement  of  Ms.  Edwards  follows:] 

Prepared  Statement  of  Hazel  E.  Edwards,  Director,  Information  Resources 
Management/General  Government  Issues,  Accounting  and  Information 
Management  Division 

Mr.  Chairman  and  Members  of  the  Subcommittees:  I  am  pleased  to  appear  today 
to  discuss  S.  2375.  My  comments  will  focus  on  the  wiretapping  challenges  facing  law 
enforcement  agencies,  the  status  of  law  enforcement's  technological  requirements, 
and  the  potential  costs  of  satisfying  those  requirements. 

traditional  wiretapping  methods  are  challenged  by  technology 

In  July  1992,  we  reported  to  the  Congress  that  law  enforcement's  ability  to  exe- 
cute court-approved  wiretaps  was  challenged  by  advanced  telecommunications  tech- 
nologies. ^  To  determine  the  current  status  of  digital  telephony  and  to  identify  the 
changes  that  have  occurred  during  the  last  2  years,  we  interviewed  representatives 
from  law  enforcement  organizations,  telephone  service  providers,  and  manufacturing 
companies.  Between  Apnl  and  June  of  tiiis  year,  we  discussed  various  telecommuni- 
cations technologies,  such  as  analog  and  digital  voice  communications  carried  over 
copper  wire  and  fiber  optic  telephone  lines;  land-line,  cellular,  and  satellite  switches; 
and  Personal  Communication  Services,  a  technology  that  could  be  available  in  the 
near  future.  We  also  discussed  special  features,  such  as  call  forwarding,  voice  mail, 
and  speed  dialing.  (A  list  of  tiie  organizations  we  met  with  is  attached  to  this  state- 
ment). ,      1     • 

These  discussions  revealed  that  although  some  technological  solutions  have  been 
developed  to  facilitate  law  enforcement  agencies'  wiretap  efforts,  other  technology 
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92-68BR,  July  17,  1992). 
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changes  have  made  it  more  difficult  for  them  to  use  traditional  wiretap  methods. 
While  these  agencies  are  still  able  to  conduct  most  court-approved  wiretaps,  they 
have  reported  problems  in  effecting  wiretaps.  Further,  thev  report  that  investiga- 
tions were  delayed  or  court  orders  simply  were  not  pursuea  because  of  these  prob- 
lems. For  example,  the  National  Technical  Investigators'  Association,  which  rep- 
resents over  3,000  federal,  state,  and  local  law  enforcement  officers  engaged  in  tech- 
nical investigative  activities,  reports  that  "it  was  almost  two  years  after  the  intro- 
duction of  Cellular  Telephones  before  law  enforcement  had  any  means  to  intercept 
criminal  activity  conducted  on  cell  phones."  ^  In  addition,  industry  representatives 
told  us  that  there  are  current  and  imminent  technological  situations  tnat  would  be 
difficult  to  wiretap,  even  though  they  have  not  yet  received  wiretap  court  orders  for 
those  situations. 

Clearly,  there  is  a  need  for  action  that  will  preserve  law  enforcement  agencies' 
ability  to  conduct  court-approved  wiretaps.  Because  the  details  of  law  enforcement 
agencies'  problems  and  the  specific  technological  challenges  are  classified,  I  cannot 
elaborate  on  them  in  this  hearing.  However,  I  would  be  glad  to  arrange  a  separate 
classified  discussion  on  those  topics  at  your  request. 

DEFINITION  OF  LAW  ENFORCEMENT  REQUIREMENTS  HAS  IMPROVED 

In  1992  we  reported  that  law  enforcement  agencies  had  not  sufficiently  defined 
their  wiretap  requirements.  Since  then,  the  Federal  Bvu-eau  of  Investigation,  in  co- 
operation with  other  law  enforcement  personnel,  has  issued  two  documents— -one  in 
July  1992  and  an  update  in  June  1994 — describing  their  capability  and  capacity  re- 
quirements. These  documents  represent  considerable  effort  by  law  eniorcement 
agencies  to  delineate  their  needs. 

The  capability  reqiiirements,  which  include  the  timing  and  natvire  of  information 
required  firom  wiretaps,  making  the  wiretap  undiscemible  to  the  subject  of  the  wire- 
tap, and  the  reliability  and  quality  of  service,  are  reasonably  well  denned.  The  capa- 
biuty  reqviirements  include  key  technical  and  operational  conditions  that  are  needed 
to  conduct  wiretaps,  and  they  are  often  accompanied  by  helpfiil  clarifications  and 
examples. 

On  the  other  hand,  the  capacity  reqiiirement,  or  quantity  and  geographic  location 
of  simultaneous  wiretaps,  is  not  j'et  precisely  defined.  Specifically,  the  June  1994 
requirement  document  states  that  law  enforcement  agencies  and  industry  will  need 
to  work  together  to  determine  the  additional  capacity  that  is  needed  to  implement 
all  lawful  requests  for  wiretaps. 

COSTS  HINGE  ON  EVOLVING  LAW  ENFORCEMENT  REQUIREMENTS 

S.  2375  specifies  that  the  Attorney  General,  subject  to  the  availability  of  appro- 
priations, shall  reimburse  telecommunications  carriers  for  reasonable  costs  incurred 
in  carrying  out  the  provisions  of  the  bill,  and  details  the  nature  of  the  costs  that 
can  be  reimbursed.  The  bill  authorizes  the  appropriation  of  a  total  of  $500  million 
for  fiscal  years  1995  through  1998,  and  authorizes  the  appropriation  of  such  stuns 
as  needed  to  carry  out  the  bill  for  fiscal  years  1999  and  beyond.  However,  it  is  vir- 
tually impossible  to  precisely  estimate  the  reimbursement  costs  discussed  in  this  bUl 
because  costs  will  depend  on  evolving  law  enforcement  requirements. 

For  example,  even  though  the  capability  reqviirements  are  reasonably  defined, 
much  work  remains  for  industry  to  identify  technological  alternatives  that  will  sat- 
isfy those  requirements  across  the  various  technologies.  Fxirther,  industry  must  im- 
plement those  alternatives,  which  will  sometimes  involve  working  with  telephone 
equipment  manufacturers.  The  costs  associated  with  delivering  uiese  capabilities 
can  vary  widely  depending  on  the  technical  approaches  selected  to  satisfy  the  re- 
quirements. 

More  significantly,  costs  could  be  affected  by  how  the  capacity  requirements  are 
defined.  S.  2375  suggests  basing  capacity  requirements  on  characteristics  of  equip- 
ment or  service  in  place,  number  of^  subscribers,  geographic  location,  and  other  fac- 
tors. If  law  enforcement  requirements  demand  capacity  beyond  what  is  available  in 
current  switch  technology,  then  some  technology  redesign  or  replacement  will  be 
needed  to  attain  the  desired  capacity  levels.  Under  S.  2375,  costs  incurred  in  attain- 
ing the  desired  capacity  levels  will  be  subject  to  reimbursement  by  the  government. 
These  costs  will  vary  greatly  depending  on  how  many  of  the  approximately  20,000 
land-Une  switches  will  need  to  be  replaced  to  meet  the  capacity  requirements  once 
they  are  defined. 


2  "Digital  Telephony  and  Conununications  Privacy  Act  of  1994,"  National  Technical  Investiga- 
tors' Association,  April  1,  1994. 
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Although  we  cannot  precisely  estimate  total  costs  associated  with  this  bill,  an  ex- 
ample may  illustrate  tne  way  costs  could  vary.  Industry  estimates  for  switch  up- 
grades ranged  from  $15,000  to  about  $100,000  per  switch,  depending  on  the  extent 
of  changes  required  to  the  switch  heirdware  and  software.  In  addition,  there  could 
be  costs  to  deliver  capabilities  in  technologies  other  than  land-line  switches.  As  a 
result  of  this  imprecision,  the  ultimate  toteu  cost  of  meeting  this  bill's  requirements 
could  range  from  hundreds  of  millions  to  billions  of  dollars. 

LAW  ENFORCEMENT  AND  INDUSTRY  CAN  TAKE  STEPS  TO  CONTROL  COSTS 

In  conducting  our  discussions,  we  observed  that  industry  and  law  enforcement 
representatives  had  made  considerable  progress  in  communicating  with  one  another 
since  our  July  1992  report.  Each  demonstrated  a  better  understanding  of  the  tech- 
nologies involved  and  of  each  others'  concerns.  This  progress  has  been  facilitated  by 
their  voluntary  participation  on  the  Electronic  Communications  Service  Provider 
Committee  sponsored  by  the  Alliance  for  Telecommunications  Industry  Solutions. 
We  support  continued  cooperation  of  law  enforcement  and  industry  representatives 
through  this  organization,  as  well  as  through  other  means,  to  identify  and  resolve 
problems. 

I  would  like  to  conclude  my  remarks  with  three  observations  that  could  help  con- 
trol costs.  First,  law  enforcement  and  industry  representatives  shovild  identify 
known  solutions  and  communicate  these  to  appropriate  law  enforcement  and  indus- 
try employees  across  the  country.  In  our  discussions  with  industry  representatives, 
it  was  clear  that  some  companies  had  solved  problems  using  equipment  that  other 
companies  thought  was  unavailable  or  were  using  methods  that  other  companies 
had  not  considered.  Working  cooperatively,  the  government  could  avoid  reimbiu^ing 
industry  for  reinventing  solutions  that  already  exist. 

Second,  law  enforcement  and  industry  representatives  should  work  together  to 
identify  ways  to  prioritize  and  sequence  development  and  deplojonent  efforts  needed 
to  satisfy  this  bill's  requirements,  to  ensiire  that  costs  are  contained  and  the  most 
critical  law  enforcement  capability  and  capacity  issues  are  addressed  first.  For  ex- 
ample, if  a  switch  replacement  that  is  needed  to  meet  a  capacity  requirement  can 
coincide  with  a  switen  replacement  to  meet  a  carrier's  business  needs,  then  costs 
could  be  lowered. 

Finally,  as  provided  for  in  S.  2375,  law  enforcement  agencies  need  to  work  with 
industry  to  provide  law  enforcement  requirements  to  the  standard-setting  organiza- 
tions, which  industry  consvdts  in  designing  telecommunications  products  and  serv- 
ices. Alerting  industry  to  these  needs  near  the  beginning  of  the  product  development 
cycle  should  help  lower  the  costs  of  meeting  law  enforcement  requirements. 

Mr.  Chairman,  this  concludes  my  remarks.  I  would  be  happy  to  answer  any  ques- 
tions you  or  members  of  the  Subcommittees  may  have  at  this  time. 


ATTACHMENT 

UST  OF  ORGANIZATIONS  CONTACTED  BY  GAO 

Telephone  Service  Providers 

AT&T  Company,  Bell  Atlantic  Corporation,  BellSouth  Corporation,  Motorola, 
NYNEX  Corporation,  Pacific  Telesis  Group,  Southwestern  Bell  Corporation,  United 
States  Telepnone  Association,  U.S.  West  Communications. 

Manufacturing  and  Research 
AT&T  Company,  Bell  Communications  Research,  Motorola. 

Law  Enforcement 

Federal  Bureau  of  Investigation,  International  Association  of  Chiefs  of  Police,  Na- 
tional Association  of  Attorneys  General,  National  District  Attome^fs  Association,  Na- 
tional Security  Council,  National  Technical  Investigators'  Association. 

Other 
Alliance  for  Telecommunications  Industry  Solutions. 

Senator  Leahy.  Thank  you. 

I  would  put  in  the  record  the  letter  I  sent  to  Mr.  Bowsher  on 
March  24  of  this  year  requesting  the  study  that  you  are  referring 
to. 

[The  letter  from  Senator  Leahy  to  Mr.  Bowsher  follows:] 
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U.S.  Senate, 
Committee  on  the  Judiciary, 
Washington,  DC.  March  24,  1994. 

Mr.  Charles  A.  Bowsher, 

Comptroller  General, 

General  Accounting  Office,  Washington,  DC. 

Dear  Mr.  Bowsher:  I  am  writing  as  Chairman  of  the  Senate  Judiciary  Sub- 
committee on  Technology  and  the  Law  to  request  that  the  United  States  General 
Accounting  Office  review  tiie  Federal  Bureau  of  Investigation's  (FBI's)  proposal  to 
amend  current  wiretap  laws  to  ensure  law  enforcement's  capability  to  conduct  court- 
authorized  electronic  surveillance  in  light  of  advanced  telecommunications  tech- 
nology. A  copy  of  the  FBI's  proposed  amendments  is  enclosed.  This  proposal  differs 
from  proposed  legislation  circulated  by  the  FBI  in  1992  that  your  office  evaluated 
in  a  report,  dated  July  17,  1992. 

As  part  of  your  review,  please  evaluate  the  following  aspects  of  the  proposal: 

1)  Effect  of  Proposal  on  Embedded  Telecommunications  Systems — Under  the  pro- 
posal, common  carriers  must  ensvire  the  government's  ability  to  isolate  and 
get  concurrent  content  information  "notwithstanding  the  mobile  nature"  of 
Sie  targeted  communications  or  other  features  used  by  the  subscriber.  Please 
evaluate  the  extent  to  which  this  reqiurement  may  force  redesigns  of  the  cel- 
lular telephone  system  and  current  designs  for  emerging  personal  commu- 
nications services  (PCS)  and  other  radio  frequency-based  mobile  communica- 
tions services  to  permit  coiirt-authorized  wiretapping.  Please  include  in  your 
evaluation  whether  redesigns  of  these  systems  and  services  to  guarantee 
wiretapping  capability  will  Be  as  efficient  and  cost-efFective  for  consumers. 

2)  Cost — ^Under  the  FBI's  proposal,  the  government  will  reimburse  common  car- 
riers for  reasonable  and  cost-effective  charges  incurred  to  comply  with  new  re- 
quirements within  three  years  after  enactment.  The  FBI  estimates  that  the 
cost  of  retrofitting  ciurent  telecommunications  systems  and  equipment  to 
meet  ttie  proposed  requirements  is  about  $500  million,  but  industry  disputes 
this  figure  as  too  low. 

Please  evaluate  the  estimated  cost  of  modifying  existing  networks,  services,  and 
features  to  comply  with  tiie  FBI's  proposed  requirements  over  the  next  three  years, 
and  the  costs  oi  incorporating  these  requirements  into  future  designs  for  networks, 
services,  and  features. 

3)  Enforcement  Mechanisms — The  FBI's  proposal  empowers  the  Attorney  "Gen- 
eral to  enforce  law  enforcement's  wiretapping  reauirements  by  seeking  iry'unc- 
tive  relief,  $10,000  per  day  in  civil  penalties,  and  by  consulting  with  the  Fed- 
eral Communications  Commission  for  additional  sanctions  or  fines.  The  pro- 
posed requirements  are  absolute  and  contain  no  flexibility  for  reasonable  ef- 
forts to  comply.  Please  evaluate  whether,  because  of  the  penalties,  this  pro- 
posal will  effectively  give  the  Attorney  General  the  ability  to  veto  new  tele- 
commimications  systems  or  features. 

If  you  have  any  questions,  please  do  not  hesitate  to  contact  Beryl  A.  Howell  at 
202-224-3406. 
Thank  you  for  your  prompt  attention  to  this  matter. 

Sincerely, 

Patrick  J.  Leahy, 

U.S.  Senator. 

Senator  Leahy.  I  would  note  regarding  the  cost  estimates  for 
switches,  that  we  should  not  lose  sight  of  the  fact  that  as  tech- 
nology changes,  and  it  is  changing  very  rapidly  in  telecommuni- 
cations, some  of  these  switches  would  change  anyway.  It  is  not  sim- 
ply a  case  of  assuming  that  under  the  bill  every  single  switch  has 
to  be  replaced  overnight. 

Ms.  Edwards.  That  is  right. 

Senator  Leahy.  I  think  you  made  that  point  clear,  that  as  tech- 
nology changes  and  switches  are  being  replaced  for  whatever  rea- 
son, such  as  changes  in  technology,  wear,  or  anything  else,  this 
should  be  taken  into  consideration. 
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Mr.  Neel,  I  am  delighted  to  have  you  here.  You  and  I  have 
worked  on  telecommunications,  privacy  and  other  issues  for  a  long, 
long  time.  I  am  glad  to  have  you  here. 

STATEMENT  OF  ROY  M.  NEEL,  PRESIDENT,  U.S.  TELEPHONE 

ASSOCIATION 

Mr.  Neel.  Thank  you,  Mr.  Chairman. 

Like  Director  Freeh  and  others,  I  want  to  thank  you  and  Chair- 
main  Edwards  and  your  able  staffs  in  working  so  hard  on  this. 
There  has  been  a  lot  of  time  devoted  to  it.  It  has  been  a  difficult 
balancing  act  and  your  staff  has  really  done  a  Herculean  job  trying 
to  figure  all  these  things  out. 

It  is  true  that  this  legislation  that  you  have  introduced  is  a  sig- 
nificant improvement  over  the  original  administration  proposal, 
particularly  in  the  areas  of  extending  the  transition  period  to  4 
years,  requiring  that  the  Government  reimburse  carriers  in  per- 
petuity for  the  costs  of  expanding  capacity  to  meet  law  enforce- 
ment's needs,  improvements  in  the  reasonableness  standards,  and 
a  number  of  the  privacy  considerations.  These  are  all  important  im- 
provements and  we  appreciate  that. 

But  as  I  testified  in  March,  we  are  still  not  sure  that  this  kind 
of  legislation  is  really  necessary,  beyond,  of  course,  appropriating 
the  kinds  of  funds  that  will  be  necessary  for  law  enforcement  to 
purchase  the  techniced  capacity  and  capabilities  from  the  tele- 
communications carriers. 

Law  enforcement  authorities  already  tell  us  they  have  the  au- 
thority to  force  communications  carriers  to  make  these  trans- 
missions wiretappable,  and  as  many  have  said,  we  have  been  work- 
ing with  Government  to  try  to  figure  out  these  technical  solutions. 
In  fact,  whether  this  legislation  becomes  law  or  not,  this  kind  of 
cooperative  effort  will  have  to  continue. 

I  think  it  is  important  to  remember  the  history  of  this  relation- 
ship. We  understand  there  are  only  about  1,000  court-ordered  wire- 
taps a  year,  about  half  of  these  in  New  York  City's  metropolitan 
area  alone,  and  about  a  quarter  of  them  involving  cellular  tech- 
nology, and  half  of  those  in  only  two  States.  So  the  incidence  of  the 
demand  here  is  somewhat  isolated. 

We  are  concerned  that  this  legislation  would  create  a  ubiquitous 
demand  for  this  technology  throughout  the  country,  affecting  all 
manner  of  compliance  problems  for  telephone  companies  where 
there  have  never  been  wiretap  requests. 

Contrary  to  the  testimony,  or  at  least  somewhat  different  from 
the  testimony  of  the  Director,  we  don't  know  of  any  instances 
where  our  companies,  where  telephone  companies,  have  refused  to 
assist  law  enforcement  to  accomplish  a  legal  wiretap  order.  His  tes- 
timony indicates  that  they  found  183  instances  where  there  have 
been  problems.  We  may  just  disagree  on  the  semantics  involved. 
We  would  very  much  like  to  see  that  list  and  those  examples  and 
try  to  help  work  through  them,  if  possible. 

Moreover,  our  companies  spend  a  great  deal  of  money  routinely 
complying  with  law  enforcement  requests  with  no  reimbursement. 
One  of  our  companies  alone  in  an  area  with  only  moderate  requests 
spends  well  over  $3.5  million  a  year  routinely  meeting  these  re- 
quests. 
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Our  concern  with  the  draft- 


Senator  Leahy.  Let  me  just  make  sure  I  understand.  The  $3.5 
million  is  spent  by  the  company  with  no  reimbursement  from  the 
law  enforcement,  Federal,  State,  or  anybody  else? 

Mr.  Neel.  Correct.  These  are  just  routine  costs  of  meeting  court- 
ordered  compliance. 

Our  concern  with  the  draft,  despite  the  fact  that  it  is  much  im- 
proved, centers  around  three  main  issues.  First  of  all,  the  scope  of 
coverage.  We  still  think  there  is  a  problem  in  exempting  certain 
types  of  carriers  serving  certain  kinds  of  markets.  We  think  that 
represents  some  safe  harbors  for  criminals,  frankly.  If  law  enforce- 
ment believes  that  is  an  adequate  trade-off  to  make,  there  is  still 
the  problem  of  creating  a  kind  of  competitive  disparity  because  the 
technologies  that  serve  those  kinds  of  customers  essentially  being 
exempted  from  these  requirements  incur  fewer  costs  and  represent 
to  customers  a  more  secure  network  for  them.  So  there  is  some- 
thing of  a  problem  there. 

We  think  there  needs  to  be  more  clarity  on  the  issue  of 
reasonableness 

[Interruption.  Coughing  by  Senator  Leahy.] 

Mr.  Neel.  It's  been  a  tough  day. 

Senator  LEAHY.  It's  not  the  testimony.  [Laughter.] 

Mr.  Freeh.  You're  not  allergic  to  me,  are  you? 

Senator  Leahy.  It's  that  stem  look  I  was  getting  from  Jim 
Kallstrom  back  there.  [Laughter.] 

He's  always  scared  the  hell  out  of  me.  [Laughter.] 

Mr.  Neel.  Well,  let  me  go  on.  We  believe  there  still  needs  to  be 
further  clarity  on  the  reasonableness  standards,  and  essentially 
what  I  mean  is  while  the  legislation  does  create  safe  harbors  to  a 
certain  extent  where  companies  could  deploy  technology  or  consider 
it  without  facing  fines,  we  do  think  there  needs  to  be  some  clarity 
to  ensure  that  a  company  won't  face  huge  problems  from  law  en- 
forcement or  that,  in  using  your  words,  that  technology  will  not  be 
stifled.  We  think  there  are  still  some  problems  there. 

But  most  important,  and  I  think  you  have  mentioned  this,  as  has 
Ms.  Edwards,  we  are  very  worried  about  the  cost  reimbursement 
question.  We  think  that  the  $500  million  estimate  of  the  cost  to 
build  capacity  and  capability  in  every  carrier's  network  is  severely 
understated.  As  I  noted  in  March,  we  believe  that  it  will  cost  about 
$1.8  billion  to  solve  the  call-forwarding  problem  alone,  and  that  is 
only  one  technology. 

We  also  think  it  is  unrealistic  to  cap  at  4  to  6  years  the  reim- 
bursement for  capability.  Essentially,  the  problem  is  this.  If  we 
take  a  snapshot  right  now,  you  might  be  able  to  predict,  using  serv- 
ices that  are  on  the  shelf,  what  it  might  cost  to  make  those  capable 
of  wiretapping,  but  we  are  looking  at  a  very  volatile  time.  Just  as 
if  you  had  looked  at  the  period  from  1978  to  1982  and  looked  at 
this  network,  all  you  would  have  had  to  do  is  go  to  AT&T  and  ask 
for  a  cost  estimate  and  order  something  to  happen.  In  1982,  the 
Government  broke  up  the  telephone  company  and  we  had  an  explo- 
sion of  new  services  and  technologies  and  all  the  rules  were  thrown 
out. 

Right  now,  across  the  street,  the  Senate  this  morning  has  taken 
one  further  step  to  blow  up  the  telecommunications  system  as  we 
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know  it  by  injecting  more  competition,  more  technological  advance- 
ment into  the  network,  and  we  don't  have  any  idea  what  new  prod- 
ucts, services,  and  networks  will  come  into  existence. 

What  this  legislation,  to  a  certain  extent,  and  what  the  adminis- 
tration, we  think,  has  done  is  look  at  the  nation's  telecommuni- 
cations network  using  the  old  traditional  model  of  a  local  monopoly 
and  local  carriers.  We  don't  have  that  anymore.  Already,  there  are 
any  number  of  new  kinds  of  telecommunications  providers  coming 
into  communities  and  doing  new  things,  some  of  which  would  es- 
cape the  coverage  of  this. 

Moreover,  we  don't  think  anyone  wants  to  stifle  the  development 
of  those  things.  If  you  have  the  fear  of  a  problem,  a  legal  problem, 
in  deploying  a  new  service  or  technology,  the  call  forwarding  of  the 
ftiture,  if  you  will,  you  are  going  to  be  less  willing  to  make  massive 
investments  in  that  if  you  are  facing  the  very  real  legal  problems 
of  deploying  it  if  there  is  no  technological  fix  in  place. 

We  also  think  that  despite  the  belief  of  some  that  the  cost  to 
local  carriers  will  never  be  de  minimis,  after  4,  6,  10,  or  20  years. 
We  think  these  costs  will  be  incurred  in  perpetuity,  not  only  to  in- 
crease capacity,  the  reimbursement  of  which  is  covered  in  this  leg- 
islation, but  to  build  in  the  sheer  capability  of  doing  that. 

We  think  the  legislation  also  fails  to  take  into  account  all  the 
other  issues  that  are  at  work  right  now  in  a  competitive  environ- 
ment. We  think  there  will  be  an  explosion  of  new  services  and  we 
hope  those  will  be  taken  into  consideration.  That  can  essentially  be 
fixed  by  taking  the  lid  off  of  the  time  constraint  for  reimbursing 
carriers  for  putting  capability  into  the  networks. 

We  take  these  concerns  of  law  enforcement  seriously.  We  want 
to  be  part  of  the  solution  and  we  have  some  suggestions.  As  I  men- 
tioned, I  think  that  the  legislation  should  expand  the  coverage  to 
include  some  of  these  private  networks,  hospitals,  motels  and  ho- 
tels, and  so  on,  the  private  systems  that  would  otherwise  be  ex- 
cluded. 

We  think  you  should  clarify  this  reasonableness  standard  so  local 
carriers,  especially  small  telephone  companies,  won't  fear  massive 
fines  and  not  be  forced  to  install  very  expensive  technology  in  the 
out  years  that  they  would  otherwise  not  do. 

Finally,  we  think  that  if  you  are  going  to  have  legislation,  that 
it  ought  to  provide  adequate  funding  and  extend  the  authorization 
of  that  funding  beyond  the  4  to  6  years.  Those  will  make  megor  im- 
provements in  legislation  that  has  already  improved  considerably 
from  the  original  proposal.  Thank  you. 

[Mr.  Neel  submitted  the  following:] 

Prepared  Statement  of  Roy  Neel  on  Behalf  of  the  U.S.  Telephone 

Association 

USTA,  which  represents  more  than  1,100  small,  medium  and  large  local  exchange 
telephone  carriers  throughout  the  United  States,  commends  Senator  Pat  Leahy  and 
Congressman  Don  Edwards  for  Uieir  considerable  efforts  in  working  with  industry, 
privacy  organizations  and  law  enforcement  on  this  important  legislation. 

USTA  has  been  an  integral  force  in  negotiations  leading  up  to  the  introduction 
of  this  bill.  In  this  regard,  members  of  Judiciary  Committee  staff,  particularly  Jim 
Dempsey  and  Beryl  Howell,  have  been  remarkable  for  their  patience  and  skill  in 
brokering  the  many  improvements  over  earlier  drafts  of  this  legislation.  And  we  re- 
main fully  committed  to  working  with  Congress  to  develop  a  bill  that  will  stand  the 
test  of  time. 
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While  this  legislation  is  a  considerable  improvement  over  earlier  versions,  the  leg- 
islation does  not  fiilly  satisfy  these  criteria. 

By  exempting  certain  telecommunications  providers  and  networks,  the  bill  is  bi- 
ased against  the  public  switched  network.  It  lacks  sufficient  protection  against  un- 
reasonable government  reqviirements.  It  imposes  new  cost  burdens  on  the  nation's 
telephone  companies,  and  may  curtail  investment  in  and  deplojmient  of  new  net- 
work services  at  a  time  when  investment  in  the  National  Information  Infrastructure 
(Nil)  is  a  matter  of  national  policy. 

IS  THIS  LEGISLATION  NECESSARY? 

It  is  important  to  note  that  law  enforcement  authorities  conduct  about  1,000  wire- 
taps a  year  in  the  nation.  Of  those,  roughly  half  are  conducted  in  the  New  York 
City  metropolitan  area.  About  a  quarter  are  cellular-based,  and  half  of  these  occur 
in  just  two  states. 

As  I  testified  earlier  this  year,  the  New  York  Times  reported  on  March  1,  1994, 
that  documents  obtained  through  the  Freedom  of  Information  Act  indicated  that  a 
survey  of  several  FBI  offices  found  "no  instances  in  recent  years  in  which  FBI 
agents  had  encountered  any  technology-based  problems  in  conducting  wiretaps."  In- 
deed, where  any  difficulties  have  arisen  they  have  been  quickly  and  satisfactorily 
resolved.  (See  Digital  Privacy  and  Security  Working  Group  Interim  Report,  March, 
1994,  which  outunes  current  law-activities  in  meeting  law  enforcement  require- 
ments.) 

The  area  of  most  concern  to  law  enforcement  authorities  is  not  in  technological 
barriers  to  interception,  but  in  capacity  limitations  in  the  wireless/cellular  environ- 
ment, where  tremendous  demand  growth  has  limited  the  number  of  ports  available 
to  law  enforcement  for  conducting  wiretaps. 

USTA  maintains  that  legislation  is  not  necessary.  Telephone  companies  consist- 
ently have  cooperated  in  good  faith  with  law  enforcement,  and  currently  participate 
in  a  joint  industry  and  law  enforcement  standards-setting  body  which  already  is  ad- 
dressing surveillance  challenges  posed  by  technological  advances  in  telecommuni- 
cations. 

USTA's  concerns  with  this  legislation  are  focused  on  three  areas  of  the  bill:  1) 
scope  of  coverage;  2)  deployment  of  new  services;  and  3)  cost  recovery. 

1.  Scope  and  the  Issue  of  Competitive  Neutrality 

ALTERNATIVE  TELECOMMUNICATIONS  PROVIDERS  NOT  COVERED  BY  THE  BILL 

The  bill  covers  only  "common  carriers,"  a  term  which  is  losing  its  traditional  defi- 
nition. The  term  also  has  different  definitions  in  different  states.  The  concept  of  lim- 
iting the  bill  to  common  carriers  neglects  significant  classes  of  service  and  service 
providers  who  do  not  fall  under  the  common  carrier  definition  and  yet  provide  com- 
petitive alternatives  to  the  services  offered  by  common  carriers. 

Competitive  access  providers,  shared  tenant  services,  and  dozens  of  other  tele- 
communications service  providers  compete  directly  with  traditional  telephone  com- 
panies to  offer  services  uiat  look,  smell  and  walk  like  "plain  old  telephone  service 
(POTS)." 

Every  major  metropolitan  area  contains  dozens  of  these  adtemative  telecommuni- 
cations networks.  (See  the  attachment,  "New  York  City  Buildings  Connected  to 
Competitive  Telecommunications  Service  Providers.")  The  World  Trade  Center,  New 
York  Port  Authority,  University  of  Michigan,  the  State  of  Iowa,  office  buildings,  and 
hotels — not  to  mention  Internet — are  but  a  few  examples  of  such  competitive  com- 
munications networks.  Many  of  these  networks  dwarf  most  of  USTA's  members'  net- 
works. 

The  mUlions  of  users  of  the  Internet  could  in  some  cases  escape  the  bill,  too,  be- 
cause the  bill  exempts  "free"  (i.e.,  taxpayer  financed)  private  networks.  Nearly  half 
of  all  data  traffic  in  the  nation  travels  over  Internet  networks.  The  service  is  gro>y- 
ing  by  nearly  a  million  users  worldwide  each  month,  but  significant  portions  of  this 
traffic  are  outside  the  scope  of  this  legislation. 

Another  class  of  exempted  telecommunications  service  providers  is  shared  tenant 
services,  which,  as  described  by  the  FCC,  "provide  their  users  with  local  and 
int«rexchange  basic  service."  (Policies  Governing  the  Provision  of  Shared  Tele- 
communications Services,  CC  Docket  86-9,  Report  and  Order,  3  FCC  Red  6931.  De- 
cember 6,  1988.) 

Yet,  they  are  exempt  from  coverage  under  this  bill. 

We  can  identiftr  wno  our  competitors  are  and  what  their  services  are  today.  We 
cannot  predict  what  new  technologies  and  services  will  be  developed  in  the  future. 
Nor  can  we  determine  exactly  how  these  existing  services  or  their  applications  will 
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affect  the  traditional  local  exchange  business.  We  do  know,  however,  that  major  seg- 
ments of  the  local  exchange  market — those  that  carry  the  highest  voliimes  of  traffic 
and  are  the  most  profitable — are  being  diverted  to  alternative  networks. 

To  the  extent  that  these  alternative  services  compete  with  the  services  offered  by 
local  exchange  companies,  they  should  be  covered  in  the  scope  of  this  legislation. 

IS  THE  BILL  COMPETITIVELY  NEUTRAL? 

In  other  words,  the  legislation  should  not  distinguish  between  one  group  of  service 
providers  and  another.  If  the  intent  of  this  legislation  is  to  facilitate  government 
surveillance  of  electronic  commiinications,  then  public  policy  should  provide  for  the 
government  to  be  able  to  capture  such  commumcations  wherever  they  may  be  tak- 
ing place,  not  just  on  the  traditional  local  exchange  network.  Otherwise,  steadily  in- 
creasing amounts  of  communications  that  bypass  the  local  exchange  network  will 
also  circumvent  svuveillance  efforts. 

By  escaping  the  requirements  of  this  legislation,  these  alternative  telecommum- 
cations  networks  are  given  a  competitive  advantage  in  both  cost  and  marketing. 
They  do  not  have  to  spend  considerable  siuns  in  modifying  equipment  or  services 
to  comply  with  the  Act.  They  do  not  have  to  be  hauled  to  court  or  tiie  FCC  whenever 
there  is  a  dispute.  They  can  market  their  "enhanced  security"  over  public  switched 
network  carriers.  And  security  is  a  major  component  of  consumer  confidence,  trust 
and  loyalty  in  choosing  a  telecommunications  provider. 

The  FBI  contends  that  its  "problems"  do  not  lie  in  these  alternative  networks; 
thus,  the  legislation  need  not  cover  these  new  entrants  on  the  telecommunications 
scene.  But  Siat  view  embraces  an  historic  perspective.  Since  the  legislation  is  in- 
tended to  address  future  telecommunications  technologies,  it  is  important  that  its 
coverage  also  takes  a  forward-looking  view. 

LEGISLATION  SHOULD  COVER  SERVICES,  NOT  "ENTITIES" 

USTA  continually  has  proposed  language  which  would  apply  the  requirements  of 
the  Act  evenly  to  any  service  which  involves  switching  or  transmission  of  electronic 
communications  for  hire  to  unafBliated  parties.  By  applying  the  bill  to  services,  and 
not  to  companies  (i.e.  common  carriers),  the  bill  would  attain  competitive  neutrality. 

The  Sectional  Summary  accompanying  this  bill  includes  a  reference  to  a  func- 
tional definition  of  "local  exchange  carrier"  in  Mouse-passed  M.R.3636.  This  support 
language  should  be  put  into  the  legislative  language. 

The  legislation  does  provide  the  FCC  with  authority  to  determine  when  or  if  an 
alternative  service  provider  should  be  covered  by  the  bill,  "when  such  service  is  a 
replacement  for  a  substantial  portion  of  the  local  exchange  service  and  that  it  is  in 
the  public  interest  to  deem  such  person  or  entity  to  be  a  common  carrier  for  pur- 
poses of  this  Act."  (emphasis  added.) 

But  clearly,  there's  already  difference  of  opinion  in  interpreting  substantial  por- 
tion" since  many  of  the  above-mentioned  networks  are  not  covered, 

2.  Reasonableness  and  deployment  of  new  services  and  technologies 

Senator  Leahy  is  quoted  in  the  August  10  edition  of  Communications  Daily  as 
saying  that  the  goal  of  this  legislation  "is  to  assist  law  enforcement  needs  without 
*  *  *  fiiistrating  the  development  of  new  communications  technologies  or  the  com- 
petitiveness of  America's  high-tech  industry." 

But  reasonable  minds  still  are  debating  whether  the  actual  provisions  of  this  leg- 
islation accomplish  that  goal.  Doubts  still  exist  as  to  whether  companies  can  deploy 
technology  that  cannot  currently  be  tapped  without  facing  the  threat  of  court  action 
and  possible  withdrawal  of  a  technology,  service  or  feature. 

Even  worse,  the  existence  of  this  potential  threat  could  hinder  investment  and  de- 
velopment efforts  in  the  nation's  telecommunications  infrastructure.  If  a  company 
is  faced  with  investing  millions  of  dollars  in  a  new  product,  but  finds  in  the  middle 
of  its  development  efforts  that  a  surveillance  capabihty  will  be  very  difficult— and 
expensive — ^to  develop,  the  company  may  decide  to  "cut  its  losses"  and  abandon  an 
otJnerwise  valuable  product  development  effort. 

Further,  if  a  technology  is  achievable,  the  bill  requires  that  compames  comply 
with  the  capabilities  requirements.  Does  this  mean  that  a  small  telephone  coopera- 
tive in  rural  Vermont  must  modify  or  retrofit  its  facilities  even  though  there  is  little 
or  no  likelihood  that  its  surveillance  capabilities  will  ever  be  needed? 

For  example,  the  FBI's  REQUIREMENTS  document  declares  law  enforcements 
desire  to  "foUow"  calls  through  the  network  to  their  ultimate  destination.  This  may 
be  possible  as  an  application  of  advanced  intelligent  network  (AIN)  technology,  not 
yet  deployed.  One  conservative  estimate  of  the  cost  of  deploying  this  feature  would 
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be  $100  million  per  region.  To  support  the  FBI's  requirements,  AIN  would  need  to 
be  deployed  universally,  which  is  not  currently  being  contemplated. 

To  satisfy  these  lingering  doubts,  the  biU  must  provide  a  reasonableness  standard 
and  not  guarantee  absolute  compliance  with  law  enforcement's  requirements.  Good 
faith  efforts  to  comply  should  be  sufficient  to  find  a  company  in  compliance  with  the 
Act. 

In  this  regard,  it  must  include  economic  feasibility  as  well  as  law  enforcement 
needs  in  determining  compliance.  Again,  tiie  Sectional  Summary  accompanying  the 
bill  includes  a  discussion  of  economic  reasonableness  in  describmg  the  bill's  intent. 
This  language  needs  to  be  placed  in  the  legislation  itself. 

The  relative  costs  and  benefits  of  the  bill's  requirements  placed  on  all  compames 
must  also  be  a  factor  in  determining  compliance.  Otherwise,  ubiquitous  deployment 
of  all  "publicly  available"  capabilities  would  appear  to  be  required  by  the  bill. 

REASONABLENESS  AND  TIMELY  ACTION 

The  Act  states  that  compames  must  comply  with  the  capabilities  requirements 
only  if:  "(i)  alternative  technologies  or  capabilities  or  the  facilities  of  another  carrier 
are  not  reasonably  available  *  *  *  and  (ii)  compliance  with  the  requirements  of  this 
chapter  is  reasonably  achievable  through  the  application  of  available  technology 
*  *  *  or  would  have  been  adiievable  if  timely  action  had  been  taken."  (emphasis 
added.)  . 

As  discussed  above,  the  term  "reasonably  achievable"  leaves  much  to  the  imagina- 
tion, especially  without  specific  reference  to  economic  feasibility  or  cost-effective  de- 
ployment considerations.  Moreover,  what  "timely  action"  shoiUd  have  been  taken? 
There  simply  is  too  much  ambiguity  for  determining  whether  this  provision  could 
permit  a  court  retroactively  to  order  a  company  to  withdraw  or  ban  deployment  of 
services  or  technologies  at  some  time  in  the  fiitiire. 

Both  of  these  terms  need  clarification  before  anv  company  will  feel  safe  investing 
the  considerable  money  and  resources  needed  to  deploy  new  technologies  and  serv- 
ices. 

RESPONSIBILITY  OF  MANUFACTURERS 

USTA  believes  that  the  legislation  now  requires  full  cooperation  and  compliance 
of  manufacturers  witii  tiie  rei^uirements  of  the  Act.  Without  shared  responsibility, 
it  wovdd  be  possible  for  a  earner  to  face  a  court  injunction  against  deploying  a  new 
technology  or  service  when  a  manufacturer  fails  to  provide  it  with  the  necessary  ca- 
pabilities which  may  be  technologically  or  economically  achievable,  just  not  avail- 
able. 

INTERNATIONAL  COMPETITIVENESS 

In  this  global  marketplace,  what  we  do  in  the  United  States  immediately  affects 
market  opportunities  elsewhere  in  the  world.  Barriers  to  technology  or  service  devel- 
opment here  can  Significantiy  affect  the  competitiveness  of  American  companies  vis- 
a-vis their  international  competitors. 

This  legislation  effectively  forces  foreign  companies  to  develop  the  same  surveil- 
lance capabilities  as  AT&T.  To  the  extent  that  the  United  States  creates  unique  or 
expensive  requirements  for  suppliers,  it  coxild  limit  technology  alternatives  available 
to  American  consumers  or  create  offshore  opportunities  for  American  companies. 

Siinilarly,  what  if  only  one  company  can  develop  the  capabilities  required  by  the 
Act?  Will  carriers  be  forced  to  purchase  and  deploy  that  company's  equipment,  re- 
gardless of  the  covmtiess  other  factors  that  go  mto  such  multi-million  dollar  deci- 
sions? 

3.  Cost  reimbursement 

The  FBI  has  estimated  (in  a  "classified"  analysis)  that  the  government's  costs  in 
reimbursing  industry  for  developing  and  deploying  the  modifications  necessary  to 
existing  facilities  to  bring  tiiem  into  compliance  wiQi  law  enforcement  requirements 
wiU  be  $500  million. 

Communications  Daily,  in  an  August  4,  1994  article,  noted  it  had  obtained  the 
FBI's  confidential  cost/benefits  analysis  which  demonstrated  several  flaws.  For  ex- 
ample, die  'TBI  figures  didn't  include  cost  of  upgrading  or  maintaining  switch  soft- 
ware and  didn't  account  for  new  technologies,  such  as  PCS.  Nor  did  it  motor  in  costs 
that  cable  companies  would  have  to  pay  when  they  began  to  provide  telephone  serv- 
ices." 

In  testimony  earlier  this  year  before  the  House  and  Senate  Judicisuy  subcommit- 
tees, USTA  noted  that  the  estimated  cost  of  effecting  software  changes  for  call  for- 
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warding  alone  could  be  as  much  as  $1.8  billion.  One  large  USTA  member  has  esti- 
mated that  it  would  cost  over  $200  million  to  modify  its  call  forwarding  features  to 
accommodate  government  requirements  in  this  bill.  And  BellSouth  requested  a  ven- 
dor's "inquiry-level"  estimate  for  complying  with  the  FBI's  reqxairements  on  its 
wireline  business  only.  The  estimate:  $138  million  to  $247  million. 

Additional  estimates  can  be  made  by  looking  at  similar  recent  network  upgrades 
made  to  accommodate  government  reqviirements  to  provide  equal  access  to  all  coni- 
munications  carriers.  TVo  of  USTA's  members  each  estimate  spending  $250  million 
in  this  regard.  FHirther,  an  August  5,  1994  Communications  Daily  article  notes  that 
the  FCC  has  estimated  that  implementing  another  government  mandate — ^for  ena- 
bling customers  to  chose  tiieir  long  distance  carrier  automatically  from  pay  phones — 
will  cost  $1.8  billion. 

In  short,  $500  million,  as  far  as  we  can  tell,  will  not  even  come  close  to  the  mark. 
USTA's  principal  concern  with  this  legislation,  therefore,  is  what  happens  when,  or 
if,  the  $500  nSllion  fails  to  cover  the  costs  of  complying  with  the  government's  re- 
qviirements. 

"GOLDPLATING'' 

The  record  for  government  cost  reimbursement  for  existing  law  enforcement  ac- 
tivities does  not  give  cause  for  great  comfort  with  industry  members,  either.  One 
USTA  member  company,  with  only  moderate  law  enforcement  obUgations,  spends 
$3.7  million  a  year  accommodating  over  100,000  law  enforcement  subpoenas,  many 
of  which  require  boxes  of  documentation. 

These  expenditures  of  time  and  personnel  are  borne  by  the  company  alone,  with- 
out government  reimbursement,  even  though  the  company  frequently  requests  com- 
pensation for  its  efforts. 

One  can  only  presume  that  obligations  are  only  a  fraction  of  those  imposed  on 
such  companies  where  law  enforcement  activity  is  more  concentrated. 

And,  perhaps  because  there  is  no  mechanism  that  limits  government's  "free"  ac- 
cess to  any  ii^ormation  it  wants,  its  demands  for  customer  information  have  been 
increasing  dramatically  on  an  annual  basis. 

In  fact,  in  June  of  this  year,  at  least  one  of  USTA's  large  company  members  re- 
ceived a  subpoena  from  the  Drug  Enforcement  Agency  requesting  "the  identity  of 
published  and  unlisted  [presumably  meaning  nonpublished  numbers]  residential 
and  business  telephones  *  *  *  by  area  code,  and  telephone  number,  together  with 
first  name,  last  name  (company  name),  address,  city  and  state  for  all  published  and 
unlisted  residential  and  business  telephones  in  the  service  area  *  ♦  *  "  (See  attach- 
ment.) 

Besides  the  sheer  audacity  of  this  request,  and  its  obvious  implications  regarding 
privacy  and  security  of  innocent  American  citizens,  there  naturally  was  no  offer  to 
compensate  the  company  for  complying  with  the  Agency's  demands,  despite  the  fact 
that  commercially  available  data  bases  (purged  of  nonpublished  numbers)  exist  on 
the  market  today. 

There  must  be  a  mechanism  for  preventing  the  government  from  making  exces- 
sive demands,  when  a  more  modest  and  less  expensive  solution  may  satisfy  most 
of  the  government's  objectives. 

THE  OPPORTUNITY  COSTS  OF  SURVEILLANCE  REQUIREMENTS 

It  should  be  noted  that  whatever  costs  are  being  discussed,  they  represent  time, 
effort,  investment,  research,  and  implementation  of  capabilities  to  meet  government 
demands.  There  is  no  market  incentive  or  cost  recovery  involved  in  developing  such 
capability.  TTiat  is,  companies  do  not  benefit  from  installing  surveillance  capabili- 
ties. (In  fact,  there  are  market  disincentives  if  one  takes  into  account  the  fact  that 
companies  are  being  required  to  build  the  ability  to  compromise  seciuity  into  their 
networks.) 

To  the  extent  that  such  time  and  investment  is  dedicated  to  meeting  law  enforce- 
ment's surveillance  demands,  and  not  developing  advances  in  network  enhance- 
ments for  the  improvement  of  private  and  commercial  communications  capabilities, 
then  this  Act  has  to  be  measured  in  terms  of  its  opportunity  costs;  i.e.,  resources 
lost  or  diverted  from  other  pursuits. 

This  is  not  to  say  that  there  are  not  significant  societal  benefits  to  meeting  law 
enforcement  demands.  But  the  relative  social  benefits  of  law  enforcement  objectives 
need  to  be  weighed  against  the  costs  of  compUance. 
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POUR  (OR  SIX)  YEAR  COMPLIANCE  DEADLINE 

Coming  up  with  new  features  is  no  easy  feat.  Developing  standards  alone  takes 
time,  hvunan  effort  and  resoiuxes,  and  money.  Even  then,  standards  are  only  the 
beginning  of  a  continuvun  which  can  last  for  years  before  eventually  resulting  in  the 
deployment  of  new  features  or  services  in  a  manner  that  ensures  their  interoper- 
abilily  witii  existing  network  facilities. 

To  illustrate,  after  standards  are  developed,  the  following  steps  must  be  taken: 

1)  Develop  technical  requirements  or  specifications — ^to  24  months; 

2)  Solicit  industry  input  and  finalize  the  requirements — 6  to  12  months); 

3)  Vendor  implementation — ^9  to  24  months 

4)  Trial  and  testing  to  determine  actual  viability  and  interoperability  with  exist- 
ing network  faculties  and  features; 

5)  Deployment  (subject  to  cost/benefit  analysis  and  funding  availability); 

6)  Operation  and  maintenance. 

Much  of  this  process  is  not  within  the  control  of  telephone  companies,  particularly 
as  more  and  more  services  and  featiu'es  are  a  fiinction  of  central  o£&ce  switching 
equipment. 

It  18  clear  to  USTA  members  that  there  is  both  insufficient  fiinding  and  quite  pos- 
sibly imreasonable  time  requirements  in  this  legislation  to  cover  the  suDstantial 
costs  and  efforts  needed  to  comply  witii  the  Act  even  within  the  first  fovu-  years  fol- 
lowing its  enactment. 

COSTS  AFTER  FOUR  YEARS 

It  is  not  reasonable  to  assume  that  costs  will,  as  alleged  by  the  FBI,  be  merely 
"de  minimis"  after  four  years. 

Costs  associated  with  developing  and  deploying  new  features  simply  are  not  "de 
minimis."  As  with  the  development  of  any  feature,  it  takes  time  and  money  to  meet 
additional  requirements,  particxilarly  requirements  as  complex  as  those  being  posed 
by  the  FBI.  ^d  to  tiie  extent  that  this  legislation  develops  a  market  for  noncovered 
communications  providers  in  a  competitive  environment,  these  costs  will  discrimi- 
nate against  earners  and  their  customers  and  investors. 

In  ouier  words,  there  is  and  will  be  a  continuing  need  to  develop  new  standards 
as  new  technologies  are  introduced  and  features,  functions  and  other  applications 
are  built  around  itie  new  technology  platforms. 

An  additional  safeguard  needs  to  be  added  to  the  bill  to  prevent  the  government 
from  seeking  modifications  it  could  not  obtain  during  the  Grst  four  years  (of  six,  if 
an  extension  is  granted)  after  enactment. 

The  legislation  commits  the  government  to  paying  for  increased  capacity  costs  in- 
definitely. This  provision  should  apply  to  capability  compliance  costs,  as  well,  and 
should  include  the  costs  of  operating  and  maintaining  these  government-imposed  ca- 
pabilities. 

A  SURVEILLANCE  BUDGET:  "PAY-AS-YOU-GO" 

If  it  is  only  for  the  first  four  years  that  the  government  is  given  its  $500  million 
authorization,  tiien  nothing  in  the  bill  prevents  the  government  fi:t)m  asking  a  com- 
pany in  tiie  fifiii  year  after  enactment  to  modify  ite  facilities  to  comply  with  the 
Act's  requirements. 

To  prevent  retroactive  application  of  the  requirements,  the  legislation  should  clsu'- 
ify  Uiat  the  government  cannot  come  back  to  a  company  in  the  fifth  year,  or  later, 
and  demand  compliance  for  that  which  it  could  not  afford,  or  did  not  properly  plan 
for  during  the  first  four  years. 

What  is  needed  is  a  means  to  i>revent  government  fi*om  making  unlimited  de- 
mands at  the  expense  of  the  American  consumer.  In  short,  government  needs  cost 
containment  incentives. 

This  can  be  accomplished  by  strictly  limiting  law  enforcement  demands  to  the 
amount  ($500  million)  authorized  in  this  Act.  Companies  should  be  found  in  compli- 
ance wilji  tiie  Act  if  the  government  fails  to  reimburse  them.  In  other  words,  the 
requirements  of  the  Act  should  not  attach  to  the  company,  its  customers  and  its 
shareholders. 

The  $500  million  authorized  for  the  government's  implementation  of  the  Act 
thereby  would  become  a  "surveillance  budget"  imder  which  law  enforcement  would 
be  forced  to  develop  appropriate  priorities  and  reasonable  requirements.  If,  in  fact, 
the  government's  estimated  cost  of  compliance  is  $500  million,  then  it  should  be  able 
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to  accomplish  all  of  its  objectives  within  this  budget.  If,  however,  $500  million  is 
too  small  an  amount,  then  the  government  will  need  to  determine  where  and  how 
best  to  spend  its  budget. 

There  are  several  advantages  to  this  approach.  First,  it  prevents  "goldplating." 
Law  enforcement  will  have  to  concentrate  its  efforts  where  they  are  needed  most, 
rather  tiian  ask  for  ubiqviitous  capability  deployment  where  there  may  be  little  or 
no  need.  Pay-as-you-go  will  force  the  government  either  to  limit  its  spending  re- 
quests or  modify  its  technical  requirements. 

Second,  consumers  will  not  be  burdened  from  attempts  to  pass  through  significant 
costs  associated  with  unreimbursed  government  requirements.  This  becomes  even 
more  problematic  in  the  changing  regulatory  environment  facing  telephone  coinpa- 
nies  today.  The  introduction  of  competition  into  telecommunications  markets  undier- 
mines  a  carrier's  ability  to  recover  nonmarket  costs — such  as  surveillance  costs — 
from  its  customers. 

Third,  small  companies  will  be  disproportionately  affected  by  the  costs  of  comply- 
ing with  this  Act.  Most  USTA  members  can  ill-afford  million  dollar  fixes  (that  may 
be  considered  under  the  Act  as  "reasonable")  for  building  capabilities  that  may 
never  be  used. 

Fovuth,  USTA  noted  in  its  testimony  earlier  this  year  that  a  poll  conducted  by 
Yankelovich  Partners  in  March  and  reported  in  Time  Magazine  found  that  "two- 
thirds  of  Americans  said  that  it  was  more  important  to  protect  privacy  of  phone 
calls  than  to  preserve  the  ability  of  the  police  to  conduct  wiretaps."  By  limiting  gov- 
ernment sxirveillance  appropriated  funds,  Americans  will  knovf  as  a  matter  of  public 
record  exactly  how  much  the  government  is  spending  on  surveillance  activities. 

This  "pay-as-you-go"  solution  should  be  applied  to  all  capabilities  and  capacity  re- 
quirements after  four  years  following  enactment,  as  well. 

REIMBURSEMENT  PROCEDURES 

Companies  need  assurance  the  government  will  pay  for  what  it  demands.  This 
legislation  gives  the  FCC  authority  to  settle  any  disputes  that  may  arise  in  debating 
"reasonable  costs"  to  be  reimbursed  by  the  government.  But  the  timing  of  payment 
remains  in  question.  The  Act  should  ensure  that  companies  need  not  comply  until 
or  unless  they  are  paid. 

This  bill  also  contains  a  provision  granting  the  Attorney  General  authority  "to  es- 
tablish any  procedures  ana  regulations  deemed  necessary  to  effectuate  timely  and 
cost-efficient  reimbursement  *  *  *  "  At  least  two  USTA  member  companies  are  vic- 
tims of  nonpayment  of  long-outstanding  bills. 

USTA  recommends  adding  language  to  this  provision  that  ensures  a  process  by 
which  industry  has  an  opportuni^  to  effect  these  regulations,  and  that  requires  is- 
suance of  such  regulations  in  a  timely  manner. 

WHY  SHOULD  THE  GOVERNMENT  PAY? 

Some  argue  that  the  government  has  no  obligation  to  compensate  private  industry 
at  all  for  meeting  social  obligations. 

First,  as  noted  above,  there  is  no  consumer  advantage  or  market  value  to  building 
surveillance  capabilities  into  telecommunications  equipment.  Reimbursement  is  not 
paying  for  some  corporate  benefit.  It  is  paying  for  the  government's  law  enforcement 
requirements,  a  legitimate  taxpayer  expense. 

Second,  as  noted  above,  imposing  significant  cost  obligations  on  companies  of  vast- 
ly different  sizes  and  financial  capabilities  would  impose  substantially  dispropor- 
tionate economic  bvirdens. 

Third,  because  the  bill  as  introduced  fails  to  treat  all  telecommunications  service 
providers  equally,  failure  to  compensate  those  companies  covered  by  the  bill  will 
cause  substantial  competitive  advantages  for  those  companies  not  obligated  to  com- 
ply with  and  pay  for  law  enforcement  requirements. 

Fourth,  as  aforementioned,  failure  to  compensate  for  government  surveillance  ac- 
tivities effectively  hides  the  government's  ejcpenditures  from  public  scrutiny. 

Finally,  a  government  obhgation  to  pay  for  what  it  demands,  under  strict  budg- 
etary constraints,  prevents  it  fi"om  "goldplating"  its  demands. 

THE  AUSTRALIA  EXAMPLE 

With  the  introduction  in  1991  of  competition  in  its  telecommunications  market, 
the  Australian  government  granted  to  carriers  the  right  to  charge  for  assistance 
they  provide  to  police  authorities. 

iTie  government's  decision  was  based  on  the  following  factors: 


141 

1)  When  Telecom  Australia  was  a  government  monopoly,  charging  for  sxirveil- 
lance  meant  the  government  in  effect  was  charging  itself  for  svirveillance 
costs. 

2)  With  the  introduction  of  competition,  the  government  considered  it  unfair  to 
the  shareholders  of  those  companies  that  they  should  bear  the  costs  of  govern- 
ment requirements. 

3)  Because  of  the  size  discrepancy  between  Telecom  Australia  and  the  new  en- 
trants, the  government  also  considered  it  unfair  to  impose  a  higher  relative 
cost  on  smafler  companies. 

4)  The  government  determined  costs  should  be  visible  to  the  public  so  that  an 
assessment  can  be  made  about  whether  the  costs  of  a  particular  service  or 
facility  are  worth  the  benefit  derived  fi-om  those  services  or  facilities. 

5)  Police  authorities  had  been  accused  of  having  no  incentive  for  efficiency  or 
cost  containment. 

Accordingly,  the  federal  government  determined  that  the  most  "economically  effi- 
cient" and  "socially  beneficial"  means  of  dealing  with  police  authority  reauests  for 
intercept  facilities  was  to  ensure  "full  transparency,"  and  the  general  body  of  tax- 
payers carried  the  costs  of  tiiose  facilities  through  me  budgets  of  the  police  authori- 
ties. 

The  government  also  prohibited  the  introduction  of  new  technologies  which  were 
not  capable  of  intercepbon.  This  prohibition  caused  significant  negative  effects  on 
product  development  in  that  nation's  telecommunications  system.  For  example,  with 
overloaded  analogue  mobile  telephone  capacity,  the  government  was  anxious  to  de- 
velop and  deploy  new  GSM-based  mobile  technology.  However,  the  new  technology 
was  untappable. 

Consequentlv,  the  government  authorized  the  carriers  to  deploy  the  new  GSM 
networks,  while  requiring  tiiem  to  work  "double  time"  to  develop  an  interception  ca- 
pability. 

Meanwhile,  the  Minister  of  Commvinications  initiated  a  review  to  investigate  con- 
cerns of  law  enforcement  authorities  about  their  obligation  to  reimburse  carriers. 
The  review  reaffirmed  the  basic  principles  outUned  above  that  the  costs  of  intercept 
facilities  should  be  borne  by  the  taxpayers.  The  government  also  recommended  that 
equipment  providers  be  brought  "into  the  loop"  to  give  realistic  and  reasonable  esti- 
mates for  needed  technology. 

USTA  RECOMMENDS  THE  FOLLOWING  CHANGES  TO  THIS  LEGISLATION 

1.  Scope 

The  bill  should  cover  all  telecommunications  services,  rather  than  "carriers."  Ref- 
erence to  a  functional  definition  of  "local  exchange  carriers"  in  House-passed  H.R. 
3636  is  given  in  tihe  Sectional  Summary  accompanying  the  bill.  This  definition 
should  be  made  part  of  the  legislative  language.  Any  transmission  or  switehing  of 
electronic  communications  to  imafGliated  parties  for  hire  is  a  telecommunications 
service. 

2.  Reasonableness 

Ensure  that  good  faith  efforts  to  comply  with  the  requirements  of  the  Act  are  suf- 
ficient grounds  for  compliance. 

Put  into  the  legislative  language  the  Sectional  Summary  discussion  of  economi- 
cally feasibility  as  a  criterion  of  compliance. 

Delete  reference  to  "timely  action  that  should  have  been  taken.  Alternatively,  the 
bill  must  stete  that  a  good  faith  effort  to  develop  economically  and  technologically 
achievable  standards  that  are  intended  to  satisfy  law  enforcement  reqviirements  is 
sufficient  to  sillow  deployment  of  technologies  or  services  that  may  not  contain  sur- 
veillance capabilities. 

Add  a  provision  which  requires  reasonable  law  enforcement  demands  which  may 
be  "achievable"  but  have  litue  likelihood  of  being  required. 

3.  Costs 

Establish  "pay-as-you-go"  provision  which  ensures  that  the  government  has  only 
that  which  is  appropriated  for  ptirposes  of  this  Act  with  which  to  modify  existing 
network  facilities.  Companies  not  reimbursed  under  such  appropriated  funds  shall 
be  found  in  compliance  with  the  Act. 

Ejcpand  reimbursement  authority  after  four  years  to  include  reimbursement  for 
capabilities  as  well  as  capacity  requirements.  Provide  same  stipulation  that  modi- 
fications companies  not  reimbvu-sed  shall  be  in  compliance  with  the  Act. 
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Establish  requirement  for  timely  pajrment  and  promulgation  of  reimbvirsement 
procedures  with  industry  input. 

CONCLUSION 

Telephone  exchange  companies  will,  as  they  consistently  have  in  the  past,  endeav- 
or in  good  faith  to  meet  the  requirements  of  the  law  enforcement  community.  In  de- 
veloping a  bill  that  will  ensure  law  enforcement's  legitimate  demands  in  conducting 
surveillance  activities  with  future  telephony  technologies  and  services,  the  United 
States  must  ensvu*e  that  a  standard  of  reasonableness  guide  its  actions. 

It  is  important  to  remember  that  there  are  about  1,000  wiretaps  performed  each 
year  in  tiie  United  States.  The  government  intends  to  spend  about  $125,000  par 
wiretap  per  year  for  ^e  next  four  years,  if  it  sticks  to  its  budget. 

While  industry  is  willing  to  facilitate  the  objectives  of  law  enforcement  whenever 
feasible,  we  cannot  afford  to  raise  barriers  to  investment  in  and  development  of  new 
telecommunications  technologies  and  services. 

Finally,  USTA  again  acknowledges  the  efforts  of  Senator  Leahy  and  Congressman 
Edwards  and  their  staffs  for  tJieir  willingness  to  draft  legislation  that  meets  the  test 
of  time. 

I  thank  the  committee  for  allowing  USTA  to  testify.  I  look  forward  to  continuing 
the  process  of  improving  this  Act  to  that  it  can  meet  the  interests  of  the  local  ex- 
change industry  while  satisfying  the  objectives  of  our  nation's  law  enforcement  com- 
munity. 
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New  York  City  Buildings  Connected  to  Compeiiiive 
Telecommunications  Service  Providers 


560  First  Ave 
350  5th  Ave 
666  5th  Ave 
122  5th  Ave 
452  5th  Ave 
522  5th  Ave 
787  7lh  Ave 

810  7th  Ave 
888  7th  Ave 
747  10th  Ave 

811  10th  Ave 

32  Ave  of  the  Americas 
100  Ave  of  the  Americas 
1 100  Ave  of  the  Americas 
1 1 33  Ave  of  the  Americas 
1 155  Ave  of  the  Americas 
1 1 85  Ave  of  the  Americas 
1221  Ave  of  the  Americas 
1251  Ave  of  the  Americas 
1271  Ave  of  the  Americas 
1285  Ave  of  the  Americas 
1290  Ave  of  the  Americas 
1301  Ave  of  the  Americas 
1330  Ave  of  the  Americas 
1345  Ave  of  the  Americas 
1 370  Ave  of  the  Americas 


4  Albany  Street 

1  Bankers  Trust  Plaza 

101  Barclay  St    ... 

1  Battery  Park  Plaza 
17  Battery  Place 

15  Broad  St 
20  Broad  St 
30  Broad  St 
40  Broad  St 
50  Broad  St 

60  Broad  St 

61  Broad  St 
67  Broad  St 
80  Broad  St 
85  Broad  St 
90  Broad  St 
104  Broad  St 
125  Broad  St 
116th  &  Broadway 

2  Broadway 

25  Broadway 

26  Broadway 
45  Broadway 
55  Broadway 
61  Broadway 
120  Broadway 


144 


New  York  City  Buildings  Connected  to  Competitive 
Telecommunications  Service  Providers 


140  Broadway 
195  Broadway 
222  Broadway 
233  Broadway 
250  Broadway 
270  Broadway 
305  Broadway 
770  Broadway 
825  Broadway 
1633  Broadway 
1675  Broadway 
1700  Broadway 
1775  Broadway 
45  Broadway  Atrium 
1  Centre  St 
100  Centre  St 
1  Chase  Plaza 
100  Church  St 
250  Church  St 
22  Coniandt  St 
227  E  19th  St 
120  E  23rd  St 
150  E  42nd  St 
250  E  42nd  St 
345  E  46th  St 
12  E  49th  St 


10  E  50th  St 
55  E  52nd  St 
1 53  E  53rd  St 
525  E  68th  St 
1  Exchange  Place 
20  Exchange  Place 
26  Federal  Plaza 
1  Rnanclal  Square 
866  First  Ave 
1 1 1  Fulton  St 
100  Gold  St 
390  Greenwich  St 
7  Hanover  Sq 
10  Hanover  Sq 
60  Hudson  St 
325  Hudson  St 
375  Hudson  St 
90  John  St 
116  John  St 
127  John  St 
130  John  St 
405  Lexington  Ave 
420  Lexington  Ave 
425  Lexington  Ave 
466  Lexington  Ave 
33  Liberty  St 
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New  York  City  Buildings  Connected  to  Competitive 
Telecommunications  Service  Providers 


1  Libery  Plaza 
Merrill  Lynch 
1 30  Liberty  Plaza 
33  Liberty  St 
200  Liberty  St 
1  Madison  Ave 
51  Madison  Ave 
535  Madison  Ave 
590  Madison  Ave 
625  Madison  Ave 
33  Maiden  Lane 
59  Maiden  Lane 
100  Maiden  Lane 
180  Maiden  Lane 

1  New  Yori<  Plaza 

2  New  York  Plaza 
4  New  York  Plaza 
32  Old  Slip 

1  Park  Ave 
200  Park  Ave 
237  Park  Ave 
245  Park  Ave 
277  Park  Ave 
299  Park  Ave 
320  Park  Ave 
39P  Park  Ave 


I  Park  Ave  Plaza 
75  Park  Place 
180  Park  Place 
399  Park  Place 
375  Pearl 
2Penn 
4Penn 

II  Penn 

4  Pennsylvania  Plaza 

5  Pennsylvania  Plaza 
20  Pine  St 

70  Pine  St 

80  Pine  St 

88  Pine  St 

40  Rector  St 

1  Rockefeller  Plaza 

30  Rockefeller  Plaza 

50  Rockefeller  Plaza 

75  Rockefeller  Plaza 

1  State  St  Plaza 

33  Thomas  St 

85  Trinity  PI 

86  Trinity  PI 
1  United  Nations  Plaza 
200  Vesey 
250  Vesey 
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New  York  City  Buildings  Connected  to  Competitive 
Telecommunications  Service  Providers 


40  W  23rd  St 
460  W  33rd  St 
114  W  47th  St 
125  W  50th  St 
31  W  52nd  St 
51  W  52nd  St 
40  W  53rd  St 
524  W  57th  St 
555  W  57th  St 
250  W  57th  St 
47  W  66th  St 
77  W  66th  St 

1  World  Rnancial  Center 

2  World  Financial  Center 

3  World  Rnancial  Center 

1  World  Trade  Center 

2  World  Trade  Center 

4  World  Trade  Center 

5  World  Trade  Center 

6  World  Trade  Center 

7  World  Trade  Center 
1  Wall  St 

14  Wall  St 
30  Wall  St 
40  Wall  St 
60  Wall  St 


75  Wall  St 
100  Wall  St 
1 1 1  Wall  St 
120  Wall  St 
10  Washington 
570  Washington 
55  Water  St 
77  Water  St 

175  Water  St 

199  Water  St 

19  West  St 

140  West  St 

125  West  End  Ave 

1  Western  Union  Intl  Plaza 

1  Whitehall  St 

33  Whitehall  St 

90  William  St 

100  William  St 

110  William  St 

170  William  St 

1275  York 
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Representative  Edwards.  Thank  you  very  much,  Mr.  Neel. 

The  next  member  of  the  panel  to  testify  is  Thomas  E.  Wheeler. 
Mr.  Wheeler  is  President  of  the  Cellular  Telecommunications  In- 
dustry Association. 

You  may  proceed,  Mr.  Wheeler. 

STATEMENT  OF  THOMAS  E.  WHEELER,  PRESIDENT,  CELLULAR 
TELECOMMUNICATIONS  INDUSTRY  ASSOCIATION 

Mr.  Wheeler.  Thank  you  very  much,  Mr.  Chairman. 

We  appreciate  the  opportunity  to  be  here  before  you  today,  par- 
ticularly because  we  were  kind  of  the  poster  child  of  the  last  hear- 
ing when  everybody  was  talking  about  cellular  as  the  example  of 
some  of  the  new  telecommunications  technologies  that  require 
some  of  the  changes  we  are  talking  about  today. 

One  retrospective  on  that  hearing.  It  is  interesting  to  note  that 
by  the  FBI's  own  estimate,  the  cellular  industry,  which  today 
serves  approximately  5  percent  of  the  population,  was  responsible 
for  25  percent  of  the  wiretaps  in  1993.  I  just  put  that  forward  as 
a  physical  manifestation  of  our  commitment  to  addressing  the  is- 
sues of  court-authorized  surveillance  and  our  recognition  of  our  re- 
sponsibility to  provide  both  the  capability  and  the  capacity  to  do 
that. 

This  legislation,  as  everybody  else  has  previously  said,  is  a  sig- 
nificant improvement  over  the  previous  draft,  and  again,  cudos 
need  to  be  extended  to  the  staffs  of  these  committees,  to  the  FBI, 
and  to  the  other  industries  involved. 

There  are  four  principal  wireless-related  issues  in  the  current 
draft  of  the  legislation,  and  let  me  just  address  those  quickly. 

One  is  that  the  bill  outlaws  the  ability  to  steal  someone  else's 
electronic  code  in  order  to  impersonate  another  user  of  the  wireless 
service.  We  have  all  heard  stories  about  people  with  humongous 
cellular  bills  because  somebody  had  snatched  their  electronic  code 
out  of  the  air,  cloned  that  into  another  phone,  and  was  charging 
phone  calls  to  Colombia  or  wherever  onto  their  phone.  Amazingly, 
that  is  not  an  illegal  act.  This  bill  makes  it  so. 

That  is  very  significant,  because  not  only  is  this  a  crime  against 
consumers  and  against  the  providers  of  wireless  services,  but  also 
if  you  have  a  situation  where  there  is  floating  around  out  there 
multiple  users  of  the  same  electronic  serial  numbers,  you  don't 
know  who  you  are  tapping.  You  have  three  or  four  or  five  options 
and  they  say,  hello,  I  am  this  one  person,  but  they  may  not  really 
be.  So  that  change  in  the  law  not  only  helps  protect  consumers  but 
also  is  a  linchpin  into  making  wireless  court-authorized  surveil- 
lance possible. 

The  second  provision  in  the  bill  is  the  establishment  of  require- 
ments and  procedures  for  wiretaps  in  a  wireless  environment.  This 
deals  with  the  two  C's,  if  you  will,  capability  and  capacity. 

First,  you  have  to  have  the  capability  technically  to  be  able  to  get 
the  desired  information.  There  is  underway  right  now,  through  an 
organization  called  the  Electronic  Communications  Service  Provid- 
ers Committee,  joint  efforts  of  carriers,  law  enforcement,  and  man- 
ufacturers to  come  up  with  the  standards  for  those  kinds  of  tech- 
nical capabilities.  This  bill  recognizes  that  kind  of  process  and  pro- 
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vides  appropriate  review  procedures,  but  I  am  happy  to  say  that 
that  is  underway  and  a  long  way  down  the  track. 

However,  the  capacity  issue,  the  number  of  simultaneous  taps,  is 
a  matter  which  is  not  so  easily  standardized  and  to  which  the  kind 
of  process  which  worked  on  capability  may  also  want  to  be  applied. 
I  will  withhold  further  discussion  of  that  for  1  more  minute  while 
I  discuss  the  third  wireless  related  component  of  this  legislation. 

That  third  component  is  that  it  is  a  recognition  that  what  we  are 
talking  about  is  an  industry-wide  effort  that  must  involve  not  only 
carriers  but  also  the  suppliers  and  manufacturers  who  enable  the 
service.  Simply  put,  if  they  don't  build  it,  we  can't  do  it  and  we 
have  to  be  a  team  in  this  whole  exercise. 

The  shortcoming  in  this  bill  is  that,  as  Ms.  Edwards  and  others 
have  said,  the  cost  is  unknown  because  the  capacity  and  capability 
requirements  are  unknown.  So  we  would  suggest  that  there  might 
be  a  way  of  addressing  that.  Obviously,  the  key  to  the  cost  question 
is  a  capacity  question.  The  more  capacity,  the  greater  the  cost.  We 
know  that  in  Topsham,  VT,  the  capacity  is  different  than  in  New 
York  City  in  terms  of  the  requirement  levels,  but  how  different? 

The  bill  says,  well,  relax,  the  Attomev  General  is  going  to  tell 
you  how  different  after  consultation  with  the  appropriate  parties. 
We  would  specifically  submit  that  consultation  isn't  enough,  that 
what  is  needed  is  the  discipline  of  an  on-the-record  proceeding. 
Human  nature  being  what  it  is,  it  is  important  to  differentiate  be- 
tween what  is  really  necessary  and  what  is  requested. 

We  all  go  through,  personally  and  in  corporate  lives  and  else- 
where, the  differentiation  between  wants  and  needs.  The  way  that 
works  best  in  a  governmental  environment  is  in  a  formal  rule- 
making where  the  parties  put  information  on  the  record  and  then 
challenge  each  other's  assumptions  and  there  is  a  conclusion  which 
is  based  on  a  formal  procedure,  not  just  an  informal  consultation. 
We  believe  that  the  taxpayers  deserve  that  kind  of  disciplined  con- 
sideration of  their  financial  exposure. 

Therefore,  we  would  suggest  that  we  work  together  to  catch 
crooks  and  to  save  taxpayers'  money  without  delaying  the  process 
by  focusing  on  adding  a  formal  procedure  as  a  substitute  for  the 
informal  activity  which  will  determine  the  capacity  needs  to  be  es- 
tablished by  the  Grovemment. 

To  both  of  the  chairmen  and  to  the  Director,  we  reiterate  our 
gratitude  for  the  manner  in  which  you  have  been  sensitive  and  re- 
sponsive to  the  issues  that  we  have  raised  throughout  the  discourse 
of  this  debate  and  we  look  forward  to  working  further  with  you  on 
these  additional  changes. 

[Mr.  Wheeler  submitted  the  following:] 

Prepared  Statement  of  Thomas  E.  Wheeler  on  Behalf  of  the  Cellular 
Telecommunications  Industry  Association 

I.  introduction 

The  commercial  mobile  wireless  telecommunications  industry  appreciates  the  op- 
portvuiity  to  appear  before  you  today  to  discuss  our  industry's  involvement  in  meet- 
ing law  enforcement's  surveillance  requirements. 

The  Cellular  Telecommtmications  Industry  Association  ("CTIA")  was  organized  in 
1984.  Over  the  past  ten  years  its  membership  has  grown  to  encompass  all  asoects 
of  two-way  wireless  telecommunications  (known  as  "commercial  mobile  service'^,  in- 
cluding licensed  cellular,  personal  commimications  services,  and  enhanced  special- 
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ized  mobile  radio.  The  association  also  counts  as  members  the  wireless  service  pro- 
viders in  Canada  and  Mexico,  equipment  and  infrastructure  manufacturers,  and 
others  with  a  general  interest  in  the  wireless  industry. 

The  wireless  decade  began  with  pioneers  from  both  large  and  small  companies 
taking  risks  to  create  a  nationwide  cellular  network.  Private  entrepreneurs  have  in- 
vested almost  $14  billion  in  wireless  infrastructure.  Today,  more  than  300  cellular 
carriers  provide  service  to  over  16  million  Americans  in  every  one  of  the  nation's 
734  metropolitan  and  rural  service  areas.  As  of  December  1993,  almost  40,000  peo- 
ple are  directly  employed  by  the  cellular  industry;  another  125,000  are  employed  in 
related  industries.^  In  less  than  ten  years  of  operation,  the  celliilar  industry  has  cre- 
ated over  165,000  jobs  for  Americans. 

Exhibit  I 

II.  HOW  WIRELESS  WORKS 


How   Cellular   Works 


1.  Call  from  cellular  phone 

2.  Call  aanl  to  coll  site  trarysmitter 

3.  Coll  sfte  transmits  signal  to  central  cellular  system  computer  (switch) 

4.  Switch  sends  call  to  either: 

a.  another  cellular  phone  Long 

b.  local  (land  line)  telephone  company  (like  Pacmc  Bell)  Distance 

c.  another  cellular  switch,  or  calls 

d.  directly  to  the  long  distance  company 

5.  Calls  to  a  local  home  or  office  number 

6.  Long  distance  calls  go  through  a  long  distance  company  (ATAT.  MCI.  Sprint,  etc.) 


Local 
calls 


Exhibit  I 

When  a  subscriber  makes  a  call  on  a  wireless  phone,  as  shown  in  Exhibit  I,  radio 
waves  are  transmitted  to  the  nearest  tower.  By  constructing  the  network  using 
small,  low  power  cells,  wireless  technologv  reuses  the  same  radio  fii^quencies  ana, 
thus,  can  handle  a  large  number  of  simultaneous  users.  Instead  of  having  a  radio 
channel,  like  Citizen's  Band  radio,  that  reaches  across  a  market  and  must  be  shared 
by  everyone,  low  power,  limited  reach  wireless  cells  permit  the  channel  to  be  used 
again  and  again.  The  ability  to  travel  between  cells  is  achieved  by  a  sophisticated 
signal  strength  monitoring  and  computer  control  system  which  senses  when  a  caller 
is  leaving  a  cell  and  hands  that  call  off  to  an  adjacent  cell. 

Once  the  communications  signal  is  received  at  the  cell  tower,  the  "wireless"  com- 
ponent of  the  transmission  is  over  and  more  traditional  technologies  take  over. 
From  the  cell  tower  the  system  transfers  the  call  to  the  mobile  telepnone  switcWng 
oflBce  ("MTSO").  The  MTSO  is  the  wireless  system's  equivalent  of  the  landline  loccd 
exchange  central  office  switch.  At  the  MTSO,  the  subscriber's  connection  is  mon- 
itored by  wireless  messages  to  and  from  the  subscriber's  vmit  on  a  control  channel 
separate  from  the  voice  channel.  The  MTSO  reads  the  information  contained  in  the 
control  channel  and,  depending  upon  the  information  received,  routes  the  subscrib- 
er's call  to  the  public  switched  landline  network,  a  long  distance  carrier,  or  to  an- 


1 CTIA  Data  Survey,  "The  Wireless  FactBook,"  March  1994. 
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other  mobile  unit  in  the  service  area.  Exhibit  I,  see  supra,  illustrates  how  a  wireless 
call  is  transmitted. 

If  a  subscriber  travels  beyond  the  home  carrier's  geographic  area  and  makes  calls 
on  his/her  wireless  phone,  the  local  carrier  in  that  market  will  provide  the  service. 
This  is  known  as  roaming.  Wireless  carriers  allow  their  customers  to  use  each  oth- 
er's service  by  executing  carrier-to-carrier  roamer  agreements.  These  agreements 
mainly  specify  which  services  each  carrier  will  offer  roamers,  and  how  the  carriers 
will  exchange  information  to  permit  timely  and  concise  billing  for  services  rendered 
on  each  carrier's  system.  .        r  • 

The  billing  information  exchanged  between  carriers  passes  through  a  senes  of  in- 
dustry standardized  edits,  ensxuing  that  billing  information  which  appears  on  a  sub- 
scriber's bill  is  consistently  timely,  error-free  and  easv  to  understand.  Each  carrier 
submits  it's  own  figures  for  revenue  owed  and  due  through  a  central  bank,  which 
in  turn  performs  a  net  financial  settlement  process.  CIBERNET  Corporation,  a  sub- 
sidiary of  CTIA,  administers  this  program  of  net  settlements  for  the  industry. 

Exhibit  II 


Cellular  In  Roam 


Roam  City 

most  efficient 

point  for  surveUlanee 


fteaming  NtiwetkM 
•  Rout*  IS-41  Omtm  only  (no 
dM»a  digit*) 

1.  Roam  City: 

-  Dotarmlnot  uttr  la  roamar. 
■  Sanda  raquaat  tor  namar 

varttlcatlon  and  protlla  to 
homa  ayatam. 

2.  Homa  Ctty: 

•  Can  datannkta  what  ayatam 
roamar  la  In. 

.  Can  vartty  If  ESN/MIN  la  valid. 

-  Cannot  determine  dialed  digtta. 

•  Cannot  monitor  roamer^  voice 
tranamlaalon. 


Home  City 


Exhibit  II 

Roaming  connections  are  more  challenging  than  calls  made  within  the  home  sys- 
tem. But  today,  thanks  to  roaming  agreements  and  the  IS-41  signaling  protocol, 
subscribers  can  use  their  telephones  flu-oughout  the  nation.  The  IS-41  technology 
is  particularly  important  in  a  law  enforcement  context  because  it  permits  systems 
to  send  data  to  each  other  regarding  a  specific  call.  Exhibit  II  illustrates  how,  when 
a  wireless  phone  is  turned  on  and  registered  in  a  roaming  market,  an  IS-41  mes- 
sage is  automatically  sent  to  the  home  system.  This  message  asks  if  it  is  okay  to 
provide  service  to  the  phone  and  what  special  services  or  features  the  subscriber 
uses.  The  IS-41  message  then  permits  the  home  MTSO  to  route  calls  to  the  sub- 
scriber in  the  roaming  market. 

ra.  WIRELESS  INDUSTRY  SUPPORT  OF  LAW  ENFORCEMENT 

The  wireless  telecommunications  industry  is  relatively  young,  and  one  which  has 
experienced  explosive  growth  after  its  "start  fix)m  scratch."  No  less  an  eroert  than 
AT&T,  the  developer  of  cellular  technology,  forecast  that  by  the  year  2000  there 
would  be  only  900,000  cellular  subscribers.  In  its  early  years,  the  challenge  was  to 
survive  and  make  the  technology  work.  The  wireless  industry's  pervasive  impact  on 


152 


society  is  a  relatively  new  development  which  has  brought  with  it  uses  for  ill,  as 
well  as  innumerable  uses  for  good. 

With  such  an  impact  on  society  eoes  responsibility,  in  this  case  the  responsibility 
to  look  beyond  survival  and  technology  to  the  role  of  the  industry  in  the  commxxnity. 
This  includes  the  responsibility  to  support  law  enforcement's  ability  to  lawfully 
intercept  wireless  communications.  The  wireless  industry  has  assumed  its  respon- 
sibility to  law  enforcement.  Cellvilar  carriers  were  utilizedf  in  the  execution  of  nearly 
25  percent  of  the  FBI's  estimated  976  electronic  surveillance  court  orders  executed 
at  the  federal  and  state  levels  throughout  the  nation  in  1993.2 

Twenty-five  percent  of  all  wiretaps  is  illustrative  of  how  the  wireless  industry  has 
been  re^onsive  in  the  manner  m  which  it  has  supported  law  enforcement.  Unfortu- 
nately, for  security  reasons  law  enforcement  typiwdly  asks  carriers  not  to  discuss 
their  success  in  call  interdiction.  Thus,  it  is  difficult  to  portray  the  many  successful 
instances  of  joint  cellular-law  enforcement  efforts  which  exist.  Occasionally,  how- 
ever, one  story  does  find  its  way  into  the  press  and,  then,  can  be  discussed.  One 
such  story  is  now  a  cellular  company's  prompt  action  saved  a  life  and  resulted  in 
a  special  citation  from  the  FBI.  Workmg  with  law  enforcement,  Cellular  One  in  New 
York,  used  wireless  intercept  technology  to  assist  the  FBI  in  apprehending  tiie  kid- 
nappers of  Harvey  Weinstem,  the  New  York  clothier  who  was  ladnapped  for  ransom 
and  bxiried  alive.  The  cellular  carrier  was  able  to  determine  where  the  victim  was 
located  after  his  captors  forced  him  at  knife  point  to  make  a  short  cellular  telephone 
call  to  his  family  to  demand  ransom  money.  Cellular  One  was  not  only  able  to 
record  the  call  aetail,  but  was  also  able  to  determine  from  where  tiie  call  was 
placed.  Diuing  the  two-week  investigation,  critical  investigatory  information  was  ob- 
tained by  the  FBI  through  the  cellmar  network.  This  information  led  to  the  rescue 
of  the  kidnap  victim,  the  arrest  of  the  kidnappers,  and  the  recovery  of  the  ransom 
money.  Exhibit  III  is  a  reproduction  of  a  news  article  reporting  on  ^s  story,  includ- 
ing an  award  of  recognition  presented  by  the  FBI. 
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It  is  not  only  right  that  wireless  providers  should  assist  law  enforcement  in  this 
way,  it  is  the  law.  In  a  1970  amendment  to  Title  III  of  the  Omnibus  Crime  Control 
and  Safe  Streets  Act  of  1968,  Congress  enacted  a  provision  specifying  that  a  "com- 


2  Source:  Administrative  Office  of  the  United  States  Court,  Wiretap  Report,  January  1-Decem- 
ber  21,  1993.  See  attachment  A 
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munication  common  carrier  *  *  ♦  shall  furnish  the  government  applicant  for  court- 
ordered  electronic  surveillance  with  all  information,  facilities,  and  technical  assist- 
ance necessary  to  accomplish  the  interception."  ^  While  the  current  law  is  clear,  un- 
ambiguous and  working,  the  wireless  industry  fully  understands  the  concerns  ex- 
pressed by  the  FBI  of  the  need  to  keep  law  enforcement  agency  capabilities  cxurent 
with  new  technology  in  the  rapidly  evolving  telecommunications  industry. 

The  telecommunications  inaustry,  inclumng  the  wireless  industry,  has  continued 
to  work  closely  with  the  law  enforcement  community  to  resolve  technical  and  elec- 
tronic surveillance  problems.  As  further  evidence  of  this  cooperation,  in  March  1993, 
the  Board  of  Directors  for  the  Alliance  for  Telecommunications  Industry  Solutions, 
(ATIS),  formerly  the  Exchange  Carrier  Standards  Association,  (ECSA),  approved  a 
request  from  the  industry  and  law  enforcement  agencies  to  sponsor  a  committee  to 
identify  those  technical  and  associated  operational  issues  related  to  lawfully  author- 
ized electronic  surveillance  and  to  develop  resolutions  to  such  issues  for  voluntary 
implementation  by  the  industry.  That  committee  is  the  Electronic  Communications 
Service  Provider  (ECSP)  Committee. 

ATIS  is  a  not-for-profit  corporation,  established  for  the  purpose  of  promoting  time- 
ly resolutions  of  national  and  international  issues  involving  telecommunications 
standards  and  the  development  of  operational  guidelines.  ATlS  initiates  and  main- 
tains open  industry  forums  to  address  technical  and  operating  issues  affecting  the 
nation's  telecommunications  facilities  and  services,  and  the  development  of  innova- 
tive technologies.  ATIS  serves  as  an  information  resource  to  its  members,  its  forum 
participants  and  other  interested  parties.  It  promotes  industry  progress  and  har- 
mony with  minimal  regulatory  or  legislative  intervention. 

This  govemmentyinoustry  group  had  been  meeting  for  more  than  a  yesu-  prior  to 
its  request  for  ATIS  sponsorsnip.  In  order  to  continue  the  group's  momentum,  there 
was  a  period  of  transition  to  full  ATIS  sponsorship.  The  first  meeting  of  the  ECSP 
Committee  under  ATIS  auspices  occiurea  on  September  1,  1993.  The  committee  has 
adopted  a  set  of  Operating  Principles,  and  selected  Committee  co-chairpersons;  one 
from  the  industry  and  the  other  representing  law  enforcement. 

Membership  in  the  ECSP  Committee  is  open  to  all  providers  of  electronic  commu- 
nications services,  as  defined  in  Section  2510,  Title  18  of  the  U.S.  Code,  U.S.  law 
enforcement  agencies  that  are  empowered  to  perform  lawfully  authorized  intercepts 
of  communications,  telecommunications  equipment  manufacturers,  and  others,  such 
as  trade  associations,  subject  to  ECSP  Committee  approval.  Due  to  the  sensitive  na- 
tvire  of  the  information  that  is  discussed  at  ECSP  Committee  meetings,  attendance 
and  access  to  ECSP  Committee  information  is  limited  to  ECSP  Committee  members 
and  invited  guests  who  have  signed  a  nondisclosure  agreement. 

Industry  membership  presently  includes  all  of  the  major  locfd  exchange  carriers, 
(LECs),  interexchange  carriers  (JC's),  megor  eqiapment  manufacturers  such  as 
AT&T,  Northern  Telecom  and  Siemens  Stromberg  Carlson,  cellular  service  provid- 
ers, and  industry  trade  associations  such  as  Umted  States  Telephone  Association 
(USTA),  and  the  Cellular  Telecommunications  Industry  Association  (CTIA).  Law  en- 
forcement membershdp  comes  from  many  city,  county,  state  and  federfd  law  enforce- 
ment organizations. 

The  Committee  operates  through  Action  Teams,  which  study  specifically  identified 
and  designated  issues.  These  issues  focus  on  sophisticated  communications  tech- 
nology, identified  by  the  Committee,  which  impact  on  the  ability  of  federal,  state 
and  local  law  enforcement  agencies  to  conduct  court-approved  electronic  surveil- 
lance. The  Action  Teams  identify  potential  solutions,  which  are  made  available  to 
the  participants  for  voluntary  implementation  in  their  networks. 

The  efficacy  of  this  kind  of  government-industry  cooperation  and  coordination 
should  not  be  discounted  in  determining  how  to  legislatively  address  electronic  sur- 
veillance issues  in  a  timely  and  cost-efficient  manner. 

rv.  HOW  WIRELESS  WIRETAPS  WORK 

In  order  to  fully  understand  the  issues  involved  in  this  debate,  it  is  necessary  to 
understand  how  a  wireless  system  works  to  facilitate  a  lawful  wiretap.  As  described 

Kreviously,  when  a  subscriber  places  a  call  from  a  mobile  unit,  the  csdl  comes  to  the 
ITSO.  The  MTSO,  or  switch,  is  a  sophisticated  computer  that  processes  the  call 
and  routes  it  where  it  needs  to  go  (Section  II,  supra).  Each  switch  contains  several 
"ports,"  as  do  most  computers,  which  allow  access  to  the  programs  and  processes 
that  take  place  internally  and  are  essential  to  conducting  maintenance.  It  is  at  this 
point,  using  an  avcdlable  port,  that  the  c£dl  content  and  call  detail  information  can 
be  intercepted. 


8  18U.S.C.  §2518(4). 
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While  switches,  usually  in  the  major  markets,  have  sufficient  port  capacity,  a  par- 
ticvilar  MTSO  may  need  additional  port  capacity  because  of  heavy  wiretap  demands 
in  that  market.  Such  additional  port  capacity  can  be  added,  within  the  limits  of  the 
physical  surroundings  of  the  switch.  Typically,  such  capacity  increase  comes  in 
banks  of  24  ports  which  costs  arovmd  $200,000  per  bank  with  associated  software. 

When  a  wireless  user  roams,  the  tap  occurs  in  the  same  way  at  the  MTSO  in  the 
distant  market.  The  IS-41  network,  discussed  above  in  Section  II,  alerts  law  en- 
forcement that  the  suspect  has  moved  and  identifies  the  new  location.  With  this  in- 
formation, a  lawful  warrant  can  be  obtained  fix)m  the  proper  court  and  the  tap  can 
be  put  on  the  MTSO  at  the  new  site.  [It  should  be  noted  that  this  capability  is 
switch-dependent  and  some  in-service  switches  will  need  to  be  upgraded.  The  cost 
of  such  upgrades  will  vary  depending  on  the  type  and  quality  of  switch  in  service, 
but  can  be  quite  expensive.] 

There  are  two  types  of  information  which  law  enforcement  seeks  through  wu-e- 
taps.  One  is  the  information  regarding  the  call,  that  is,  the  number  dialed  and  other 
"call  setup"  information.  The  other  information  is  the  content  of  the  call  itself  (the 
conversation  or  the  data  transmitted  during  the  call). 

Call  setup  information  is  the  MTSO's  resident  internal  data  that  is  used  to  estab- 
lish a  link  to  the  cellular  subscriber.  This  information  contains:  (1)  call  destination 
(dialed  digits);  (2)  identity  of  the  location  of  the  incoming  call;  (3)  date,  time,  and 
duration  of  the  call;  and  (4)  first  and/or  last  cell  site  used  to  deliver  the  call. 

All  cellular  switches  provide  call  setup  information.  The  only  issue  is  how  quickly 
it  is  available.  As  a  ceol  is  completed,  the  call  detail  information  is  stored  in  the 
switch's  billing  records  data  element  and  evenr  24  hours  those  records  are  trans- 
ferred into  a  data  base,  at  which  time  the  call  detail  information  can  be  withdrawn. 
Thus,  any  cellular  system  today  can  provide  call  detail  in  an  average  time  of  12 
hovu-s.  Recognizing  law  enforcement's  desire  for  immediate  call  detail  information, 
software  has  been  developed  which  can  puU  the  call  detail  immediately  upon  com- 
pletion of  the  call.  This  capability  has  been  developed  without  legislation  and  is  now 
available  on  switches  made  by  three  of  the  four  msgor  switch  manufacturers.  The 
average  cost  for  such  capability  is  $50,000. 

Dialed  digits  can  be  obtained  pursuant  to  what  is  called  a  "pen  register"  warrant. 
However,  pen  register  warrant  authority  does  not  grant  law  enforcement  access  to 
call  content.  Pursuant  to  a  Title  III  warrant,  law  enforcement  may  obtain  call  con- 
tent information  on  a  real-time  basis.  In  order  to  obtain  call  content  information, 
law  enforcement  must  simply  access  a  port  on  the  MTSO  that  processes  the  call. 

V.  PROPOSED  LEGISLATION 

The  House  and  Senate  Judiciary  Committees  and  their  professional  staffs  are  to 
be  congratulated  for  the  substantial  revisions  that  have  been  made  to  the  original 
draft  proposal  put  forth  by  the  FBI  entitled  "The  Digital  Telephony  and  Commu- 
nications Privacy  Act  of  1994".  On  the  whole  it  is  a  much  improved  statement  of 
the  needs  of  law  enforcement  and  of  the  obligations  imposed  upon  the  telecommuni- 
cations industry  to  meet  those  needs.  We  would  call  your  attention  to  several  spe- 
cific provisions  of  the  legislation. 

A.  Cellular  Fraud— Importeintly,  in  addressing  law  enforcements  electromc  sur- 
veillance needs,  another  criminal  activity  has  been  addressed  in  this  revised  legisla- 
tion as  well.  We've  all  heard  the  stories  of  someone  receiving  a  cellular  bill  for  thou- 
sands of  dollars  for  calls  they  did  not  place.  Criminals  are  utilizing  techniques  such 
as  "cloning"  and  "tumbling"  electronic  serial  numbers  ("ESN's")  to  obtain  service 
fraudulentiy.  Cellular  companies  are  presently  losing  a  million  dollars  a  day  to 
fraudulent  tampering  and  alteration  of  the  mobile  telephone  luiit.  The  proliferation 
of  the  fraudulent  use  of  wireless  telephones  through  such  techniques  is  not  just  a 
business  dilemma,  however.  If  law  breakers  can  make  one  wireless  phone  imper- 
sonate another  with  impunity  and  without  fear  of  punishment,  then  lawfiil  wiretaps 
can  be  compromised  since  neitJaer  a  wireless  carrier's  switch  nor  law  enforcement 
will  know  right  away  which  is  tiie  "real"  number  and  user. 

Today,  fraudvilent  alteration  of  a  wireless  phone  can  be  accompUshed  relatively 
easily.  Each  phone  is  originally  programmed  with  a  unique  electronic  serial  number 
(ESN)  at  the  time  of  manufacture.  When  a  customer  purchases  the  phone  and  sub- 
scribes to  a  particvdar  carrier's  service,  a  separate  mobile  identification  number 
("MIN")  is  programmed  into  the  phone.  This  ESN/MIN  combination  becomes  the 
wireless  system's  means  of  verifying  tiie  identity  of  the  subscriber  (it  is  this  infor- 
mation, for  instance,  which  is  hauled  over  the  1541  network  to  allow  tracing  of  a 
mobile  phone  to  a  foreign  market).  The  ESN/MIN  is  transmitted  continuously  to  a 
wireless  carrier's  switch  while  the  subscriber's  phone  is  in  the  "on"  position.  The 
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switch  verifies  that  the  ESN/MIN  combination  is  a  legitimate  account  and  then 
processes  the  call. 

Utilizing  scanner  equipment  and  off-the-shelf  software  and  hardware,  a  person  de- 
siring a  cloned  phone  can  captiire  the  subscriber's  ESN/MIN  off  the  air  and  repro- 
gram  another  phone  with  that  same  ESN/MIN  combination.  Often,  the  first  time 
there  is  an  aw£ireness  that  the  ESN/MIN  has  been  cloned  is  when  a  subscriber  re- 
ports to  his  carrier  that  a  bill  has  been  received  with  charges  for  calls  to  points 
around  the  country  or  world  that  the  subscriber  did  not  make.  The  carrier  then 
must  program  the  switch  to  discontinue  processing  calls  from  that  ESN/MIN  com- 
bination and  the  subscriber  is  given  a  new  combination. 

There  are  currently  over  16  million  subscribers  using  analog  wireless  phones  and 
it  will  be  many,  many  years,  if  ever,  before  all  analog  phones  are  phased  out  of  serv- 
ice and  all  subscribers  are  converted  to  digital.  Wmle  the  introduction  of  digital 
technology  may  slow  the  pace  of  cloning  temporarily,  it  can  be  expected  that  cre- 
ative criminal  elements  and  "phone  hackers"  will  soon  be  able  to  alter  these  devices 
as  well. 

Altering  or  reprogramming  a  wireless  phone's  ESN  or  MIN  can  seriously  impact 
the  constitutional  and  statutory  limitations  of  wiretap  procedures  as  well.  A  suspect 
who  is  using  a  cloned  phone  is  actually  using  a  wireless  communications  system's 
electronic  identification  of  another  person  wit^nout  their  consent.  It  is  possible  then 
that  government  will  inadvertently  intercept  one  person's  private  conversations 
when  it  thinks  it  is  intercepting  another. 

In  addition  to  such  privacy  concerns,  the  evidentiary  ramifications  are  equally 
alarming.  Because  of  the  existence  of  cloning,  law  enforcement  may  not  be  able  to 
guarantee  that  the  content  and  call  detail  iiSbrmation  it  intercepts  originates  from 
Qie  suspect  who  is  the  target  of  the  wiretap.  Thus,  it  can  result  in  the  government 
being  unable  to  establish  the  requisite  link  between  the  tapped  suspect  and  the 
intercepted  call  content/call  detail  needed  to  incriminate  the  suspect. 

Even  when  it  becomes  apparent  that  a  suspect  is  using  a  cloned  phone  and 
counter-measiires  are  taken,  such  as  giving  the  legitimate  subscriber  a  new  phone 
with  a  different  ESN/MIN,  there  is  nothing  to  prevent  the  target  suspect  from  mere- 
ly reprogramming  his  phone  with  yet  anotiner  stolen  ESN/MIN  of  anoUier  legitimate 
subscriber.  In  fact,  toaay's  wireless  pirates  have  the  ability  to  reprogram  a  phone 
every  time  a  call  is  made. 

The  hardware  and  software  necessary  for  such  alterations  are  readily  available 
and  bv  themselves  are  not  illegal  to  possess.  The  use  of  these  unauthorized  counter- 
feit phones  is  not  clearly  a  cnme  either.  Section  1029  of  Title  18,  entitled  "Fraud 
and  related  activity  in  connection  with  access  devices,"  enacted  primarily  to  address 
credit  card  fraud,  has  been  the  only  statutory  provision  available  to  the  Secret  Serv- 
ice and  U.S.  Attorneys  to  prosecute  these  acts.  Some  federal  district  covuls,  and  re- 
cently the  10th  Circuit  Court  of  Appeals,*  have  determined  that  this  statute  does 
cover  the  possession  of  cloning  equipment  or  the  use  of  cloned  phones  even  when 
it  is  clear  from  the  facts  that  such  possession  and  use  are  for  fraudulent  purposes. 

This  dilemma  can  only  be  remedied  bv  Congressional  initiative  to  clearly  make 
such  acts  illegal,  and  then  by  a  concerted  effort  from  law  enforcement  to  work  with 
industry  to  curtail  such  activity  and  the  proliferation  of  the  paraphernalia  utilized 
in  association  with  such  acts.  The  wireless  industry  is  pleased  to  see  that  this  re- 
vised legislation  does  contain  such  an  initiative. 

B.  Capacity  Determinations — ^The  manner  in  which  law  enforcement  makes  a  de- 
termination of  its  wiretap  capacity  must  be  a  very  cost-efficient  mechanism  to  en- 
sure that  federal  funds  are  not  being  unwisely  or  unnecessarily  expended.  An  area 
where  the  legislation  could  be  strengthened  is  the  linkage  between  wiretap  capacity 
and  cost. 

The  amount  of  the  bill  presented  to  the  taxpayers  will  be  determined  by  the  size 
of  the  wiretap  capacity  wish  list  developed  by  few  enforcement.  Human  nature  being 
what  it  is,  one  party  will  want  it  to  be  as  large  as  possible  while  the  other  will  seek 
just  the  opposite.  As  presently  drafted,  there  is  no  mediation  among  these  conflicts, 
save  for  a  unilateral  determination  by  the  Attorney  General. 

We  virge  you  to  include  in  the  capacity  determination,  a  notice  and  comment  rule- 
making which  affords  the  parties  the  opportunity  to  buUd  a  record. 


*The  10th  Circuit  Court  of  Appeals  recently  ruled  that  Section  1029  does  not  apply  to  cellular 
"tumbling"  fraud.  United  States  v.  Brady,  No.  934085,  slip  op.  at  13-14  (Dec.  21,  1993)  ("Al- 
though Congress,  without  question,  has  tiie  power  to  criminalize  the  use  of  or  trafficking  in  cel- 
lular telephones  altered  to  allow  free  riding  on  the  cellular  telephone  system,  even  when  such 
telephones  do  not  access  valid  identifiable  acco\mts.  Congress  did  not  do  so  when  it  enacted 
§  1029"). 
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C.  Roaming — ^The  revised  legislation  addresses  the  concerns  that  the  wireless  in- 
dustry expressed  over  the  cost  and  complexity  to  add  capability  to  retrieve  content 
in  a  roaming  environment.  Wireless  technology,  fortunately,  has  the  capacity  to  ad- 
vise law  enforcement  when  a  target  has  traveled  outside  the  home  market,  and  to 
identify  this  roaming  market  in  which  the  target  may  be  using  his  or  her  celliUar 
phone.  This  then,  enables  a  tap  to  be  put  on  the  switch  in  the  distant  market. 

One  of  the  great  improvements  made  in  the  legislation  was  a  recognition  of  how 
this  capability  can  be  used  effectively  and  at  lower  cost  than  previously  proposed 
alternatives. 

D.  Cost  Reimbursement — ^The  revised  legislation  provides  that  the  government  re- 
imburse industry  service  providers  for  the  reasonable  costs  incurred  in  establishing 
the  capabilities  deemed  necessary  to  ensvire  the  ability  to  continue  to  conduct  lawful 
electronic  surveillance,  as  well  as  to  reimburse  costs  incvured  to  expand  capacity  to 
meet  the  projected  demands.  It  remains,  however,  an  open  question  as  to  what  will 
ultimately  be  the  full  extent  of  those  costs.  Until  each  carrier  examines  its  system 
status  in  light  of  these  legislated  capability  requirements,  and  until  the  capacity  re- 
quirements of  law  enforcement  agencies  at  the  state  and  federal  level  have  been 
quantified,  and  until  price  quotes  are  obtained  from  manufacturers  and  suppliers 
on  the  necessary  changes  and  additions  to  these  systems,  an  acciu'ate  projection  of 
costs  cannot  be  known. 

We  would  urge  the  Congress  to  delay  implementation  or  compliance  dates  until 
it  has  determined  these  cost  elements.  There  is  a  Catch-22  in  the  ofQng  if  Congress 
does  not  first  make  such  factual  determinations.  Carriers  wiU  be  required  to  provide 
capacity  and  suffer  penalties  for  the  failure  to  do  so — and  the  taxpayers  will  be  re- 
qviired  to  fund  the  capacity  without  either  party  knowing  the  extent  or  nature  or 
cost  of  that  capacity.  What  this  legislation  could  end  up  creating,  therefore,  is  a  re- 
quirement (and  penalties)  for  the  carriers  and  insufficient  funding — simply  because 
the  capacity  requirement  was  a  wish  list,  not  an  optimal  solution. 

For  instance,  there  tire  just  over  1,100  cellular  switches  in  operation  covering 
1,529  systems  nation-wide.  However,  a  review  of  the  wiretap  data  reveal  that  of  the 
225  wiretaps  executed  on  cellar  systems,  50  percent  were  performed  in  only  two 
states.  80  percent  of  the  total  were  executed  in  only  six  states  [see  attachment  A]. 
While  the  data  doesn't  reveal  the  cities  in  each  state  where  the  taps  occurred,  it 
is  likely  that  only  one  megor  city  in  each  state  was  the  principal  location. 

This  kind  of  iiiibrmation  coupled  with  accurate  cost  data,  can  enable  the  Congress 
to  make  an  informed  decision  as  to  whether  or  not  it  is  a  wise  use  of  tax-payer  dol- 
lars to  require  outlays  for  many  wireless  systems  in  the  nation  to  meet  the  capabil- 
ity requirements,  or  whether  it  would  be  better  to  establish  a  method  to  prioritize 
necessary  system  upgrades  in  relation  to  wiretap  demands  over  a  longer  period  of 
time.  This  would  avoid  imposing  unreasonable  demands  upon  the  federal  treasiuy, 
and  avoid  the  potential  imposition  of  lengthy  delays  in  the  reimbvu^ement  of  such 
costs  to  the  telecommunications  carriers,  where  imreimbursed  outlays  can  have  a 
substantial  impact  on  operations,  particuleirly  for  the  smaller  and  newer  carriers. 

VI.  CONCLUSION 

The  testimony  presented  today  is  intended  to  illustrate  that  the  wireless  tele- 
communications industry's  history  of  supporting  the  lawful  needs  of  the  FBI  and 
other  law  enforcement  agencies  aroxind  the  country  as  regards  surveillance  require- 
ments. It  is  the  industry's  intention  to  continue  to  work  closely  with  law  enforce- 
ment to  maintain  that  compliance. 

To  the  extent  that  the  Congress  deems  this  additional  legislation  necessary  to 
fully  ensure  future  capacity  and  capability  of  both  industry  and  law  enforcement, 
a  careful  and  reasoned  approach  to  ihe  many  issues  and  the  costs  attendant  thereto 
is  vital,  with  meaningful  input  from  the  affected  industry  and  public  interests  that 
have  appeared  before  the  Committees. 

Finally,  there  a  major  criminal  activity  which  is  addressed  in  this  revised  legisla- 
tion by  the  Congress — the  fraudulent  cloning  of  wireless  technology  that  impedes 
law  enforcement,  intrudes  on  consumer  privacy  and  defrauds  wireless  service  pro- 
viders. We  strongly  endorse  this  measure  and  urge  its  adoption  in  full. 

Thank  you  for  the  opportunity  to  appear  today.  I  wiU  be  happy  to  respond  to  any 
questions  that  you  may  have. 
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AHACHMENT  A 
Cellular  Wiretaps  Calendar  Year  1993 


1  ocation 

Federal 

State 

Total 

New  York 

16 
18 
18 
4 
11 
13 
2 
4 
3 
3 
3 
3 
3 
1 
2 
2 
2 
2 
0 
0 
2 
2 
1 
I 
1 

68 

11 

3 

12 
2 
0 
6 
0 
0 
0 
0 
0 
0 
2 
0 
0 
0 
0 
2 
2 
0 
0 
0 
0 
0 

84 

Florida 

29 

Texas  

21 

New  Jersey 

16 

California 

13 

Michigan 

13 

Pennsylvania 

8 

Ohio 

4 

Illinois 

3 

Kentucky 

3 

Louisiana 

3 

Missouri 

3 

Nevada  

3 

Oregon  

3 

Arizona 

2 

Colorado 

2 

Connecticut  

2 

WOO 

2 

Maiyland 

2 

Massachusetts 

2 

Minnesota  

2 

Nebraska 

2 

Arkansas 

1 

Indiana  

1 

Tennessee  

1 

Total  

117 

108 

225 

Total  Wiretaps  (all  types)  for  1993=976.  Cellular  wiretaps  for  1993=225. 

Less  than  V*  of  all  wiretaps  are  cellular. 

Sourct:  Adminlstrativt  Offict  of  the  United  States  Court  Wiretap  ReporL  For  ttw  period  Januaiy  1,  1993  to  December  21,  1993. 

Representative  Edwards.  Thank  you,  Mr.  Wheeler. 

I  am  sure  that  you  all  can  count  on  the  Congress,  both  in  the 
House  and  in  the  Senate,  working  closely  in  the  years  ahead  as 
these  problems  develop.  We  are  pretty  resilient  around  here,  espe- 
cially where  something  as  important  as  this  is  concerned,  so  I  hope 
we  can  handle  that  in  the  future. 

The  last  member  of  the  panel  is  Jerry  Berman,  who  for  many 
years  has  worked  both  with  the  Senate  committees  and  the  House 
committees  and  has  always  been  a  trusted  expert  on  privacy.  Mr. 
Berman  is  Director  of  the  Electronic  Frontier  Foundation. 

Welcome,  Mr.  Berman. 

STATEMENT  OF  JERRY  BERMAN,  DIRECTOR  OF  POLICY, 
ELECTRONIC  FRONTIER  FOUNDATION 

Mr.  Berman.  Thank  you.  Chairman  Edwards,  and  thank  you, 
Chairman  Leahy,  for  allowing  me  to  testify  today. 

Like  the  other  witnesses,  I  really  want  to  commend  both  of  you 
and  your  staffs  and  Senator  Biden's  staff  and  Ken  Mendelson  with 
Chairman  Brooks  for  having  really  done  an  incredible  job  in  trans- 
forming a  bill  which  we  saw  as  a  potential  privacy  nightmare  into 
a  bill  which  is  carefully  crafted  to  protect  privacy,  not  only  as  in- 
dustry is  required  to  meet  and  continue  to  deliver  a  wiretap  capa- 
bility subject  to  court  authorization,  but  in  recognizing  that  tech- 
nology is  a  two-way  street. 

When  technology  hampers  law  enforcement,  law  enforcement 
makes  a  case  that  it  requires  legislation  or  redress.  They  have 
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made  that  case.  We  might  believe  that  it  could  have  been  done 
with  a  funding  bill  or  some  other  vehicle,  but  we  are  beyond  that. 
But  I  think  that  what  you  have  crafted  here  is  a  bill  that  is  very 
narrow  in  scope.  It  leaves  out  information  services,  the  Internet, 
the  manipulators  of  content  on  the  information  highway,  which 
were  included  in  the  last  bill,  and  that  was  a  very  troubling  thing. 
They  are  not  here. 

You  have  set  up  an  open  standards  process,  allowed  industry  to 
make  standards,  allowed  privacy  interests  to  be  taken  into  account 
in  the  design  feature,  ana  also  allowed  privacy  advocates  to  inter- 
vene in  this  process  if  security  interests  are  at  stake. 

I  think  that  subject  to  resolving  the  cost  issue,  which  I  will  come 
back  to  at  the  end  of  my  statement,  in  the  legislative  process  as 
we  go  forward,  I  think  that  if  we  are  going  to  pass  a  digital  teleph- 
ony bill,  this  is  the  bill  to  pass. 

I  must  also  point  out  that  the  other  side  of  the  technology  street 
is  that  when  technology  advances,  privacy  can  also  be  impaired  and 
undermined  and  eroded.  This  legislation,  \inlike  previous  drafts,  as 
the  FBI  Director  has  pointed  out,  deals  with  some  of  those  privacy 
problems  that  have  been  created  by  the  evolving  technology  and 
which  Senator  LeahVs  task  force  in  1991  identified  and  which  the 
presence  of  a  Digital  Telephony  bill  gave  us  an  opportunity  to  look 
at  the  other  side  of  the  issue. 

I  really  want  to  point  out  that  in  addition  to  the  changes  that 
were  made  for  cordless  phones  and  so  forth,  that  significant  ad- 
vances have  been  made  here  for  privacy  in  the  kind  of  electronic 
world  we  are  going  to  be  and  increasingly  Uving  in. 

This  legislation  requires  that  the  FBI  get  a  court  order,  based  on 
reasonable  suspicion  and  articulable  facts,  that  in  order  to  get  the 
transactional  information  that  is  generated  in  electronic  messages 
and  E-mail  messaging.  In  many  ways,  it  looks  like  just  addressing 
information  which  in  other  regimes  is  subject  to  a  subpoena.  Here, 
a  court  order  is  being  imposed  because  of  the  recognition  that  the 
richness  of  these  transactions,  the  fact  that  it  really,  on  a  minute- 
by-minute  basis,  can  tell  you  who  you  are  talking  to,  what  you  are 
doing,  what  you  are  interested  in,  it  reveals  content.  So  the  com- 
mittee and  the  Congress  is  recognizing,  and  the  FBI  is  agreeing, 
that  it  deserves  higher  scrutiny,  and  that  is  an  important  protec- 
tion that  is  in  this  bill. 

It  is  also  important  that  one  of  the  requirements  that  the  com- 
mittee has  imposed  is  a  requirement  not  to  design  ongoing  location 
features  into  the  electronic  technology  for  communications.  We  do 
not  want  to  turn  our  cellular  and  radio-based  communication  sys- 
tems into  nationwide  tracking  systems  for  persons  who  may  be  of 
interest  to  law  enforcement  and  who  are  not  subject  to  a  warrant. 

It  is  important  that  the  legislation  also  says  that  the  additional 
information  which  is  gained  by  pen  registers,  because  it  captures 
more  digits  than  just  that  which  reveal  the  telephone  number,  has 
to  be  stripped  off  and  they  have  to  move  toward  technology  which 
strips  it  off,  because  more  and  more  content  is  coming  through  the 
touch-tone  phone  over  a  pen  register. 

It  is  also  important  that  this  legislation  says  that  carriers  have 
no  responsibility  to  decrypt  any  communications,  so  that  people 
using  encryption  technology  for  their  privacy,  you  have  to  move 
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those  communications  across  this  network,  which  is  very  important 
and,  of  course,  is  the  subject  of  another  ongoing  debate  which  Sen- 
ator Leahy  has  been  working  on  and  whicn  I  am  sure  we  will  re- 
turn to  again  next  year. 

As  the  Director  points  out,  it  is  also  important  that  this  tech- 
nology can  be  designed  so  that  you  can  have  an  on/off  switch  at  the 
central  office  that  will  allow  the  FBI  to  turn  on  taps  from  a  remote 
site.  This  legislation  says  they  cannot  do  that. 

I  have  already  pointed  out  that  there  are  privacy  protections 
built  into  the  requirements  process,  so  as  a  whole  package,  I  think 
that  these  are  significant  advances  for  privacy  and  make  the  whole 
package  a  balanced  approach,  and  if  legislation  is  going  to  happen, 
it  ought  to  be  this  vehicle.  We  are  hoping  to  work  with  you  to  en- 
sure that  it  stays  together  and  is  improved  and  perfected,  and  I 
think  we  can  do  maybe  more  clarifying  language  on  the  reasonable- 
ness test.  I  don't  want  to  bother  you  with  a  minimization  issue  that 
we  have,  but  we  will  come  back  to  that  in  the  discussion  process. 

I  want  to  come  back  to  the  cost  issue.  There  is  a  letter  which  the 
Electronic  Frontier  Foundation  as  an  advocacy  organization  has 
signed  along  with  long-distance  carriers  and  the  telephone  industry 
to  both  of  you,  to  the  chairs  of  the  committee  and  to  the  committee, 
saying  that  we  need  to  resolve  this  cost  issue. 

The  estimates  of  $500  million  on  the  one  hand  and  several  billion 
dollars  on  the  other  hand  from  the  telephone  industry,  with  GAO 
saying  it  is  a  complicated  issue,  we  think  needs  to  be  nailed  down, 
not  only  for  us  to  know  where  we  are  diverting  dollars  from  one 
priority,  like  law  enforcement,  or  taking  from  innovation  or  expan- 
sion of  the  information  highway,  but  it  is  a  significant  privacy 
issue. 

The  whole  point  of  this  bill  turns  on  there  being  a  compliance 
process  which  is  reasonable  and  we  need  to  have  a  cost  on  the  top 
of  the  table  and  they  need  to  be  capped  in  some  way,  both  to  force 
the  FBI  and  law  enforcement  to  do  what  they  want  to  do,  which 
is  set  priorities,  but  also  let  industry  know  that  they  are  going  to 
be  paia. 

If  those  issues  are  not  addressed,  there  is  the  possibility  of 
skimping  on  costs  which  could  present  privacy  problems,  or  on  the 
other  hand,  building  more  capacity  into  the  network  because  the 
Government  doesn't  have  to  pay  for  it  and  they  ask  for  more  than 
they  may  need  because  they  want  to  take  care  of  law  enforcement. 
There,  we  have  more  capacity  than  we  need  and  that  presents  a 
privacy  threat  at  that  level. 

So  I  think  that  that  is  an  issue  which  we  did  not  resolve  in  the 
negotiating  process  and  I  think  it  is  important  to  nail  down  in  the 
legislation. 

Again,  I  appreciate  the  efforts  that  you  have  gone  through.  We 
have  been  working  with  you  in  a  spirit  of  cooperation,  along  with 
the  whole  coalition.  We  hope  to  continue  as  the  process  goes  for- 
ward. Thank  you  very  much. 

[Mr.  Berman  submitted  the  following:] 

Prepared  Statement  of  Jerry  J.  Berman  on  Behalf  of  the  Electronic 

Frontier  Foundation 

Chairman  Leahy,  Chairman  Edwards  and  Members  of  both  subcommittees:  I 
want  to  thank  you  for  the  opportunity  to  testify  today  on  your  new  version  of  the 
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Digital  Telephony  bill  (H.R.  4922,  S.  2375).  The  Electronic  Frontier  Foundation 
(EFF)  is  a  public  interest  membership  organization  dedicated  to  achieving  the  demo- 
cratic potential  of  new  communications  and  computer  technology  and  works  to  pro- 
tect civil  liberties  in  new  digital  environments.  EFF  also  coordinates  the  Digital  Pri- 
vacy and  Seciirity  Working  Group  (DPSWG),  a  coalition  of  more  than  50  computer, 
communications,  and  public  interest  organizations  and  associations  working  on  com- 
munications privacy  issues,  am  testifying  today,  however,  only  on  behalf  of  EFF. 

Since  1992,  the  Electronic  Frontier  Foundation  has  opposed  a  series  of  FBI  Digital 
Telephony  proposals,  each  of  which  would  have  forced  communications  companies 
to  install  wiretap  capability  into  every  communications  network.  However,  earlier 
this  year,  when  it  became  apparent  tJiat  some  version  of  the  bill  would  pass  the 
Congress,  the  Subcommittees  asked  EFF  along  with  computer  and  communications 
industry  groups  to  participate  in  a  process  that  would  yield  a  narrow  bill  that  both 
met  law  enforcement  needs  and  had  strong  privacy  protections.  The  resvdt  of  that 
process  is  the  bill  we  have  before  us  today.  EFF  remains  deeply  troubled  by  the 
prospect  of  the  federal  government  forcing  communications  networks  to  be  made 
W-etap  ready,'  but  we  believe  that  this  legislation  is  substantially  less  intrusive 
that  the  original  FBI  proposals. 

The  bill  is  significantly  more  narrow  than  the  ori^nal  proposals  in  that  it  exclude 
a  number  of  electronic  communications  service  providers — ^including  online  informa- 
tion services,  Internet  access  providers,  electronic  bulletin  board  systems,  PBX's, 
and  private  networks — from  any  compliance  obligation.  In  particvdar,  the  Leahy/Ed- 
war<fa  version  contains  a  number  of  important  changes  from  earlier  proposals,  in- 
cluding: 

•  A  narrow  Scope, 

•  Open  standard-setting  process  with  public  right  of  intervention, 

•  Technical  requirements  standards  developed  hy  industry  instead  of  the  Attorney 
General, 

•  Right  to  deploy  untappable  services. 

In  my  testimony  today,  however,  I  would  like  to  review  what  I  believe  to  be  the 
most  important  privacy  protections  of  this  bUl,  and  to  discuss  the  areas  which  EFF 
still  believes  require  more  attention  before  a  bill  is  passed. 

A.  NEW  PRIVACY  PROTECTIONS 

The  Digital  Telephony  legislation  before  us  includes  simificant  recognition  that 
new  communication  tecnnologies,  and  new  patterns  of  technology  use,  require  new 
privacy  protections.  Thanks  to  the  work  of  Senator  Leahy  and  Representative  Ed- 
wards and  Senator  Biden,  the  bill  contains  a  number  of  significant  privacy  ad- 
vances, including  enhanced  protection  for  the  detailed  transactional  information 
records  generated  by  on  line  information  services,  email  systems,  and  the  Internet. 

1.  Expanded  protection  for  transactional  records  sought  by  law  enforcement 

Chief  among  these  new  protections  is  an  enhanced  protection  for  transactional 
records  from  indiscriminate  law  enforcement  access.  Many  online  communica.tion 
and  information  systems  create  detailed  records  of  users'  communication  activities 
as  well  as  lists  of  the  information  that  they  have  accessed.  Provisions  in  the  bill 
recognize  that  this  transactional  information  created  by  new  digital  communications 
systems  is  extremely  sensitive  and  deserves  a  high  degree  of  protection  from  casual 
law  enforcement  access  which  is  currently  possible  without  any  independent  judicial 
supervision. 

EFF  commends  Senator  Leahy,  Representative  Edwards,  and  Senator  Biden  for 
declaring  that  law  enforcement  access  to  transactional  records  in  online  communica- 
tion systems  (everything  from  the  Internet  to  AOL  to  hobbyist  BBS's)  threatens  pri- 
vacy rights.  Privacy  interests  are  impUcated  because: 

•  The  records  are  personally  identifiable, 

•  They  reveal  the  content  of  people's  communications,  and, 

•  The  compilation  of  such  records  makes  it  easy  for  law  enforcement  to  create  a 
detailed  picture  of  people's  lives  on  Une. 

Based  on  this  recognition,  the  drafl  bill  contains  the  following  provisions: 

•  Court  order  required  for  access  to  transactional  records  instead  of  mere  sub- 
poena 

In  order  to  gain  access  to  transactional  records,  such  as  a  list  of  to  whom  a  subject 
sent  email,  which  online  discussion  group  one  subscribes  to,  or  which  movies  you 
request  on  a  pay-per  view  channel,  law  enforcement  will  have  to  prove  to  a  court. 
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by  the  showing  of  "specific  and  articulable  facts"  that  the  records  requested  are  rel- 
evant to  an  ongoing  criminal  investigation.  This  means  that  the  government  mav 
not  request  volumes  of  transactional  records  merely  to  see  what  it  can  find  through 
traffic  analysis.  Rather,  law  enforcement  will  have  to  prove  to  a  court  that  it  has 
reason  to  believe  that  it  will  find  specific  information  relevant  to  an  ongoing  crimi- 
nal investigation  in  the  records  it  requested. 

With  these  provisions,  we  have  achieved  for  all  online  systems,  a  significantly 
greater  level  of  protection  than  exists  today  for  records  such  as  email  logs,  and 
greater  protection  than  currently  exists  for  telephone  toll  records.  The  lists  of  tele- 
phone calls  that  are  kept  by  local  and  long  distance  phone  companies  are  available 
to  law  enforcement  without  any  judicial  intervention  at  all.  Law  enforcement  gains 
access  to  hundreds  of  thousands  of  such  telephone  records  each  year,  without  a  war- 
rant and  without  even  notice  to  the  citizens  involved.  Court  order  protection  will 
make  it  much  more  difficult  for  law  enforcement  to  go  on  "fishing  expeditions" 
through  online  transactional  records,  hoping  to  find  evidence  of  a  crime  by  accident. 
We  have  also  submitted  a  detailed  memorandum  on  the  importance  of  protection 
and  would  ask  that  this  dociunent  be  included  in  the  record  of  these  proceedings 
along  with  this  testimony. 

•  Standard  of  proof  much  greater  than  for  telephone  toll  records,  but  below  that 
for  content 

The  most  important  change  that  these  new  provisions  offer  is  that  law  enforce- 
ment will:  (a)  have  to  convince  a  judge  that  there  is  reason  to  look  at  a  particular 
set  of  records,  and;  (b)  have  to  expend  the  time  and  energy  necessary  to  have  a 
United  States  Attorney  or  District  Attorney  actually  present  a  case  before  a  court. 
However,  the  burden  or  proof  to  be  met  by  the  government  in  such  a  proceeding 
is  lower  than  required  for  access  to  the  content  of  a  communication. 

2.  New  protection  for  location-specific  Information  available  In  cellular,  PCS  and 

other  advanced  networks 

Much  of  the  electronic  surveillance  conducted  by  law  enforcement  today  involves 
gathering  telephone  dialing  information  through  a  device  known  as  a  pen  register. 
Authority  to  attach  pen  registers  is  obtained  merely  by  asserting  that  the  informa- 
tion would  be  relevant  to  a  criminal  investigation.  Under  cxxrrent  law,  courts  must 
approve  pen  register  requests  without  any  substantive  review  of  the  basis  for  law 
enforcement's  request.  This  legislation  offers  significant  new  limits  on  the  use  of  pen 
register  data. 

Under  this  bill,  when  law  enforcement  seeks  pen  register  information  from  a  tele- 
communications carrier,  the  carrier  is  forbidden  to  deliver  to  law  enforcement  any 
information  which  woxUd  disclose  the  location  or  movement  of  the  calling  or  called 
party.  Cellvdar  phone  networks,  PCS  systems,  and  so-called  "follow-me"  services  all 
store  location  information  in  their  networks.  This  new  limitation  is  a  major  safe- 

fiiard  which  will  prevent  law  enforcement  fi"om  casually  using  mobile  and  intel- 
gent  communications  services  as  nation-wide  tracking  systems. 

3.  New  limitations  on  "pen  register"  authority 

Contemporary  uses  of  pen  registers  also  involve  substantial  privacy  invasion,  even 
aside  fi"om  location  information.  Currently,  law  enforcement  is  able  to  use  pen  reg- 
isters to  capture  not  only  the  telephone  number  dialed,  but  also  any  other  touch- 
tone  digits  dialed  which  reflect  the  user's  interaction  with  an  automated  information 
service  on  the  other  end  of  the  line,  such  as  an  automatic  banking  system  or  a 
voicemail  password.  If  this  bill  is  enacted,  law  enforcement  would  be  required  to  use 
"technology  reasonably  available"  to  limit  pen  registers  to  the  collection  of  calling 
number  information  only.  We  are  aware  that  new  pen  register  devices  are  now  on 
the  market  which  automatically  screen  out  all  dialed  digits  except  for  the  actual 
telephone  numbers.  Just  as  this  bill  would  require  telecommunications  carriers  to 
deploy  technology  which  facihtates  taps,  we  believe  that  law  enforcement  should  be 
required  to  deploy  technology  which  shields  users  communications  from  unauthor- 
ized invasion. 

4.  Bill  does  not  preclude  use  of  encryption 

Unlike  previous  Digital  Telephony  proposals,  this  bill  places  no  obligation  on  tele- 
communication carriers  to  decipher  encrypted  messages,  unless  the  carrier  actually 
holds  the  key  to  the  message  as  well. 

5.  Automated  remote  monitoring  precluded 

Law  enforcement  is  specifically  precluded  from  having  automated,  remote  svuveil- 
lance  capabilitv.  Anv  court-ordered  electronic  surveillance  must  be  initiated  by  an 
employee  of  the  telecommunications  carrier,  upon  request  by  law  enforcement. 
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Maintaining  operational  separation  between  law  enforcement  agents  and  commu- 
nication networks  is  an  important  privacy  safeguard. 

6.  Privacy  considerations  essential  to  development  of  new  technology 

One  of  the  requirements  that  telecommunications  carriers  must  meet  to  be  in 
compliance  with  the  Act  is  that  the  wiretap  access  methods  adopted  must  protect 
the  privacy  and  security  of  each  user's  communication.  If  this  requirement  is  not 
met,  anyone  may  petition  the  FCC  to  have  the  wiretap  access  service  be  modified 
so  that  network  security  is  maintained.  This  reqmrement,  just  like  those  designed 
to  serve  law  enforcement's  needs,  must  be  carefully  implemented  and  monitored  so 
that,  the  technology  used  to  conduct  wiretaps  cannot  also  jeopardize  the  security  of 
the  network  as  a  whole.  If  network-wide  secvuity  problems  arise  because  of  wire- 
tapping standards,  then  the  standards  shoiild  be  overturned. 

B.  DIGITAL  TELEPHONY  REQUIREMENTS  NARROWED  AND  PUBUC  PROCESS  BROADENED 

In  addition  to  the  privacy  protections  added  to  this  bill,  we  also  note  that  the  sur- 
veillance requirements  are  not  as  far-reaching  as  the  original  FBI  version.  A  niun- 
ber  of  procedural  safeguards  are  added  which  seek  to  minimize  the  threatens  to  pri- 
vacy, secvuity,  and  innovation.  Though  the  underlying  premise  of  the  Act  is  still 
cause  for  concern,  these  new  limitations  deserve  attention: 

1.  Narrow  scope 

The  bill  explicitly  excludes  Internet  providers,  email  systems,  BBS's,  and  other 
online  services.  Unlike  the  bills  previously  proposed  by  the  FBI,  this  bill  is  limited 
to  local  and  long  distance  telephone  companies,  cellular  and  PCS  providers,  and 
other  common  carriers. 

2.  Open  process  with  public  right  of  intervention 

The  public  will  have  access  to  information  about  the  implementation  of  the  Act, 
including  open  access  to  ail  standards  adopted  in  compliance  with  the  Act,  the  de- 
tails of  now  much  wiretap  capacity  the  government  demands,  and  a  detailed  ac- 
counting of  all  federal  money  paid  to  carriers  for  modifications  to  their  networks. 
I*rivacy  groups,  industry  interests,  and  anyone  else  has  a  statutory  right  under  this 
bill  to  challenge  implementation  steps  taken  by  law  enforcement  if  they  threaten 
privacy  or  impede  technology  advancement. 

3.  Technical  requirements  standards  developed  by  industry  instead  of  the  Attorney 

General 
All  surveillance  requirements  are  to  be  implemented  according  to  standards  devel- 
oped by  industry  groups.  The  government  is  specifically  precluded  fi:x)m  forcing  any 
particiolar  technical  standard,  and  all  requirements  are  qualified  by  notions  of  eco- 
nomic and  technical  reasonableness. 

4.  Right  to  deploy  untappable  services 

Unlike  the  original  FBI  proposal,  this  bill  recognizes  that  there  may  be  services 
which  are  untappable,  even  with  Herculean  enort  to  accommodate  siuveillance 
needs.  We  understand  that  the  bill  intends  to  allow  untappable  services  to  be  de- 
ployed if  redesign  is  not  economically  or  technically  feasible.  These  provisions,  how- 
ever, should  be  clarified. 

C.  PROVISIONS  THAT  REQUIRE  FURTHER  AMENDMENT  BEFORE  FINAL  PASSAGE 

EFF  plans  to  work  on  the  following  issues  in  the  bill  as  the  legislative  process 
continues: 

1.  Strengthened  public  process 

In  the  first  foxu"  years  of  the  bill's  implementation,  most  of  the  requests  that  law 
enforcement  makes  to  carriers  are  required  to  be  recorded  in  the  public  record.  How- 
ever, additional  demands  for  compliance  after  that  time  are  only  required  to  be 
made  by  written  notice  to  the  earner.  All  compliance  requirements,  whether  initial 
requests  or  subsequent  modification,  must  be  recorded  in  the  Federal  Register,  to 
allow  for  public  scrutiny. 

2.  Linkage  of  cost  to  compliance  requirements — the  FBI  gets  what  it  pays  for  and  no 

more 
The  bill  authorizes,  but  does  not  approi)riate,  $500  million  to  be  spent  by  the  gov- 
ernment in  reimbursing  telecommunications  carriers  for  bringing  their  networks 
into  compliance  with  the  bill.  The  FBI  maintains  that  this  is  enough  money  to  cover 
all  reasonable  expenses.  The  indxistry,  however,  has  consistently  maintained  that 
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the  costs  are  five  to  ten  times  higher.  Given  the  FBI's  confidence  in  their  cost  esti- 
mate, we  believe  that  telecommunications  carriers  should  only  be  required  to  comply 
to  the  extent  that  they  have  been  reimbursed. 

The  bill  as  introduced  wisely  includes  detaiiled  reporting  reqioirements  for  all  re- 
imbursements to  carriers  for  retrofits  diuing  the  first  four  years.  Not  only  is  this 
fiscally  responsible,  but  also  it  allows  those  concerned  about  privacy  and  civil  lib- 
erties to  monitor  the  deployment  of  surveillance  technology.  From  a  civil-liberties 
perspective,  this  is  a  crucial  safe^ard. 

However,  after  four  years,  reimbursement  will  be  limited  to  costs  incvured  for 
adding  capacity  only,  not  including  surveillance  capability  in  new  services.  This  de- 
feats the  piirpose  of  providing  public  scrutiny  of  the  government's  sxuveillance  ex- 
penditvu"es.  We  are  concerned  that  failure  to  limit  the  bill's  requirements  to  actual 
reimbiu-sements  will  cause  deployment  of  unnecessary  surveillance  capability 
around  the  country  that  would  be  a  threat  to  privacy  and  civil  liberties. 

3.  Ensure  right  to  deploy  untappable  services 

The  enforcement  provisions  of  the  bill  suggest,  but  do  not  state  explicitly,  that 
services  which  are  untappable  may  be  deployed.  The  bill  should  be  state  directly 
that  if  it  is  technically  and  economically  unreasonable  to  make  a  service  tappable, 
then  it  may  be  deployed,  without  interference  by  a  court. 

4.  Clarify  definition  of  call  identifying  information 

The  definition  of  call  identifying  information  in  the  bill  is  too  broad.  Whether  in- 
tentionally or  not,  the  term  now  covers  network  signaling  information  of  networks 
which  are  beyond  the  scope  of  the  bill.  As  drafted  the  definition  would  appear  to 
reqviire  telecommunications  carriers  to  deliver  not  only  the  signaling  information 
generated  by  their  own  services,  but  also  the  signaling  information  generated  by  in- 
formation services  and  electronic  communication  services  that  travel  over  the  facili- 
ties of  the  telecommunication  carrier.  In  many  cases  this  may  be  technically  imprac- 
tical. Moreover,  it  is  contrary  to  the  policy  adopted  by  the  bill  to  maintain  a  narrow 
scope. 

5.  Review  of  minimization  requirements  in  view  of  commingled  communications 

The  bill  implicitly  contemplates  that  law  enforcement,  in  some  cases,  will  inter- 
cept large  bundles  of  communications,  some  of  which  are  from  subscribers  who  are 
not  subject  of  wiretap  orders.  For  example,  when  tapping  a  single  individual  whose 
calls  are  handled  by  a  PBX,  law  enforcement  may  sweep  in  calls  of  other  individuals 
as  well.  Currently  the  Constitution  and  Title  III  requires  "minimization"  procedures 
in  all  wiretaps,  to  minimize  the  intrusion  on  the  privacy  of  conversations  not  cov- 
ered by  a  court's  wiretap  order.  In  the  world  of  1968,  when  the  original  Wiretap 
Act  was  passed,  most  subscribers  telecommunications  facilities  carried  single  con- 
versations on  single  lines.  But  today,  many  conversations  are  co-mingled  on  one 
broadband  communications  facility.  In  order  to  ensure  that  constitutionally-man- 
dated minimization  is  maintained,  the  bill  should  recognize  that  stronger  minimiza- 
tion procedures  may  be  required. 

D.  CONCLUSION 

In  closing,  I  wovild  like  to  thank  both  subcommittees,  as  well  as  others  who  have 
worked  so  hard  on  this  legislation.  The  Electronic  Frontier  Foundation  looks  for- 
ward to  working  with  all  of  you  as  the  bill  moves  through  the  legislative  process. 


Electronic  Frontier  Foundation,  Inc., 

Washington.  DC,  August  11,  1994. 
Chairman  Patrick  Leahy, 
Subcommittee  on  Law  and  Technology, 
Senate  Judiciary  Committee,  Washington,  DC. 

Chairman  DON  Edwards, 

Subcommittee  on  Civil  and  Constitutional  Rights, 

House  Judiciary  Committee,  Washington,  DC. 

Dear  Chairmen  Leahy  and  Edwards,  All  of  us  in  the  Digital  Privacy  and  Secu- 
rity Working  Group  wish  to  thank  you  and  your  staffs  for  the  extraordinary  leader- 
ship that  you  have  shown  in  the  process  of  crafting  Digital  Telephony  legislation. 
Over  the  last  few  months,  the  bill  has  been  transformed  from  a  proposal  that  was 
wholly  one-sided  to  one  that  is  considerably  more  reasonable.  However,  one  of  the 
most  significant  outstanding  issues  is  the  calculation  of  the  overall  costs  that  will 
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be  incurred  in  complying  with  the  bill,  and  the  appropriate  policy  for  determining 
who  shovild  pay  for  tms  compliance. 

Among  the  major  improvements  of  the  Leahy/Edwards  bill  over  the  original  Bush 
Administration  proposals  is  that  the  federal  government  has  taken  responsibility  to 
pay  for  at  least  the  initial  retrofit  costs  incurred  in  complying  with  the  reqxiirements 
of  the  Act.  However,  the  magnitude  of  these  costs  remains  a  soiuxe  of  significant 
dispute. 

•  No  reliable  costs  estimates — ^FBI  estimates  are  too  low  and  based  on  faulty  as- 
sumptions 

The  legislation  as  introduced  authorizes  $500  million  over  a  four  year  period  to 

?ay  for  redesign  of  services  that  the  FBI  believes  are  currently  causing  problems, 
et  Director  Freeh  himself  testified  before  yoxu"  joint  hearing  m  March  that  costs 
could  run  to  $1.5  billion.  Industry  estimates  put  compliance  costs  at  $2  billion  to 
$3  billion  dollars. 

While  we  are  awaiting  the  report  from  the  General  Accounting  Office  on  the  cost 
issue,  we  already  have  mrther  reason  to  doubt  the  FBI's  cost  estimates.  For  exam- 
ple, we  know  that  the  FBI  estimates  fail  to  accovmt  for  new  competitors  that  are 
already  entering  the  local  telecommiuiications  market  in  competition  with  the  local 
exchange  carriers.  Cable  companies,  for  example,  are  already  deploying  technology 
which  will  allow  them  to  offer  local  telephone  services  as  a  complete  replacement 
for  the  service  now  provided  by  the  local  telephone  companies.  Yet,  the  FBI  has 
failed  to  account  for  tiie  costs  that  these  new  firms  may  incur  under  the  Act  as  pro- 
posed. 

We  hope  that  you  will  use  the  hearing  process  now  beginning  to  explore  on  the 
public  record  the  true  costs  of  the  FBI's  proposal.  That  current  costs  estimates  di- 
verge by  factor  of  at  least  six  causes  us  great  concern. 

•  Failxire  to  cover  "out  year"  costs  assxunes  static  technology  and  will  stifle  Inno- 
vation and  competition 

The  structiu-e  of  the  current  bill  presiunes  that  capability  compliance  costs  will 
be  de  minimis  afl^r  the  first  four  years  of  retrofits  are  completed.  We  disagree  with 
this  presvunption.  Four  to  six  years  may  or  may  not  be  enough  time  to  modify  cur- 
rent telecommunication  services  to  meet  law  enforcement  needs.  Yet  new  services 
are  being  deployed  every  day  in  the  telecommunications  market.  In  some  cases,  ac- 
complisMng  svu^eillance  needs  may  be  relatively  simple  during  the  design  process. 
But  in  other  cases,  substantial  effort  and  expense  will  be  reqvured.  If  the  bill  is  en- 
acted with  its  current  cost  treatment,  it  will  certainly  discourage  the  deployment  of 
new  communications  services  once  reimbursement  is  no  longer  available. 

The  fovu--year  cap  on  reimbursement  also  ignores  the  fact  that  many  new  competi- 
tors are  planning  to  enter  the  telecommunications  market.  No  matter  how  this  legis- 
lation is  vdtimately  written,  the  technology  needed  to  comply  will  be  packaged  by 
telecommunications  equipment  manufacturers  as  individual  features.  Each  feature 
carries  a  cost  to  the  manvifacturer  and  a  price  to  the  telecommunications  carriers 
that  purchase  them.  New  entrants  into  the  communications  marketplace  would 
have  to  purchase  these  features.  If  they  enter  after  the  four-year  reimbursement  pe- 
riod expires,  then  they  would  have  to  bear  the  cost  on  theu-  own,  despite  the  fact 
that  the  inaimbents  in  the  market  may  have  been  reimbursed  for  that  same  cost 
by  the  federal  government.  As  such,  the  current  reimbvirsement  structure  runs 
counter  to  the  overall  United  States  communications  policy,  which  seeks  to  promote 
competition  in  the  local  telecommunications  market. 

•  Privacy  and  civil  liberties  will  be  victim  without  firm  spending  cap 

The  Leahy/Edwards  bill  as  introduced  wisely  includes  detailed  reporting  require- 
ments for  all  reimbursements  to  carriers  for  retrofits  during  the  first  fovu-  years.  Not 
only  is  this  fiscally  responsible,  but  also  it  allows  those  concerned  about  privacy  and 
civU  liberties  to  monitor  tiie  deployment  of  svuveillance  technology.  From  a  civil-lib- 
erties perspective,  this  is  a  crucial  safeguard. 

After  four  years  however,  reimbursement  will  be  limited  to  costs  inciuTed  for  add- 
ing capacity  only,  not  including  surveillance  capability  in  new  services.  This  defeats 
the  purpose  of  providing  public  scrutiny  of  the  government's  surveillance  expendi- 
tures. We  are  concerned  that  failure  to  limit  the  bill's  requirements  to  actual  reim- 
bursements will  cause  deployment  of  vmnecessary  surveillance  capability  around  the 
country  that  would  be  a  threat  to  privacy  and  civil  liberties. 

•  Proposal  Expand  current  bill's  provisions  which  link  compliance  obligations  to 
reimbursements 

In  recognition  of  the  fact  that  current  cost  estimates  are  inconclusive,  and  that 
the  long-term  cost  of  compliance  is  virtually  impossible  to  estimate,  we  recommend 
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that  existing  provisions  in  the  bill  that  link  compliance  obligations  to  reimburse- 
ment be  expanded.  In  the  first  four  years,  telecommunications  carriers  should  be  lia- 
ble for  compliance  only  to  the  extent  that  they  have  been  reimbursed  by  law  enforce- 
ment for  the  costs  of  retrofitting  existing  services.  Such  a  provision  would  actually 
allow  the  Attorney  General  to  allocate  umited  resources  in  the  most  efficient  way 
possible  and  would  eliminate  pressure  from  carriers  to  be  reimbxirsed  for  retrofits 
which  law  enforcement  does  not  consider  critical. 

Data  supplied  by  the  Department  of  Justice  shows  that  the  bulk  of  wiretaps  occur 
in  a  very  few  areas  of  the  country  and  only  in  the  context  of  certain  services.  For 
example,  in  1993  there  were  225  taps  on  cellular  phone  services,  but  fiilly  50  per- 
cent of  those  occurred  in  only  two  states,  New  York  and  Florida.  (Similar  patterns 
exist  for  wireline  taps.)  It  wovild  make  sense,  then,  to  target  appropriated  money 
to  those  areas  where  the  need  for  retrofitting  is  great.  However,  since  all  cellular 
and  wireline  networks  around  the  country  are  required  to  comply  with  the  bill,  they 
may  request  reimbursement  from  the  Attorney  General.  Linking  liability  to  reim- 
bursement would  give  law  enforcement  the  leeway  to  allocate  ite  resources  in  the 
most  sensible,  efficient  manner  possible,  and  eliminate  the  need  to  pay  for  retrofits 
in  areas,  or  for  services,  where  the  costs  dramatically  outweigh  the  benefits. 

Following  the  fo\xr-year  cutoff,  existing  telecommunications  carriers  as  well  as 
new  entrants  face  substantial  compliance  costs,  especially  where  new  services  are 
not  easy  to  shape  to  law  enforcement's  reqxairements.  Thus,  there  should  be  a  mech- 
anism for  securing  reimbursement. 

If,  after  four  years,  costs  are  truly  de  minimis,  then  the  expenses  bom  by  the  tax- 
payer will  be  minimal.  If,  however,  costs  are  substantial,  the  burden  of  compliance 
cannot  be  expected  to  be  absorbed  by  private  companies.  The  same  linkage  between 
reimbursement  and  compliance  in  the  first  fovu*  years  should  be  applied  to  capability 
requirements  in  later  years.  This  would  protect  American  consumers  from  unreason- 
able demands  by  the  government  to  pass  surveillance  costs  through  to  the  public 
sector  and  avoid  public  scrutiny. 

We  thank  you  for  consideration  of  this  matter,  and  look  forward  to  working  with 
you  and  your  staffs  toward  a  solution  to  this  very  important  unresolved  issue. 

Sincerely, 

AT&T, 

Cellular  Telecommunications 
Industry  Association, 

Computer  &  Communications 
Industry  Association, 

Computer  and  Business  Equipment 
Manufacturers  Association, 

Electronic  Frontier  Foundation, 

Institute  of  Electrical  and 
Electronics  Engineers— United 
States  Activities, 

McCaw  Cellular  Communications, 

MCI  Communications  Corporation, 

Telecommunications  Industry 
Association, 

United  States  Telephone 
Association. 
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Expanded  Protection  for  Online 
Transactional   Information 


Ways  may  some  day  be  developed  by  which  the 
Government,  without  removing  papers  from  secret  drawers, 
can  reproduce  them  in  court,  and  by  which  it  will  be  enabled  to 
expose  to  a  jury  the  most  intimate  occurrences  of  the  home.... 
Can  it  be  that  the  Constitution  affords  no  protection  against 
such  invasions  of  individual  security?' 


Electronic  Frontier 
Foundation,  Inc. 

1001  C  Street,  NVV 

Suite  950  Last 

Washington,  DC   20001 

Phone:  (202)347-5400 
Fax.  (202)393-5509 
Internet;  eff@ett.org 


I. 


Overview 


A.       Spirit  of  ECPA  calls  for  expanded  protection  for 
network  transactional   information 

In  the  eight  years  since  the  enactment  of  ECPA,  society's  patterns  of  using 
electronic  communication  technology  have  changed  dramatically.   Over  twenty 
million  people  now  have  electronic  mail  addresses,  numerous  business, 
nonprofit  and  political  groups  conduct  wori<  over  the  Internet,  and  "cyberspace" 
has  become  a  household  world.   Indeed,  it  is  now  commonplace  to  speak  about 
"life  online."  Records  of  all  of  these  activities  -  who  sends  a  message  to  whom, 
where  a  given  communications  device  is  located,  wrfiich  political  party  one 
contacts  for  information,  and  which  online  discussion  group  or  virtual 
community  one  associates  with  -  are  available  both  in  real  time  and  in  stored 
form  as  part  of  the  transactional  information  generated  by  advanced  computer 
and  communications  networks.  With  increasing  use  of  telecommunications,  this 
transactional  information  reveals  almost  as  much  about  our  private  lives  as 
would  be  teamed  if  someone  literally  followed  us  around  on  the  street,  watching 
our  every  move. 

As  the  ECPA  drafters  recognized,  'the  law  must  advance  with  the  technology 
to  ensure  the  continued  vitality  of  the  Fourth  Amendment."^  Under  current  law, 
much  of  this  transactional  information  may  be  available  to  law  enforcement 
merely  by  subpoena  which  recites  that  the  requested  information  is  'relevant  to 
an  ongoing  investigation."^  In  response  to  dramatic  changes  in  the  way  that 
people  use  electronic  communication  services,  ECPA  should  be  revised  to 
reflect  the  increasingly  sensitive  nature  of  network  transactional  information 


'  Olmstead  v.  United  States.  277  U.S.  438,  467  (1928)  (Brandeis.  J.,  dissenting) 
(cited  in  ECPA  Senate  Report). 

2  ECPA  Senate  Report,  p.5 

3  18  use  2703(d).  As  will  be  discussed  below,  the  statutory  distinction  betweer 
contents  and  records  is  unclear,  so  that  current  scope  of  law  enforcement  access  is  r  >t  a 
matter  of  settled  law. 
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B.        Proposal  to  protect  network  transactional  information 
that  is  personally  Idantifiable  or  that  reveals  the 
contents  of  the  communication 

As  this  memorandum  will  demonstrate,  the  scope  and  depth  of  personal, 
sensitive  information  available  through  network  transactional  records  has 
increased  dramatically  since  the  1986  law  was  passed.  Thus,  EFF  believes  that 
the  requirements  for  law  enforcement  access  to  certain  categories  of 
transactional  records  should  be  increased  from  a  mere  subpoena,  which  can  be 
issued  without  independent  judicial  scrutiny,  to  a  court  order,  which  would  only 
be  issued  upon  a  finding  by  a  detached  and  neutral  magistrate.  All 
transactional  records  which: 

•  contain  personally  identifiable  information  related  to  an  electronic 
communications,  or 

•  reveal  the  content  of  the  electronic  communication 

should  be  accessible  to  law  enforcement  only  with  a  court  order. 

II.       Online  transactional  Information  contains  extensive 

personally  identifiable  Information  and  thus  deserves  greater 
protection  than  telephone  toll  records 

A.       Personally  Identifiable  information  in  online 
transactional  records 

The  bulk  of  email  addresses  In  use  today  are  unique  to  an  individual  user. 
Either  the  address  reveals  on  its  face  the  identity  of  the  user,  or  a  simple 
command  can  be  Issued  to  translate  the  address  into  the  owner's  name. 


Email  addresses  are  personally  identifiable 

jberman@eff.org  belongs  to  Jerry  Bernian 
whitfield.diffie@eng.sun.com  belongs  to  Whitfield  Diffie 


Therefore,  unlike  telephone  toll  records,  a  transaction  indicating  that  a  message 
is  sent  to  or  received  from  a  particular  email  address  is  almost  always  a 
definitive  record  of  a  communication  by  an  identifiable  person.  [For  a  detailed 
description  of  email  transactional  records,  see  Appendix  A]  Whereas,  toll 
records  record  only  the  fact  that  a  given  telephone  instrument  connects  an 
another  instrument,  a  record  of  an  email  sent  or  received  will  establish  the 
identity  of  the  communicating  party  with  some  certainty.  Ownership  of  a 
telephone  instruments  may  be  well-established,  but  without  access  to  the 
content  of  the  telephone  communication,  there  is  no  proof  that  any  individual 
was  actually  using  the  phone  coincident  with  a  communication  recorded  in  toll 
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records.   In  practice,  courts  also  agree  that  toll  records  fall  short  of  disclosing 
identity  of  the  calling  parties/ 

Some  early  email  systems  tied  the  email  address  to  a  particular  computer  or 
terminal,  just  as  a  telephone  number  is  tied  to  a  given  telephone  instrument. 
But  today,  someone  who  owns  an  email  address  can  use  it  from  virtually  any 
computer  in  the  world.   Moreover,  no  one  else  can  easily  use  another  person's 
email  address,  since  the  ability  to  send  and  receive  mail  with  an  address  is 
generally  controlled  by  password  or  other  security  device.  While  it  is,  in  some 
cases,  possible  to  use  someone  else's  email  address,  this  practice  will 
increasingly  be  considered  a  fraud  on  the  receiver  of  the  message  and  a  theft  of 
service  from  the  owner  of  the  email  account.  By  contrast,  no  fraud  is  required  to 
use  someone  else's  telephone  number,  unless  one  fails  to  pay  the  charges 
associated  with  the  call. 

B.       Transactional  records  reveal  location  of  sender  and 
recipient 

Transactional  information  in  new  mobile  communications  services  such  as 
cellular  network  and  Personal  Communications  Services  (PCS)  provide  law 
enforcement  with  information  about  the  location  and  travel  of  users.  These 
services  are  designed  in  order  to  deliver  calls  and  other  communications  to  the 
subscriber,  no  matter  where  in  the  country  he  or  she  is.  As  a  side  effect  of  this 
feature,  the  network  generates  trails  of  transactional  information  that  pinpoint 
the  users  location  at  any  time  that  the  user  has  the  device  turned  on.  For 
example,  when  a  cellular  phone  is  set  to  "roam"  from  one  territory  to  another,  it 
signals  the  network  each  time  it  crosses  into  a  new  service  area,  so  that  calls 
can  be  delivered  to  that  phone  and  so  that  proper  billing  connections  are 
established. 

Furthermore,  transactional  records  from  mobile  communications  services 
will  also  reveal  the  movement  of  an  individual  from  place  to  place,  in  real  time. 
As  the  target  moves  from  one  cell  or  service  area  to  another,  an  electronic  trace 
of  the  fact  that  a  given  geographical  boundary  line  is  crossed  will  be  created.  If 
law  enforcement  has  access  to  such  traces,  it  will  be  possible  to  determine  not 
only  the  targets  location,  but  also  his  or  her  direction  of  movement. 

Such  location  specific  infonnation  goes  far  beyond  simple  calling  and  called 
number  information  contemplated  by  Congress  when  it  authorized  access  to 
transactional  information  without  a  warrant  or  other  judicial  scrutiny.  Where  a 
probable  cause  warrant  has  been  issued,  we  do  not  contest  law  enforcement's 
right  have  access  to  such  information,  where  technically  feasible.   However,  we 
believe  that  it  is  contrary  to  the  Fourth  Amendment  and  to  the  policy  framework 


*  In  United  States  v.  Anderson  (542  F.2d  428. 1976).  the  7th  Circuit  found  that  toll 
records  could  not  be  relied  on  to  show  the  contents  of  calls  nor  the  parties  thereto;  ... 
identificatbn  of  places  called  ...  did  not  reveal  the  identity  of  the  recipient  or  the  nature  of 
the  call..." 
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established  in  the  1968  Act  and  ECPA,  to  allow  access  to  this  increasingly  rich 
source  of  information  based  on  subpoena  authority  alone. 

C.        Online  transactional   records   deserve  a  greater 
degree  of  protection  than  telephone  toll  records 

In  contrast  to  telephone  toll  records,  online  transactional  in-formation  may 
reveal  the  identity  of  the  communicating  parties,  and  even  the  precise  location 
of  the  communicators.   These  attributes  distinguish  online  transactional  records 
from  traditional  telephone  toll  records  and  other  records  generally  available  to 
law  enforcement  under  subpoena  power. 

Hi.       Content  of  communication  revealed  by  online  transactional 
information 

In  many  instances,  addressing  information  from  online  systems  will  reveal 
the  content  or  subject  of  the  electronic  communication.  As  in  the  example 
below,  messages  are  often  directed  to,  or  received  from  discussion  groups  on 
particular  topics. 


EfVIAlL  MESSAGE 
FROM:           djw@eff.org  (Danny  Weitzner) 
TO:                eff-crypto@eff.org,whitfield.diffie@  sun.eng.com, 
RE                crypto  policy  update 
DATE:  July  29,  1 994,  08: 1 5:48 


This  week  significant  progress  was  made  on  the  Clipper  front,  but 
slide  continues  on  export  control  liberalization... 


This  message  would  be  sent  to  everyone  who  is  a  participant  in  this  particular 
group.  Discussion  groups  (such  as  eff-crypto)  are  similar  to  telephone 
conference  calls,  except  that  they  may  last  for  days,  weeks,  or  years.    [See 
Appendix  A  for  discussion  of  online  transactional  records  logs  which  reveal 
such  information.] 

Here  again,  email  address  records  are  dramatically  more  revealing  than 
analogous  telephone  toll  records.   Telephone  toll  records  might  reveal  the  fact 
that  the  user  of  a  particular  telephone  was  connected  to  a  conference  call 
service,  but  would  not  indicate  the  subject  of  that  conference.  In  the  email 
example,  above,  the  subject  of  the  conference  is  embedded  into  the  address 
line,  along  with  other  individual  addressed.   Furthermore,  since  the  conference 
name  is  indistinguishable  from  an  individual  email  address,  there  is  no  way  to 
segregate  such  information  out  of  the  transactional  record  stream. 

B.       Freedom  of  association  and  assembly  implicated  by 
disclosure  of  personally  identifiable  Information 

Not  only  does  the  transactional  log  of  such  a  discussion  group  reveal  the 
contents  of  the  discussion,  but  also,  the  names  of  the  parties  to  the  discussion 
are  disclosed  in  the  logs.  This  as  an  excerpt  from  an  actual  email  log  which 
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records  the  progress  of  the  above  from  the  sender  to  all  of  the  members  of  the 
online  discussion  group. 


01  7/29    06:15:48    IIA12559 

02  7/29    08:15:49    IIA12559 
IIA12559 


03  7/29    08:15:50 

04  7/29    08:15:51 

05  7/29    08:15:51 

06  7/29    08:15:51 

07  7/29  08:15:51 
09  7/;S  08:15:52 
09   7/29    08:15:51 


IIA12S65 
IIA12565 
IIA12565 
IIA125e5 
IIA12565 
IIA125e5 


t  r  oin  =  <d.-iWL=eI  l.wry  -,     niscld.»lSS40729121L.IlAi:iS59eett.oro> 
to="  I /usr/local/GLc/ci-^'XJtoarcliiver"   sitfti  --Ser.t 

to="  I  /usr/local/c-tc/dmail21iEt  eff -crypto  etl-ciyiji.'    ■..•xpl'.-i'-:  ' , 
from=owner-eff -crypto,     mBold»<1994072  91215 . IIA12559eef  f . oro> 
to=gnu@toad.co(ii    (John  Gilmore),    delay  =  00:  GO  ;01 ,    Etat=queij'iU 
to=mkaporekei.com    (Mitchell    Kapor)  ,    delay=00:00  :01 ,    stat^qut  ;••;! 
to=jbeniian@Gf  f  .org    (JeriY   Bei-man)  ,    delay=00  :  00:01 ,    Ktat=qiicur-r': 
to=JEeiger@ef  £  .org    (Jonah  Seiger)  ,    delay=00  :00:01 ,    stat=q>ieuod 
to=djw@eff .org    (Danny  Weitzner),    delay=00:00  :C1,    stat=queued 


First,  line  1  of  the  log  reveals  that  a  message  was  sent  to  the  eff-crypto 
discussion  group.   Then,  lines  5  through  9  reveal  the  identity  of  all  of  the 
recipients  of  that  message,  in  other  words,  ail  of  the  participants  in  this  particular 
group. 

For  those  who  associate  and  assemble  online,  these  email  logs  are 
equivalent  to  membership  lists  deserving  of  constitutional  privacy  protection. 
Inasmuch  as  online  transactional  records  reveal  the  identity  of  the  parties  who 
are  engaged  in  the  discussion,  fundamental  constitutional  rights  such  as 
freedom  of  association  and  freedom  of  assembly  are  implicated  by  any 
disclosure  to  the  government.  Since  NAACP  v.  Alabama  ex  rel.  Patterson.  357 
US  449  (1958),  courts  have  agreed  that  threats  to  privacy  of  association 
constitute  impermissible  intrusion  on  First  Amendment  freedom  of  association 
and  freedom  of  assembly.  The  NAACP  case  involved  a  challenge  to  a 
government  action  which  would  have  compelled  the  NAACP  to  disclose  its 
membership  list  to  the  State  of  Alabama.  The  Supreme  Court  found  that; 

Inviolability  of  privacy  in  group  association  may,  in  many  circumstances,  be 
indispensable  to  preservation  of  freedom  of  association.  Id.  at  462. 

Inasmuch  as  online  transactional  records  reveal  such  group  association,  they 
should  be  given  a  high  level  of  protection  from  government  intrusion.  The 
transactional  records  of  online  conferences  discussed  above  and  is  shown  in 
Appendix  A,  clearly  reveal  association  with  particular  groups. 


IV.      Quantity,  Detail,  and  Ease  of  Analysis  of  transactional  records 
require  expanded  protection 

With  the  passage  of  ECPA  .  electronic  mail  messages  were  given  the  same 
degree  of  privacy  protection  as  first  class  mail.   Notwithstanding  the  analogy 
drawn  in  1986,  there  are  significant  differences  between  email  addressing  logs 
and  information  which  may  be  obtained  under  a  mail  cover. 

A.       Transactional  'ogs  of  email  contain  significantly  more 
information  than  available  from  a  mail  cover 
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•  Automatic  email  transaction  trail 

Email  systems  create  detailed  transaction  logs  as  a  matter  of  course, 
whereas  the  postal  service  only  keeps  address  logs  if  specifically  required  to  do 
so  by  valid  legal  process.  Thus,  in  the  case  of  email  surveillance,  law 
enforcement  may  decide  after  the  fact  of  a  particular  transmission,  to  seek 
access  to  transactional  records. 

•  Automatic  attachment  of  return  address  information 

When  using  US  Postal  Service  mail,  the  addition  of  a  return  address  which 
identifies  the  sender  is  entirely  optional  and  requires  an  affirmative  step  by  the 
sender.  In  contrast,  most  email  systems  automatically  append  a  return  address 
to  each  electronic  mail  message,  thus  guarantying  that  anyone  who  examines 
the  email  log,  will  be  able  to  identify  both  the  sender  and  recipient. 

•  Email  co-mingles  functions  traditionally 
accomplistied  with  voice,  fax,  paper  mail,  and  even 
face-to-face  communications 

Email  communication  is  often  a  substitute  for  many  other  forms  of 
communications.  An  email  message  can  replace  a  fax,  a  voice  telephone  call. 
a  short  note  sent  through  the  US  mail,  and  even  face-to-face  communication. 
Therefore  access  to  logs  of  such  communication  is  vastly  more  revealing  than  a 
log  of  any  other  single  form  of  communication.  Courts  have  recognized  an 
increased  privacy  interest  in  co-mingled  information  as  compared  to  the  same 
information  in  disaggregated  form. 

B.       Increased  privacy  interest  in  compilations 

The  volume  and  detailed  nature  of  email  transactions  raise  much  more 
serious  privacy  concerns  than  do  either  toll  records  or  mail  cover  logs.  The 
Supreme  Court  and  the  US  Congress  have  recognized  that  computerized 
compilations  of  information  raise  unique  privacy  concerns.   Beginning  with  the 
Privacy  Act  of  1 974,  Congress  has  acknowledged  that  "computerized  data 
banks  ...  present  issues  considerably  more  difficult  than,  and  certainly  very 
different  from,  a  case  involving  the  source  records  themselves.'^  Later,  in 
Whalen  v.  Roe,  the  Supreme  Court  found  that  "[t]he  central  storage  and  easy 
accessibility  of  computerized  data  vastly  increase  the  potential  for  abuse  of  that 
information. "6  And  finally,  in  US  Department  of  Justice  v.  Reporter's  Committee, 
the  Court  found  that  a  "strong  privacy  interest  inheres  in  the  nondisclosure  of 
compiled  computerized  information.. .."^    It  is  precisely  the  great  volume  of  and 


5  H.R.  Rep.  No.  1416.  93d  Cong..  2d  Sess.  3.  6-9  (1974)  Legislative  history  of  the 
Privacy  Act  of  1974. 

6  429  U.S.  589.  607  (1977)  (Brennan.  J.,  concurring) 

7  489U.S.  749.  766(1989) 
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easy  access  to  transactional  iriformation  which  raises  an  increased  privacy 
interest  in  these  records. 

V.        Extend  the  spirit  of  ECPA  to  cyberspace:     Need  to  update 
ECPA  protections  for  transactional  information  in  the 
changing  digital  world 

The  guiding  principle  of  ECPA  was  that  new  privacy  protection  should  be 
extended  to  electronic  communications,  so  that  users  of  new  communications 
technology  would  have  confidence  that  their  communications  were  free  from 
unwarranted  private  or  government  intrusion.   With  the  qualitative  shift  in 
communications  activity  that  has  occurred  over  the  last  decade,  it  is  time  to 
extend  greater  protection  to  the  transactional  information  that  records  people 
activities  online. 

A.       Gaps  left  by  1986  law  -  Unclear  definition  of 
transactional   records 

The  main  focus  of  ECPA  was  to  offer  clear  privacy  protection  for  the  contents 
of  electronic  communication  despite  the  fact  that  the  communication  is  handed 
over  to  a  third  party,  namely  the  electronic  communication  service  provider.^ 
However,  little  consideration  was  given  at  the  time  to  the  proper  treatment  of 
transactional  records.  The  records  are  mentioned  in  the  statute,  but  not  given 
any  definition.  The  committee  report  from  the  Senate  does  offer  brief  discussion 
of  the  nature  of  these  records,  but  focuses  primarily  on  customer  lists  and 
telephone  toll  records.^    The  House  report  recognizes  that  electronic 
communications  services  create  records  that  do  not  conform  to  legal  categories 
for  older  technologies: 

The  newer  technologies  such  as  electronic  mail  and  remote  computing 
services  maintain  a  type  of  records  which  do  not  neatly  fit  within  the  legal 
categories  which  exist  for  older  technologies.^o 


^  "A  letter  sent  by  first  class  mail  is  afforded  a  high  level  of  protection  against 
uruiithorized  opening  by  a  combination  of  constitutional  provisions,  case  law....  But  there 
are  no  comparable  Federal  statutory  standards  to  protect  the  privacy  and  security  of 
communications  transmitted  by  new  rxjncommon  carrier  communications  services  or  new 
forms  of  computer  technology.  This  is  so  even  though  American  citizens  and  businesses 
are  using  these  forms  of  technology  in  lieu  of,  or  side-by-side  with,  first  class  mail  and 
comnrvsn  carrier  telephone  services."  ECPA  Senate  report,  p5. 

®  "Subsection  (c)  provides  for  access  to  records  or  other  information  pertaining  to  a 
subscriber  to  or  customer  of  an  electronic  convnunications  or  remote  computing  service, 
noi  including  the  contents  of  electronic  communications.  This  section  pennits  the 
provider  of  the  service  to  divulge,  in  the  normal  course  of  business,  such  inforn^tion  as 
customer  lists  and  payments  to  anyone  except  a  Govemment  agency.  It  should  b>e  noted 
that  the  information  involved  is  information  atxiut  the  customer's  use  of  the  service  not 
the  contents  of  the  customer's  communication."  ECPA  Senate  Report,  p.  38 

'0  House  Report,  p.  26 
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However,  nowhere  in  eithi    committee  report  is  the  issue  of  access  to  email 
transactional  records  discu:>sed  for  the  purposes  of  establishing  the  appropriate 
standard  for  government  access. 

B.        Extension  of  protection  is  consistent  with  the  spirit  of 
ECPA  and  the  expressed  intent  of  the  drafters 

In  the  spirit  of  ECPA,  we  should  recognize  that  it  is  again  time  to  extend 
privacy  protection  to  the  personally  identifiable  transactional  information  that  is, 
in  may  cases,  indistinguishable  from  content. ''^   The  drafters  did  not  intend  that 
electronic  communication  service  providers  should  not  disclose  "profiles'  of 
users  that  were  related  to  the  contents  of  the  communication. ''2  Furthermore, 
discussions  of  transactional  records  was  limited  at  the  time  to  telephone  toll 
records  and  other  customer  account  billing  and  demographic  information.'' 3 

VI.    Conclusion 

This  memo  has  shovvii  jlicii 

transactional  records  now  reveal  the  content  of  communication, 
these  records  contain  personally  identifiable  information, 

•  disclosure  of  such  records  implicate  fundamental  privacy  and  free 
association  rights, 

•  current  lav/  is  unclear  as  to  the  definition  of  such  records,  and, 

•  increased  protection  for  transactional  records  is  consistent  with  the  spirit  of 
the  1968  Act  and  the  1986  Act. 

Therefore  Congress  should  amend  the  stored  communications  section  of  ECPA 
(Sec  2703)  to  provide  a  higher  level  of  protection  for  sensitive  transactional 
records.   The  amendments  would  leave  intact  law  enforcement's  current 
authority  regarding  telephone  toll  records  and  basic  billing  information  such  as 
subscriber  billing  address  and  service  arrangements.  These  changes  to  current 
law  are  necessary  to  provide  assurances  to  users  of  new  communication 
technology  that  their  private  adivities  in  the  online  world  are  free  from 
unwarranted  interference. 


For  more  information,  please  contact  the  Electronic  Frontier  Foundation: 

Jerry  Berman,  Executive  Director  <jberman@  eff.org> 
Daniel  J.  Weitzner.  Deputy  Policy  Director  <djw@eff.org> 


^  ^  Curiously,  the  original  language  in  Title  III.  before  it  was  amerxied  by  ECPA, 
provided  that  the  "contents"  of  a  communication  included  the  'identity  of  the  parties  to 
such  (X>rrununication  or  the  existence,  substance,  purport,  or  meaning  of  the 
comnujnication."  Thus,  in  1968,  telephone  toll  records  were  accessible  under  a  lower 
starKJard  precisely  because  they  did  not  reveal  the  identity  of  conrvnunicating  parties  or 
the  existerxie  of  the  communication.  Any  transactional  inforniation  which  reveals  the 
identity  of  the  parlies,  or  the  content  of  the  communication,  should  therefore  be 
acc8ssft>le  to  law  enforcement  only  wKh  a  court  order. 

^2  ECPA  House  Report,  p.64 

^  ■^  'The  type  of  records  involved  are  billing  records  and  telephone  toll  records 
(including  record  of  long  distartce  numbers  and  message  unit  information.'  ECPA  House 
Report,  p.  69. 
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Appendix  A 
Telephone  Toll  Records  and   Electronic   Mail   Logs 


The  most  significant  difference  between  a  telephone  toil  record  and  an 
electronic  mail  log  is  that  electronic  mail  addresses  are  unique  to  individual 
users.   Unlike  a  telephone  number,  which  corresponds  only  to  a  specific 
location  (such  as  a  home  or  business  address),  most  electronic  mail  addresses 
are  linked  by  a  secret  and  unique  password^'*  to  an  individual  regardless  of 
physical  location.  Thus,  while  a  record  indicating  that  a  certain  telephone 
number  was  dialed  from  another  telephone  number  indicates  that  a  transaction 
occured,  an  electronic  mail  record  indicates  that  a  specific  and  unique 
individual  has  communicated  with  another  individual  or  group  of  individuals. 

Telephone  Toll   Records 

The  table  below  represents  actual  telephone  toll  records  of  a  member  of 
EFF's  staff,  obtained  with  his  consent  from  Bell  Atlantic^^. 


202  222  2222 


JUL  17  94  'IC 


JONAH  SEIGER 

APT  XXX 

XXXX  XXXXXXX  RD  NW 

WASHINGTON  DC  20009-2015 


LIVE   P 


B 


26  IFR 


PB  8146  RT  45  AC  2-00       DEP  5 
Rl       INCL  300   CT     DDI  123456    LUC 

R2  8147  NT  C       NOB  TAX  F-L-S     LCR  12 

CI  ELECTRONIC  FRONTIER  FOUNDATION  STAFF  3  47- 
5400 


NO 

ATS.T 

Amount 

Place 

N\iinber 

Date 

Time 

RATE 

Min 

1 

4.62 

SAN  FRAN 

CA 

415  555-5555 

JUN 

18 

1225P 

*N 

30 

J8J1 

2 

.14 

DETROIT 

MI 

313  555-4545 

JUN 

18 

434P 

*N 

1 

J8J1 

3 

4.00 

OSSINING 

NY 

914  555-2323 

JUN 

20 

826P 

*E 

25 

J8J1 

4 

5.25 

DETROIT 

MI 

313  555-4545 

JUN 

22 

900P 

*E 

30 

J8J1 

RP 

NOTATION 

TYPE  PN   ACT 

FU 

BD 

CMT-TIME   0974 

These  records  indicate  the  date,  number  dialed,  its  location,  time,  and  duration  of 
calls  made  from  202  222-2222,  which  is  billed  to  Jonah  Seiger.  These  records  do 
not  indicate  that  Jonah  Seiger  himself  actually  placed  the  calls,  the  identity  of  the 
recipients,  or  the  nature  of  the  communication  (i.e,  voice,  modem,  fax,  etc). 

^^  All  commercial  on  line  services  (AOL,  CompuServe,  Prodigy,  etc),  as  w/ell  as  most 
Internet  providers  require  users  to  enter  a  password  each  time  they  log  onto  the  service. 
Passwords  are  unique  to  each  individual  (similar  to  a  PIN  number  used  for  cash  machines 
at  Banks),  arvd  in  most  cases  the  practice  of  using  another  persons  password  without 
permission  is  considered  a  breach  of  contract  or  user  agreement. 

^  ^  The  dialed  numbers  have  been  changed  .  The  information  described  above  has 
been  certified  by  Bell  Atlantic  to  be  identical  to  infornrution  obtainable  by  law  enforcement 
officers  with  proper  subpoena  authorization.  Records  indicate  long  distance  toll  calls. 
According  to  Bell  Atlantk:,  only  tong  distance  dialed  number  records  are  collected.  Law 
enforcement  must  use  pen  register  or  trap  arxJ  trace  devices  to  capture  tocal  dialed 
number  records. 
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Electronic   Mail   Logs 

The  table  below  represents  actual  eleclronic  mail  logs  from  the  Electronic  Frontier 
Foundation's  electronic  mail  server.  These  logs  indicate  a  message  sent  by  an 
individual  user  (in  this  case,  djw@eff.org)  to  members  of  an  online  discussion  titled 
<eff-crypto>  (EFF's  online  forum  on  issues  relating  to  cryptography  and  digital 
privacy  in  general).  Although  this  example  contains  addresses  unique  to  EFF, 
virtually  all  electronic  mail  software  logs  transactions  in  an  identical  way.   in  the 
course  of  accounting  and  processing  electronic  mail  messages,  the  mail  server 
assigns  each  message  a  unique  message  ID  number.   By  tracking  a  message  ID 
number,  one  can  easily  know  who  sent  a  message,  and  to  whom  that  message  was 
sent.  (For  ease  of  reading,  line  numbers  have  been  added,  and  message  ID 
numbers  are  indicated  here  in  bold  face  type). 

O:    7/29  08:15:48    IIA12559:  f  rom=<d  jwSef  f  .  org> ,     msol<i-<199407291215  .  IIA12559eef  f  .  oro> 

02  7/29  08:15:49    IAA12559:  to=' I /usr/local/etc/cryptoarchiver •    stat=Sent 

03  7/29  08:15:50   IIA12559:  to="  I /usr/local/etc/dmail21ist   eff-crypto  ef  f-crypto-explodei  V 

04  7/29  08:15:51    IIA12565:  from^owner-eff -crypto,     m8old-<199407291215 . IIA12559eef f . oro> 

05  7/29  08:15:51    IIA12565:  to=gnu@toad.com    (John  Gilracre),    delay=00:00:01,    stat=queued 

06  7/29  08:15:51    IIA12565:  to=mkaporekei  .com    (Mitchell    Kapor)  ,    delay=00:00:01,    stat=queuei 

07  7/29  08:15:51  IIA12565:  to=  jberman@efE.org  (Jerry  Berman)  ,  delay=00 :00:01,  stat=queuec 
OB  7/29  08:15:52  IIA12565:  to=iseigereef f  .org  (Jonah  Seiger)  ,  delay=00:00:01,  stat=queuec: 
09  7/29  08:15:51    IIA12S65:  to=djw@ef  f  .org    (Danny  Weitzner)  ,    dGlay=00:00:01 ,    stat=queued 

The  table  above  follows  a  message  sent  by  <djw@eff.org>  to  the  recipients  of 
the  <eff-crypto>  mailing  list.   Line  01  indicates  that  message  IIA12559  was  sent 
by  <djw@eff.org>.  Line  03  indicates  that  that  message  was  sent  to  the  address 
<eff-crypto>.  line  04  indicates  that  message  1 1 A1 2559  was  sent  from  <eff- 
crypto>  as  message  II A1 2565.  Lines  05  through  09  indicate  that  message 
II A1 2565  was  sent  to  specific  individual  recipients  of  the  <eff-crypto>  list. 

Comparison  of  Telephone  Toll  Records  and  Electronic  Mail  Logs 

From  these  two  examples,  it  is  clear  that  electronic  mail  logs  reveal  a  great 
deal  more  about  both  the  destination  and  substance  of  a  communication  than 
does  a  telephone  toll  record.  While  the  telephone  toll  record  does  show  that  a 
specific  number  was  dialed  at  a  certain  time,  it  reveals  nothing  else  about  the 
nature  of  the  communication,  or  the  identity  of  the  sender  or  the  recipient.  There 
is  nothing  inherent  in  a  toll  record  to  indicate  that  a  specific  individual 
communicated  with  another.  In  the  example  above,  we  only  know  that  202  222 
2222  dialed  313  555-4545  on  a  certain  date  and  time. 

In  contrast,  because  each  electronic  mail  address  is  linked  directly  to  an 
individual  with  a  password  unique  to  that  address,  a  record  of  a  communication 
in  this  medium  indicates  the  occurrence  of  a  communication  between  two 
specific  individuals.  Moreover,  in  the  example  above,  the  log  reveals  that  an 
individual  communicated  with  a  group  of  individuals  who  belong  to  a  subject 
specific  group  (in  this  case  <eff-crypto>).  Through  a  simple  analysis  of 
message  identification  numbers,  one  can  very  easily  track  the  communication  - 
of  one  person,  and  know  with  certainty  with  whom  that  person  is 
communicating. 
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Appendix   B 
File  Transfer  and  Retrieval  Logs 


Tracing  a  File  Directly  to  an  Individual 

Virtually  all  online  information  services,  such  as  America  On  Line  (AOL), 
Prodigy.  CompuServe,  and  the  Internet,  contain  a  wealth  of  files  and  information 
in  areas  known  as  "file  archives".  There  are  many  thousands  of  archives 
throughout  cyberspace,  containing  files  ranging  from  political  information  (e.g.: 
White  House  press  releases,  legislation,  policy  statements,  etc.).  shareware 
(free,  public  domain  software),  to  images  from  the  Hubble  Space  Telescope. 
Users  can  access  file  archives  through  a  variety  of  ways  depending  on  the 
service  they  subscribe  to. 

For  purposes  of  maintenance,  accounting  and  security,  most  online  services 
keep  records  of  all  transactions  involving  file  transfer  and  retrieval.  Through  a 
simple  analysis  of  these  records,  one  can  easily  trace  a  file  directly  to  an 
individual  user. 

The  example  to  follow  will  illustrate  how  such  a  trace  can  be  accomplished 
using  transactional  records  from  the  Internet  File  Transfer  Protocol  (ftp),  the 
primary  method  for  transferring  and  retrieving  files  over  the  Internet.  FTP 
provides  any  Internet  user  with  the  ability  to  retrieve  files  from  any  computer  on 
the  network.    Files  available  via  ftp  are  stored  in  ftp  archives'  which  can  be 
accessed  by  a  user  through  the  execution  of  a  few  relatively  simple  commands. 

Every  user  on  an  online  network  is  identified  by  an  electronic  identity, 
usually  identical  to  their  electronic  mail  (email)  addresses.   Individuals  control 
access  to  their  email  addresses  through  a  secret  personal  password.   Because 
email  addresses  are  tied  to  individual  users,  and  because  ftp  logs  indicate  that 
a  specific  file  has  been  retrieved,  a  simple  analysis  of  ftp  logs  can  easily  reveal 
that  an  individual  has  retrieved  a  specific  file. 

FTP  Transaction  logs 

This  example  will  trace  an  individual  user's  retrieval  of  a  file  from  the  online 
archives  of  the  Electronic  Frontier  Foundation  (EFF).  The  file,  named 
'digitel.faq',  contains  answers  to  frequently  asked  questions  about  the  Digital 
Telephony  legislation.    The  records  below  are  actual  records  from  EFF's  ftp 
archive  (named  <ftp.eff.org>)  and  main  computer  (<eff.org>) 

All  computers  connected  to  the  Internet  have  names.  In  this  example,  it  is 
important  to  note  that  <ftp.eff.org>  and  <eff.org>  are  two  distinct  computers.  The 
computer  <ftp.eff.org>  keeps  separate  records  from  the  computer  <eff.org>. 
Furthermore,  each  authorized  user  has  a  unique  electronic  identity,  usually 
same  as  that  individual's  electronic  mail  address  (e.g.:  brown@eff.org  is  the 
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user  Dan  Brown  (EFF's  system  administrator]).  A  simple  correlation  of  the 
timestamps  on  the  transa9tions  between  the  two  computers  will  reveal  that  Dan 
Brown  retrieved  the  file  'digitel.faq*. 


I.  Dan  Brown  Logs  Onto  <eff.org> 

By  examining  the  logs  of  the  computer  eff.org,  we  can  determine  when  a 
specific  individual  logged  onto  and  off  of  the  network.  This  record  is  displayed 
below: 

#   User  Terminal    Remote  machine   Timesteunps 

05  brown    ttypO    elec.eff.org     Fri  Jul   29   12:59:04   -   13:03:14 

Because  the  user  'brown'  is  linked  to  Dan  Brown  through  a  unique  personal 
password,  this  record  indicates  that  Dan  Brown  was  logged  onto  <eff.org>  on 
Friday  July  29  between  12:59  and  13:03. 

II.  Dan  Brown  Executes  a  File  Transfer  (ftp) 

By  examining  the  logs  which  record  the  programs  run  by  users  on  <eff.org>, 
and  noting  the  times  at  which  those  programs  were  run,  we  can  determine 
when  Dan  Brown  executed  a  file  retrieval  program  (ftp).    This  record  is 

displayed  tjelOW  (printed  on  July   29   at    13:15): 


#      program 

user  name 

terminal 

start   time 

end  time 

08    £tp 

brown 

ttypO 

13i00:21 

13 :01 :20 

Note  that  the  start  and  end  times  correspond  to  the  period  of  time  Dan  was 
logged  onto  <eff.org>.  This  record  clearly  shows  that  Dan  Brown  ran  the  file 
retrieval  program  (ftp)  between  13:00:21  and  13:01:20. 

III.    Logs  from  the  File  Archive  Show  a  File  Transfer 

We  now  turn  our  analysis  to  the  records  of  the  computer  containing  EFFs 
online  file  archives  (the  computer  named  <ftp.eff.org>).  Again,  a  simple  check 
of  timestamps  reveals  that  a  user  from  <eff.org>  made  a  connection  using  the 
file  transfer  program  (ftp).  These  records  are  displayed  below; 

#      Timestcimp  Hostneime  Process    ID  Message 

04    Jul     29     13:00:21    ftp.eff.org    in . f tpd [5458 ) :      connect     from     brown©ef f .org 

12    Jul     29     13:01:20    ftp.eff.org    ftpd[5458]:  FTP     sasaion     closed 

Note  the  direct  correlation  between  the  times  indicated  above  and  the  times 
indicated  on  the  previous  tw)  logs.  This  log  shows  that  the  file  transfer  program 
run  by  Dan  Brown  was  exe-  Jted  on  the  computer  <ftp.eff.org>.  indicating  that 
Dan  Brown  retrieved  a  file  .om  EFF's  online  file  archive. 
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IV.     Logs  from  the  File  Archive  Name  the  File  Transferred  to  Dan 
Brown 

One  final  check  of  the  logs  from  EFF's  online  archive  show  which  file  Dan 
transferred  to  his  own  computer.  We  already  know  that  Dan  was  logged  onto 
the  network  between  12:59:03  and  13:03:14.   We  also  know  that  he  ran  the  file 
transfer  program  between  13:00:21  and  13:01:20.   This  has  been  confirmed  by 
logs  from  two  separate  computers.   By  examining  one  additional  log  on  the 
computer  containing  EFF's  online  file  archive  (<ftp.eff.org>),  we  can  see  which 
particular  file  Dan  retrieved.   This  log  is  displayed  below: 

Frl  Jul   29   13:01:18   1994  1 

e  £  f . org 

67773 
/pub/EPF /Policy /Dioltal_Telephony /digital . f aq 

This  log  shows  that  the  file  'digitel.faq'  was  retrieved  at  13:01:18  by  a  user 
logged  onto  the  computer  <eff.org>.  Note  that  the  exact  time  of  the  file  retrieval 
corresponds  to  the  time  that  Dan  Brown  was  running  the  file  retrieval  program 
(as  indicated  on  the  logs  described  previously). 

We  have  seen  that  Dan  Brown  was  running  the  file  retrieval  program 
between  13:00:21  and  13:01:20.  This  is  confirmed  on  the  logs  from  both  the 
computer  Dan  was  logged  onto  (<eff.org>)  as  well  as  the  computer  containing 
the  online  file  archive  (<ftp.eff.org>).  Because  the  logs  also  show  that  the  only 
user  running  the  file  transfer  program  at  that  time  was  Dan  Brown,  we  have  now 
confirmed  that  Dan  Brown  retrieved  the  file  'digitel.faq'. 

FTP  Logs  Reveal  the  Actions  of  an  Individual  User  and  the 
Contents  of  those  Transactions 

Detailed  transactional  information  from  online  information  services  enables 
anyone  with  access  to  these  records  to  reconstruct  a  detailed  picture  of  a  user's 
actions.  In  this  case,  the  logs  show  which  document  the  user  accessed. 
Because  all  users  on  the  Internet  and  other  online  services  are  linked  to  their 
electronic  identities  by  a  unique  password,  transactional  records  which  reveal 
the  electronic  identity  of  a  user  correspond  directly  with  that  individual.  The 
electronic  identity  <brown@eff.org>  is  always  Dan  Brown.  In  the  case  of  this 
example,  transactional  records  reveal  that  Dan  retrieved  the  file  'digitel.faq' 
from  the  online  archives  of  the  Electronic  Frontier  Foundation. 

Transactions  similar  to  the  one  illustrated  here  occur  millions  of  times  each 
day  on  computer  networks  throughout  the  United  States.  Furthermore,  because 
computer  logs  record  each  and  every  transaction,  it  is  not  difficult  to  track  the 
actions  of  any  individual  using  an  online  service  simply  by  examining  such  logs. 

This  type  of  detailed  transactional  information  is  not  unique  to  Internet  ftp 
sessions.   It  is  captured  in  similar  forms  on  computers  throughout  the  online 
service  world.  Every  time  a  user  logs  on  to  an  online  service,  sends  electronic 
mail,  retrieves  a  file,  or  joins  a  discussion  group,  detailed  information  is 
collected  in  the  normal  course  of  completing  these  transactions.   And,  since 
virtually  all  users  of  online  services  are  personally  linked  to  their  electronic 
identities  by  a  unique  password,  all  of  these  transactional  records  point  directly 
to  the  actions  of  individual  people. 
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PoDESTA  Associates,  Inc., 
Washington.  DC,  May  29,  1991. 

Hon.  Don  Edwards, 

Subcommittee  on  Civil  and  Constitutional  Rights, 

House  Office  Building,  Washington,  DC. 

Dear  Congressman  Edwards:  Enclosedplease  find  a  copy  of  the  Final  Report 
of  the  Privacy  and  Tedinology  Task  Force.  Tne  task  force  was  appointed  by  Senator 
Patrick  Leahy,  Chairman  ofthe  Senate  Subcommittee  on  Technology  and  the  Law. 
and  consisted  of  15  members  representing  a  wide  array  of  business,  consumer  ana 
privacy  interests  and  experience.  The  task  force  was  charged  with  examining  new 
technologies  and  determining  the  adequacy  and  effectiveness  of  the  protections 
found  in  cxirrent  federal  Law  (most  notably  in  the  Electronic  Communications/Pri- 
vacy Act). 

While  task  force  members  disagreed — at  times,  strongly — on  many  issues,  we 
reached  consensus  on  many  others.  I  believe  the  report  raises  a  niimoer  of  issues 
which  may  be  of  interest  to  you.  and  makes  recommendations  where  possible,  pre- 
senting alternate  viewpoints  wnere  consensus  was  not  reached.  We  delved  into 
many  complex  and  controversial  issues  facing  society  today:  the  privacy  of  new 
radio-basea  communications  technologies.  Caller  ID,  government  wiretapping,  dos- 
sier building,  restrictions  on  the  dissemination  of  customer  proprietary  network  in- 
formation and  appropriate  uses  of  information  derived  from  phone  calls  to  800  and 
900  numbers. 

I  hope  you  find  the  report  useful. 

Sincerely, 

John  D.  Podesta, 

Chair, 
Privacy  and  Technology  Task  Force. 


Final  Report  of  the  Privacy  and  Technology  Task  Force  Submitted  to 

Senator  Patrick  J.  Leahy 

introduction 

In  August  1990,  Senator  Patrick  Leahy  chaired  a  hearing  of  the  Senate  Judiciary 
Subcommittee  on  Technolo^  and  the  Law.  The  hearing  focused  on  Caller  I.D.  tech- 
nology and  the  Electronic  Communications  Privacy  Act  (ECPA).  At  that  hearing. 
Chairman  Leahy  became  convinced  that  developments  in  the  area  of  communica- 
tions technology  required  a  review  of  ECPA  to  ensure  that  the  privacy  protections 
within  the  statute  had  not  been  outdated  by  new  technology.  Senator  Leahy  was  in- 
terested in  an  array  of  perspectives,  so  a  task  force  was  assembled  with  experts 
from  a  wide  variety  of  fields:  technology,  business,  consumer  advocacy,  the  law,  Euid 
civil  liberties.  (A  list  of  members  is  provided  in  the  appendix.)  While  the  group  was 
diverse,  it  was  not  constructed  for,  nor  did  it  hold  itself  out  as,  representing  every 
interest  or  view. 

The  task  force  was  charged  by  Senator  Leahy  with  examining  current  develop- 
ments in  communications  technology  and  how  they  relate  to  the  legal  fi*amework  for 
protecting  communications  privacy.  Tliis  examination  was  to  focus  on  the  extent  to 
which  the  law  in  general,  and  ECPA,  specifically,  protects,  or  fails  adequately  to 
protect,  personal  and  corporate  communications  privacy. 

The  task  force  studied  a  variety  of  newer  communication  media:  cellular  phones, 

{>ersonal  communications  networks,  the  newer  generation  of  cordless  phones,  wire- 
ess  modems,  wireless  local  area  networks  (LAN^s),  and  electronic  mail  and  messag- 
ing. The  task  force  also  debated  newer  technological  innovations  with  a  focus  on  di^;- 
it^  transmission  of  information  and  out  of  band  communication  signalling  which  is 
capable  of  carrying  Calling  Party  Number  with  a  privacy  indicator.  The  task  force 
also  considered  whether  special  privacy  concerns  were  raised  by  the  increased  serv- 
ice offerings  of  Cfdler  I.D.  and  800  and  900  numbers.  The  task  force  examined  the 
extent  to  which  these  technologies  were  regulated  by  the  federal  government,  either 
through  ECPA  or  the  Communications  Act  of  1934  and  whether  they  were  regulated 
by  state  authorities.  The  task  force  discussions  usually  centered  on  the  appropriate 
balance  between  privacy  rights  of  one  or  both  of  the  parties  to  the  communication 
and  the  rights  of  the  caQed  party  or  a  third  party  to  employ  devices  which  capture 
either  the  substance  of  a  communication  or  detailed  tr£Lnsactional  information  about 
the  fact  of  the  communication  or  the  parties  to  it.  The  task  force  also  discussed  the 
extent  to  which  the  government  had  a  right  to  monitor  communications  or  obtain 
information  about  the  communicants,  by  request,  by  subpoena,  or  by  warrant. 
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As  a  starting  point,  the  task  force  agreed  that  traditional  privacy  principles,  em- 
bodied in  the  Constitution,  must  guide  public  policy  with  respect  to  communications 
privacy  and  the  new  technologies.  Few  social  and  commercial  relationships  remain 
unaffected  by  the  introduction  of  new  technologies  such  as  cellular  ana  cordless 
phones,  electronic  mail,  bulletin  boards,  and  pagers.  Traditional  barriers  of  distance, 
time,  and  location  are  disappearine  as  ovu*  society  comes  to  take  these  advanced 
forms  of  communication  for  granted.  As  new  technologies  become  available,  a  ten- 
sion is  often  created  between  existing  societal  values  and  expectations,  and  the  com- 
mercial opportunities  and  outlets  for  personal  expression  created  by  these  advances. 

The  task  force  agreed  that  peoples  expectations  of  privacy  should  not  be  meas- 
ured against  what  is  technicallv  possible.  People  care  deeply  about  their  privacy, 
and  cherish  the  ability  to  control  personal  information.  Even  if  they  have  done  noth- 
ing wrong,  or  have  nothing  to  hide,  most  people  are  offended  if  they  are  denied  the 
ability  to  keep  certain  personal  information  confidential.  Crucial  to  one's  sense  of 
self  is  the  rieht  to  maintain  some  decision-making  power  over  what  information  to 
divulge,  to  whom,  and  for  what  purpose.  The  uses  of  new  technologies  are  always 
threatening  to  overtake  current  law,  leaving  society  without  a  new  set  of  laws  and 
social  mores  to  limit  and  define  the  extent  to  wWch  new  devices  can  be  used  to 
know  all  we  can  about  each  other,  often  without  regard  to  each  otiiei^s  wish  to  keep 
information  private. 

National  polls  document  a  growing  public  demand  for  privacy  protection.  A  Trends 
and  Forecasts  survey  released  in  May  1989  found  that  seven  out  of  ten  consumers 
feel  that  personal  privacy  is  very  important  to  them,  with  many  expressing  the  fear 
that  their  privacy  is  in  jeopardy.  Half  of  the  people  believe  new  laws  are  needed 
to  protect  their  privacy.  A  May  1990  Harris  study  concluded:  "Particularly  striking 
is  the  pervasiveness  of  support  for  tough  new  ground  rules  governing  computers  and 
other  information  technology.  Americans  are  not  willing  to  endure  abuse  or  misuse 
of  information,  and  thev  overwhelmingly  support  action  to  do  something  about  it." 

Afler  examining  a  wide  array  of  technologies,  and  considering  the  privacy  implica- 
tions of  them  all,  there  were  significant  points  of  agreement  among  task  force  mem- 
bers. However,  the  task  force  did  not  reach  consensus  on  every  question.  The  goal 
of  this  report  is  to  set  out  points  of  agreement,  to  describe  areas  of  controversy,  and 
to  recommend  areas  in  need  of  further  examination  by  the  Subcommittee. 

Emerging  communications  technologies  and  the  extent  of  protection  by  the  electronic 
communications  privacy  act  of  1986 

In  1984,  Congress  undertook  to  update  the  1968  Wiretap  Act  to  extend  coverage 
to  new  forms  of  telecommunications.  The  effort  culminated  in  the  passage  in  1986 
of  the  Electronic  Communications  Privacy  Act  (ECPA).  The  1968  Wiretap  Act  gen- 
erally limited  its  protections  to  voice  communications  carried  on  a  common  carrier 
network.  The  1986  Act  expanded  protection  to  voice  and  nonvoice  electronic  commu- 
nications, whether  carriea  on  common  carrier  or  through  a  private  network.  Title 
I  of  ECPA  1)  protects  wire  (voice)  or  electronic  communications,  while  in  trans- 
mission, from  illegal  interception  by  unauthorized  third  parties,  2)  creates  standards 
and  procedures  for  court  authorized  electronic  surveillance,  and  3)  regulates  when 
electronic  communications  firms  may  release  the  contents  of  communications  during 
the  transmission  process.  Title  II  of  ECPA  provides  legal  protection  of  the  privacy 
of  stored  electromc  communications,  firom  both  outside  intruders  and  unauthorized 
government  officials.  By  helping  to  ensure  the  confidentiality  of  electromc  commu- 
nications, ECPA  encourages  the  development  and  use  of  new  technologies. 

ECPA  has  served  as  the  foundation  for  legal  protection  of  the  privacy  of  electronic 
communications.  However,  five  years  afler  ECPA  was  enacted,  a  new  array  of  tech- 
nologies, which  were  only  on  the  drawing  board  in  1986,  are  in  the  process  of  being 
deployed.  These  new  technologies  have  highlighted  the  need  for  a  review  of  the  1986 
Act.  Specifically,  the  task  force  perceived  four  trends  which  are  challenging  the  ex- 
isting statutory  scheme  for  communications  privacy:  1)  There  are  a  number  of  new 
radio-based  communications  technologies  that  are  in  the  process  of  being  deployed, 
that  facilitate  voice,  data,  and  broadband  communications,  but  that  do  not  fall  clear- 
ly within  the  protections  afforded  by  ECPA;  2)  There  is  a  movement  away  from  ana- 
log to  digital  transmission,  digital  being  more  easily  protected  at  a  lower  cost;  3) 
Signalling  System  7  which  is  in  the  process  of  being  deployed  by  many  of  the  na- 
tion's telephone  companies,  employs  out-of-band  signaling,  and  thereby  creates  both 
an  opportunity  for  new  services  and  enhanced  concerns  about  the  privacy  of  trans- 
actional information;  and,  finally,  4)  customer  premises  equipment  (CPE)  can  now 
perform  a  wider  variety  of  functions  which  can  be  used  to  enhance  or  defeat  privacy 
protections. 

In  analyzing  these  trends,  the  task  force  focused  on  the  proper  balance  between 
the  promise  of  these  new  technologies  and  the  privacy  rights  of  those  who  use  elec- 
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tronic  communications  e<juipment.  The  report  will  summarize  the  task  force's  con- 
clusions, concerns  and  points  of  controversy  in  five  mjgor  areas: 

I)  New  Radio-Based  Communications  Technology  and  whether  the  content  of  com- 
munications carried  on  these  technologies  is  or  should  be  protected  by  federal  law. 

II)  Out-of-Band  Signaling  and  new  service  offerings  and  the  related  privacy  risks 
from  disclosure  of  transactional  information  (especially  the  calling  party's  number). 

III)  800  and  900  Numbers  and  the  appropriate  use  of  customer  information  ob- 
tained by  businesses  employing  these  tecnnofogies. 

IV)  Electronic  Mail  and  concerns  about  the  privacy  of  electronic  messages  carried 
on  private  networks. 

V)  Government  Monitoring  and  the  special  concerns  raised  by  the  government's 
action,  where  it  has  obtained  a  valid  warrant,  to  segregate  and  monitor  specific  com- 
munications. 

I.  NEW  RADIO-BASED  COMMUNICATIONS  TECHNOLOGY 

The  Electronic  Communications  Privacy  Act  updated  the  1968  Wiretap  Act  to  deal 
with  two  major  trends  that  were  sweeping  the  telecommunications  industry.  First, 
ECPA  broadened  coverage  fi^m  voice  onlv  to  other  forms  of  communication,  includ- 
ing data  and  video.  Second,  ECPA  expanded  coverage  from  communications  common 
carriers  to  all  electronic  communications  whether  or  not  carried  by  a  regulated  com- 
mon carrier. 

The  new  law  failed  to  anticipate  fully  the  expansion  of  the  number  and  kinds  of 
private  communications  that  can  and  will  be  carried  by  "wireless"  systems  where 
some  or  all  of  the  communication  is  carried  by  radio  link.  While  the  drafters  of 
ECPA  considered  and  drew  distinctions  between  "cordless"  and  "cellular"  phone 
technologies,  the  full  range  of  potential  service  offerings  was  not  well  understood  at 
the  time. 

The  anticipated  increase  in  the  provision  of  such  radio-based  services  and  net- 
works could  dramatically  change  the  current  make-up  of  this  country's  tele- 
communications infrastructure  and  provide  telecommunications  consumers  with 
added  efficiency,  cost-savings,  and  mobility.  Radio-based  communications  may  well 
displace  many  communications  now  carried  on  "wire"  systems  currently  protected 
by  federal  law.  Such  communications  will  not  fall  neatly  into  the  distinctions  drawn 
by  ECPA. 

ECPA  makes  a  key  distinction  between  communications  that  are  "readily  acces- 
sible to  the  general  public"  and  those  that  are  not. 

Communications  that  are  not  readily  accessible  to  the  general  public  are  pro- 
tected, i.e.,  it  is  illegal  to  intentionally  intercept  such  communications  and  any  elec- 
tronic surveillance  carried  out  by  government  officials  must  be  in  compliance  with 
ECPA,  which  generally  requires  court  authorization,  high-level  admimstrative  re- 
view and  procedural  safeguards. 

Communications  that  are  "readily  accessible  to  the  general  public"  are  not  pro- 
tected, i.e.,  it  is  not  illegal  to  intercept  the  communication  and  government  officials 
can  monitor  and  use  as  evidence  the  content  of  the  communication  without  first  ob- 
taining a  warrant. 

With  regard  to  radio-based  technologies,  ECPA  sets  out  a  definition  in  the  nega- 
tive, i.e.,  it  defines  specific  communications  that  are  not  readily  accessible  to  the 
general  public.  Section  2510  (16)  states:  "readily  accessible  to  the  geneitd  public" 
means,  with  respect  to  a  radio  communication,  that  such  communication  is  not — ^A) 
scrambled  or  encrypted;  B)  transmitted  using  modulation  techniques  whose  essen- 
tial parameters  have  been  withheld  fi^m  the  public  with  the  intention  of  preserving 
the  privacy  of  such  communication;  C)  carried  on  a  subcarrier  or  other  signal  sub- 
sidiary to  a  radio  transmission;  D)  transmitted  over  a  communication  system  pro- 
vided by  a  common  carrier,  unless  the  communication  is  a  tone  only  paging  system 
communication;  or  E)  transmitted  on  frequencies  allocated  under  part  25,  subpart 
D,  E,  or  F  of  part  74,  or  part  94  of  the  Rules  of  the  Federal  Communications  Com- 
mission, unless,  in  the  case  of  a  communication  tremsmitted  on  a  frequency  allocated 
under  part  74  that  is  not  exclusively  allocated  to  broadcast  auxiliary  services,  the 
communication  is  a  two-way  voice  communication  by  radio  *  *  *. 

In  addition  to  drawing  the  above  distinctions  between  communications  which  are 
not  readily  accessible  to  the  general  public,  ECPA  exempts  fi'om  its  coverage  "the 
radio  portion  of  a  cordless  telephone  that  is  transmitted  oetween  the  cordless  tele- 
phone handset  and  the  base  unit."  18  U.S.C.  Section  2510(1)  and  (12) 

The  drafters  of  ECPA  relied  on  distinctions  between  communications  technologies 
which,  in  1986,  made  it  difficult  to  intentionally  target  and  monitor  specific  commu- 
nications (where  a  reasonable  expectation  of  privacy  could  be  said  to  exist)  and 
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those  in  which  the  communication  was  "out  in  the  clear",  where  specific  monitoring 
was  easily  achieved  and  where  no  reasonable  expectation  could  be  found. 

The  drafters  of  ECPA  recognized  that  there  were  no  bright  line  tests  in  this  area. 
For  example,  the  Committee  reports  of  both  the  House  and  Senate  recognized  that 
radio  eqiupment  was  available  to  the  public  that  was  capable  of  receiving  cellular 
telephone  conversations  at  the  time  the  Act  was  passed.  Because  of  the  complexity 
of  the  cellular  telephone  system,  however,  including  the  number  of  channels  and  the 
ability  to  frequently  change  frecjuencies,  the  ability  to  monitor  specific  conversations 
was  thought  to  be  difficmt — a  judgment  confirmed  by  law  enforcement  officials  at 
the  time.  In  contrast,  cordless  phones,  because  of  the  fixed  location  of  the  base  unit 
and  constant  frequency,  could  be  easily  targeted  and  monitored.  Thus,  no  protection 
was  afforded  to  that  technology. 

The  task  force  examined  a  nost  of  new  communications  offerings  which  have  been 
proposed  to  carry  personal  communications  to  determine  whether  they  were  in  fact 
covered  by  the  current  definitions  of  the  statute  and  if  they  were  not,  whether  they 
should  be  protected  both  legally  and  technically  against  government  and  intentional 

{>rivate  siu-veillance.  A  list  of  those  technologies  and  the  task  force's  analysis  fol- 
ows. 

Cordless  Telephone  2  (CT2;  Telepoint):  This  technology  utilizes  a  series  of  public 
base  stations  which  can  be  accessed  by  a  personal  handset  if  the  phone  is  within 
a  short  distance  from  the  base  station.  Such  systems  are  currently  being  deployed 
in  the  U.K.,  where  they  serve  as  an  alternative  to  coin  pay  phones.  Some  experi- 
mental licenses  have  been  issued  in  the  U.S.  They  also  can  be  used  in  public  build- 
ings such  as  hospitals,  convention  centers,  etc.,  where  users  have  the  flexibility  to 
roam  within  a  prescribed  area,  but  retain  access  to  the  phone  system.  Calls  must 
be  outgoing;  incoming  calls  can  not  be  received  by  the  handset.  The  technology  cur- 
rently uses  analog  transmission  but  is  moving  towards  digital  transmission.  Ran- 
dom monitoring  of  conversations  would  be  possible  with  a  receiver  placed  within  150 
to  200  feet  of  tne  base  stations.  Targeted  monitoring  of  specific  conversations  would 
be  difficult.  The  task  force  was  of  uie  view  that  the  technology  could  be  found  to 
fall  within  the  ECPA's  exception  for  cordless  phones.  The  task  force  was  of  the  view 
that  such  communications  should  be  legally  protected  from  unauthorized  Intercep- 
tions by  ECPA,  and  that  the  government  shomd  obtain  a  warrant  before  monitoring 
conversations. 

Personal  Communications  Network  (PCN/PCS):  Still  in  an  embryonic  stage  of  de- 
velopment, the  concept  of  PCN/PCS  envisions  the  use  of  portable,  pocket-sized 
handsets  capable  of  imtiating  and  receiving  communications  regardless  of  the  user's 
location  at  any  point  in  time.  As  a  resvilt  of  improvements  in  both  telecommuni- 
cations and  computer  technology,  the  handset  will  be  able  to  signal  its  location  to 
the  network  so  that  incoming  calls  can  be  routed  on  a  natiomd,  perhaps  inter- 
national, beisis.  The  m^rity  of  experimental  licenses  issued  by  the  Federal  Commu- 
nications Commission  (FCC)  anticipate  the  use  of  digital  technology.  Thus,  intercep- 
tion of  specific  conversations  will  be  difficult.  The  task  force  was  of  the  view  that 
this  type  of  communication  should  be  protected  by  ECPA,  since  the  current  genera- 
tion of^  cellular  technologies  is  protected.  Some  question  remains,  however,  as  to 
whether  the  law  could  be  interpreted  to  permit  PCN  to  fall  within  the  exception 
from  coverage  for  cordless  phones.  A  clarification  of  the  law  to  make  certfiin  that 
such  communications  are  legally  protected  against  unauthorized  interception  is  rec- 
ommended. 

Specialized  Mobile  Radio  (SMR)  system  operations:  The  FCC  recently  took  action 
to  allow  an  existing  SMR  operator  (Fleet  Call,  Inc.)  to  proceed  with  its  plans  to  con- 
struct and  operate  on  a  private  carrier  basis  "enhanced"  SMR  systems  in  the  top 
six  markets  in  the  U.S.  As  proposed,  the  new  system  configurations  incorporate  the 
basic  design  concepts  embodied  in  the  provision  of  public  cellular  mobile  service,  i.e. 
frequency  re-use/call  hand-off  between  transmitting  cell  sites.  In  addition,  the  sys- 
tems will  employ  digital  technology.  As  such,  unauthorized  monitoring  of  specific 
communications  will  be  difficult.  These  systems  will  clearly  fail  outside  the  protec- 
tions currently  afforded  to  the  public  cellvdar  systems  under  ECPA  because  they  will 
operate  on  private  land  mobile  frequencies.  See  Section  2510  (16)(D).  The  task  force 
concluded  tnat  no  meaningful  technological  distinctions,  which  would  warrant  a  dif- 
ferent treatment  of  privacy  rights  under  ECPA,  exist  between  public  carrier  cellular 
systems  and  this  new  limited  class  of  SMR  cellular  svstems.  if  such  systems  are  to 
be  deployed,  ECPA  should  treat  cellular  systems,  whether  provided  by  a  common 
carrier  or  private  system,  as  "not  readily  accessible  to  the  general  public." 

Cordless  Telephone  3  (CT3,  radio  PBX):  Technology  exists  to  construct  office  build- 
ings with  a  mini-cellular  switching  system  inside  the  building.  Such  a  system  can 
be  utilized  to  avoid  the  costs  of  rewiring  a  building  when  the  office  structure  is  re- 
configured. Such  a  system  can  provide  Dusinesses  with  flexibility  and  cost  savings 
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when  deploying  telecommunications  instruments.  Under  the  current  ECPA  struc- 
ture, however,  such  radio-based  PBX  systems  would  probably  fall  within  the  excep- 
tion for  cordless  telephones,  and  therefore,  a  business  or  individual  utilizing  this 
technology  could  be  legally  unprotected  from  unauthorized  interception  of  their  com- 
munications. The  task  force  Is  of  the  view  that  such  legal  protection  should  be  af- 
forded. 

Wireless  Data  Communications:  Computer  companies  are  experimenting  with,  and 
seeldng  FCC  licenses  for,  "wireless"  modems  which  can  transmit  data  between  com- 

guters  without  the  computers  being  wired  together,  either  directly  or  through  phone 
nes.  Such  modems  will  have  applications  m  several  environments  including  the 
transmission  of  data  from  remote  sites  (a  kind  of  cellular  laptop  computer)  as  well 
as  within  an  office  environment  (wireless  local  area  network  or  LAN).  Under  ECPA, 
the  answer  to  the  question  whether  such  communications  will  be  legally  protected 
from  unauthorized  interception  will  depend  on  where,  within  its  regulatory  struc- 
ture, the  FCC  decides  to  allocate  spectrum  for  these  uses  and  whether  the  commu- 
nication is  encrypted  or  the  digital  means  used  for  such  communications  qualifies 
for  protection  under  Section  2510(16XB)  relating  to  modulation  techniques  that  are 
not  readily  accessible  to  the  general  public.  Under  current  FCC  proceedings,  there 
is  a  likelihood  that  such  communications  will  not  be  protected  unless  the  user  goes 
to  the  expense  of  full  data  encryption.  The  task  force  recommends  appropriate 
amendments  to  legally  protect  digital  communications  of  this  type  from  unauthor- 
ized Interception. 

Cordless  Telephones:  The  discussion  of  these  newer  technologies  led  the  task  force 
to  a  lengthy  discussion  of  the  premise  of  the  1986  Act  that  "the  radio  portion  of  a 
cordless  telephone  communication  that  is  transmitted  between  the  cordless  tele- 
phone handset  and  the  base  unit  *  ♦  *  "  should  be  exempt  ftx)m  coverage  of  the  Act. 

The  task  force  first  considered  some  newer  technological  developments  which 
make  communication  carried  on  cordless  telephones  somewhat  more  secure. 
Cordless  phones  have  reduced  the  transmission  power  so  that  the  phenomenon  of 
having  calls  blast  through  on  an  FM  radio  receiver  has  been  eliminated.  Cordless 
phones  also  have  begun  to  utilize  technology  which  permits  the  call  to  be  carried 
between  the  handset  and  base  unit  on  more  than  one  frequency.  This  feature  can 
and  is  available  to  add  security  and  privacy  to  the  phone  call.  The  next  generation 
of  phones  will  utiUze  digital  transmission  technology  which  will  make  unauthorized 
interception  more  difficult. 

Perhaps  the  most  important  change  since  1986,  though,  is  not  technological  but 
societal.  The  cordless  pnone,  far  fi:x)m  being  a  novelty  item  used  only  at  "poolside," 
has  become  ubiquitous.  A  leading  telephone  equipment  supplier  now  sells  as  many 
cordless  telephone  units  as  wired  sets.  It  is  projected  that  cordless  phones  will  be 
in  use  in  68  percent  of  American  households  by  the  end  of  the  decade.  More  and 
more  communications  are  being  carried  out  by  people  in  private,  in  their  homes  and 
offices,  with  an  expectation  that  such  calls  are  just  like  any  other  phone  call.  Given 
such  technological  changes  and  under  such  societal  circumstances,  the  task  force 
concluded  that  to  relieve  the  government  of  the  duty  to  obtain  a  warrant  before 
monitoring  such  communications  is  to  vitiate  much  of  the  protection  which  should 
be  afforded  to  communications  privacy  by  the  federal  wiretap  law  and  the  Fourth 
Amendment.  Therefore,  the  task  force  recommends  that  consideration  be  given  to 
elimination  of  the  exemption  for  cordless  phones,  while  preserving  an  exception  for 
unintentional  or  accidental  private  party  interception. 

In  recommending  both  tne  maintenance  and  extension  of  legal  protection  for 
"wireless"  radio  communications,  the  tesk  force  is  aware  that  inexpensive,  widely 
av£iilable  scanners  and  other  devices  are  available  that  make  it  possible  to  intercept 
radio  communications.  The  task  force  strongly  believes  that  such  technologies 
should  not  defeat  citizens'  reasonable  expectation  of  privacy  against  government  in- 
trusion and  that  government  agents  should  conduct  electronic  surveillance  of  the 
technologies  described  above  omy  vmder  appropriate  court  authorization.  At  the 
same  time,  crimined  sanctions  could  be  overbroad  in  criminalizing  inadvertent  and 
unintentional  interceptions  of  radio  communications  by  persons  with  access  who  le- 
gally possess  and  use  scanner  and  other  devices  that  intercept  radio  communica- 
tions. The  existence  of  monitoring  devices  makes  it  difficult  to  rely  solely  on  legal 
protection  against  third-party  eavesdropping.  The  task  force  is  aware  that  legal  pro- 
tections may  not  go  far  enough  in  affording  citizens  real  privacy  protection  against 
intentional  but  undetected  private  surveiflance.  For  example,  concerns  were  ex- 
pressed by  a  number  of  task  force  members  that  technical  privacy  enhancing  fea- 
tvires  for  radio-based  systems  should  be  more  rapidly  deployed  by  manufacturers 
and  service  providers. 

To  rectify  this  situation,  the  tesk  force  does  not  want  to  overciiminalize  in  this 
area,  i.e.,  penalize  unintentional  conduct.  The  task  force  Is  of  the  view  that  the 
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rights  of  private  citizens  using  radio  scanners  can  appropriately  be  addressed  by 
clearly  setting  forth  specific  intent  requirements  in  the  Act,  by  tying  the  criminal 
penalty  to  targeted  surveillance  of  specific  communications  and  by  fiirther  adjusting 
the  ci\^  and  criminal  penalty  structure  of  the  Act,  rather  than  exempting  whole  cat- 
egories of  telephone  technologies  and  thus  making  them  fair  game  for  monitoring 
by  government  agents  without  a  warrant,  corporate  spies,  or  iust  plain  snoops. 

Second,  in  order  to  ensure  that  citizens  both  understand  the  vulnerability  of  par- 
ticular radio  technologies  to  private,  intentional,  illegal  interception  and  to  encour- 
age industry  to  develop  and  market  communications  devices  that  are  less  vulnerable 
to  intrusion,  the  task  force  endorses  the  concept  that  ECPA  should  be  amended  in 
such  a  way  as  to  encourage  the  placement  of  warnings  and  notice  of  tiie  wdner- 
abUity  of  customer  premises  telepnone  equipment  on  specific  CPE  and  that  manu- 
facturers be  encouraged  to  make  consumers  aware  of  the  technical  levels  of  privacy 
on  different  types  of  equipment.  The  task  force  believes  this  will  encourage  industry 
to  compete  with  each  other  in  developing  devices  which  are  more  seciu'e.  The  task 
force  beUeves  Congress  should  work  with  the  FCC,  Industry,  and  technicsd  experts 
to  further  explore  ways  to  enhance  the  security  of  different  types  of  equipment  and 
to  further  explore  ways  to  enhance  consimier  awareness  of  the  securi^  of  different 
types  of  equipment  and  laws  pertaining  to  communications  privacy.  In  particular, 
me  task  force  recommends  the  examination  of  encryption  technology  and  its  poten- 
tial impact  on  enhancing  the  privacy,  secvirity,  and  authenticity  of  electronic  com- 
munications. The  task  force  further  encourages  communications  service  providers  to 
continue  to  explore  the  incorporation  of  encryption  and  other  privacy  enhancing  fea- 
tures in  new  communications  services,  so  as  to  improve  communications  privacy. 

n.  OUT-OF-BAND  SIGNALLING 

Telephone  transactional  information  caller  I.D. 

Prior  to  1976,  telephone  calls  were  processed  between  telephone  company  offices 
using  signaling  information  on  the  same  trunk  as  the  voice  or  talk  path  between 
the  offices.  This  type  of  signaling  is  referred  to  as  "in-band"  because  it  is  an  inher- 
ent part  of  the  pam  on  which  the  call  is  carried.  Part  of  the  information  contained 
in  this  signaling  is  Automatic  Number  Identification  (ANI),  which  allows  the  auto- 
matic identification  of  a  calling  station  for  bUling  purposes.  The  use  of  ANI  allows 
telephone  subscribers  to  dial  du-ectiy  a  toll  call  without  operator  involvement. 

However,  transmitting  signaling  information  over  voice  circuits  is  inefficient.  In 
order  to  improve  network  efficiency,  a  new  interoffice  signaling  technology  called 
Common  Channel  Interoffice  Signaling  (CCIS)  was  intromiced.  CCIS  was  the  pre- 
cvirsor  of  today's  Common  Channel  Signaling  7  (CCS7).  Instead  of  processing  inter- 
office calls  using  a  common  path  for  ooth  signaling  and  voice,  the  CCS7  network 
allows  signaling  information  to  be  sent  through  a  separate  high  speed  data  network 
before  calls  are  connected  between  offices.  This  type  of  signaling  is  known  as  "out- 
of-band"  because  it  does  not  utilize  the  same  facilities  for  Uie  transmission  of  call 
processing  information  as  are  used  for  connecting  the  call.  CCS7  signaling  informa- 
tion contains  routing  information  (where  does  the  call  go?),  translations  (does  the 
dialed  number  equate  to  something  else?,  as  is  the  case  with  an  800  number),  bill- 
ing, and  calling  party  information  (where  did  the  call  come  from?).  The  calling  party 
information  is  similar  to  ANI  in  that  the  calling  party's  number  is  automatically 
identified.  However,  unlike  ANI,  because  the  information  is  part  of  a  data  stream, 
CCS7  also  has  the  capability  to  provide  a  "privacy  indicator"  to  flow  along  with  the 
other  call  processing  information  in  the  data  stream.  The  privacy  indicator  makes 
it  technically  possible  for  calling  parties  to  block  the  release  or  msplay  of  informa- 
tion outside  the  network.  However,  the  information  blocked  can  still  be  used  within 
the  network  for  billing  and  routing  purposes. 

CCS7  has  the  capability  to  provide  blocking  in  two  ways:  per-call  or  per-line  (also 
known  as  subscription  blocking).  Per-call  blocking  allows  the  calling  party  to  dial 
a  code,  before  a  call  is  placed,  to  indicate  that,  for  a  particular  cml,  the  Calling 
Party  Number  (CPN)  should  not  be  disclosed  to  the  called  party.  If  per-line  blocking 
is  available,  the  calling  party  need  not  dial  a  code  prior  to  the  call;  CPN  is  automati- 
cally withheld  fi-om  the  called  party.  Both  options  prevent  CPN  ft-om  being  disclosed 
to  the  called  party,  but  neither  prevents  delivery  of  billing  information  to  the 
interexchange  carriers  (whether  via  ANI  or  CPN). 

As  CCS7  Degan  to  be  deployed,  phone  companies  began  to  offer  a  service  known 
as  Caller  I.D.,  Caller  I.D.  allows  telephone  suDscribers  to  see  the  telephone  number 
of  the  person  caUing  before  they  answer  the  phone.  In  order  to  have  the  number 
displayed,  telephone  company  offices  must  be  equipped  with  CCS7,  customers  must 
subscribe  to  the  service,  and  customers  must  buy  either  a  number  display  unit  to 
connect  to  their  existing  telephone  or  a  special  Caller  I.D.  telephone.  When  a  call 
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is  delivered  to  the  called  psirty,  the  telephone  niunber  of  the  csdling  party  is  dis- 
played on  the  screen. 

ECPA  prohibits  "trapping  and  tracing"  of  information  regarding  the  origination  of 
electronic  communications.  A  trap  ana  trace  device  is  defined  (18  U.S.C.  Section 
3126(4))  as  "a  device  which  captures  the  incoming  electronic  or  other  impulses 
which  identify  the  originating  number  of  an  instrument  or  device  fi-om  which  a  wire 
or  electronic  communication  was  transmitted."  This  prohibition  has  three  excep- 
tions. 

Trapping  and  tracing  is  permitted  in  order  to  operate,  maintain,  and  test  the  com- 
munications service;  to  record  the  beginning  and  end  of  communications  for  billing 
or  other  similar  functions;  and,  in  those  instances  'Swhere  the  consent  of  the  user 
of  that  service  has  been  obtained."  (18  U.S.C.  3121(b)). 

There  is  a  sharp  division  of  views  among  task  force  members  on  whether  Caller 
I.D.  is  a  trap  and  trace  device  as  defined  in  ECPA.  The  only  court  to  rule  on  this 
question  is  the  Commonwealth  Court  of  Pennsylvania  which  held  that  Caller  I.D. 
constituted  a  trap  and  trace  device  under  state  law  which  paralleled  ECPA.  There 
is  a  further  division  of  views  on  the  question  of  whether  the  customer  or  the  service 
provider  may  employ  a  trap  or  trace  device  where  the  consent  of  the  user  has  been 
obtained. 

As  phone  companies  began  to  market  Caller  I.D.,  privacy  and  consumer  advocates 
argued  that  the  right  to  control  the  disclosure  of  a  subscriber's  phone  number 
should  not  be  transferred  to  the  telephone  company.  They  said  that  the  service  vio- 
lated ECPA,  and  they  advised  policy  makers  to  require  that  phone  companies  pro- 
vide free  "blocking,"  on  either  a  per-une  or  per-call  basis. 

Initially  the  Caller  I.D.  debate  took  place  before  state  pubUc  utility  commissions, 
as  phone  companies  sought  authorization  to  provide  Caller  I.D.  through  tariff  ac- 
tions. The  pohcy  decisions  have  varied  widely  from  state  to  state.  New  Jersey  per- 
mits phone  companies  to  offer  Caller  I.D.  without  any  call-blocking  service.  Neigh- 
boring New  York  is  considering  a  PUG  regulation  which  would  require  that  all  cus- 
tomers with  unpublished  numbers  automatically  be  given  a  blocked  line.  D.C.  per- 
mits Caller  I.D.  but  rec^uires  that  per-call  blocking  be  made  available  to  the  calling 
party  at  no  charge.  Cahfomia  has  enacted  legislation  authorizing  Caller  I.D.  but  re- 
quiniig  that  per-call  blocking  be  offered  to  calling  parties. 

In  Pennsylvania,  the  Commonwealth  Court  round  that  Caller  I.D.  violated  both 
the  state  wiretap  statute,  a  law  virtually  identical  to  ECPA,  and  the  state  constitu- 
tional right  to  privacy.  The  Court  also  found  that  the  proposal  to  provide  a  blocking 
service  to  particular  phone  subscribers  lacked  minimal  due  process  standards  and 
■was  therefore  unconstitutional.  {Barash  v.  Pennsylvania  Public  Utility  Commission, 
Commonwealth  Court  of  Pennsylvania  No.  2270,  May  30,  1990).  That  case  is  on  ap- 
peal to  the  Pennsylvania  Supreme  Court. 

The  task  force  recognized  that  there  were  privacy  interests  of  both  caUing  and 
called  parties  that  any  public  policy  on  Caller  I.D.  must  recognize.  The  task  force 
noted,  however,  that  in  calls  to  800  and  900  subscribers,  the  called  parties  had  no 
such  privacy  interest. 

Consumer  and  privacy  advocates  said  that  Caller  I.D.  would  undermine  privacy 
as  the  right  to  control  the  disclosure  of  personal  information  was  transferred  from 
the  phone  subscriber  to  the  phone  company.  They  said  that  the  benefits  of  Caller 
I.D.  for  residential  phone  subscribers  had  been  greatly  overstated,  that  answering 
machines  were  a  less  expensive,  less  intrusive,  but  far  more  effective  way  to  screen 
incoming  calls.  They  also  said  that  the  Call  Trace  service  provides  all  the  safety 
benefits  of  Caller  I.D.  without  placing  the  subscriber  in  the  dangerous  position  of 
responding  directly  to  harassing  phone  callers.  They  said  that  "balancing^'  the  pri- 
vacy rights  of  call  originators  and  call  recipients  was  a  false  characterization  of  the 
service  since  the  privacy  rights  of  both  parties  could  be  easily  accommodated. 

Opponents  of  blocking,  such  as  Bell  Atlantic,  believe  that  if  Caller  I.D.  is  available 
without  blocking,  it  wm  achieve  the  greatest  deterrent  impact  on  anonymous,  ob- 
scene, harassing,  and  threatening  caUs.  Bell  Atlantic  has  presented  congressional 
testimony  supporting  the  deterrent  value  in  the  availability  of  Caller  I.D.,  a  benefit 
which  accrues  even  to  those  who  do  not  subscribe  to  Caller  I.D..  Bell  Atlantic  states 
that  Caller  I.D.  broadly  serves  the  public's  right  to  be  let  alone  and  gives  recipients 
of  telephone  calls  the  same  information  that  callers  have — the  number  of  the  person 
to  whom  they  are  speaking.  They  further  argue  that  there  are  ways  other  than 
blocking  to  address  the  unique  needs  of  groups  with  a  need  to  prevent  identification, 
i.e.,  domestic  violence  and  law  enforcement  agencies,  ete.,  and  telephone  companies 
have  worked  with  these  groups  and  have  successfully  provided  eJtematives,  other 
than  blocking. 

The  task  force  was  split  among  four  different  viewpointe.  The  first  group  was  com- 
prised of  some  of  the  consumer  and  privacy  rights  advocates.  This  group  was  of  the 


89-499  -  95  -  7 


186 

opinion  that,  taken  as  a  whole,  the  Caller  I.D.  service  would  greatly  reduce  the  pri- 
vacy rights  of  all  phone  subscribers  and  should  not  be  encouraged.  This  group  be- 
lieves that  phone  subscribers  should  not  take  any  additional  steps  to  protect  their 
current  expectation  of  privacy,  and  that  therefore  free,  per-Une  blocking  shoyild  be 
available  and  that  shoxxld  be  the  rule  unless  the  caUing  party  chooses  to  disclose 
his  number. 

The  second  group  was  comprised  of  other  consumer  and  privacy  advocates,  as  well 
as  those  members  who  generally  represent  businesses  that  axe  not  telephone  compa- 
nies but  which  use  the  telecommunications  network  for  marketing  and  other  pur- 
poses. This  group  is  of  the  opinion  that  provision  of  per-call  blocking  should  be  man- 
datory and  that  there  should  be  federal  legislation  establishing  this  protection  as 
a  floor.  Some  advocates  of  per  call  blocking  believe  that  federal  preemption  may  be 
desirable  in  order  to  have  a  national  standard  that  would  minimize  customer  confu- 
sion. They  believe  that  per  Une  blocking  may  well  inhibit  the  development  and  de- 
ployment of  new  services  and  encoiu-age  caller  rejection  schemes,  reducing  the  util- 
ity of  the  telecommunications  network. 

The  third  group,  comprised  of  a  number  of  phone  company  representatives,  holds 
the  view  that  per-call  blocking  is  the  appropriate  policy  option,  but  that  no  federal 
legislation  is  necessary,  that  this  issue  is  being  adequately  handled  by  the  states. 

The  fourth  group,  comprised  of  the  remaining  phone  company  representatives, 
favor  unrestricted  Caller  I.D.  because  they  beUeve  that  it  restores  full  accountability 
when  using  the  pubUc  telephone  network.  Some  are  of  the  view  that  federal  legisla- 
tion is  not  appropriate  because  each  state  should  be  free  to  adopt  the  regulatory 
poUcies  which  it  believes  are  best  suited  to  the  needs  of  its  residents,  and  that  in 
fact  Caller  I.D.  has  been  offered  successftilly  in  five  states  without  blocking.  Studies 
based  on  those  experiences  show  that  it  reduces  unwanted  calls  for  all  customers, 
not  just  those  who  subscribe  to  the  service.  Others  have  the  view  that  if  Congress 
decides  to  adopt  blocking  legislation,  then  per-call  is  preferable,  with  federal  pre- 
emption of  stricter  state  regulation. 

Conclusion:  The  task  force  studied  the  new  signaling  technologies,  discussed  the 
issue  in  depth,  examined  the  law,  yet  was  unable  to  reach  any  consensus  on  what. 
If  any,  legislative  change  is  necessary. 

ni.  800  AND  900  SERVICES 

The  task  force  was  particularly  concerned  about  the  use  of  services  that  disclose 
Calling  Party  Number  in  the  commercial  setting,  such  as  the  use  of  ANI  for  800 
and  900  services.  The  task  force  noted  that  while  an  800  or  900  service  has  a  busi- 
ness interest  in  the  calling  party  number  (from  both  a  financial  and  productivity 
perspective),  it  also  has  an  obligation  to  respect  the  privacy  of  the  calling  party.  The 
task  force  farther  recognized  that  few  consumers  were  aware  that  a  call  to  an  800 
or  900  service  would  result  in  the  electronic  disclosure  of  the  caller's  identity. 

Some  consumer  advocate  members  of  the  task  force  were  of  the  view  that  there 
was  no  necessary  business  reason  for  the  compelled  disclosvure  of  the  caller's  identity 
since  this  information  covild  be  obtained,  with  the  knowledge  of  the  caller,  by  simply 

asking  for  it.  ■,■,,,    onn 

Various  members  of  the  task  force  observed  that  services  provided  through  800 
and  900  numbers  may  differ  in  significant  respects  (such  as  who  pavs  for  the  call) 
and,  accordingly,  that  some  distinctions  might  appropriately  be  made  with  respect 
to  the  relative  need  of  providers  of  such  services  for  information  regarding  the  iden- 
tity of  the  calling  party.  .     ,  , 

The  task  force  spent  considerable  time  discussing  privacy  concerns  raised  by  the 
disclosure  of  the  calling  party's  number  to  businesses  and  services  utiUzing  800  and 
900  telephone  number  technology.  Many  800  and  all  900  line  service  users  lease 
Unes  from  inter-exchange  carriers.  When  a  caU  is  completed  by  some  interexchange 
carriers  to  an  800  or  900  service,  the  call  may  be  handed  on  to  the  service  with 
information  necessary  for  call  completion,  i.e.  either  CPN  or  ANI.  The  calling  party's 
number  is  thus  mechanically  disclosed  to  the  800  or  900  number  service,  where  it 
can  be  used  for  billing  and  routing,  account  management  and  security  purposes.  The 
task  force's  discussion  focused  on  the  appropriateness  of  800  and  900  services  using 
that  information  disclosed  for  one  purpose  (call  completion  and  billing)  for  other 
purposes  (generally  marketing)  without  the  consent  of  the  calling  party.  In  the  fix- 
ture, CSS7  will  allow  the  caller's  identity  and  his  privacy  preference  to  be  disclosed. 
As  signalling  system  7  (SS7)  is  implemented  through  the  country,  by  both  local 
exchange  and  inter-exchange  carriers.  Calling  Party  Number  and  the  ability  to  block 
will  be  available  for  long  distance  and  800  and  900  numbers.  Task  force  members 
have  a  wide  variety  of  opinions  on  whether,  and  under  what  conditions,  blocking 


187 

should  be  available  (see  p.  12,  supra,  for  an  explanation  of  the  four  different  view- 
points represented  on  the  task  force). 

With  regard  to  ANI,  the  task  force  recommends  enactment  of  federal  legislation 
or  adoption  of  appropriate  FCC  rules  governing  the  dissemination  of  Information  by 
800  and  900  services.  Specifically,  sucn  a  law  or  regulation  should  provide  that  the 
telephone  niunber  and  information  derived  from  ANI  should  not  be  disseminated  by 
the  800  or  900  service  provider  or  user  without  the  customer's  informed  knowledge 
and  ability  to  prevent  use  of  their  nvunber  for  marketing  pvuposes.  Some  members 
of  the  task  force  did  not  support  this  recommendation. 

This  approach  was  endorsed  by  the  U.S.  Privacy  Protection  Study  Commission  in 
1977,  and  has  been  adopted  in  Federal  legislation  such  as  the  Cable  Communica- 
tions Policy  Act  of  1984  (47  U.S.C.  Section  551(c)(2)(C))  and  the  more  recent  Video 
Privacy  Protection  Act  of  1988  (18  U.S.C.  Section  2710(b)(2)(D)).  It  also  is  similar 
to  the  approach  endorsed  by  the  FCC  for  billing  for  nonadult  services  offered 
through  900  numbers.  Cf.  In  re  Regulations  Concerning  Indecent  Communications 
by  Telephone,  5  FCC  Red  4926  (1990). 

There  were  some  members  of  the  task  force  who  asserted  that  no  use  of  the  ANI 
data  should  be  made  without  the  affirmative  consent  of  the  calling  party.  Those  task 
force  members  holding  this  view  believed  that  an  opt-out  mechanism  is  an  inad- 
e<mate  privacy  safeguard. 

While  all  members  of  the  task  force  agreed  that  some  form  of  consent  was  nec- 
essary, there  was  disagreement  over  whether  the  consent  should  be  opt-out  or  opt- 
in  (affirmative),  and  what  level  of  information  was  due  to  the  customers. 

While  enactment  of  a  consent  requirement  wovdd  be  a  helpful  step  in  giving  con- 
siuners  greater  control  over  the  dissemination  of  personal  information,  it  would  not 
solve  the  problem  of  consumer  confusion  about  exactly  what  personal  information 
is  mechanically  disclosed  when  using  the  telephone  or  electronic  communications 
service.  That  problem  is,  if  anything,  exacerbated  by  the  availability  of  call  blocking 
for  some  services  (e.g..  Caller  I.D.)  when  it  is  not  available  for  others  (e.g.  blocking 
ANI  to  an  800  service).  Those  providing  electronic  communications  services  to  the 
public  bear  a  responsibiUty  to  adequately  inform  consumers  about  how  the  system 
works  and  how  they  can  limit  the  msclosure  and  dissemination  of  personal  informa- 
tion. Some  members  believed  that  the  service  provider  should  advertise  that  the 
caUing  party  number  information  will  be  mechanically  disclosed.  Such  a  policy  has 
been  proposed  in  legislative  form  in  the  State  of  California. 

Customer  prorietary  network  information 

Section  2703(c)  of  ECPA  affirmatively  permits  any  provider  of  electronic  commu- 
nication service  or  remote  computing  service  to  disclose  "a  record  or  other  informa- 
tion pertaining  to  a  subscriber  or  customer  of  such  service"  to  any  person  other  than 
a  governmental  entity.  This  provision  specifically  does  not  apply  to  the  content  of 
such  communication.  A  provider  may  disclose  such  information  to  the  government 
only  upon  receipt  of  a  subpoena,  warrant  or  with  the  consent  of  the  subscriber  or 
customer.  Thus  ECPA  does  not  restrict  the  dissemination  of  transactional  data 
about  subscribers  to  nongovernmental  entities. 

Section  2703(c)  addresses  only  the  release  of  subscriber  information  to  the  govern- 
ment when  the  government  is  not  the  subscriber  to  the  service,  but  rather  a  third 
party.  Under  this  circumstance,  for  example,  a  long  distance  carrier  is  restricted 
from  providing  the  government  with  a  list  of  persons  who  called  an  800  number  sub- 
scriber. However,  when  the  government  operates  an  "800"  service,  it  may  obtain  the 
numbers  of  the  calling  parties  without  subpoena.  Further,  ECPA  does  not  restrict 
the  800  number  subscriber  fi:om  releasing  transactional  information  and  identifica- 
tion of  people  who  called  the  subscriber. 

The  Kegional  Bel!  Operating  Companies  (RBOC's),  and  AT&T  are  subject  to  addi- 
tional rules  on  the  use  and  marketing  of  customer  information.  These  rules  have 
been  established  for  conipetitive  rather  than  privacy  protection.  The  most  significant 
of  these  rules  are  the  Customer  Proprietary  Network  Information  (CPNI)  restric- 
tions which  arose  out  of  the  Computer  II  and  Computer  III  proceedings  at  the  FCC. 

Under  the  FCC's  rules,  CPNI  consists  of  a  customer's  service  records  and  billing 
records.  Service  records  include  the  customer's  name,  service  location,  hilling  ad- 
dress, telephone  number  and  billing  telephone  number,  and  a  description  of  all  net- 
work services  and  features  and  the  monthly  charge  for  those  services.  The  billing 
records  are  copies  of  the  customer's  actual  telephone  service  bills.  They  include  cafl 
detail  for  toll  calls  and  for  any  local  call  detail  services  to  which  the  customer  sub- 
scribes. They  also  contain  the  number  of  message  units  a  customer  is  charged,  if 
message  units  are  applicable  within  the  customer's  service  area,  and  the  number 
of  local  calls,  if  any,  for  which  per-call  charges  are  imposed. 
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The  FCC's  CPNI  regulations  require  that  the  RBOC's  and  AT&T  annually  notify 
multi-line  business  customers  of  their  right  to  control  RBOC/AT&T  access  to  their 
CPNI  for  purposes  of  marketing  CPE  or  enhanced  services. 

In  addition,  the  FCC  has  adopted  regulations  regarding  an  RBOC's  use  of  "aggre- 
gated" CPNI  (ACPNI).  ACPNI  includes  any  aggregated  information  contained  in  the 
regulated  company's  databases  which  does  not  identify  an  individual  customer, 
wmch  includes  restricted  records,  and  which  is  also  not  available  outside  of  the  com- 
pany in  commercial  databases.  These  rules  require  the  RBOC  to  make  any  ACPNI 
utihzed  by  its  enhanced  service  or  customer  premises  eqviipment  marketing  person- 
nel available  to  enhanced  service  providers  (ESPs)  or  CPE  competitors  on  equal 
terms  and  conditions. 

CPNI  regulations  apply  only  to  the  seven  RBOC's  and  AT&T  (there  are  no  ACPNI 
requirements  for  AT&T).  They  do  not  apply  to  any  of  the  more  than  1000  independ- 
ent telephone  companies,  cellular  carriers,  interexchange  carriers  other  than  AT&T, 
ESFs  or  other  business  concerns  involved  in  telecommunications  and  information 
services.  The  rules  were  drafted  to  lessen  the  competitive  advantages  of  the  RBOC's 
and  AT&T  as  they  implemented  CPE  and  enhanced  services  on  an  integrated  basis. 

The  CPNI  rules  are  inconsistently  appUed  in  that  they  provide  differing  standards 
for  telephone  companies,  for  enhanced  service  providers,  and  for  equipment  vendors 
depending  on  whether  the  equipment  or  service  is  supplied  by  the  RBOC's  and 
AT&T  or  by  any  other  entity.  From  a  privacy  perspective  some  members  of  the  task 
force  believe  these  are  not  meaningful  distinctions  which  justify  disparate  treat- 
ment. 

New  PCN  technology  could  elevate  concerns  about  CPNI.  Because  PCN  allows 
communication  on  a  roving  national  and  potentially  international  basis,  a  CPNI  dos- 
sier wovild  be  all  the  more  invasive.  With  PCN,  an  electronic  communication  service 
provider  could  conceivably  keep  a  record  of  the  exact  location  of  both  the  subscriber 
and  the  calling  party,  in  addition  to  the  information  that  is  now  collected.  With 
PCN,  the  electronic  communication  service  provider  would  know  a  subscriber's 
whereabouts  at  virtually  all  times,  the  identity  of  everyone  with  whom  he  commu- 
nicates by  phone  (either  as  called  or  calling  party),  his  credit  history,  the  informa- 
tion services  he  utilizes,  and  the  900  nimibers  he  calls. 

The  task  force  believes  that  CPNI— like  customer  Information  held  by  all  busi- 
nesses— involves  sensitive  personal  data  as  well  as  competitively  useful  information. 

Members  of  the  task  force  representing  telephone  companies  believe  that  the  ex- 
isting CPNI  rules  are  consistent  with  the  privacy  expectations  of  their  customers. 
Customers  expect  the  firm  witii  which  they  are  akeady  doing  business  to  be  knowl- 
edgeable about  which  services  they  have  selected  and  to  keep  them  Informed  of  new 
services.  These  members  are  of  the  opinion  that  It  is  not  necessary  to  limit  further 
RBOC/AT&T  unregulated  affiliate  access  to  CPNI,  and  point  out  that  larger  ESFs 
have  access  to  vast  quantities  of  customer  information  from  their  unrelated  busi- 
nesses and  are  unrestricted  in  their  ability  to  use  that  information.  Lastiy,  they 
note  that,  In  tiie  event  that  customers  do  want  to  restrict  RBOC/AT&T  access  to 
their  CPNI,  the  RBOC's  and  AT&T  are  obligated  to  accept  and  honor  such  a  re- 
quest. This  group  believes  that  no  change  should  be  made  to  the  CPNI  rules,  that 
the  ciurent  rules  meet  customers'  expectations  of  privacy  by  allowing  them  to  re- 
strict use  and  release  of  the  CPNI. 

Other  members  of  the  task  force  were  of  the  view  that  from  a  ^yacy  perspective 
all  providers  of  communications  services  to  the  public,  whether  affiliated  or  unaffili- 
ated with  the  RBOC's  and  AT&T,  ought  to  be  required  to  obtain  the  consent  (see 
discussion  of  800/900  nvunbers,  p.  14,  supra)  of  the  telephone  subscriber,  including 
residential  and  single  line  businesses,  before  the  CPNI  about  that  subscriber  Is  used 
for  purposes  unrelated  to  telephone  service. 

IV.  ELECTRONIC  MAIL  AND  PRIVACY  RIGHTS 

In  general,  the  Electronic  Communications  Privacy  Act  is  serving  well  its  purpose 
of  providing  privacy  protection  to  electronic  mail.  The  task  force  discussed  various 
recent  technical  developments  and  policy  issues,  but  does  not  suggest  any  change 
in  the  law  relating  specifically  to  electronic  mail  at  this  time.  The  issues  discussed 
by  the  task  force  include  the  question  of  whether  the  law  provides  adequate  privacy 
protection  in  the  workplace,  issues  relating  to  the  interconnection  of  various  elec- 
tronic mail  systems,  and  the  question  whether  nonpublic  electronic  mail  service  pro- 
viders, such  as  an  employer,  should  be  obligated  to  give  notice  to  affected  users, 
such  as  employees,  of  the  fact  that  the  government  has  requested  access  to  elec- 
tronic mail  files. 

There  has  been  some  controversy,  lately,  regarding  the  nature  and  extent  of  an 
employer's  duty  to  respect  the  privacy  of  electronic  mail  sent  within  the  workplace 
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by  employees.  ECPA  does  not  limit  employer  access  to  electronic  mail  sent  in  the 
workplace,  for  various  reasons.  First,  workplace  systems  are  typically  not  offered  "to 
the  public"  and  so  are  not  covered  by  ECPA's  prohibitions  on  disclosure.  In  addition, 
electronic  mail  messages  sent  in  the  workplace  are  sent  to  and  received  by  employ- 
ees acting  on  behalf  of  the  employer,  who  may  therefore  have  a  legal  right  to  con- 
sent to  access  and  disclos;u"e.  In  addition,  the  employer  is  tjrpically  the  provider  of 
the  electronic  commiinications  service  and,  as  a  result,  has  a  general  right  to  set 
the  terms  for  use,  to  consent  to  access  and  disclosure,  to  monitor  for  security  pur- 
poses, and  so  forth. 

The  task  force  recognized  that  access  to  employee  electronic  mail  files  are  part 
of  the  larger  issues  of  workplace  privacy.  The  issues  are  complex  but  there  is  no 
strong  justification  to  treat  electronic  mail  fiondamentally  differently  fi*om  many 
other  means  of  communications  and  data  storage  used  every  day  in  the  office.  At 
the  same  time,  the  task  force  noted  that  in  many  circumstances  mere  was  a  strong 
privacy  interest  in  the  content  of  an  electronic  message  and  that  employees  are  in- 
creasingly making  use  of  electronic  mail  systems  that  gateway  to  otner  users  out- 
side of  the  orgamzation.  In  general,  the  terms  on  which  employers  can  access  elec- 
tronic files  will  be  the  subject  of  policy  manuals  and  employment  agreements. 

In  lieu  of  changes  in  ECPA  at  this  time,  the  task  force  recommended  that  employ- 
ers adopt  clear  poUcies  on  the  use  of  electronic  mail  services  and  provide  clear  notice 
to  employees  about  the  circvimstances  where  access  to  electromc  mail  may  be  ob- 
tained. Such  notice  provisions  are  likely  to  avoid  misunderstandings  between  em- 
ployers and  employees  regarding  the  appropriate  use  of  tihe  electronic  mail  service. 
Where  possible,  employers  are  encouraged  to  adopt  basic  procedural  safeguards  be- 
fore conducting  searches  of  employees'  mail  files.  Such  procedures  are  likely  to  avoid 
litigation  where  an  employee  feels  that  he  or  she  has  been  aggrieved  by  the  search. 

The  growing  use  of  electronic  mail  in  the  workplace,  and  the  increasing  inter- 
connection between  electronic  mail  systems,  does  pose  a  complex  issue  regarmng  the 
coverage  of  ECPA,  however.  ECPA's  disclosure  mnitations  apply  to  electronic  com- 
munications services  offered  to  the  "public".  As  employers  connect  customers,  suppli- 
ere,  former  employees  and  others,  it  may  become  more  and  more  difficult  to  deter- 
mine which  systems  are  covered.  In  addition,  messages  originating  on  tightiy  con- 
trolled systems  may  make  their  way  through  "gateways"  to  electronic  maU  systems 
with  far  less  rigorous  controls  on  access,  without  adequate  notice  to  the  users  of  the 
systems.  Another  hybrid  case  posing  special  problems  will  be  "private"  electronic 
mail  service  accounts  provided  on  large  public  systems  for  employees  of  a  particular 
company  at  the  employer's  expense.  In  all  these  situations,  it  may  become  more  and 
more  difficult  to  determine  whether  a  particular  employer  has  the  right  to  access 
and  disclose  messages  sent  by  employees.  But  there  is  no  evidence  that  this  uncer- 
tainty is  chilling  the  use  of  electromc  mail  or  that  it  cannot  be  dealt  with  adequately 
by  giving  higher  levels  of  protection  to  any  messages  as  to  which  the  outcome  is 
in  doubt.  Accordingly,  no  change  in  law  was  recommended  by  the  task  force. 

Because  ECPA  is  centrally  concerned  with  protection  against  unreasonable 
searches  and  seizures  by  the  government,  because  electromc  mail  usage  in  the  work- 
place is  growing  rapidly,  and  because  the  statutory  language  now  restricts  disclo- 
sure only  on  public  svstems,  there  is  some  question  whether  the  statute  ought  to 
be  amended  to  provide  greater  protection  of  employee  rights  in  the  event  that  the 
government  seeks  access  to  electronic  mail  records.  Right  now,  an  employer  whose 
electronic  mail  system  is  not  offered  to  the  public  is  not  under  an  obligation  even 
to  inform  the  employee  of  the  fact  of  a  government  inquiry.  To  be  sure,  there  may 
be  circumstances,  such  as  those  in  which  the  employee  is  suspected  of  criminal  ac- 
tion with  an  impact  on  the  employer,  where  a  requirement  of  notice  would  be  inap- 
propriate. And  perhaps  the  government  should  in  any  event  have  the  right  to  re- 
quire nondisclosure  in  light  of  various  showings,  such  as  a  substantial  nsk  of  de- 
struction of  evidence.  Nevertheless,  the  group  agreed  that  there  may  be  some  need 
for  additional  consideration  of  provisions  that  would  require  notice  to  employees,  in 
some  circumstances,  when  the  government  seeks  access  to  contents  of  electromc 
mail  sent  or  received  by  a  particular  employee. 

This  latter  issue  also  relates  closely  to  the  question  of  whether  current  restrictions 
on  the  disposition  of  transactional  records  generated  in  the  course  of  electronic  com- 
mvinications  are  adequate,  a  subject  deserving  discussion  in  its  own  right. 

Dossier  building 

In  various  contexts,  members  of  the  task  force  raised  concerns  about  the  prolifera- 
tion of  records  automatically  generated  by  electronic  communications  and  electroni- 
cally facilitated  transactions.  ECPA  does  not  limit  use  and  disclosure  of  such 
records,  other  than  to  the  government.  Such  records,  collected  initially  for  legitimate 
reasons  and  lawfully  possessed  and  used  for  various  purposes,  might  nonetheless  be 
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used  to  compile  detailed  dossiers  that,  if  published  to  third  parties,  cotild  create  a 
threat  to  privacy  akin  to  that  created  by  tai^geted  surveillance  coupled  with  invasive 
publicity. 

The  task  force  received  an  initial  proposal  for  consideration  of  an  amendment  that 
would  directly  address  the  potential  problem  posed  by  such  electronically  generated 
dossiers.  The  task  force  did  not,  however,  have  enough  time  to  consider  thoroughly 
the  complex  issues  that  would  be  raised  by  any  such  proposal.  Because  the  potential 
use  of  automatically  generated  electronic  records  to  produce  and  publish  unduly  de- 
tailed data  regarding  the  activities  of  an  individual  will  likely  remain  a  key  privacy 
concern  in  the  future,  various  members  of  the  task  force  intend  to  continue  to  dis- 
cuss proposals  for  dealing  directly  with  this  issue  and  may  submit  additional  sug- 
gestions for  consideration  by  the  Judiciary  Committee  at  a  later  time. 

V.  GOVERNMENT  MONITORING 

The  task  force  reviewed  a  proposal  currently  pending  before  the  Senate  Judiciary 
Committee  which  directs  electronic  communications  service  and  equipment  provid- 
ers to  aid  law  enforcement  officials  in  obtainine  the  plain  text  of  voice  or  electronic 
communications  where  an  appropriate  warrant  nets  been  issued.  The  proposal  is  con- 
tained in  two  bills:  S.  266,  the  Comprehensive  Covmter-Terrorism  Act  of  1991,  and 
S.  618,  the  Violent  Crime  Control  Act  of  1991.  It  is  stated  as  follows: 

It  is  the  sense  of  Congress  that  providers  of  electronic  communications 
services  and  manufacturers  of  electronic  commimications  service  equipment 
shall  ensxire  that  commvmications  systems  permit  the  government  to  obtain 
the  plain  text  of  contents  of  voice,  data,  and  other  communications  when 
appropriately  authorized  by  law. 

The  text  of  the  resolution  could  be  read  to  address  three  distinct  issues  or  prob- 
lems which  covild  be  faced  by  law  enforcement  officials  in  the  future,  as  the  network 
makes  a  transition  fix)m  analog  to  digital  transmission.  First,  digital  transmission 
will  make  it  easier  for  network  service  providers  to  enhance  security  and  privacy 
by  transmitting  information  with  encryption,  modxUation,  or  other  security  enhanc- 
ing features.  Second,  as  the  network  goes  digital  and  more  information  is  switched 
in  packets  into  a  larger  information  stream,  the  ability  to  isolate  individual  commu- 
nications at  a  central  office  switch  becomes  more  technically  challengpg.  Finally, 
the  advent  of  powerful  personal  computers  and  off-the-shelf  software  gives  the  per- 
son originating  the  communication  the  ability  to  encrypt  or  otherwise  enhance  the 
privacy  and  security  of  a  communication  before  it  enters  the  network. 

Based  on  discussions  between  Judiciary  Committee  staff  and  law  enforcement  offi- 
cials, it  appears  that  the  intent  of  the  resolution  was  to  deal  only  with  the  first  two 
issues,  i.e.  privacy  and  security  features  that  are  added  by  design  features  of  the 
network.  Aadressing  those  narrow  issues  and  seeking  cooperation  from  service  pro- 
viders would  be  consistent  with  the  current  structure  and  text  of  ECPA  which  in 
18  U.S.C.  Sections  2511  and  2707  provides  immunity  for  service  providers,  land- 
lords, and  others  who  comply  with  facially  valid  warrants  by  aiding  law  enforcement 
officials  in  conducting  electronic  surveillance.  Clearly  Congress  contemplated  and 
courts  often  direct  communications  service  providers  to  provide  technical  assistance 
to  law  enforcement  in  placing  taps.  Stripping  the  encryption  or  security  features 
which  the  service  provider  has  added  or  helping  law  enforcement  isolate  a  specific 
communication  in  the  information  stream  woiud  clearly  be  appropriate  where  a 
Title  HI  warrant  has  been  obtained. 

The  task  force  raised  serious  concerns,  however,  about  several  aspects  of  the 
drafting  of  the  proposal.  First,  the  proposal  lacked  a  clear  procedural  standard  that 
has  always  been  present  in  any  matter  involving  commumcations  surveillance.  Ab- 
sent such  a  standard,  specifying  the  circumstances  when  the  service  provider  was 
required  by  law  to  assist  the  law  enforcement  agent,  there  is  opportunity  for  mis- 
understanoing,  error,  and  abuse. 

Second,  the  provision  could  discourage  or  effectively  prohibit  the  use  of  privacy- 
enhancing  features,  such  as  cryptography.  Such  features  are  increasingly  available 
wilJi  the  widespread  use  of  digitized  transmission. 

Third,  there  was  no  record  established  to  support  this  change  in  current  policy 
regarding  Title  III  searches.  Absent  such  a  showing,  the  task  force  was  unable  to 
determine  whether  such  a  change  was  necessary  at  this  time. 

Finally,  the  task  force  recognized  that  there  are  specific  areas  of  technolorical  in- 
novation that  are  important  for  communications  privacy  which  require  further  dis- 
cussion and  evaluation.  In  particular,  the  task  force  recommended  the  examination 
of  encryption  technology  and  its  potential  impact  on  enhancing  the  privacy,  security, 
and  autnentidty  of  electronic  communications. 
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Conclusion:  The  task  force  felt  that  without  a  full  record  or  understanding  of  the 
need  for  the  proposed  resolution,  it  could  not  make  specific  recommendations.  The 
task  force  does  urge  the  Judiciary  Committee  to  estaolish  a  full  record  about  the 
need  for  and  impact  of  the  resolution  before  consideration  by  the  full  Senate. 


Appendix 


MEMBERS  OF  THE  PRIVACY  AND  TECHNOLOGY  TASK  FORCE 

Chair:  John  D.  Podesta.  Esq.,  Podesta  Associates,  Inc. 

Ms.  Debra  Berlyn,  Executive  Director,  National  Association  of  State  Utility 
Consiuner  Advocates. 

Mr.  Jerry  Berman,  Information  Technology  Project  of  the  American  Civil  Liberties 
Union. 

Ms.  Martina  Bradford,  Vice  President,  Government  AT&T. 

John  J.  Byrne,  Esq.,  Federal  Legislative  Counsel,  American  Bankers  Association. 

Mr.  Michael  F.  Cavanagh,  Executive  Director,  Electronic  Mail  Association. 

Mr.  John  Gilroy,  Executive  Director,  Vermont  Public  Interest  Research  Group. 

Jan-Lori  Goldman,  Esq.,  American  Civil  Liberties  Union. 

David  Johnson,  Esq.,  Wilmer,  Cutler  &  Pickering. 

Mr.  Elliot  Maxwell,  Assistant  Vice  President  for  Policy  and  Issues  Management, 
Pacific  Telesis. 

Mr.  Thomas  Mills,  Director  of  Public  Affairs,  New  England  Telephone — ^Vermont. 

Michael  Nugent,  Esq.,  Associate  General  Counsel  and  Vice  President,  Citicorp/ 
Citibank. 

Ronald  Plesser,  Esq.,  Piper  &  Marbury. 

Marc  Rotenberg,  Esq.,  Computer  Professionals  for  Social  Responsibility. 

Professor  Glenn  Smith,  California  Western  School  of  Law. 

Mr.  James  Sylvester,  Director — Infrastructure  Issues,  Bell  Atlantic. 

Representative  Edwards.  Thank  you  very  much,  Mr.  Berman. 

There  seems  to  be  a  discrepancy,  Director  Freeh,  in  the  estimates 
as  to  future  costs.  Why  is  there  a  discrepancy?  How  do  you  respond 
to  that? 

Mr.  Freeh.  Again,  not  to  fall  back  on  the  GAO  report,  but  I 
think  it  is  agreed  and  there  is  a  consensus  that  without  having 
even  initiated  either  the  standards-setting  procedure  or  the  engi- 
neering of  that  standards  into  telecommunications  switching  and 
other  equipment,  getting,  as  was  pointed  out,  not  just  the  carriers 
involved  but  the  equipment  manufacturers,  I  just  think  there  is  a 
very,  very  difficult  block  to  fill  with  respect  to  estimating  that  cost. 

We  certainly  know  what  the  cost  would  be  of  not  proceeding  in 
terms  of  crime,  destruction.  I  think  the  best  and  wisest  way  to  ap- 
proach it  is  how  the  bill  now  drafted  approaches  it,  and  that  is  to 
begin  a  standards-setting  procedure,  to  have  the  industry  design 
and  upload  the  necessary  software  that  is  going  to  be  required,  and 
to  address  on  a  priority  basis  the  things  that  most  need  to  be  done. 

I  wish  I  could  give  you  an  answer  to  that  question.  We  know 
what  it  will  cost  not  to  do  this,  and  if  we  make  the  decision  that 
it  is  worth  doing,  which  is  certainly  my  recommendation,  I  think 
we  proceed  with  a  flexible-enough  mechanisms,  which  are  in  the 
statute,  for  your  oversight.  If  we  reach  a  point  where  the  cost  esti- 
mates have  been  so  far  amiss  by  everyone  involved,  you  can  cer- 
tainly intervene.  The  industry  can  intervene.  A  court  can  intervene. 
A  district  court  judge  could  say  that  in  his  or  her  view,  compliance 
is  not  necessary  because  the  cost  is  not  reasonable.  I  think  there 
are  a  lot  of  mechanisms  already  built  into  that  process. 

Not  knowing  the  exact  cost  cannot  be  a  reason  for  not  going  for- 
ward. 

Representative  Edwards.  Thank  you. 
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Mr.  Neel? 

Mr.  Neel.  Mr.  Chairman,  we  may  not  be  in  great  disagreement 
about  this  issue.  Maybe  we  are  simply  not  acknowledging  the  prob- 
lem of  making  available  massive  amounts  of  money  in  the  out 
years  here,  that  is  sort  of  the  unstated  problem. 

You  could  ameliorate  much  of  this  by  doing  two  things.  First  of 
all  is  lifting  the  cap  on  the  time  period  after  which  you — at  this 
point  in  the  legislation,  you  don't  provide  for  reimbursing  for  capa- 
bility. As  I  said  earlier,  we  don't  know  what  kind  of  new  tech- 
nologies will  need  to  be  retrofitted  or  adapted,  and  that  goes  to  the 
capability  question.  Those  problems  are  not  going  to  be  solved  in 
4  to  6  years.  Our  sense  is  that  it  takes  at  least  5  to  6  years  to  sim- 
ply develop  a  new  product,  so  that  cap  on  time  would  be  a  problem. 

The  second  improvement  would  be  to  simply  not  require  compli- 
ance, certainly  not  with  penalties,  huge  financial  penalties,  if  the 
Government  is  unable  to  reimburse.  In  other  words,  if  you  run  out 
of  money,  if  it  turns  out  that  in  the  first  year  you  have  to  spend 
the  whole  $500  million  and  there  is  no  more  money  authorized, 
that  you  then  don't  force  with  fines  and  other  kinds  of  require- 
ments including  forcing  a  carrier  to  pull  a  service  off,  that  you 
don't  do  that  if  a  company  can't  be  reimbursed. 

Those  would  be  significant  improvements  in  terms  of  dealing 
with  this  cost  problem. 

Ms.  Edwards.  Mr.  Chairman,  to  amplify  on  that  a  little  bit,  I 
would  like  to  give  reference  to  the  points  where  we  have  identified 
opportunities  to  save  dollars  or  to  control  the  cost. 

In  the  event  that  we  move  forward  with  the  $500  million  as  the 
designated  amount,  the  question  becomes  whether  or  not  at  the 
end  of  the  designated  period  the  law  enforcement  agencies  are  get- 
ting the  kinds  of  capabilities  that  they  need  in  a  priority  order,  and 
that  brings  us  to  the  point  of  prioritizing  the  specific  needs,  be  it 
on  the  capacity  or  the  capability  side,  and  that  prioritization  would 
take  place  between  the  two  parties,  the  law  enforcement  commu- 
nity and  the  industry.  We  think  that  that  would  be  very  important. 

The  second  point  I  would  like  to  emphasize  is  that  on  the  cost 
containment  side,  there  are  solutions  that  are  being  developed 
today  that  will  address  some  of  these  issues  that  we  have  talked 
about  in  general  terms.  It  is  important  that  those  technical  solu- 
tions are  shared  among  the  various  participating  members  of  the 
service  providers  so  as  not  to  spend  a  long  period  of  time  waiting 
for  the  solutions  to  transcend  all  of  the  carriers,  but  in  addition  to 
that,  ultimately  to  save  costs  and  prevent  the  redundant  develop- 
ment of  solutions. 

So  on  the  point  of  prioritizing,  we  think  that  is  important  for  con- 
taining costs,  but  also  sharing  the  technical  solutions  that  are 
available  today,  those  are  important  in  the  near  term. 

For  the  longer  term,  the  point  that  Director  Freeh  raises  in 
terms  of  setting  standards  and  having  those  standards  guide  the 
development  of  new  technologies  I  think  is  very  important. 

Representative  Edwards.  Mr.  Wheeler? 

Mr.  Wheeler.  Mr.  Chairman,  it  is  not  surprising  that  nobody 
can  put  their  hands  around  what  the  number  is,  because  we  don't 
know  what  the  requirement  is. 
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But  there  is  a  parallelism  here  in  the  two  processes  for  capability 
and  capacity,  or  rather,  there  should  be  a  parallelism  which  doesn't 
exist.  You  look  at  the  procedure  the  bill  establishes  for  establishing 
capabilities.  First  of  all,  there  is  the  working  group  which  comes 
up  with  technical  standards.  Then  there  is  a  formal  proceeding  at 
the  FCC,  if  necessary,  to  notice  and  comment  on  that. 

On  the  other  side  of  those  items  which  are  going  to  determine 
what  the  cost  is,  the  capacity  question,  there  is  no  such  structure 
for  debate,  for  exchange,  for  no,  that  doesn't  make  sense,  let  us  do 
it  this  way,  that  kind  of  a  thing.  If  there  were  in  place  a  formal 
procedure,  I  think  we  would  begin  to  get  down  to  understanding 
what  the  requirements  are  and  what  is  behind  the  requirements, 
and  only  then  can  we  begin  to  understand  what  the  costs  are. 

Representative  Edwards.  Senator  Leahy? 

Senator  Leahy.  Thank  you,  Mr.  Chairman. 

Mr.  Wheeler,  just  to  follow  up  a  little  bit  on  this,  you  have  ex- 
pressed a  concern  that  we  don't  know  what  the  capacity  is  finally 
going  to  be,  and  I  understand  that.  If  the  Attorney  General  has  to 
pay  for  whatever  capacity  we  use,  won't  that  serve  as  a  brake  on 
shooting  the  moon  on  this  issue? 

Mr.  Wheeler.  I  guess  I  wear  two  hats  here,  then,  Senator.  First 
of  all,  I  will  put  on  my  hat  as  a  taxpayer  and  say,  I  would  like  to 
see  some  constraints  on  what  those  numbers  are. 

Now  let  me  put  on  my  hat  representing  the  industry  and  say 
that  this  bill  doesn't  step  up  and  pay  for  whatever  improvements 
there  are.  This  bill  says  that  you,  the  carrier,  will  spend  the  money 
to  meet  demands  which  the  Government  imposes  on  you.  Then  you 
will  submit  a  bill  to  the  Government  for  that,  which  we  will  reim- 
burse you  if  they  have  the  money. 

Senator  Leahy.  So  what  you  are  saying  is  the  Government  might 
still  decide,  maybe  we  need  some  capacity  here.  We  haven't  had 
any  experience  with  it  yet  but  we  might,  so  let  us  require  it  and 
then  see  if  we  have  the  money  to  pay  for  it.  Is  that  your  concern? 

Mr.  Wheeler.  Yes,  sir. 

Senator  Leahy.  You  don't  think  it  would  be  the  other  way 
around? 

Mr.  Wheeler.  I  think  one  of  the  concerns  is  that  nobody  ever 
wants  to  get  stuck  with  having  said,  we  don't  need  that  capacity 
in  this  place,  because 

Senator  Leahy.  And  I  share  your  concern  there.  I  look  at  some 
of  the  experience  we  have  had  in  these  areas,  particularly  in  the 
Department  of  Defense  where  you  have  to  refine,  refine,  and  refine 
something  that  you  could  have  bought  off  the  shelf  for  X-amount. 
But  after  you  refine  for  every  possible  contingency,  you  do  two 
things:  It  could  cost  8-X  instead  of  1-X  and  be  a  good  10  to  15 
years  behind  the  curve. 

I  think  of  the  example  of  deciding  that  we  have  to  have  nuclear 
bomb-proof  fax  machines  and  the  Department  of  Defense  went  and 
developed  and  developed.  As  you  know,  fax  machines  have  changed 
very  rapidly  in  the  last  few  years  so  now  they  have  a  lot  of  anti- 
quated, huge,  $40,000  fax  machines  which  may  survive  a  nuclear 
attack.  You  tend  to  wonder  who  is  going  to  be  sending  faxes.  Do 
you  want  to  fax  a  press  release,  "we  just  got  bombed."  ?  [Laughter.] 
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Senator  Leahy.  As  somebody  said,  they  could  have  just  gone 
down  to  the  local  store  and  picked  up  a  couple  of  extras,  stuck 
them  in  a  lead  box  and  left  them  there  just  in  case  anybody  is 
around  to  talk  with  afterwards.  You  would  have  had  not  only  a 
more  modem  machine  but  you  would  have  saved  80  percent  of  the 
cost.  But  I  digress. 

I  am  sorry,  do  you  want  to  say  something? 

Mr.  Wheeler.  No,  I  think  you  don't  digress.  I  think  you  are  right 
on  point.  What  is  missing  is  that  dialog,  the,  hey,  wait  a  minute, 
do  we  really  need  a  nuclear  bomb-proof  fax  machine? 

Senator  Leahy.  Everybody  uses  poor  Topsham  Telephone  Com- 
pany. For  those  who  don't  understand,  this  has  about  1,100  cus- 
tomers. 

Mr.  Wheeler.  Five  employees  or  something  like  that. 

Senator  Leahy.  Five  employees,  in  a  beautiful  place  in  a  State 
that  I  am  despairing  of  ever  seeing  again  if  we  don't  get  out  of 
here.  [Laughter.] 

As  much  as  I  love  Washington  in  August,  I  would  much  rather 
be  in  Vermont. 

But  the  point  is,  I  share  a  concern  that  I  don't  want  somebody 
to  say,  "gee,  just  suppose  the  mafia  chieftain  decides  to  move  up 
to  Vermont."  This  is  not,  to  anybody  watching  us  on  television,  this 
is  not  an  open  invitation,  we  don't  want  him.  [Laughter.] 

But  suppose  he  does.  They  had  better  be  rewired  up  there  just 
in  case.  We  don't  want  to  do  that. 

I  think,  though,  in  the  testimony  and  the  discussions  I  have  had 
with  the  FBI  and  others,  that  there  is  a  sense  of  reasonableness 
that  we  are  trying  to  build  into  the  legislation.  I  don't  want  some- 
body to  build  the  bomb-proof  fax  machine.  I  don't  want  somebody 
to  say,  just  because  some  criminal  happened  to  vacation  for  one 
weekend  in  Vermont,  they  would  have  to  be  totally  rewired  and 
have  two  extra  employees  just  in  case.  We  don't  want  to  do  that. 

Director  Freeh,  is  this  not  a  subiect  that  you  have  looked  at,  the 
perfect  being  the  enemy  of  the  good  in  this  whole  thing? 

Mr.  Freeh.  Just  one  response  to  that.  Mr.  Neel  mentioned  that 
the  passage  of  the  statute  and  the  enactment  of  these  mechanisms 
would  be  an  invitation  for  the  ubiquitous  use,  I  think  the  word 
was,  of  wiretaps.  I  think  that  is  just  not  valid. 

Having  been  a  prosecutor  and  a  judge,  knowing  what  is  still 
going  to  be  unchanged  in  terms  of  the  legal  requirements,  I  do  not 
expect  any  additional  wiretapping  to  be  done  because  of  any  in- 
creased capacity.  What  may  happen,  and  what  has  happened  over 
22  years,  is  an  increase  in  the  use  of  that  technique  because  of  the 
catastrophe  of  crime,  particularly  drugs  and  organized  crime. 

We  have  a  pretty  good  idea,  and  this  is  why  the  cooperation,  I 
think,  is  so  critical,  and  it  was  alluded  to  by  Mr.  Neel,  we  have  a 
pretty  good  idea  where,  based  on  past  crime  patterns,  the  most 
likely  venues  and  the  most  critical  needs  for  capacity  are.  We  do 
not  propose,  and  I  don't  think  anybody  is  proposing,  rewiring 
America  on  the  bomb-proof  fax  machine  theory.  We  will  never,  in 
any  estimation  of  the  use  of  this  technique,  require  that  type  of  ri- 
diculous cost  and  preparation. 

I  think  we  know  where  the  trends  are  showing  the  greatest  dif- 
ficulty. That  is  where  the  capacity  has  to  be  addressed  first,  as  Ms. 
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Edwards  mentioned,  on  a  priority  basis,  to  keep  up  with  the  people 
who  are  using  telecommunications  to  commit  more  and  more  com- 
plicated crimes. 

So  I  would  take  issue  with  the  idea  that  this  is  going  to  spawn 
more  wiretaps  simply  by  the  use  of  the  capability  and  access  and 
that  I  think  we  have  a  pretty  good  idea  where  we  need  to  build  to 
protect. 

Senator  Leahy.  Let  me  use  an  example  on  that.  When  you  were 
a  prosecutor,  you  were  involved  with  the  applications  for  wiretaps 
on  occasions,  is  that  correct? 

Mr.  Freeh.  Yes,  that  is  correct. 

Senator  Leahy.  As  a  Federal  judge,  you  saw  applications  for 
wiretaps? 

Mr.  Freeh.  Yes. 

Senator  Leahy.  Did  you  ever  have  an  experience  with  a  Federal 
judge  that  their  first  question  about  a  wiretap  was  well,  is  it  easy 
to  do  or  not?  Or  rather,  do  they  look  at  whether  you  have  the  prob- 
able cause,  do  you  comply  with  the  Constitution,  do  you  follow  the 
statute  in  applying  for  this? 

Mr.  Freeh.  They  certainly  and  very  critically  look  at  the  prob- 
able cause.  Perhaps  more  importantly,  they  look  at  the  showing 
that  is  required  to  be  made,  which  is  that  no  other  technique,  in- 
cluding the  most  sophisticated,  are  amenable  to  getting  the  type  of 
evidence  which  can  be  found  by  this  technique  applied  very  care- 
fully. 

The  showing  of  necessity  is  almost  as  great  as  the  probable  cause 
showing,  which  is  exactly  what  makes  only  less  than  1,000  wire- 
taps per  year  and  will  be 

Senator  Leahy.  In  fact,  that  is  my  point.  It  is  not  like  in  some 
of  the  television  shows  where  the  sergeant  turns  and  says,  get  a 
wiretap  on  this,  and  2  minutes  later  somebody  is  listening  in  on 
something.  It  is  a  fairly  cumbersome  procedure.  In  fact,  it  is  a  very 
difficult  and  cumbersome  procedure,  is  it  not? 

Mr.  Freeh.  That  is  exactly  right.  The  more  likely  reaction,  when 
the  squad  supervisor  says,  let  us  get  a  wiretap,  everybody  bails  out 
of  the  squad  area  because  of  the  work  involved. 

Senator  Leahy.  I  will  put  in  the  record  the  technology-based 
problems  that  are  encountered  by  Federal,  State,  and  local  law  en- 
forcement agencies.  There  are  183  problems  and  how  they  are  bro- 
ken down. 

Concerning  the  funds  on  this,  will  the  administration  be  putting 
in  line  item  requests  for  these  funds?  Do  you  know? 

Mr.  Freeh.  I  don't  know  the  answer  to  that  question.  I  know 
that  the  commitment  is  there  and  I  know  that  the  precise  mecha- 
nisms, of  course,  need  to  be  worked  out  between  the  Congress  and 
the  administration. 

Senator  Leahy.  Has  any  thought  been  given  to  burden  sharing? 
Of  the  wiretaps,  only  about  half  are  Federal,  are  they  not? 

Mr.  Freeh.  The  majority  are  done  by  State  and  local  authorities. 

Senator  Leahy.  That  is  what  I  thought.  And  yet  this  law,  obvi- 
ously, is  going  to  have  great  benefit  to  them.  In  fact,  if  you,  that 
is  the  FBI,  develop  techniques  that  work,  I  would  assume  that 
most  State  and  local  authorities,  want  to  follow  your  techniques  be- 
cause you  have  done  the  research  and  development  and  everything 
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else.  Is  there  any  possibility  of  having  them  share  some  of  the 
costs? 

Mr.  Freeh,  I  think  it  would  be  very  difficult.  They  certainly  will 
pick  up  the  costs  of  the  lease-line,  the  implementation  of  the  spe- 
cific mechanisms  to  conduct  the  wiretap.  But  to  burden,  for  exam- 
ple, the  Petaluma  Police  Department  and  the  county  prosecutor  for 
expenses  which  certainly  would  be  amenable  to  solving  the  kidnap- 
ping and  murder  of  Polly  Klaus,  for  example,  I  think  to  put  those 
and  of  burdens  on  already  pressed  and  overstrapped  State  and 
ocal  authorities  would  probably  be  imprudent. 

I  think  if  you  fix  this  for  one,  you  fix  it  for  all.  Because  there  is 
such  a  great  national  and  Federal  interest  here,  both  national  secu- 
rity and  criminal,  it  really  does  seem  appropriate  to  me  that  the 
Federal  Government  bear  the  costs. 

Mr.  Neel.  Mr.  Chairman? 

Senator  Leahy.  Yes? 

Mr.  Neel.  The  Director  suggested  that  I  indicated  that  there 
would  be  wiretaps,  that  wiretaps  would  become  ubiquitous.  My 
comment,  I  think,  was  that  the  requirement  that  every  telephone 
exchange  in  every  rural  area  in  upstate  Vermont  or  wherever 
would  be  forced  to  build  in  the  capability,  whether  there  had  ever 
been  in  history  a  request  for  a  wiretap  or,  to  use  the  director's 
analogy,  might  never  be  in  the  future,  and  that  that  would  require 
those  small  rural  exchanges  to  build  in  capability  and  incur  those 
costs  potentially  nonreinibursed  beyond  the  4-6-year  period  built 
into  this  legislation. 

If  I  might  mention,  the  letter  that  Mr.  Berman  mentioned,  if  we 
could  ask  that  this  be  put  into  the  record  from  ten  groups  that 
have  analyzed  this  legislation. 

Senator  Leahy.  It  will  be  included. 

I  have  a  related  question  to  ask  both  of  you  in  this  regard.  Let 
us  suppose  we  do  appropriate  $500  million.  Director  Freeh,  you 
have  testified  that  it  could  be  more  than  that  and  it  could  be  less 
than  that.  But  suppose  we  do  and  we  process  with  the  Grovemment 
paying  for  this.  Let  us  assume  we  work  out  the  formula  that  is  re- 
alistic. 

I  would  assume  that  the  Government  is  first  going  to  look  to 
those  places  where  the  Director  has  said  we  know  from  historic  in- 
vestigations and  law  enforcement  patterns  that  the  need  is  greatest 
and  they  are  more  apt  to  have  wiretaps.  This  is  not  going  to  be  the 
Topsham  Telephone  Company  in  Vermont  but  it  could  well  be  in 
Manhattan  or  Dade  County  or  other  such  places. 

The  money  is  expended  there,  and  you  go  to  the  places  that  have 
been  designated  as  the  first  priority,  second,  third,  wherever  it 
goes.  But  then  you  run  out  of  money  and  you  still  have  three  or 
four  priority  areas,  not  the  whole  country  but  three  or  four  other 
priority  areas.  Who  pays?  Do  we  stop?  I  am  assuming  the  Congress 
says,  we  are  up  against  our  caps  this  year.  There  is  no  more 
money.  Where  do  you  go? 

Mr.  Freeh.  My  own  view  of  that  is  that  if  this  Congress,  these 
committees  made  a  finding  that  the  cost/benefit  of  supplying  fur- 
ther monies  to  a  system  which  has  been,  perhaps,  half-improved 
but  not  totally  improved,  if  those  fundings  are  no  longer  appro- 
priate, then  that  money  stops  funding. 
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I  would  still  be  in  a  better  place  if  I  could  have  access  to  half 
of  the  criminal  conversations  than  none  of  the  criminal  conversa- 
tions. 

I  do  fall  back,  however,  on  some  of  the  arguments  that  Ms,  Ed- 
wards suggests.  I  think  over  a  long-term  period,  if  the  law  enforce- 
ment standards  can  be  incorporated  into  the  industry  standards 
and  we  are  talking  now  about  designing  switches  for  1998  and 
1999,  it  seems  to  me  that  there  will  be  a  much  more  expansive  ben- 
efit and  a  permeating  benefit  by  starting  early,  particularly  with 
the  larger  systems  which  will  work  to  the  benefit  of  upgrading  the 
smaller  systems. 

Senator  Leahy.  Without  leaving  a  blueprint  that  might  cause  too 
much  comfort  to  some,  is  it  not  safe  to  say  that  no  matter  what 
we  do,  there  are  going  to  be  areas  you  are  not  going  to  be  covering? 

Mr.  Freeh.  That  is  correct.  We  have  already  made  those  choices 
with  respect  to  private  communications  networks. 

Senator  Leahy.  This  is  the  same  thing  in  any  kind  of  law  en- 
forcement. People,  even  under  surveillance,  people  on  some  occa- 
sions escape  surveillance  or  there  is  somebody  else  involved  that 
law  enforcement  doesn't  know  about.  We  are  not  an  Orwellian  soci- 
ety where  everyone  is  wired,  is  that  not  correct? 

Mr.  Freeh.  That  is  absolutely  correct.  We  never  would  have  got- 
ten John  Grotti  talking  on  a  telephone,  no  matter  what  the  access 
or  capability  was.  There  is  a  certain  class  of  our  targets,  including 
spies,  who  are  not  going  to  be  amenable  to  that.  That  doesn't  mean 
that  we  give  up  the  whole  universe  of  opportunity. 

Senator  Leahy.  Mr.  Neel,  would  it  be  the  position  of  your  organi- 
zation that  if  the  money  stopped,  then  you  are  not  prepared  to  say 
you  would  then  take  over  the  funding? 

Mr.  Neel.  We  would  hope  not,  because  the  burden  would  most 
likely  fall  on  ordinary  telephone  rate  payers.  That  is  just  the  way 
the  telephone  company  gets  its  money  to  do  its  work. 

I  think  the  problem  here  is,  one,  there  is  not  a  certainty  of  the 
continued  flow  of  funds,  but  the  other  problem  is  that  even  though 
the  money  might  cease  under  this  legislation  after  4  years  or  even 
under  disputes  of  another  kind,  the  requirement,  we  think,  is  still 
there.  I  would  say  that  even  though  there  may  not  be  demands  of 
every  telephone  company,  the  requirement  to  provide  a  capability 
to  wiretap  ordinary  telephone  conversations  as  well  as  these  new 
enhanced  services,  call  forwarding  and  so  on,  will  still  be  there  for 
every  small  telephone  company. 

The  requirement  for  capability  will  be  ubiquitous  unless  law  en- 
forcement, the  Director  has  an  idea  of  maybe  carving  out  in  ad- 
vance the  geographical  areas  that  wouldn't  be  covered,  and  I  don't 
think  anybody  would  want  to  do  that.  That  sort  of  prescribes  the 
safe  haven  for  criminals. 

Senator  Leahy.  We  may  increase  the  population  in  some  of  our 
rural  towns  unnecessarily. 

Mr.  Neel.  Your  worst  fear  might  become  true  under  that  sce- 
nario. 

Senator  LEAHY.  Let  us  take  these  183  cases.  Were  you  unable  to 
get  wiretaps  in  all  of  those  or  were  you  just  hindered  in  your  wire- 
taps? 
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Mr.  Freeh.  We  were  hindered  in  carrying  out  the  court  orders, 
mostly  the  pen  registers.  That  doesn't  include  many  cases,  not  183, 
but  a  few  dozen  cases  where  applications  were  not  made  for  court- 
authorized  wiretaps  because  of  that  deficiency. 

Senator  Leahy.  Ms.  Edwards,  what  has  GAO  found?  Have  you 
found  instances  of  inabilities  to  carry  out  court  orders? 

Ms.  Edwards.  We  had  discussions  with  members  in  the  industry, 
both  on  the  provider  side  and  on  the  manufacturer  side,  and  we 
also  spoke  with  members  in  the  law  enforcement  community.  What 
we  found  was  that  there  were  reported  instances  where  the  law  en- 
forcement community  had  not  asked  for  a  particular  tap  to  be 
made  because  they  knew  from  prior  conversations  with  industry 
representatives  that  it  wasn't  possible.  So  rather  than  going 
through  the  anxiety  and  the  effort,  as  the  Director  pointed  out, 
that  is  entailed  in  getting  a  court  order  to  do  the  tap,  they  just 
chose  not  to  go  that  route. 

Senator  Leahy.  In  other  words,  they  felt  that  if  the  capability 
had  been  there,  they  could  have  gotten  the  court  order. 

Ms.  Edwards.  They  would  have  gotten  a  court  order. 

Senator  Leahy.  But  the  capability  wasn't  there. 

Ms.  Edwards.  That  is  right.  That  was  from  conversations.  We 
did  not  identify  particular  instances,  however. 

Senator  Leahy.  Under  this  legislation,  and  Mr.  Neel,  let  me  ask 
you  about  this,  we  say  that  the  judge  has  to  take  into  consideration 
the  availability  of  funds  in  deciding  whether  to  issue  an  enforce- 
ment order.  Doesn't  that  protect  you  enough? 

Mr.  Neel.  We  would  hope  so,  but  you  have  to  understand  that 
law  enforcement  is  not  your  typical  consumer.  Telephone  compa- 
nies are  essentially  community-based  corporations.  No  telephone 
company  that  I  know  of  is  going  to  want  to  deny  law  enforcement 
the  opportunity  to  do  its  business,  even  if  perhaps  it  doesn't  have 
the  money  to  pay  for  it  or  if  it  might  be  in  question. 

It  would  be  better  if  the  language  of  the  legislation  were  more 
specific  than  just  having  the  court  taking  into  consideration  the 
ability  to  pay.  We  would  hope  that  the  legislation  would  reflect 
more  of  a  certainty  that  the  Grovemment  will  pay  when  the  Gov- 
ernment requests  a  product  or  service.  It  is  a  little  like  suggesting 
that  if  the  highway  patrol  runs  out  of  money  in  its  budget  and 
can't  buy  any  more  cars  and  radar  detectors,  that  it  shuts  down  the 
highway  and  no  one  can  drive  on  the  highway.  It  may  be  a  little 
bit  of  hyperbole,  but  the  law  enforcement  is  not  your  typical 
consumer.  No,  that  doesn't  give  us  adequate  comfort,  but  we  think 
you  could  improve  it  in  the  legislation. 

Senator  Leahy.  My  last  question  is  would  you  agree,  however, 
that  if  we  do  not  make  some  changes  as  technology  goes  on,  that 
a  large  part  of  law  enforcement's  capability  to  lawfully  intercept 
conversations  will  be  denied  them? 

Mr.  Neel.  Two  changes  do  need  to  be  done.  There  needs  to  be 
a  recommitment  to  the  effort  of  Government  and  the  private  sector 
to  work  out  standard  problems.  That  is  going  to  be  required  wheth- 
er you  pass  the  legislation  or  not.  You  can't  just  wave  a  magic 
wand  and  declare  that  this  will  be  done.  Government  and  industry 
are  going  to  have  to  work  those  things  out. 
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Second,  you  have  to  make  it  possible  to  pay  for  it.  If  you  can  do 
that,  then  this  can  be  a  reality  and  you  can  solve  law  enforcement 
problems  and  protect  consumers. 

Senator  Leahy.  But  my  point  still  remains,  utilizing  today's  tech- 
nologies for  wiretapping,  are  we  not  fast  approaching  the  time,  just 
using  today's  technology,  when  a  great  deal  of  the  ability  of  law  en- 
forcement, will  be  denied  them? 

Mr.  Neel.  In  a  number  of  cases  with  new  enhanced  services,  that 
is  probably  true. 

Senator  Leahy.  Thank  you. 

Director  Freeh,  that  is  definitely  your  position? 

Mr.  Freeh.  Yes,  that  is  my  position. 

Senator  Leahy.  Thank  you,  Mr.  Chairman. 

Representative  Edwards.  We  welcome  the  Senator  from  South 
Dakota,  Mr.  Larry  Pressler. 

Senator  Pressler.  Have  my  colleagues  had  a  chance  to  inquire? 
I  am  the  last  to  arrive,  so  I  want  to  be  the  last  to  ask.  Why  don't 
you  go  first. 

Representative  Edwards.  Mr.  Coble? 

Representative  Coble.  Thank  you,  Mr.  Chairman.  Thank  you, 
Senator  Pressler. 

Mr.  Chairman,  I  will  be  short  and  sweet.  I  apologize  that  I  had 
to  be  away  on  the  floor.  Prior  to  my  question,  lady  and  gentlemen, 
I  want  to  reiterate  what  I  said  were  two  significant  goals  at  the 
outset,  to  assure  law  enforcement  that  it  does  not  lose  its  capability 
on  the  one  hand  and  to  assure  furthermore  that  individual  private 
rights  are  not  trashed  and  summarily  dismissed. 

I  believe  each  of  these  goals  is  laudable  and  I  believe  each  of 
these  goals  is  realistic  if  a  proper  balance  is  struck.  I  think  balance 
is  the  key  word  here. 

Having  said  that,  Mr.  Director,  let  me  put  the  question  to  you, 
and  any  of  you  feel  free  to  answer.  I  want  to  admit  to  you  that  al- 
though I  am  not  computer  illiterate,  neither  am  I  computer  com- 
petent, so  I  am  about  to  steam  in  computerized  waters  that  are  al- 
ways invested  with  rocks,  shoals,  and  reefs  for  me  because  of  lack 
of  information  computerwise. 

Scope  of  coverage,  Mr.  Director,  I  think  is  an  important  issue  to 
the  topic  at  hand.  Under  the  term  "common  carrier",  this  bill  cov- 
ers local  exchange  carriers,  long-distance  carriers,  competitive  ac- 
cess providers,  cellular  companies,  and  cable  companies  when  they 
offer  telephone  service.  Not  included  in  the  scope,  as  you  all  know, 
are  all  computerized  systems,  that  is  commercial  Internet,  some 
computer  networks,  pure  computer  networks,  I  suppose. 

Having  said  that,  I  can  visualize  the  mafia  kingpin  who  is  con- 
sidering relocating  in  Vermont,  to  use  the  Senator's  term.  [Laugh- 
ter.] 

Senator  Leahy.  I  am  just  afraid  somebody  is  going  to  be  encour- 
aged. We  don't  want  them. 

Representative  Coble.  Senator,  I  wanted  to  stay  in  the  New 
England  area,  not  in  the  Southeast.  [Laughter.] 

Representative  Coble.  But  I  see  this  guy  locating  wherever — we 
will  even  say  South  Dakota,  Larry — [Laughter.] 

But  when  he  is  going  to  relocate,  I  fear,  lady  and  gentlemen,  that 
he  may  detect  an  alternate  highway.  Oh  my  gosh,  he  says,  these 
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matters  are  not  included  in  the  scope  so  I  will  do  my  communicat- 
ing here  and  there  and  yonder. 

Am  I  reasonably  on  course,  Director?  Let  me  hear  from  you. 

Mr.  Freeh.  Yes,  I  think  you  are  directly  on  course.  There  is  al- 
ways going  to  be  and  perhaps  increasing  because  of  the  technology 
developments,  a  range  of  criminal  activity  and  a  particular  type  of 
criminal  actor  who  will  be  immune  from  the  best-designed  and 
best-built  system.  There  are  other  tradeoffs,  however.  In  the  event 
that  we  are  unable  to  use  telephone  electronic  surveillance,  we  do 
have  under  the  statute  the  authority  to  approve  a  court-authorized 
microphone  surveillance.  There  is  new  technology  that  is  coming 
which  will  even  enhance  the  ability  to  use  microphone  surveillance 
as  opposed  to  telephone  surveillance. 

There  is  a  part  of  the  sophisticated  criminal  world  which  will  not 
be  captured  in  this  bill,  but  it  is  not  captured  now.  We  now  have 
a  very  small  and  expert  group  of  spies,  terrorists,  organized  crimi- 
nals who  have  their  own  encryption  devices,  who  are  immune  from 
the  type  of  electronic  surveillance  that  the  overwhelming  majority 
of  our  subjects  are  not,  kidnappers.  Most  of  the  wiretaps  that  State 
and  local  authorities  use  are  in  kidnapping  and  extortion-type 
cases.  In  drug  cases,  most  of  the  actors  are  sophisticated  people 
who  use  phone  beepers  and  telephones  to  conduct  their  business. 

So  you  are  absolutely  right.  We  are  missing  a  part  of  the  playing 
field,  but  our  position  is  we  don't  want  to  miss  the  whole  playing 
field. 

Representative  Coble.  Thank  you.  Is  there  anybody  else  who 
wants  to  be  heard  on  that?  I  think  that  is  a  good  answer,  Mr.  Di- 
rector. 

[No  response.] 

Representative  Coble.  Mr.  Chairman,  I  will  conclude.  You  will 
recall  in  my  opening  statement  that  I  expressed  concern  about  the 
cost.  Upon  my  return,  I  see  others  on  the  panel  here  share  my  con- 
cern about  that. 

I  can  just  see,  folks,  a  common  carrier  having  relied  upon  the  as- 
surance that  this  is  going  to  cost  $500  million  and  dust  starts  fly- 
ing and  they  start  making  all  sorts  of  sophisticated  improvements 
and  submit  their  bill  up  here  on  the  Hill.  Oh,  I  am  sorry,  Mr.  Car- 
rier, the  bucket  is  dry,  the  well  has  gone  dry.  There  is  no  more 
money.  I  think  that  is  something  we  must  address  before  the  fact 
rather  than  after  the  fact. 

Yes,  sir,  Jerry? 

Mr.  Berman.  At  the  end  of  the  drafting  process,  language  was 
added  to  the  legislation  which  says  that  lack  of  appropriated  funds, 
and  I  think  Mr.  Neel  was  referring  to  it,  could  be  a  consideration 
in  whether  compliance  with  the  requirements  are  reasonable. 

It  would  be  interesting  to  hear  the  Director,  because  he  seemed 
to  be  suggesting  that  it  was  more  than  a  consideration,  that  if  the 
requirements  could  not  be  met  with  appropriated  funds,  he  would 
still  say,  well,  I  have  half  of  the  network  taken  care  of  and  that 
is  better  than  having  none  of  the  network  taken  care  of.  Perhaps 
he  was  suggesting  that  it  would  be  more  than  a  consideration.  It 
might  be  a  defense  or  at  least  a  limitation  on  meeting  those  re- 
quirements if  there  are  no  funds.  Then  that  requires  prioritizing 
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within  the  system,  and  then  it  says  to  Congress,  if  you  want  com- 
phance,  you  have  to  appropriate  more  funds. 

Mr.  Freeh.  I  think  the  interested  parties  are  completely  pro- 
tected. I  cannot  conceive  of— I  shouldn  t  say  this.  I  think  it  would 
be  unlikely,  extremely  unlikely  for  a  district  court  judge  in  the 
process  which  is  contemplated  by  this  legislation  to  force  compli- 
ance or  use  any  sanctions  when  compliance  is  impossible  because 
of  the  nonreimbursement  which  is  the  predicate  in  the  legislation. 
I  can't  think  of  a  better  protection  than  that  and  a  better  definition 
of  reasonableness. 

For  district  courts  who  err,  of  course  we  have  courts  of  appeals. 
So  I  don't  think  it  is  a  dangerous  path  for  the  parties  to  begin  to 
tread. 

Mr.  Wheeler.  Mr.  Director,  with  all  due  respect,  there  are  two 
issues  here.  One  is  the  issue  of  a  defense  in  court  against  an  ac- 
tion. The  other  is  a  requirement.  We  don't  want  to  get  to  court.  We 
don't  want  to  have  to  say,  hey,  but — if  the  law  says  you  are  going 
to  provide  this  capability  and  this  capacity,  we  want  to  salute  the 
flag  and  say,  yes,  sir,  we  will.  Then  we  write  the  check  and  we  turn 
around  and,  to  use  your  term,  the  bucket  is  dry. 

Mr.  Freeh.  I  guess  I  can't  allay  all  of  that  anxiety.  What  I  will 
say,  for  instance,  is  with  respect  to  the  183  instances  that  we  have 
documented  where  the  execution  of  court  orders  have  been  frus- 
trated, in  none  of  those  instances  was  any  action  undertaken  or,  as 
far  as  I  know,  contemplated  by  the  Government  authorities  to  force 
compliance. 

Your  industries,  all  of  your  industries  represented  here,  are  our 
natural  and  historical  allies  and  colleagues  in  this  endeavor.  We 
have  never  had  an  adversarial  relationship  with  any  common  car- 
rier. I  did  hundreds  of  court-authorized  wiretaps  in  the  Southern 
District  of  New  York  as  a  prosecutor.  I  never  heard  of  a  challenge 
where  a  prosecutor  decided  to  force  compliance  under  the  current 
statute,  which  because  of  the  general  language  of  "all  necessary  as- 
sistance" would  certainly  give  jurisdiction  for  the  Government  to 
come  into  court. 

We  have  never  done  that.  I  don't  contemplate  that  would  ever  be 
done,  because  the  whole  premise  of  this  regime,  in  order  to  work, 
is  a  cooperative  effort  where  the  parties  are  melding  standards  and 
not  in  an  adversary  proceeding. 

So  I  think  the  rule  of  reasonableness  protects  you  and  I  think  the 
track  record  and  the  history  here  should  assure  you  that  you  will 
be  well  protected. 

Representative  COBLE.  Mr.  Chairman,  I  told  you  I  would  be  short 
and  sweet,  so  before  I  become  long  and  sour,  I  will  yield  back  the 
balance  of  my  time. 

Representative  EDWARDS.  Thank  you. 

Senator  Pressler? 

STATEMENT  OF  HON.  LARRY  PRESSLER,  A  U.S.  SENATOR 
FROM  THE  STATE  OF  SOUTH  DAKOTA 

Senator  Pressler.  Thank  you,  Mr.  Chairman,  for  holding  this 
hearing.  I  think  it  is  very  important. 

Let  me  ask  from  a  layman's  point  of  view  what  this  really  means 
in  terms  of  the  new  so-called  information  superhighway,  or  what- 


202 

ever  that  means  to  other  people.  Just  this  morning,  the  Senate 
Commerce  Committee  passed  out  a  huge  infrastructure  bill,  which 
I  believe  the  House  has  already  passed,  which  will  now  go  to  the 
Senate  floor.  But  are  we  talking  about  communications  between 
would-be  criminals  that  could  pass  not  through  a  telephone  but 
through  portions  of  the  information  superhighway  and  what  might 
those  parts  of  the  information  superhighway  be?  How  does  this  leg- 
islation or  this  discussion  apply  to  that? 

Mr.  Freeh.  Senator,  if  I  may,  first,  I  think  it  is  an  excellent 
question.  It  is  a  discussion  I  had  with  the  Vice  President  when  he 
raised  it. 

In  the  simplest  layman's  terms,  my  answer,  and  I  am  not  a  tech- 
nical person,  is  that  as  much  as  we  need  and  want  a  superhighway 
of  information,  most  reasonable  people  would  agree  that  we  need 
a  policeman  on  that  highway  to  protect  the  citizens  who  use  it. 

We  are  talking  about,  in  this  bill  as  proposed,  a  telecommuni- 
cations utilized,  transited,  facilitated  by  a  common  carrier,  whether 
it  go  from  a  computer  to  a  computer  via  a  common  carrier  network 
or  directly  between  common  carriers  and  switching  points.  We  have 
exempted,  as  we  have  discussed,  a  segment,  a  fairly  significant  seg- 
ment, of  the  evolving  telecommunications  industry.  We  are  really 
talking  about  phone-to-phone  conversations  which  travel  over  a 
telecommunications  network  in  whole  or  part.  That  is  the  arena  of 
criminal  opportunity  that  we  are  discussing. 

Senator  Pressler.  What  other  portions  of  the  information  super- 
highway could  people  communicate  with  the  new  technology  that 
there  is  not  now  a  means  of  listening  in  or  following? 

Mr.  Freeh.  From  what  I  understand,  and  again,  I  am  probably 
the  worst  person  in  this  room  to  answer  the  question,  communica- 
tions between  private  computers,  PC-PC  communications,  not  uti- 
lizing a  telecommunications  common  net,  would  be  one  vast  arena, 
the  Internet  system,  many  of  the  private  communications  systems 
which  are  evolving.  Those  we  are  not  going  to  be  on  by  the  design 
of  this  legislation. 

Senator  Pressler.  Are  you  seeking  to  be  able  to  access  those 
communications  also  in  some  other  legislation? 

Mr.  Freeh.  No,  we  are  not.  We  are  satisfied  with  this  bill.  I 
think  it  delimits  the  most  important  area  and  also  makes  for  the 
consensus,  which  I  think  it  pretty  much  has  at  this  point. 

Senator  Pressler.  Yes,  but  in  the  future,  will  you  be  seeking  the 
ability  to  tap  into  those  other  forms  of  communication? 

Mr.  Freeh.  It  is  certainly  a  possibility.  I  am  sure  if,  Grod  forbid, 
somebody  blows  up  the  World  Trade  Center  10  years  from  now 
using  a  PC-PC  private  communications  network,  a  question  would 
validly  be  raised  in  the  Congress  and  by  the  President  as  to  wheth- 
er that  form  of  communication  now  needs  to  be  accessed.  But  we 
are  not  taking  that  position  now.  We  are  not  contemplating  coming 
back  and  asking  for  additional  coverage. 

Senator  Pressler.  So  what  we  are  looking  for  is  strictly  tele- 
phone, what  is  said  over  a  telephone? 

Mr.  Freeh.  That  is  the  way  I  understand  it,  yes,  sir. 

Senator  Pressler.  That  runs  through  a  digital — ^yes,  go  ahead. 

Mr.  Berman.  My  understanding  is,  I  think,  a  little  different, 
which  is  that  the  Internet  providers  are  not  covered  under  this,  but 
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the  Internet  traverses  the  public  switch  telephone  network.  It  uses 
the  transmission  and  switching  facilities  of  the  networks  that  are 
covered  under  this  legislation. 

My  understanding  is  that  that  communications  stream  has  to  be 
delivered  into  the  future  by  common  carriers  and  therefore  a  com- 
munication that  is  travelling  across  the  Internet  which  is  the  sub- 
ject of  a  court-ordered  wiretap  would  be  intercepted.  PBX's  are  not 
covered  under  the  statute,  but  the  FBI's  technical  experts  have 
said  that  if  they  get  handed  the  PBX,  in  other  words,  they  could 
get  the  wiretap  at  the  hotel,  that  they  have  ways  of  getting  that 
communication  without  requiring  all  PBX  designers  to  re-engineer 
their  networks. 

So  I  think  that  for  the  foreseeable  future,  the  world  of  telephone 
communications  and  even  data  communications  where  people  are 
using  a  ubiquitous  network,  and  even  when  that  is  partly  the  cable 
network,  that  law  enforcement  needs  are  going  to  be  met. 

But  at  the  same  time,  what  is  left  out  is  a  totally  ubiquitous  or 
penetrating  FBI  compliance  which  will  require  every  piece  of  every 
network  to  design  to  meet  this  requirement  because  actually,  it  is 
not  necessary. 

Senator  Pressler.  Each  Senator,  and  I  suppose  each  member  of 
the  House,  has  a  special  telephone  in  our  office  that  supposedly  has 
a  secure  line.  I  guess  when  the  Secretary  of  State  wants  to  tell  us 
a  secret,  they  can  call  us  up  and  tell  us  or  something  like  that. 

Does  that  go  through  a  digital  capacity,  or  how  does  that  get 
scrambled?  Does  anybody  know?  How  does  that  work? 

Senator  Leahy.  It  is  just  a  regular  telephone  but  it  has  an  algo- 
rithm built  into  it.  What  you  do  is  you  identify  yourself  with  your 
key  when  you  put  it  in  and  you  can  take  the  secure  phone  any- 
where. You  can  take  the  secure  phone  home  and  plug  it  into  your 
house  and  make  a  telephone  call  over  your  regular  house  line. 

Senator  Pressler.  Can  you  now  tap  into  that?  Do  you  have  the 
capability? 

Senator  Leahy.  You  can  tap  into  the  line.  Then  you  have  to  be 
able  to  decipher  what  it  says. 

Senator  Pressler.  Does  that  become  a  digital  thing  on  the  line? 

Representative  Coble.  It  is  not  a  digital 

Senator  Leahy.  It  is  entirely  different.  You  are  dealing  with  ap- 
ples and  oranges.  It  doesn't  make  any  difference  whether  it  is  digi- 
tal or  otherwise.  It  is  a  question  of  whether  you  have  the  algo- 
rithms to  decipher  it.  Now  you  are  going  into  another  issue  which 
we  don't  want  to  go  into  and  won't  go  into. 

Senator  Pressler.  Would  you  be  opposed  to  requiring  the  FBI  to 
meet  a  heightened  standard  for  such  content  information,  perhaps 
somewhere  between  probable  cause  and  a  reasonable  suspicion? 
For  this  additional  ability  to  listen  in,  would  the  standard  oe  the 
same  for  a  warrant?  What  standard  would  you  want  to  use,  prob- 
able cause  or  reasonable  suspicion? 

Mr.  Freeh.  The  current  standards  are  unchanged  under  the  stat- 
ute. We  would  still  need,  for  contents  of  conversations,  the  probable 
cause  standard,  which  is  the  standard  for  a  search  warrant  for  an 
indictment. 

Senator  Pressler.  In  what  types  of  crimes  is  electronic  surveil- 
lance most  critical  for  prosecution? 
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Mr.  Freeh.  It  is  most  critical  with  respect  to  organized  crime, 
drug  trafficking,  and  terrorism  on  the  Federal  level.  On  the  local 
level,  it  is  more  in  the  realm  of  kidnapping  and  extortion  cases. 

Senator  Pressler.  I  may  have  some  additional  questions  for  the 
record.  I  thank  you  very  much. 

Representative  Edwards.  We  thank  all  the  witnesses.  We  will 
have  some  more  questions.  I  am  sure  the  witnesses  will  cooperate 
in  responding  promptly. 

I  would  like  to  insert  a  written  statement  from  the  AT&T  Cor- 
poration into  the  record. 

I  think  we  had  a  very  useful  hearing.  We  thank  you  for  your  co- 
operation, and  we  are  adjourned. 

Senator  Leahy.  Thank  you,  Mr.  Chairman. 

[Whereupon,  at  2:54  p.m.,  the  subcommittees  were  adjourned.] 
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Additional  Submissions  for  the  Record 


CPSR  Washington  Office, 
Washington.  DC,  January  24,  1994. 
The  President, 
The  White  House, 
Washington,  DC. 

Dear  Mr.  President:  We  are  writing  to  you  regarding  the  "Clipper"  escrowed 
encryption  proposal  now  under  consideration  by  the  White  House.  We  wish  to  ex- 
press our  concern  about  this  plan  and  similartechnical  standards  that  may  be  pro- 
posed for  the  nation's  communications  infrastructiire. 

The  current  proposal  was  developed  in  secret  by  federal  agencies  primarily  con- 
cerned about  electronic  siu-veillance,  not  privacy  protection.  Critical  aspects  of  the 
plan  remain  classified  and  thus  beyond  puoUc  review. 

The  private  sector  and  the  pubhc  have  expressed  nearly  unanimous  opposition  to 
CUpper.  In  the  formal  request  for  comments  conducted  by  the  Department  of  Com- 
merce last  year,  less  than  a  handful  of  respondents  supported  the  plan.  Several  hun- 
dred opposed  it. 

If  the  plan  goes  forward,  commercial  firms  that  hope  to  develop  new  products  will 
face  extensive  government  obstacles.  Cryptographers  who  wish  to  develop  new  pri- 
vacy enhancing  technologies  will  be  discouraged.  Citizens  who  anticipate  that  the 
progress  of  technology  will  enhance  personal  privacy  will  find  their  expectations 
unfulfilled. 

Some  have  proposed  that  Clipper  be  adopted  on  a  voluntary  basis  and  suggest 
that  other  technical  approaches  will  remain  viable.  The  government,  however,  exerts 
enormous  influence  in  the  marketplace,  and  the  likelihood  tiiat  competing  standards 
would  survive  is  small.  Few  in  the  user  community  believe  tiiat  the  proposal  would 
be  truly  voluntary. 

The  Clipper  proposal  should  not  be  adopted.  We  believe  that  if  this  proposal  and 
the  associated  standards  go  forward,  even  on  voluntary  basis,  privacy  protection  will 
be  diminished,  innovation  will  be  slowed,  govemmentaccountability  will  be  lessened, 
and  the  openness  necessary  to  ensure  the  successftil  development  of  the  nation's 
communications  infrastructure  will  be  threatened. 

We  respectfully  ask  the  White  House  to  withdraw  the  Clipper  proposal. 
Sincerely, 

Public  Interest  Civil  Liberties 
Organizations, 

Marc  Rotenberg, 
CPSR. 

Conrad  Martin, 
Fund  for  Constitutional  Government, 

William  Caming, 
Privacy  Consultant, 

Simon  Davies, 
Privacy  International, 
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Evan  Hendricks, 
US  Privacy  Council, 

SiMONA  NASS, 
Society  for  Electronic  Access, 

Robert  Ellis  Smith, 
Privacy  Journal, 

Jerry  Berman, 
Electronic  Frontier  Foundation, 

Cryptographers  and  Security 
Experts, 

Bob  Bales, 
National  Computer  Security  Associa- 
tion, 

Jim  Bidzos, 
RSA  Data  Security  Inc., 

G.  Robert  Blakley, 
Texas  A&M  University, 

Stephen  Bryen, 
Secured       Communications       Tech- 
nologies, Inc., 

David  Chaum, 
Digicash, 

George  Davida, 
University  of  Wisconsin, 

Whitfield  Diffie, 
Sun  Microsystems, 

Martin  Hellman, 
Stanford  University, 

Ingemarsson  Ingemarsson, 
Universitetet  i  Linkvping, 

Ralph  C.  Merkle, 
Xerox  PARC, 

Willlmvi  Hugh  Murray, 
Security  Consultant, 

Peter  G.  Neumann, 
SRI  International, 

Bart  Preneel, 
Katolieke  Universiteit, 

Ronald  Rivest, 
MIT 

Bruce  Schneier, 
Applied  Cryptography  ( 1993), 

Winn  Schwartau, 
InterPact, 

Richard  Schroeppel, 
University  of  Arizona, 

Stephen  Walker, 
Trusted  Information  Systems, 

Philip  Zimmermann, 
Boulder  Software  Engineering, 

Industry  and  Academl\, 

Andrew  Scott  Reals, 
Telebit  International, 

MiKKi  Barry, 
InterCon  Systems  Corporation, 

David  Bellin, 
North  Carolina  A&T  University, 
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Margaret  Chon, 
Syracuse  University  College  of  Law, 

Laura  Fillmore, 
Online  Bookstore, 

Scott  Frttchie, 
Twin-cities  Free  Net, 

Rob  Kling, 

University  of  California,  Irvine, 

Gary  Marx, 

University  of  Colorado, 

Ronald  B.  Natalie,  Jr., 
Sensor  Systems  Inc., 

Harold  Joseph  Highland, 
Computers  &  Security, 

Doug  Humphrey, 

Digital  Express  Group,  Inc., 

Carl  Pomerance, 
University  of  Georgia, 

Eric  Roberts, 
Stanford  University, 

Jonathan  Rosenoer, 
CyberLaw  &  CyberLex, 

Alexis  Rosen, 
Public  Access  Networks  Corp., 

Steven  Zorn, 
Pace  University  Law  School. 


Matt  L.  Rodriguez, 

Superintendent  of  Police, 

Major  Cities  Chiefs,  March  16,  1994. 

Hon.  Patrick  J.  Leahy, 

Subcommittee  on  Technology  and  the  Law, 

U.S.  Senate,  Washington,  DC. 

For  years,  court-authorized  electronic  sxu-veillance  has  been  one  of  law  enforce- 
ment's most  potent  weapons  against  drug  traffickers,  organized  crime  figures,  ter- 
rorists other  offenders.  Now,  with  the  emergence  of  digital  telephony,  tiiis  tool  is 
being  seriously  threatened. 

As  you  may  know,  digitally  coded  communications  are  extremely  difficult  to  inter- 
cept with  existing  technology.  Despite  this  limitation,  the  telecommunications  indus- 
try remains  unwilling  to  invest  in  the  necessary  software  that  would  allow  police 
agencies  to  conduct  wiretaps  of  digital  communications.  As  this  new  technology  be- 
comes more  commonplace,  law  effectiveness — and,  viltimately,  the  safety  of  the  pub- 
lic— ^will  be  jeopardized  something  is  not  done  and  done  quickly. 

The  Major  Cities  Chiefs  Association,  a  professional  organization  of  police  execu- 
tives representing  the  49  largest  metropolitan  areas  in  the  United  States  and  Can- 
ada, is  extremely  concerned  with  this  situation.  Onbehalf  of  oxir  membership,  I  am 
writing  to  urge  Congress  to  pass  appropriate  legislation  that  would  ensure  law  en- 
forcement agencies  me  ability  to  conduct  court-authorized  electronic  surveillance  in 
conjunction  with  digital  telephony. 

The  FBI  and  other  federal  agencies  have  taken  the  lead  in  advocating  such  legis- 
lation in  recent  years,  because  electronic  svuveillance  is  so  important  to  their  inves- 
tigatory and  enforcement  activities.  Wiretaps  were  instrumental  in  the  identifica- 
tion, apprehension  and  prosecution  of  the  terrorists  recently  convicted  in  the  World 
Trede  Center  bombings. 

But  electronic  surveillance  is  a  critical  tool  for  local  law  enforcement  agencies  as 
well.  Most  wiretaps  are  conducted  at  the  local  level,  targeting  serious  problems  of 
crime,  violence  and  drug  abuse  in  ovu*  neighborhoods.  In  cities  across  tne  country, 
thousands  of  dangerous  offenders  have  been  apprehended  and  enormous  quantities 
of  illegal  drugs  and  firearms  have  been  seized  as  a  direct  result  of  court-authorized 
wiretaps. 
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Two  years  ago,  for  example,  Chicago  police  relied  heavily  on  electronic  surveil- 
lance to  break  up  a  m^or  drug  trafficking  ring  on  the  Cit/s  South  Side.  Operation 
Englewood  resulted  in  the  indictment  of  eight  high-level  dealers  (including  a  major 
suppUer  who  lived  outside  the  neighborhood),  the  seizure  of  significant  quantities 
of  cocaine,  and  the  forfeiture  of  12  pieces  of  real  estate,  five  businesses,  25  vehicles 
and  an  airplane.  More  importantly,  the  mission  dealt  such  a  severe  blow  to  drug- 
dealing  operations  in  this  traditionally  high-crime  neighborhood  that  activity  has 
never  returned  to  its  former  pace. 

Our  success  in  this  and  countless  other  operations  would  have  been  impossible 
without  the  availability  of  court-authorized  wiretaps.  In  complex  cases  where  infil- 
tration of  criminal  enterprises  is  so  crucial,  information  simply  cannot  be  obtained 
by  any  other  method  than  electronic  surveillance.  And  without  information,  law  en- 
forcement will  never  be  able  to  build  the  cases  that  have  a  lasting  impact  on  drug 
trafficking,  domestic  terrorism,  extortion  and  other  forms  of  serious,  violent  crime. 

What  law  enforcement  is  seeking  is  nothing  more  than  a  continuation  of  the  close- 
Iv  monitored  and  well  reflated  electronic  surveillance  capability  we  have  used  in 
the  past.  We  are  not  looking  to  expand  our  authority  in  this  area.  The  Major  Cities 
Chiefs  and  other  law  enforcement  professionals  recognize  the  personal  privacy 
rights  of  our  citizens,  and  we  understand  and  support  the  need  for  strong  judicial 
oversight  of  the  use  of  wiretaps.  We  are  merely  trjdng  to  ensure  a  level  playing  field 
for  the  future. 

The  situation  is  urgent.  The  federal  government  has  been  trying  for  four  years 
to  obtain  the  cooperation  of  the  telecommunications  industry,  without  positive  re- 
siilts.  We  cannot  wait  any  longer.  Digital  telephony  is  expanding  so  rapidly  that 
without  immediate  research  and  development  of  compatible  electronic  surveillance 
software,  effective  law  enforcement  at  the  local  level,  not  to  mention  national  secu- 
rity, will  be  threatened. 

The  Major  Cities  Chiefs  Association  urges  you  and  your  colleagues  to  support  leg- 
islation that  ensures  law  enforcement  agencies  will  continue  to  nave  the  efectromc 
surveillance  tools  that  we  have  used  so  judiciously  and  successfully  in  the  past. 
Sincerely, 

Matt  L.  Rodriguez, 
Superintendent  of  Police, 
Chicago  Police  Department. 


International  Association  of  CmEFS  of  Police, 

Alexandria,  VA,  March  17,  1994. 
Hon.  Don  Edwards, 

Subcommittee  on  Civil  and  Constitutional  Rights, 
Washington,  DC. 

Dear  Chairman  Edwards:  While  the  International  Association  of  Chiefs  of  Police 
was  not  asked  to  testify  at  the  March  18  Senate  Subcommittee  on  Technology  and 
the  Law/House  Subcommittee  on  Civil  and  Constitutional  Rights  joint  hearing  on 
Digital  Telephony,  we  stand  in  strong  support  of  the  FBI  position  on  tiiis  issue 
which  will  be  offered  in  Director  Freeh's  testimony. 

Recently,  I  was  disturbed  to  find  an  article  on  this  issue — law  enforcement's  abil- 
ity to  conduct  wiretaps — on  the  Business  page  of  the  Washington  Post  March  12, 
1994  edition.  The  article  should  have  appeared  on  the  front  page  as  a  national  secu- 
rity and  public  safety  issue. 

Apparently  a  telephone  and  computer  business  coalition  objects  to  the  idea  of  as- 
sisting law  enforcement  in  its  efforts  to  protect  the  public  from  terrorists,  drug  deal- 
ers and  organized  crime  activities. 

The  big  companies  are  resisting  cooperation  on  this  issue  ostensibly  in  order  to 
promote  pubUc  confidence  in  the  privacy  of  new  communication  technologies.  The 
facts  are  that  these  companies  would  have  to  go  to  additional  expense  in  designing 
their  new  technologies,  which  they  are  unwilling  to  do. 

The  new  digital  technology  greatiy  enhances  telecommunications,  but  it  renders 
obsolete  the  sibility  of  law  enforcement  to  implement  court  ordered  wiretaps.  Law 
enforcement  rarely  conducts  wiretaps  in  this  country,  and  when  they  are  done,  it 
is  with  the  approval  of  a  judge  who  has  reviewed  a  detailed  request.  To  wiretap 
without  such  prior  approval  is  illegal,  and  any  information  obtained  from  an  illegm 
tap  is  inadmissible. 

No  one  is  asking  for  more  authority  to  conduct  wiretaps — just  the  ability  to  per- 
form the  ones  that  are  authorized.  These  telecommunications  company  executives 
should  be  working  with  FBI  Director  Louis  Freeh  to  solve  a  very  serious  problem 
rather  than  writing  him  memos  about  how  their  businesses  could  be  impacted. 
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These  executives  should  be  willing  to  make  the  same  investment  in  public  safety 
and  crime  prevention  as  they  do  in  their  telecommunications  equipment. 

Let's  not  afford  criminals  additional  opportunities  to  conduct  illegal  activity  unfet- 
tered by  law  enforcement.  The  next  time  we  experience  terrorist  activity  like  the 
death  and  destruction  at  the  World  Trade  Center  or  the  attempted  bombing  of  the 
tunnels  in  New  York,  who  should  we  call  when  an  authorized  wiretap  cannot  be  ex- 
ecuted— the  phone  company? 

The  lACP  and  its  many  thousands  of  members  nationwide  urge  you  to  examine 
this  issue  from  the  perspective  of  its  critical  relevance  to  pubUc  safety  and  adopt 
law  enforcement's  position  regarding  digital  telephony. 

Sincerely, 

Chief,  Sylvester  Daughtry,  Jr., 

President. 


OPASTCO 
Washington,  DC,  September  22,  1994. 

Hon.  Don  Edwards, 

U.S.  House  of  Representatives, 

Washington,  DC. 

Dear  Congressman:  The  Oreanization  for  the  Protection  and  Advancement  of 
Small  Telephone  Companies  (OPASTCO)  is  writing  to  express  some  of  the  concerns 
that  it  has  with  H.R.  4922.  This  legislation,  which  clarifies  a  telecommunications 
carrier's  duty  to  cooperate  in  the  interception  of  communications  for  law  enforce- 
ment piuposes,  presents  some  serious  issues  for  local  exchange  carriers,  especially 
those  that  serve  rural  areas. 

OPASTCO  is  a  national  trade  association  of  more  than  445  independentiy  owned 
and  operated  telephone  companies  serving  rural  areas  of  the  United  States  and 
Canada.  Its  members,  which  include  both  commercial  companies  and  cooperatives, 
together  serve  over  two  million  customers.  OPASTCO  is  concerned  about  the  effects 
that  some  of  the  requirements  of  this  legislation  will  have  on  its  members  and  their 
customers. 

First  and  foremost,  OPASTCO  questions  the  necessity  of  this  legislation.  Accord- 
ing to  the  testimony  of  Roy  Neel,  president  of  the  United  States  Telephone  Associa- 
tion, a  survey  of  FBI  oflBces  indicates  that  FBI  agents  have  not  encovmtered  any 
technology-based  problems  in  conducting  wiretaps  in  recent  years.  Furthermore,  it 
appears  that  the  oiggest  problem  may  oe  the  capacity  limitations  in  the  wireless 
and  cellular  environment.  Thus,  it  does  not  necessarily  foUow  that  the  solution  to 
that  problem  must  include  provisions  that  may  require  a  (local  exchange  carrier) 
LEC  to  upgrade  its  network  before  it  is  appropriate. 

In  addition  to  the  fact  that  this  legislation  is  probably  unnecessary,  it  imposes  un- 
warranted burdens  on  LECs.  One  such  burden  is  increased  costs.  'These  extra  costs 
will  be  particularly  burdensome  for  small  and  rural  LECs.  This  legislation  also  does 
not  have  sufficient  protection  against  government  requirements  that  may  be  unrea- 
sonable. The  scope  of  the  coverage  also  raises  some  problems.  These  are  a  few  of 
the  provisions  that  create  the  greatest  concern  for  the  small  LEC  industry. 

Satisfying  the  requirements  of  this  legislation  will  be  costiy  to  small  and  rural 
LECs.  "Hie  FBI  indicates  that  the  cost  to  accommodate  these  provisions  is  approxi- 
mately $500  million.  Other  sources  indicate  that  this  estimate  is  woefully  short  of 
the  true  cost  to  the  industry.  Thus,  who  wUl  cover  these  costs  if  the  FBI's  estimates 
are  inadequate?  The  logical  assumption  is  that  it  will  be  the  carriers'  responsibility, 
and  ultimately  that  of  the  ratepayer. 

Many  small  and  rural  LECs  wovild  face  severe  hardship  in  order  to  comply  with 
the  requirements  of  this  legislative  proposal.  Their  ability  to  raise  the  necessary 
capital  to  satisfy  the  requirements  of  this  legislation  is  circumscribed  by  the  fact 
that  they  serve  low  density,  high  cost  areas.  It  is  imperative  that  this  legislation 
ensures  that  LECs  are  compensated  for  complying  with  this  legislation. 

OPASTCO  believes  that  there  should  be  some  reasonable  restrictions  placed  on 
the  government's  access  to  information.  OPASTCO  is  concerned  that,  without  limi- 
tations, the  government's  requests  of  the  LECs  may  increase  dramatically.  For  ex- 
ample, the  Drug  Enforcement  Agency  recentiy  requested  that  a  LEC  supply  the 
"identity  of  pubhshed  and  unlisted  residential  and  business  telephone  *  *  *  By  area 
code,  and  telephone  number,  together  with  first  name,  last  name  (company  name), 
address,  city  and  state  for  all  published  and  unlisted  residential  and  business  tele- 
phones in  tne  service  area  *  ♦  *."  Such  a  request  is  excessive.  And  without  limita- 
tions, there  is  no  reason  to  believe  that  these  excessive,  and  expensive  requests  will 
not  continue  unabated.  One  way  to  solve  this  problem  is  to  require  the  government 
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to  establish  priorities  and  budget  for  its  requests.  This  would  limit  requests  to  those 
that  £ire  reasonable.  Moreover,  it  would  enable  the  government  to  compensate  car- 
riers for  satisfying  those  requests. 

This  legislation  covers  only  a  portion  of  the  telecommunications  traffic.  Only  those 
communications  that  are  carried  on  the  public  switched  network  will  be  accessible 
to  law  enforcement  officials  under  this  legislation.  Private  networks  are  not  subject 
to  the  reqviirements  of  this  legislation.  Thus,  if  users  find  a  way  to  divert  their  traf- 
fic to  the  "secure"  private  network,  then  the  effort  and  cost  of  making  the  public 
network  accessible  to  law  enforcement  officials  will  have  been  all  for  naught.  Addi- 
tionally, this  potential  loss  of  users  fi"om  the  public  switched  network  to  the  more 
secure  private  network  may  impede  the  development  of  the  national  information  in- 
frastructure. 

OPASTCO  believes  that  this  far-reaching  legislation  is  not  necessary.  Notwith- 
standing that  position,  OPASTCO  believes  that  Congress  is  intent  upon  its  passage. 
The  ramifications  of  this  legislation  are  great  and  OPASTCO  has  many  concerns 
that  transcend  the  scope  of  this  letter.  However,  these  are  the  most  pressing  issues 
for  small  LECs.  OPASTCO  iu"ges  Congress  to  address  at  least  these  issues  as  it  con- 
templates this  legislation. 

Sincerely, 

John  N.  Rose, 
Executive  Vice  President. 


National  Association  of  Attorneys  General, 

Washington,  DC.  March  17.  1994. 

Hon.  Patrick  J.  Leahy, 

Subcommittee  on  Technology  and  the  Law, 

U.S.  Senate.  Washington,  DC. 

Hon.  Don  Edwards, 

Subcommittee  on  Civil  and  Constitutional  Rights, 

U.S.  House  of  Representatives,  Washington,  DC. 

Dear  Chairman  Leahy  and  Chairman  Edwards:  The  purpose  of  this  letter  is  to 
express  the  support  of  the  National  Association  of  Attorneys  General  (NAAG)  for 
legislation  that  woxxld  clarify  the  responsibility  of  the  telecommunications  industry 
to  continue  to  assist  law  erijForcement  with  court-authorized  electronic  svuveillance 
despite  advancing  technologies.  In  1992,  the  Association  adopted  a  resolution  sup- 
porting such  legislation.  The  resolution  is  attached  hereto.  We  understand  that  you 
will  hold  a  joint  hearing  on  March  18,  1994  with  respect  to  this  matter,  and  we  re- 
spectfully request  that  this  letter  and  the  attached  resolution  be  made  a  part  of  the 
hearing  record. 

The  court-authorized  interception  of  certain  targeted  communications  is  crucial  to 
law  enforcement's  ability  to  investigate  and  prosecute  individuals  involved  in  crimi- 
nal conduct.  The  lawful  efforts  of  state  and  local  law  enforcement  agencies  in  con- 
ducting court-authorized  wiretaps  has  been  threatened  by  the  introduction  of  ad- 
vanced technologies,  including  digital  telephony,  which  facilitate  transmission  of 
multiple  commingled  communications  and  thus  render  law  enforcement  incapable  of 
intercepting  specific  communications  to  the  exclusion  of  all  others.  These  new  tech- 
nologies must  therefore  be  modified  if  law  enforcement  is  to  remain  capable  of  using 
the  highly  effective  tool  of  electronic  s\irveillance. 

Significantly,  NAAG  does  not  seek  an  expansion  of  the  authority  of  law  enforce- 
ment to  conduct  court-authorized  electronic  surveillance,  nor  does  NAAG  seek 
streamlining  of  the  procedures  tiiat  must  be  undertaken  to  conduct  such  surveil- 
lance. Rather,  state  and  local  law  enforcement  seeks  only  to  preserve  the  ability  to 
do  that  which  they  already  have  the  authority  to  do  pursuant  to  federal  and  state 
statutes. 

Federal  law  reqviires  the  telecommunications  industry  to  provide  law  enforcement 
with  "all  information,  facilities,  and  technical  assistance  necessary  to  accomplish  the 
interception."  18  U.S.C.  §2518(4)  and  3124(a)(b).  The  National  Association  of  Attor- 
neys General  urges  the  clarification  of  this  responsibility,  as  it  relates  to  new  and 
advanced  technologies,  through  tiie  passage  of  federal  legislation  requiring  tele- 
communications providers,  when  authorized  by  law,  to  provide  law  enforcement  with 
the  capability  of  intercepting  targeted  communications  of  persons  engaged  in  crimi- 
nal conduct,  to  the  exclusion  of  all  other  communications. 
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The  Association  appreciates  yoiir  consideration  of  this  issue  which  is  so  important 
for  law  enforcement. 

Sincerely, 

Hubert  H.  Humphrey  UI, 

President, 
Attorney  General  of  Minnesota,  National  Association  of  Attorneys  General. 


Computer  Professionai^  For  Social  RESPONsronjTY, 

Washington,  DC,  March  18,  1994. 

Hon.  Patrick  J.  Leahy, 
Subcommittee  on  Technology  and  Law, 
U.S.  Senate,  Washington,  DC. 

Congressman  Don  Edwards, 

Subcommittee  on  Civil  and  Constitutional  Rights, 

U.S.  House  Office  Building,  Washington,  DC. 

Dear  Senator  Leahy  and  Congressman  Edwards:  I  am  writing  to  you  on  behalf 
of  CPSR  to  express  our  support  for  your  public  hearings  on  the  FBI  Digital  Teleph- 
ony plan  and  the  Clipper  Chip.  Botii  proposals  raise  long-term  concerns  about  the 
future  of  communications  privacy  in  the  United  States. 

CPSR  has  a  particular  interest  in  these  matters.  As  an  organization  of  profes- 
sionals in  the  computing  field,  we  have  a  long-standing  concern  that  new  tech- 
nologies be  designed  to  provide  strong  privacy  protection  for  networkusers.  Privacy 
protection  is  a  necessary  condition  for  the  successful  deployment  of  advanced  net- 
work technologies.  Proposals  that  limit  privacy  protection  will  ultimately  slow  the 
development  of  advanced  networks. 

In  late  January  we  sent  a  letter  to  the  White  House,  signed  by  many  of  the  most 
distinguished  cryptographers  in  the  United  States,  asking  that  the  Clipper  proposal 
be  wiSidrawn.  (See  attached).  In  the  past  month  nearly  50,000  network  users  have 
added  their  names  to  that  letter.  If  more  people  understood  the  implications  of  the 
Clipper  plan,  the  niunber  could  easily  be  500,000. 

During  the  last-several  years,  we  have  also  conducted  extensive  Freedom  of  Infor- 
mation Act  litigation  regarding  the  Clipper  proposal  and  the  Digital  Telephony  pro- 
posed. Documents  disclosed  as  a  result  of  our  FOIA  litigation  have  raised  Directors 
substantial  doubts  about  some  of  the  claims  made  by  the  government  in  support  of 
these  initiatives. 

This  letter  highlights  our  findings. 

The  Clipper  proposal 

•  The  National  Security  Agency  usurped  the  authority  of  the  Department  of  Com- 
merce and  violated  the  Computer  Security  Act  of  1987  in  the  development  of 
the  Clipper  plan.  The  original  Commerce  Department  plan  to  develop  open,  un- 
classified standards  for  public  key  cryptography  was  revised  by  the  National  Se- 
cvuity  Agency.  The  NSA  substituted  a  hardware-based,  classified  standard  o 
that  certain  surveUlance  features  could  be  incorporated  {CPSR  v.  National  In- 
stitute of  Standards  and  Technology,  No.  92-0972,  D.D.C.) 

•  The  National  Security  Agency,  not  the  National  Institute  of  Standards  and 
Technology,  has  dominated  the  process  of  developing  security  standards  for  ci- 
vilian communications. 

•  A  related  technical  standard  for  "digital  signatures"  was  purposefully  designed 
by  the  NSA  to  minimize  its  privacy  capabilities. 

•  The  FBI  and  the  NSA  worked  jointly  on  the  development  of  the  Clipper  pro- 
posal and  the  Digital  Telephony  plan  (CPSR  v.  FBI,  92-2117,  D.D.C.) 

•  Many  of  these  problems  with  the  development  of  technical  standards  arose  be- 
cause a  national  secvu^ty  directive  issu^  by  President  Bush  bolstered  the  au- 
thority of  the  NSA  at  the  expense  of  the  Department  of  Commerce  {CPSR  v. 
Department  of  Defense  and  National  Security  douncil.  No.  91-13.) 

A  good  deal  of  relevant  information  continues  to  be  withheld  by  the  goverrunent. 

The  Digital  Telephony  proposal 

•  The  General  Services  Administration  and  the  National  Telecomm\inications  and 
Information  Administration  both  opposed  an  earlier  version  of  the  Digital  Te- 
lephony plan  and  cited  potential  threats  to  national  security  if  the  proposal 
went  forward. 
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•  None  of  the  FBI  field  offices  has  yet  doounented  an  instance  where  a  lawful 
intercept  was  frustrated  as  a  result  of  advances  in  digital  technology.  iCPSR  v. 
FBI,  92-2117,  D.D.C.) 

•  As  early  as  1992,  the  FBI  anticipated  that  private  communications  firms  would 
strongly  oppose  the  legislative  proposal. 

•  The  plan  to  make  the  network  easier  to  wiretap  was  code-named  "Operation 
Root  Canal" 

The  FBI  also  classified  certain  portions  of  the  1992  GAO  assessment  of  the  Digital 
Telephony  proposal,  thus  keeping  relevant  information  about  the  potential  problems 
with  the  proposal  from  the  public. 

Assessment 

The  Clipper  proposal  resulted  from  the  National  Security  Agency's  desire  to  de- 
velop surveillance  standards  for  US  communications  networks.  Clipper  was  not  de- 
veloped by  the  agency  charged  with  developing  technical  standards,  nor  do  network 
user  support  the  standard. 

The  Digital  Telephony  proposal  is  based  on  the  suspect  premise  that  new  tech- 
nologies have  hindered  the  ability  of  law  enforcement  to  conduct  criminal  investiga- 
tions. In  fact,  new  technologies  have  clearly  expanded  the  ability  of  law  enforcement 
to  monitor  individuals,  to  gather  personal  data,  and  to  obtain  transactional  records 
generated  by  telephone  communications. 

The  real  challenge  facing  the  Judiciary  Committees  is  to  narrow  the  scope,  not 
expand,  of  the  permissible  seizure  of  personal  information  generated  by  advanced 
communications  networks.  In  particular: 

1)  Amendments  to  the  ECPA  should  narrow  the  use  of  subpoenas  to  obtain  tele- 
phone toll  records.  The  increasing  use  of  subpoenas  combined  with  the  growth 
of  digital  networks  has  increased  dramatically  the  amount  of  information 
available  to  law  enforcement  that  does  not  require  a  judicial  warrant.  This 
trend  runs  contrary  to  the  spirit  of  the  federal  wiretap  statute  and  should  be 
reversed. 

2)  Amendments  to  the  ECPA  should  require  annual  reporting  requirements  that 
detail  the  number  of  requests  for  telephone  toll  records,  telephone  lines  cov- 
ered, and  records  obtained.  Similar  reporting  requirements  currently  exist  for 
wiretap  and  pen  register  warrants. 

3)  A  privacy  agency  should  be  established  within  the  federal  government.  Such 
an  agency  could  help  ensiire  that  proposals  such  as  the  Digitel  Telephony  pro- 
posal are  not  put  forward  without  a  proper  review  by  an  agency  competent 
to  ev£duate  the  implications  of  such  a  plan. 

Though  some  have  described  encryption  as  a  form  of  "societal  paranoia,"  there  can 
be  no  doubt  that  encryption  is  the  single  most  important  technology  for  the  protec- 
tion of  communications  privacy.  Not  only  does  encryption  provide  for  the  confiden- 
tial transmission  of  electronic  communications,  it  also  permits  the  authentication  of 
business  docxunents,  and  provides  the  basis  for  new  forms  of  private  communica- 
tions. PoUcies  that  restrict  the  development  of  encryption  or  expand  the  ability  of 
law  enforcement  to  gather  personal  data  will  reduce  privacy  protection  and  diminish 
the  value  of  communication  networks  in  the  United  States. 

We  appreciate  your  consideration  of  our  views.  We  would  be  pleased  to  provide 
to  you  or  your  staffs  whatever  additional  information  you  request. 
Sincerely  yours, 

Marc  Rotenberg, 
Director. 

David  Sobel, 
Legal  Counsel. 
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District  Attorney's  Office, 
Philadelphia.  PA  March  28,  1994. 

Hon.  Patrick  J.  Leahy, 

Subcommittee  on  Technology  and  the  Law, 

U.S.  Senate,  Washington,  DC. 

Hon.  Don  Edwards, 

Subcommittee  on  Civil  and  Constitutional  Rights, 

U.S.  House,Washington,  DC. 

Dear  Senator  Leahy  and  Congressman  Edwards:  In  response  to  the  NDAA 
memorandum  from  Jim  Polley  inquiring  about  law  enforcement's  concern  as  it  re- 
lates to  digital  telephony,  I  offer  the  following: 

In  the  Fall  of  1991,  tliis  office  was  involved  in  an  investigation  which  involved 
the  extensive  use  of  cellular  telephones  by  the  targets.  One  of  the  features  being 
offered  by  the  cellidar  industry  is  called  'Tollow  Me  Roaming''.  This  feature  allows 
a  cellular  telephone,  operating  out  of  its  home  switch  to  have  all  incoming  calls 
automatically  forwarded  to  it  no  matter  where  in  the  country  it  is  operating.  If  a 
court  authorized  intercept  is  being  conducted  on  this  particular  instrument,  it  wovdd 
appear  to  be  inactive  to  us  but  could  still  be  making  and  receiving  calls.  This  occiu^ 
because  once  "Follow  Me  Roaming"  is  activated,  the  cellular  system,  which  our 
equipment  is  attached  to,  treats  the  call  in  a  different  fashion  and  routes  the  calls 
through  a  data  link  instead  of  through  a  normal  voice  channel.  Due  to  the  fact  that 
"Follow  Me  Roaming"  is  activated  and  de-activated  on  a  daily  basis,  the  target  in- 
strument is  assigned  a  temporary  telephone  number  which  changes  daily.  Even  the 
target  does  not  know  what  this  number  is.  Any  person  involved  in  a  criminal  activ- 
ity who  is  aware  of  this  technology  would  know  that,  except  on  possibly  a  federal 
level,  with  the  expenditiire  of  great  resources  and  a  great  amount  of  cooperation 
from  the  various  cellvilar  companies,  this  telephone  cannot  be  intercepted.  Aii  exam- 
ple of  how  this  could  be  used,  without  the  target  roaming  around  the  country  is  as 
follows: 

1)  I  travel  to  Washington,  DC  and,  through  a  contact  or  my  own  resources,  I 
have  a  cellular  telephone  activated,  through  the  local  carrier  with  a  202  area 
code. 

2)  I  return  to  Philadelphia  and  activate  "Follow  Me  Roaming." 

3)  Any  outgoing  calls  made  by  me  on  this  telephone  would  be  going  through  the 
Philadelphia  carrier  and  then  into  a  land  line.  They  would  never  even  hit  my 
home  switch  in  Washington. 

4)  Any  incoming  calls  made  to  my  assigned  202  telephone  number  would  auto- 
matically be  forwarded  to  me  in  Philadelphia  to  the  telephone  number  that 
my  instrument  had  been  temporarily  assigned  on  that  particular  day.  This 
process  would  be  completely  transparent  to  any  intercept  equipment  attached 
to  the  switching  office  in  my  home  area.  It  would  appear,  to  anyone  monitor- 
ing my  telephone,  that  it  was  not  in  use. 

As  long  as  I  kept  my  bill  current  with  the  mobile  telephone  company,  I  could  do 
this  indefinitely. 

Another  problem  that  we  have  encountered  with  the  telephone  company  is  the  in- 
stallation of  a  trap  and  trace  on  a  telephone  number  assigned  to  a  pager.  The  posi- 
tion of  Bell  of  PA  is  that  this  caxmot  be  done  by  them  but  must  be  done  by  the  pag- 
ing company.  I  disagree  with  the  telephone  company  and  feel  that  this  is  an  in- 
stance where  their  legal  department  does  not  want  to  get  involved  in  a  potential 
problem  with  a  large  customer  (i.e.  a  paging  company).  "Tlie  paging  company  is  only 
responsible  for  what  is  being  sent  out  over  the  air.  Until  the  incoming  call  connects 
with  the  paging  compan/s  computerized  equipment,  it  is  handled  by  the  local  tele- 
phone company  just  like  any  other  call.  This  means  that  the  telephone  number  of 
the  pager,  just  like  yoiu*  home  telephone  number,  appears  on  a  frame  in  a  switch 
and  is  routed  through  the  telephone  equipment  just  like  any  other  call.  Once  it  hits 
the  paging  company's  computer,  it  then  becomes  their  responsibility.  In  fact,  in  all 
other  states  that  have  the  Cedler  I.D.  function,  the  paging  companies  are  able  to 
pass  the  incoming  telephone  ntimber  on  to  the  pager.  This  is  information  that  they 
receive  from  the  telephone  company.  We  have  been  unsuccessfid  in  getting  Bell  of 
PA  to  comply  with  any  coiirt  orider  to  date.  This  is  an  issue  that  should  be  specifi- 
cally addressed  by  the  Digital  Telephony  and  Communications  Privacy  Improvement 
Act  of  1994  and  made  applicable  to  all  telephone  companies  (Baby  Bells,  or  other- 
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wise)  as  well  as  to  those  companies  whose  business  interacts  with  local  and  national 
phone  companies. 

Sincerely, 

Lynne  Abraham, 
District  Attorney. 


U.S.  Department  of  Justice, 
Federal  Bureau  of  Investigation, 

Washington  DC,  January  5,  1994. 
Mr.  Casimir  S.  Skrzypczak, 

President,  NYNEX  Science  and  Technologies,  Inc., 
White  Plains,  NY. 

Dear  Mr.  Skrzypczak:  Upon  receipt  of  your  November  8,  1993,  letter,  my  staff 
and  I  conducted  a  careful  and  detailed  review  of  the  results  of  the  industry  working 
group,  which  was  formed  at  the  request  of  industry,  in  March  1992  to  address  the 
electronic  surveillance  requirements  of  ovu-  Nation  s  state  and  federal  law  enforce- 
ment agencies.  According  to  senior  telecommunications  executives,  this  group  was 
to  be  "the  approach"  to  address  law  enforcement's  concerns  in  this  area.  Although 
the  efforts  oi  industry  have  been  useful  to  a  degree,  an  honest  and  candid  assess- 
ment of  the  results  achieved  to  date,  unfortunately,  leads  me  to  conclude  that  this 
body  does  not  appear  to  be  equipped  or  able  to  develop  and  implement  the  solutions 
that  are  needed  to  remove  the  current  and  emerging  impediments  which  prevent 
or  hinder  law  enforcement  agencies  in  executing  court  orcfers  for  electronic  surveil- 
lance. Although  I  have  held  out  hope  that  the  industry  working  group,  the  Alliance 
for  Telecommunications  Industry  Solutions  (ATIS),  and  the  Electromc  Communica- 
tions Service  providers  Committee  (ECSPC)  would  provide  a  mechanism  for  achiev- 
ing solutions  and  removing  the  impediments,  this  recent  assessment  compels  me  to 
acknowledge  that  these  efforts  have  been  inadequate. 

As  I  mentioned  in  my  letter  of  September  28,  1993,  at  the  outset,  back  in  March 
1992,  we  were  pleased  with  and  supportive  of  the  committee's  mission  to  resolve 
this  significant  threat  to  the  public  safety,  national  security,  and  effective  law  en- 
forcement. "To  aid  in  the  initiative,  we  have  devoted  FBI  technical  experts  and  engi- 
neers to  this  process,  as  well  as  funding  a  telecommunications  consulting  firm  to 
facilitate  meetings,  provide  subject  matter  expertise,  and  prepare  written  contribu- 
tions. Also,  as  I  previously  mentioned,  some  of  the  industry  representatives  have 
worked  hard  and  appear  to  have  been  sincere  in  their  efforts  to  reach  solutions. 
However,  some  companies  have  not  supported  these  efforts  and  others  have  not  con- 
tributed meaningfully  to  the  effort.  In  my  estimation,  this  is  a  result  of  the  vol- 
untfiry  basis  and  elective  nature  of  the  working  group  and  committee  approach.  Par- 
ticularly troubling  is  the  fact  that  new  service  providers  who  are  now  entering  the 
marketplace  are  unaware  of  law  enforcement's  reqviirements,  and  efforts  bv  the  FBI 
to  have  these  requirements  brought  to  the  attention  of  industry  standards  bodies, 
such  as  the  one  now  considering  personal  communications  Services  (PCS)  systems, 
were  not  supported  by  industry  representatives  in  the  committee. 

I  believe  that  in  order  to  successfully  accommodate  law  enforcement's  needs  and 
to  ensure  that  electronic  surveillance  responsibilities  are  discharged  as  new  tech- 
nologies emerge,  a  mechanism  must  exist  that,  in  a  certain  and  comprehensive  fash- 
ion: 

•  Identifies  fiUly  law  enforcement's  electronic  surveillance  requirements  to  the 
telecommunications  industry; 

•  Prompts  the  technical  solutions  necessary  to  meet  the  requirements  of  law  en- 
forcementj 

•  Assures  timely  implementation  of  these  solutions  into  the  telecommunications 
industry's  existing  and  emerging  technologies;  and 

•  Addresses  the  cost  issues  associated  with  the  technical  solutions  and  their  im- 
plementation. 

Time  has  shown  that  the  ECSPC,  by  itself,  is  not  capable  of  achieving  our  goal 
of  ensuring  the  ability  of  law  enforcement  to  perform  electronic  surveillance  without 
fail  within  existing  and  emerging  telecommunications  systems. 

As  I  have  previously  indicated,  the  efforts  of  many  committee  members  have  been 
greatly  appreciated  by  law  enforcement.  However,  it  is  apparent  that  the  rec- 
ommended industry  approach,  the  ECSPC,  cannot  address  all  of  the  necessary  ele- 
ments I  have  listea  above.  In  fact,  several  committee  members  have  made  the  point 
that,  as  matters  stand,  only  an  individual  company  can  determine  whether  or  not 
it  is  willing  to  pursue  and  implement  solutions  once  they  are  identified. 
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It  is  my  view  that  the  committee  process  shovild  be  a  mechanism  for  discussing 
law  enforcement  needs  and  identifyir^  technical  solutions.  Committee  products  thus 
far,  such  as  those  reflected  in  the  ISDN,  Digital  Loop  Carriers,  and  Cellular  action 
teams'  written  recommendations,  have  not  included  solutions,  but  rather  have  large- 
ly only  restated  law  enforcement's  current  abilities  and  limitations  in  performing 
electronic  surveillance  in  these  technical  environments — ^information  which  the  FBI 
itself  provided  nearly  two  years  ago.  In  the  main,  these  products  observe  the  need 
for  the  development  of  solutions  to  meet  law  enforcement  needs,  but  they  do  not  pro- 
vide these  solutions.  Inasmuch  as  the  committee  is  not  empowered  to  resolve  cost 
and  other  issues  key  to  the  implementation  of  solutions,  the  lack  of  meaningful  and 
timely  solutions  to  uiese  technological  problems  will  continue. 

As  we  have  indicated  previously,  we  shall  continue  our  active  participation  in  the 
committee  process.  However,  given  the  results  to  date,  we  are  also  obligated  to  pur- 
sue other  approaches  which  will  ensure  law  enforcement's  continued  ability  to  pro- 
tect the  safety  and  economic  well-being  of  the  American  public  through  the  use  of 
this  essential  investigative  technique. 

Sincerely  yovu^, 

James  KL  Kallstrom, 

Special  Agent  in  Charge. 


Telecommunications  Industry  Solutions, 

Washington.  DC,  March  1,  1994. 

Mr.  James  K.  Kallstrom, 

Special  Operations  Division, 

Federal  Bureau  of  Investigation,  New  York,  NY. 

Dear  Jim:  I  am  writing  in  response  to  your  letter  of  January  5,  1994,  in  which 
you  expressed  your  concerns  regarding  industry  efforts  to  address  the  electronic  sur- 
veillance reqviirements  of  state  and  federal,  law  enforcement  agencies. 

First,  let  me  sajr  that  your  observations  regarding  the  functioning  of  the  Elec- 
tronic Communications  Service  Provider  Committee  (ECSP)  and  its  progress  to  date 
in  resolving  issues  are  understandable.  These  comments  included:  the  Committee  is 
not  equipped  to  implement  the  technical  solutions  which  it  identifies;  some  compa- 
nies have  not  supported  these  efforts  and  others  have  not  contributea  meaningftllly 
to  the  effort;  and  efforts  by  the  FBI  to  have  law  enforcement's  requirements  brought 
to  the  attention  of  industry  standards  bodies  were  not  supported  by  all  representa- 
tives on  the  Committee.  However,  these  observations  which  you  find  trouDling  are 
aspects  of  the  committee  process  which  are  fundamental  to  the  operation  and  inter- 
est of  open  industry  forums. 

One  of  the  basic  principles  of  any  inter-industry  committee  or  forum  is  that  solu- 
tions reached  are  proposals  for  voluntary  implementation  by  the  participants:  rec- 
ommendations are  non-binding.  While  each  participant  is  committed  to  good  faith 
discussions  and  consideration  of  timely  implementation,  each  company  represented 
also  reserves  fully  independent  judgment  in  terms  of  any  implementation.  This 
tenet  of  operation  serves  a  number  of  purposes,  a  key  one  being  that  it  litigates  the 
legal/antitrust  risks  of  conducting  these  discussions  in  any  industry  meeting. 

The  forum  process  also  ensures  that  there  is  careful  consideration  of  all  views  and 
objections,  appropriate  notification  and  opportunity  for  the  industry  to  review  and 
provide  comments  on  any  proposed  solution,  and  ultimate  resolution  by  consensus. 
While  there  is  no  guarantee,  the  fact  that  all  participants  have  been  a  part  of  these 
sensitive  discussions,  have  been  afforded  due  process,  and  have  willingly  expended 
the  necessary  resources  in  the  development  of  a  solution  more  often  than  not  results 
in  strong  incentives  to  implement.  It  simply  may  not  produce  the  direct  and  open 
commitment  to  implement  solutions  at  the  Committee  level  that  you  appear  to  be 
looking  for. 

As  I  am  sure  you  are  aware,  most  of  the  solutions  developed  or  being  discussed 
are  costly  to  implement,  and  can  require  months,  even  years  to  develop.  Quite 
frankly,  decisions  of  this  magnitude  require  review  by  higher  levels  of  management 
than  those  representatives  present  at  the  ECSP  Committee.  Industry  sends  tJie  sub- 
ject matter  experts  to  these  meetings  to  develop  the  technical  solutions.  Typically, 
industry  does  not  send  representatives  who  are  authorized  to  make  business  deci- 
sions which  may  involve  large  expenditures.  While  you  may  view  that  as  a  short- 
coming of  this  industry  process.  I  oelieve  that  federal  agencies  operate  in  the  same 
fashion. 

Another  characteristic  of  industry  forums  is  that  participating  companies  do  not 
support  and/or  contribute  to  efforts  equally.  Participants  tend  to  gravitate  toward 
and  contribute  to  those  issues  in  which  they  have  the  most  interest  or  the  greatest 
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business  need.  They  rely  on  other  participants  to  provide  leadership  on  the  remain- 
ing issues.  Over  time,  leadership  and  contributions  tend  to  balance.  Evaluating  an 
individual  company's  commitment  to  the  process  by  its  level  of  participation  on  a 
single  issue  can  possiblv  provide  a  distorted  view.  The  fact  that  a  particular  com- 
pany is  not  among  the  leaders  on  a  particular  issue  does  not  mean  it  is  not  aware 
or  does  not  care  about  what  is  being  discussed.  The  minutes  or  notes  of  all  meetings, 
as  well  as  the  contributions  discussed,  are  available  to  all  participants  for  review 
and  comment;  and  I  assure  you  they  are  scrupulously  reviewed.  The  stakes  are  sim- 
ply too  high  for  them  to  be  ignored.  Even  though  resolutions  and  recommendations 
are  non-binding,  no  company  wishes  to  be  part  of  a  consensus  it  cannot  ultimately 
support. 

Yovu-  concern  that  efforts  by  the  FBI  to  have  law  enforcement's  requirements 
brought  to  the  attention  of  industry  standards  bodies  were  not  supported  by  all  in- 
dustry representatives  on  the  Committee,  has  proved  short  Uvea.  At  the  October 
meeting  the  Committee  agreed  to  provide  a  contribution  to  the  Joint  Experts  Meet- 
ing (JEM)  on  Privacy  and  Authentication  for  Personal  Communications  held  Novem- 
ber 8-12.  It  was  reported  at  the  December  1993  Committee  meeting  that  at  the 
GEM  the  law  enforcement  requirements  were  presented  and  discussed.  The  Com- 
mittee observed  that  the  "objective  to  raise  awareness  of  the  needs  of  law  enforce- 
ment to  support  surveillance  were  met."  At  the  most  recent  meeting  of  the  ECSP 
Committee.  The  PCS  action  team  was  empowered  by  the  full  committee  to  prepare 
and  submit  contributions  to  a  number  of  standards  bodies  addressing  PCS  issues. 
The  initial  reluctance  of  the  Committee  to  support  this  effort  was  no  doubt  due  to 
the  short  tum-arounds  required  to  prepare  and  approve  contributions,  and  the  fact 
that  both  industry  and  law  enforcement  continue  to  insist  that  nearly  sil  Committee 
documents  be  considered  proprietary.  The  standards  process  is  an  open,  public  proc- 
ess which  requires  that  all  contributions  submitted  be  nonproprietary.  Similarly,  if 
new  service  providers  are  to  become  aware  of  law  enforcement's  requirements,  those 
requirements  must  be  publicly  available.  To  date,  the  Committee  has  been  reluctent 
to  pubUcize  these  requirements  in  the  belief  that  to  do  so  will  serve  to  highlight  cur- 
rent shorteomings. 

Even  though  discussions  between  law  enforcement  and  industry  have  been  ongo- 
ing for  some  time,  this  particular  committee,  which  is  co-chaired  b^  industry  and 
law  enforcement,  and  its  incumbent  operating  principles,  has  been  in  existence  for 
less  than  one  year,  participante  are  only  now  gaining  the  mutual  respect  required 
to  bring  forth  meamngfiil  solutions.  You  noted  the  fact  that  the  Committee's  prod- 
ucts to  date  merely  "oDserve  the  need  for  the  development  of  solutions  to  meet  law 
enforcement  needs."  I  see  this  as  a  necessary  step  forward.  If  meaningful  solutions 
are  to  result,  all  participants  must  first  understand  that  there  is  in  fact  a  problem, 
not  that  one  participant,  or  one  group  of  participants,  says  so.  Now  that  tne  Com- 
mittee recognizes  the  problems,  it  can  proceed  to  identify  and  develop  appropriate 
solutions. 

I  understend  your  obligation  to  pursue  whatever  approaches  you  deem  necessary 
to  ensure  law  enforcement's  continued  ability  to  conduct  the  lawful  intercept  of  com- 
munications. However,  whatever  those  other  approaches  may  be,  and  whatever  re- 
sults those  approaches  may  yield,  it  will  still  be  necessary  for  industry  and  law  en- 
forcement to  work  together  to  identify  and  develop  suitable  technical  solutions.  I  be- 
lieve the  ECSP  Committee  is  the  appropriate  forum  for  that  purpose. 
Sincerely, 

Casimir  S.  Skrzypczak, 

ATIS  Chairman. 
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13-2-19358 

July  17,  1992 

The  Honorable  Edward  J  Markey 
Chainn<in,  Subcommittee  on 

Telecominiinications  and  Rnance 
ConiniiUce  on  Energy  and  Commerce 
House  of  Representaiives 

Dear  Mr.  Chairman: 

In  March  1992,  you  asked  us  to  evaluate  the  (1)  technological  alternatives 
available  or  imminently  available  to  the  Federal  Bureau  of  Investigation 
(FBI)  to  v.iretap  voice  and  data  communications,'  (2)  changes  required  to 
the  telecommunications  network  to  accommodate  least  intrusive  wiretaps,' 
and  (3)  estimated  cost  of  developing  and  implementing  such  changes.  On 
June  26,  1992,  we  briefed  your  office  on  the  results  of  our  evaluation.  At 
that  time,  we  also  discussed  the  fT3i's  past  and  current  actions  to  satisfy  its 
wiretapping  needs,  including  its  April  1992  proposal  to  amend  the 
Communications  Act  of  1934  and  its  May' 1992  proposal  for  separate 
legislation  to  provide  for  its  wiretapping  needs  by  the  telecommunications 
industry.  This  report  documents  our  bncfmg.  Appendix  I  contains  the 
slides  we  used  at  that  bnrfing. 

The  F-BI  has  classified  our  analysis  of  tlie  technological  alternatives  to 
wiretapping  as  National  Security  Information.  Ii\  this  regard,  we  provided 
your  office  with  a  classified  briefing  on  our  analysis  on  June  15,  1992. 


F.eSUltS  in  Brief  ^'"^  technological  wiretap  alternatives  available  to  the  mi  and  the  network 

changes  needed  to  accommodate  the  least  intrusive  wiretaps  vary 
depending  on  the  technology  used.  However,  neither  the  rai  nor  the 
telecommunications  industry  has  systematically  identified  the  alternatives, 
or  evaluated  their  costs,  benefits,  or  fea--ibility 


TIk>  KUl,  in  its  April  1992  legislative  proposal,  did  not  define  its  wirclappiiij; 
needs.  The  May  1992  proposal  generally  addressed  the  mi's  needs,  but  did 


Wirvi.ipiMnf  r.f'  r-  1.-  111.'  rr.il'>:pt.  rnllfili'.ii  of  ilial.i;  rtrKiL-  and  <ciiilni|!  nl  ical-linH'.  Iwi.way 
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not  provide  siicfifics  necessary  for  the  loUvoiuiniiiiications  industry  to 
dclonnine  what  would  coiusUtutc  full  conipliancc  with  the  proposal  In  the 
event  it  were  enacted.  For  example,  the  proposal  did  not  specify  the  length 
of  lime  allowed  to  mstall  a  wiretap  after  receipt  of  a  court  order.  Further, 
the  May  1 992  proposal  did  not  address  who  should  pay  for  the  cost  of 
wiretapping  solutions.  FBI  and  industry  officials  have  recently  begun 
working  together  to  identify  technological  alternatives  available  to  the  P"BI 
for  wiretapping  and  to  select  the  alternatives  that  best  meet  their  needs. 


Background 


The  FBI  considers  wiretapping  an  essential  information  gathering  tool  in 
fighting  crime.  The  federal  government  and  37  states  have  statutes 
governing  wiretapping. 

The  FBI  now  has  the  technical  ability  required  to  wiretap  certain 
technologies,  such  as  analog  voice  commimications  carried  over  public 
networks'  copper  wire.  However,  since  1986,  the  FBI  has  become 
increasingly  aware  of  the  potential  loss  of  wiretapping  capability  due  to  the 
rapid  deployment  of  new  technologies,  such  as  cellular  and  integrated 
voice  and  data  services,  and  the  emergence  of  new  technologies  such  as 
Personal  Communication  Services,  satellites,  and  Personal  Communication 
Numbers. 

In  response  to  the  rapidly  changing  technology,  the  FBI  prepared  two 
legislative  proposals  in  April  and  May  1992.  The  May  proposal  replaced  the 
April  proposal.-"  According  to  the  rat,  these  proposals  are  intended  to 
maintain  the  same  level  of  wiretapping  capability  for  new 
telecommuiucations  technology  that  it  has  with  technologies  such  as  older 
analog  communications  using  copper  wire. 


Technological 
Alternatives  and 
Network  Changes 
Required  to  Implement 
Least  Intrusive 
Wiretaps  Vary  With  the 
Teclmology 


There  are  six  current  or  inuninent  telecommunications  technologies  that 
the  FBI  needs  to  be  able  to  wiretap.  These  are  ( 1 )  analog  and  digital  using 
copper  wire  transport,  (2)  analog  ajid  digital  using  fiber  optic  transport, 
(3)  Integrated  Services  Digital  Network  (ISDN),  (4)  Private  Branch 
Exchange  (PBX),  (5)  broadband,  and  (6)  cellular.  There  are  also  three 
future  technologies  for  which  wiretapping  capabilities  need  to  be 
addressed:  (1)  satellite  switches,  (2)  Personal  Communication  Services 
(PCS),  and  (3)  Personal  Communication  Number  (PCN).  Fiutlier,  the  rei 


■  TIk"  May  piojxisal  lias  not  brrn  furmally  inlrnduriM  a.-*  IcpishUKni  in  t-tlhcr  thr  St'imii  «ir  Id.-  Hoii.m  ■ 
Ki'iiifs4'nlauvrs 
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Ir  vds  lo  ho  ahlf  Ui  vviicl.-i[)  any  si.-'cial  l(>.iinrcs  siuli  ;l-  .  :\'.\  |..rw.ir<!!n|'  ■>; 
I'lcilioir.r  mail 

\\i:<-Ia|.|)iri);ca!;  .hi  in  al  sis  ],::... .,r.  ;...  an..;:;  ;•!■•. !•;■•    ..  ••j.-l:  !!„■ 
viitiiimiiu.-atioMs  ilinv-ai  Ilic  |)n-iiiisfs  w)i(ic  ilii' iaii;i'i  ir- j.i.ai.-.l   Ix;^,-.  i. 
Ihc  l)r^■|!\i^o.s;uul!ll<■  CKiss-CMiiic.-t.' al  the  (n.^.s-ioiuni-!.  ..|  al  a  la;iil  liiir. 
cellular  or  satollile  .switch 

The  techjiologicaJ  alternatives  for  wiretapping  vary  with  the 
telecommunications  technology  being  tapped  and  the  location  where  the 
tap  occurs.  For  example,  the  technology  used  to  Up  a  nondigital 
telephone  is  different  from  that  used  to  Up  a  digital  telephone.  Further, 
Upping  at  the  premises  may  require  a  different  technology  from  Upping  at 
a  switch.  Similarly,  the  net^vork  changes  needed  to  implement  the  least 
Uitrusive  wiretaps  vary  by  technology  and  location. 

Because  the  FBI  has  classified  our  analysis  of  these  alternatives  as  National 
Security  Information,  we  are  not  presenting  them  in  this  report. 


No  Comprehensive 
Studies  Exist 
Identifying  Alternatives 
and  Their  Costs, 
Benefits,  and 
Feasibility 


As  of  June  30,  1992,  neither  the  FBI  nor  the  telecommunications  industiy 
had  systematically  identified  the  altemaUve  approaches  for  implementing 
mininxaily  intrusive  wireUpping  capabilities  and  the  costs,  benefits,  and 
feasibilit>-  of  these  alternatives. 

The  FBI's  and  telecommunicaUon  industry's  past  efforts  to  identify 
technological  alternatives  have  been  unsuccessful.  In  the  past,  the  FBI  met 
with  security  officers  within  the  telephone  companies  to  effect  wireups. 
According  to  the  FBI  and  industry  officials,  these  security  officers  were  the 
designated  company  contacts  for  meeting  the  FBls  wireUpping  needs. 

However,  industry  security  officers  did  not  discuss  the  FBI's  wireUpping 
needs  with  the  industry's  technical  experts  who  develop  the  technologies. 
Consequently,  these  experts  were  not  informed  of  the  FBI's  needs  and  were 
not  involved  in  identifying  technological  alternatives  and  soluUons  until 
July  1990,  when  the  FBI  began  technical  discussions  with  them. 

In  addition,  while  the  FBI  conducted  its  own  research  on  wireUpping,  these 
research  efforts  were  not  coordinated  with  mdustry  research  and 


•The  aosa-mnnea  is  tootnl  al  iht  ctntnl  officr  of  the  Iflephone  comiMm-  Uus  a  wherr 
transmBwons  art  convened  from  one  form  lo  another,  eg,  from  analog  lo  digilaJ 


220 


devdoptnenL  As  a  result,  neither  the  FBI  nbr  the  telecommunications 
Industry  had  •  comprehensive  analysis  of  the  technological  alternatives  for 
wiretapping  current  and  emerging  technologies. 


Recent  FBI  Actions  to 
Define  and 
Communicate  Its 
Wiretapping  Needs 


Recently  the  FBI  has  taken  actions  to  better  dcHne  and  communicate  Its 
wiretapping  needs  to  the  telecommunications  Industry. 

The  April  1992  proposal  to  amend  the  Communications  Act  of  1 934  did 
not  define  the  FBI's  wiretapping  needs.  In  contrast,  the  May  1992  proposal 
for  separate  legislation,  which  replaced  the  April  proposal,  contains 
specific  high-level  discussion  of  its  needs.  For  example,  the  May  proposal 
states  that  tapped  data  must  be  in  the  same  form  as  that  received  by  the 
target  and  the  data  must  be  in  real  time,  independent  of  the  target's 
location,  undetectable,  and  capable  of  being  trai\smitted  to  a  listening 
device.  It  also  specifies  time  linuts  for  meeting  the  FBI's  needs  and  gives  the 
Department  of  Justice  the  authority  to  ensure  compliance  or  grant 
exemptions. 

However,  the  May  proposal  does  not  address  what  the  tclecoinjnunications 
industry  would  need  to  do  to  be  in  full  compliance  with  the  proposal  in  the 
event  it  is  enacted,  the  meaiung  of  certain  technical  terms,  or  who  would 
pay  for  the  cost  of  wiretapping  solutions.  For  example,  the  proposal  did 
not  spedly  the  length  of  time  allowed  to  install  a  wiretap  after  receipt  of  a 
court  order.  According  to  the  FBI,  it  will  address  compliance  in  its 
wiretapping  requirements  document,  which  is  being  developed.  TTie 
proposal  also  does  not  address  the  international  implications  of  future 
technologies,  such  as  PCN,  on  wiretapping.  PCN  will  involve  assigning  a 
subscriber  one  telephone  number.  All  calls  will  be  billed  to  that  number 
regardless  of  what  instrument  or  network  the  subscriber  uses.  Using  PCN, 
the  subscriber  may  be  anywhere  in  the  world,  and  the  service  may  be 
provided  by  any  service  provider  using  any  technology.  Since  some  of  the 
service  providers  may  be  international,  and  since  the  providers  may  be 
outside  the  United  States,  the  FBI  will  have  to  establish  cooperative 
arrangements  with  foreign  law  enforcement  agencies  in  order  to  wiretap. 

In  May  1 992,  the  FBI  formed  a  technical  committee  composed  of  staff  from 
the  FBI  and  the  telecommunications  industry.  The  purpose  of  this 
committee  is  to  identify  technological  alternatives  and  select  the 
alternatives  that  best  meet  the  FBI's  needs.  As  of  June  1992.  the  committee 
was  developing  iu  charter.  These  FBI  efforts  are  steps  in  the  right 
direction. 


Scope  and 
McUiodologj' 


We  KlciKifK-d  .-uid  a.-i.-^.-s.sod  iJir  u-<iin<)l>>».ti<:il  ;tl!.':«..iliv<-.s  I'l.r  iviii'i.i|i|itiif.  in 
»h<:  fnllouiiig  ICv-lniolocicK'  (  1 )  .-iii:i|<if;  :in<i  i!j,;ii.i;  \f.iii\fZ  oippi-l  wn, 
li;iii.>:|Kin.  (2)  ;<ii:il<i};  and  digital  ii.sinj;  li;--!  oinu  ••;..M>|i.in.  CIl  l.vp.s.  (■;) 
ni.\.  (;">)  liroailbaiid.  (ti)  cdliilai .  (7/  s.i:.!!iu-.  (,Vi  li  .>;.  ami  (01  ;■■■•.    ■•,n  p.-m 
•  •I  <iiir  a.-;.<cs.si:u-iil,  wvalso  nn.nU-z^-il  llw  »virfi;«|.iiiii;;  i:ti|ili,  .iii(iii>  >>'.  s|i.-.-i.il. 
!<:aliiri-s  ;LSS<iiialcd  with  Llieso  li'<-|in.il<-u;i'->.  N:i<ii  as  <  all  fiinv;irdin(;  .iii.l 
MiKc  in.iil   On  !lio  basis  of  «uir  analysis  i.:  ilu-  i<-<-iiiici|ii('ii's  .iin!  <!is(ii.ssi(iiis 
wiU>  ro|iicscmalivc.s  of  iJiclclecoiiiiuiiiiiiaiidus  iiulustrv-.  »vi-  i<lcnlirii-d  Uir 
six  priniar)-  wiretapping  locations 

We  also  assessed  the  FBI's  past  and  current  actions  to  satisfy  iL<; 
wircUpping  needs,  includiixg  its  April  1992  proposal  to  anicnd  the 
Communications  Act  of  1934,  and  its  May  1992  proposal 

We  met  with  the  FBI's  Assistant  Director  and  Deputy  Assistant  Du^eclor 
(Operations),  Technical  Services  Division,  and  technical  marugcrs  from 
the  FBI  Engineering  Research  Facility  to  discuss  tlie  FUls  progress  in 
dcfming  and  communicating  its  wircUpping  needs  Wc  also  held  technical 
discussions  on  the  above  lecluiologies  with  four  DcU  operating  telephone 
companies,  two  switch  manufacturers,  two  cellular  providers,  two  cellular 
and  satellite  manufaaurers.  and  the  associations  of  Uic  International  Chiefs 
of  Police  and  M^r  Cities  Chiefs  of  Police.  In  addition,  we  conUcted  U>c 
National  Security  Agency,  which  told  us  that  it  docs  not  liavc  expertise  in 
these  areas.  We  performed  our  work  at  FBI's  headquarters  office  in 
Washingtor..  DC.  and  Engineering  Research  Facility  in  QuanUco.  Vu^ginia, 
as  well  3%  at  the  corporate  oflices  of  the  industry  representatives  visited  in 
various  locations  nationwide. 
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Our  work  was  performed  between  April  and  June  1992  in  accordance  with 
generally  accepted  govenunent  auditing  standards. 


»We  did  not  obtain  written  conunents  on  this  report  However,  we  I'riefed 
FBI  officials,  including  the  Assistant  Director  and  Deputy  Assistant  Director 
(Operations),  Technical  Services  Division,  on  the  results  of  our  work  and 
on  our  discussions  with  the  telecommunications  industry.  These  officials 
generally  agreed  with  the  facts  as  presented,  including  our  technical 
assessment  of  ihe  wireUpping  alternatives.  We  have  incorporated  their 
views,  as  well  as  their  updates  on  the  FBis  planned  actions,  in  the  report  as 
appropriate. 


» 


As  agreed  with  your  office,  unless  you  publicly  aimounce  the  contents  of 
this  report  earlier,  wc  plan  to  nuke  no-further  distribution  until  30  days 
from  the  date  of  this  letter.  We  will  tlicn  send  copies  to  the  Attorney 
General;  the  Director  of  the  Federal  Bureau  of  Investigation,  tl\c  Director, 
Office  of  Maiuigemenl  and  Budget;  and  interested  congressional 
committees.  Ck)pies  will  also  be  made  available  to  others  upon  request. 
This  report  was  prepared  under  the  direction  of  Howard  G.  Rhilc,  Director, 
General  Government  Information  Systems,  who  can  be  reached  at  (202) 
512-64 18.  M^or  contributors  to  this  report  are  listed  in  appvendix  U. 

Sincerely  yours. 


^'T5j:'^i:^>\ 


9.^ 


Ralph  V.Carione 

Assistant  Comptroller  General 


» 


\ 
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GAO   Objectives 


What  technological  alternatives 
are  currently  available  to  the 
FBI  to  wiretap  voice  and  data 
communications? 


• 


What  is  the  least  intrusive  level  of 

network  changes  needed  to  enable 

telephone  companies  to  accommodate 

wiretaps? 

What  is  the  estimated  cost  of 

developing  and  implementing 

such  changes? 


GAO   Overview 


Technological  alternatives 
available  to  wiretap  voice  and 
data  communications  have  not 
been  defined 

Least  intrusive/minimally 
necessary  wiretapping 
alternatives  will  vary 
by  technology 

'  Costs  will  depend  on  technical 
alternatives  chosen 
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Appendix  1 

Briefing  Slides 


GAO    Information  Management  and 
Technology  Division 

ADVANCED  COMMUNICATIONS 
TECHNOLOGIES  POSE 
WIRETAPPING  CHALLENGES 

Briefing  to  Staff, 

House  Committee  on  Energy 

and  Commerce,  Subcommittee 

on  Telecommunications  and 

Finance 

June  26,  1992 
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GAO    Background 


By  wiretapping,  we  mean 

•real  time  access 

•two-way  communication  monitoring 

•regardless  of  target's  location 

Wiretapping  is  an  essential  FBI 
information  gathering  tool 


GAO    Background  (cont'd.) 


•  Federal  and  state  statutes 
govern  wiretapping 

•  Rapidly  changing  telephony 
environment  requires  different 
wiretapping  capabilities 

•  FBI  has  developed  proposal 
to  address  telephony  changes 
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CrAO   Scope 


■a«MBKff«»« 


Technicai  discussions  with 
•Local  telephone  coTipanies 
•Switch  manufacturers 
•Celluiar/salellite  providers 
•FBI  and  NSA 
•State/local  associations 


GAG   Locations  of  Wiretap 


•  At  premises 

•  Betvyeen  premises  and  cross-connect 

•  At  the  cross-connect 
•At  the  land  line  switch 
•At  the  cellular  switch 

•  At  the  satellite  switch 
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GAO    Past  Attempts  to  Define' 
AMternatives  Unsuccessful 


GAO    FBI  Corrective  Actions 


May  1992 -Drafted 
wiretapping  requirements 
and  proposed  legislation 

May  1992-  Established 
technical  committee  with 
industry  officials 

Continuing  to  conduct 
independent  research  to  find 
technical  solutions 


•  Law  enforcement  wiretapping  needs 
not  clearly  defined 

•  FBI/industry  technical  discussions  on 
wiretapping  needs  not  begun  until 
July  1990 

•  FBI  research  not  coordinated 
with  industry 

•  Unclear  responsibility  fcr  cost  and 
Implementation  of  technical  solutions 
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GAO    May  1992  Proposal  to  Clarify 
Wiretapping  Responsibilities 

•  Provides  general  FBI 
wiretapping  needs  to  maintain 
current  wiretapping  capabilities 

•  Specifies  industry 
responsibilities  and  time  limits 
for  meeting  FBI's  needs 

•  Gives  Justice  authority  to 
ensure  compliance  or  grant 
exceptions 


GAO   What  (s  Not  Addressed 
in  Proposal 

•Specifics  on  what  is  full 
compliance  (e.g.,  response 
time,  sizing,  etc.)  and  the 
meaning  of  technical  terms 

•Draft  May  1992  wiretapping 
requirements  intended  to 
provide  specifics  on  full 
compliance 

•  Who  pays  for  the  cost  of  solutions 
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GAO   Costs 


'Cost  and  feasibility  studies 
on  the  changes  needed  have 
not  been  conducted 

'  Least  intmsive/minimally 
required  tapping  method  may 
increase  costs 

•  Industry  may  seek  reimbursement 
through  government  agencies 


GAO    Overall  Assessment 


'  FBI  is  finally  moving  in  right  direction 
to  define  its  wiretapping  needs  and 
communicate  with  industry 

'  FBI  still  needs  to 

•Finalize  wiretapping  needs  including 
specifics  on  what  is  meant  by  full 
compliance  and  by  technical  terms 

•Resolve  cost  and  feasibility  of 
technical  alternatives  and  solutions 


•Define  least  intrusive/minimally 
necessary  alternatives  for  each 
technology 

•Also,  FBI  needs  to  work  with 
foreign  law  enforcement  agencies  to 
establish  cooperative  agreements 
for  wiretapping  foreign  service 

,  providers  of  new,  emerging 
technology 


Appendix  II 


Major  Contributors  to  This  Report 


Information 
Management  and 
Techivology  Division, 
Washington,  D.C. 

Office  of  General 
Counsel 


Wi^liun  0.  HadcAjr,  TcchnidJ  Asisunl  Oircoor 
Dr.  nofu  B.  StUlQun,  GMe/  SdoiUst 
Suphcji  A.  Schwvu.  Ajidunl  DiiccLor 
DrUn  C.  Spcnocr,  Cvmliul«r4;fOurce 
Robert  C.  Sorgcit.  Senior  E^-«JuAU>r 


tUymond  i.  Wynch,  Lceal  Couiud 
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Organized  Crime  Appendix 

The  President's  Commission  on  Organized  Crime  stated  the  following  conclusions 
in  its  report,  The  Edge:  Organized  Crime,  Business  and  Labor  Unions: 

•  If  unchecked,  organized  crime  can  take  over,  own,  and  operate  legitimate  busi- 
ness. It  can  also  control  entire  industries.  The  ways  in  which  industry  can  be 
affected  are  by  the  increased  price  of  items  due  to  theft,  bribery  (kick-backs), 
price  fixing  and  the  control  of  trade. 

•  The  control  of  the  marketplace  by  organized  crime  is  also  obtained  by  tile  con- 
trol of  unions  and  by  monopolizing  power  in  specific  industries. 

•  Through  the  control  of  unions,  payoffs  can  be  demanded  to  ensure  labor  peace. 
Businesses  comply  with  the  labor  union's  demands  rather  than  lose  pronts  or 
lose  business.  Another  deleterious  effect  of  organized  crime  control  is  through 
the  illegal  utilization  of  union  funds.  At  the  time  of  the  report  of  the  PCOC, 
union  benefit  funds  had  cumxilative  assets  of  over  $51  billion.  Influence  in  the 
unions  on  a  local  level,  if  strong  enough,  may  lead  to  control  of  the  union  at 
the  international  level. 

•  The  costs  of  labor  racketeering  are  hard  to  trace.  The  Commission  estimated 
that  millions  of  dollars  in  workers'  labor  union  dues  were  stolen  from  the  unions 
through  embezzlement,  lost  through  illegal  loans,  and  taken  tJirough  extortion- 
ate and  illegal  fees  paid  to  trust  and  service  fund  providers. 

As  a  result,  the  U.S.  public  is  forced  to  pay  higher  commodity  costs  because  of 
organized  crime's  control.  Examples  cited  by  the  Commission  of  the  various  types 
of  economic  loss  are: 

•  Amalgamated  Local  355,  an  independent  union  in  Queens,  New  York,  lost  near- 
ly $2  million  in  a  kickback  and  embezzlement  scheme  in  the  mid-1970's.  The 
scheme  involved  the  union's  secretary/treasurer  and  a  well-known  real  estate 
developer. 

•  The  control  of  the  concrete  industry  by  the  LCN  in  New  York,  as  brought  out 
in  the  LCN  Commission  indictment,  was  demonstrated  in  evidence  which 
showed  that  over  the  period  1981-1984,  the  2  percent  skim  collected  on  the 
total  cost  of  poured  concrete,  on  the  delivery  of  it  to  the  job  site,  and  on  the 
attendant  labor  costs  could  range  anywhere  from  $1.6  to  $3.5  million.  This  fig- 
ure was  estimated  on  the  control  of  the  concrete  industry  alone.  Increased  con- 
struction costs  then  lead  to  higher  overall  building  project  costs  and  increased 
rental  rates,  etc.  Essential  evidence  supporting  this  prosecution  was  derived 
fix)m  electronic  surveillance. 

Through  the  utilization  of  electronic  surveillance.  Federal  and  state  investigations 
continue  to  have  a  significant  impact  upon  organized  crime  groups.  In  Fiscal  Year 
1991,  at  the  Federal  level,  there  were  239  recorded  convictions  and  246  indictments 
of  LCN  members  and  associates.  In  addition,  civil  RICO  complaints  spawned  by  the 
criminal  investigations  were  filed  against  25  individuals  and/or  entities,  and  judg- 
ments were  entered  against  23.  Aggressive  use  of  the  seizure  and  forfeiture  provi- 
sions of  the  RICO  statute  yielded  $17,554,865.  Over  $11,779,106  in  fines  were  levied 
against  convicted  individuals;  recoveries  and  restitutions  totaling  $22,881,539  were 
obtained;  and  $7,044,625  in  potential  economic  losses  were  prevented.  A  few  recent 
cases,  wherein  electronic  surveillance  played  a  critical  role,  illustrate  the  importance 
of  maintaining  the  efficiency  of  this  investigative  technique. 

•  Commercial  seafood  and  longshoremen  dock-loading  industries.  For  over  70 
years,  organizea  crime,  and  particularly  the  Genovese  LCN  family,  had  domi- 
nated ana  controlled  the  Fulton  Fish  Market  and  its  immediate  environment  in 
New  York  City.  Through  electronic  surveillance  which  spanned  over  two  years, 
the  government  acquired  substantial  evidence  as  to  the  influence  and  control 
of  organized  crime  in  the  seafood  industry  and  the  labor  unions  related  to  it. 
As  a  result,  in  October  1987,  a  civil  RICO  complaint  was  filed  against  the  Geno- 
vese LCN  crime  family,  certain  unions  controlled  by  organized  crime,  and  a 
number  of  LCN  members  and  associates.  In  1988,  in  a  landmark  RICO  decree 
and  judgment,  the  Fulton  Fish  Market  was  placed  under  the  oversight  of  a 
court-appointed  administrator.  Judgments  in  this  civil  RICO  action  perma- 
nently bar  the  Genoves  LCN  crime  family  and  other  defendants  from  having 
any  future  dealings  in  that  seafood  market. 

Although  it  is  difficult  to  quantify  the  impact  of  the  government's  intervention 
into  this  industry,  the  enormous  economic  and  social  costs  associated  with  the 
LCN's  control  of  this  market  have  been  significantly  reduced.  lUegal  activities  such 
as  hijacking,  gambling,  robbery,  burglary,  loansharking,  extortion,  murder,  narcotics 
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trafficking,  and  labor  racketeering  floimshed  in  the  Market's  environment  while 
under  the  dominion  of  the  LCN.  These  activities  have  dramatically  abated  with  the 
imposition  of  the  consent  and  default  judgments.  The  court-appointed  administrator 
and  other  independent  sources  of  information,  such  as  the  media,  report  that  the 
Fulton  Fish  Market  has  sales  approximating  two  billion  dollars  annually.  Seafood 
that  passes  through  the  market  is  bought  and  sold  throughout  the  United  States. 
Illeged  activity  at  the  Market  has  inflated  seafood  costs  by  $1-2  dollars  per  pound 
and  virtually  every  household  in  America  has  absorbed  that  cost.  By  a  conservative 
estimate,  the  American  public  has  been  spared  literally  millions  of  dollars  in  in- 
creased seafood  costs  as  a  result  of  this  investigation. 

•  International  Longshoremen's  Association.  This  investigation  focused  primarily 
upon  corruption  on  the  New  York  and  New  Jersey  waterfi*ont  the  second  largest 
port  in  the  world.  The  civil  RICO,  complaint  names  as  defendants  the  Inter- 
national Longshoremen's  Association  (ILA),  their  executive  boeirds,  six  local 
labor  unions,  and  32  present  or  former  officials  of  these  ILA  locals,  21  of  whom 
are  identified  as  members  or  associates  of  the  Gambino  and  Genovese  LCN 
crime  families,  and  the  "Westies"  criminal  gang.  Twelve  additional  individuals 
are  identified  in  the  complaint  as  members  or  associates  of  the  Gambino  and 
Genovese  LCN  families  and  the  Westies,  and  several  employers  in  industries  af- 
fecting watetiOront  commerce  are  named  for  purposes  of  obtaining  adequate  re- 
Uef. 

The  complaint  alleges  that  the  LCN  figures  have  used  these  locals  and  their  var- 
ious afiOliated  benefit  fiinds  to  conduct  a  pattern  of  racketeering  activity  on  the  wa- 
terfi-ont,  which  includes  murder,  extortion,  embezzlement  of  union  funds,  illegal 
labor  and  benefit  fiind  payments  and  mail  fraud.  To  prove  such  wide-ranging  con- 
spiracies, the  type  of  evidence  needed  typically  requires  substantial  reliance  upon 
electronic  surveillance-based  information. 

These  investigations,  which  heavily  relied  upon  electronic  siirveillance,  dem- 
onstrated an  extraordinary  breadth  of  control  by  the  Genovese  LCN  family  over  wa- 
terfront activity  that  extended  from  the  New  York — ^New  Jersey  piers  all  the  way 
to  the  Port  of  Miami.  This  pervasive  control  by  organized  crime  over  the  waterfront 
extends  back  to  the  turn  of  the  century.  Organized  crime  obtained  this  control  by 
its  early  recognition  that  to  transport  goods  to  the  eastern  seaboard,  markets  often 
required  passage  through  the  New  York/New  Jersey  waterfront,  and  that  this  trans- 
portation terminal  point  presented  a  labor  intensive  bottleneck.  To  control  water- 
front labor,  Uius,  was  to  exercise  tremendous  leverage  over  the  entire  shipping  in- 
dvistry,  effect  the  commerce  of  a  huge  section  of  the  American  economy,  and  ulti- 
mately to  drive  up  prices  of  a  myriad  of  commodities  sold  in  the  United  States. 

There  are  niunerous  other  examples  where,  through  the  use  of  comt-ordered  elec- 
tronic surveillance,  major  economic  harm  was  abated.  The  nationwide  investigation 
into  organized  crime-labor  racketeering  influence  in  the  union  health  and  dental 
care  industry  has  resulted  in  the  termination  of  frauds  and  kickbacks  which  cost 
unions  and  insurance  companies  millions  of  dollars.  In  one  investigation,  sixteen  dif- 
ferent FBI  field  offices  were  involved,  eight  of  which  conducted  extensive  electronic 
surveillance.  At  the  conclusion  of  the  investigation  in  September,  1988,  seven  sepa- 
rate Federal  Grand  Jury  indictments  were  returned  in  Atlanta,  Chicago,  Baltimore, 
San  Diego,  and  San  Francisco,  charging  ten  individuals  and  five  corporations  with 
numerous  Federal  violations  including  RICO,  conspiracy,  mail  fraud,  wire  fraud, 
and  labor  racketeering.  As  a  result  of  this  investigation,  ten  health  care  executives 
were  convicted,  the  U.S.  Public  Health  Service  changed  its  bidding  proced\ires  na- 
tionwide, SAFECO  Insurance  Company  terminated  its  practice  of  paying  double 
commissions  to  insvurance  agents  nationwide,  and  spin-ofT  investigations  resulted  in 
the  conviction  of  a  Federal  judge  and  two  labor-related,  organized  crime  leaders. 

Electronic  8\irveillance  was  extensively  utilized  in  the  Imidmark  civil  RICO  inves- 
tigation called  "liberatus"  which  resulted  in  the  formal  break  up  of  LCN  control 
over  the  nation's  largest  iinion,  the  International  Brotherhood  of  Teamsters.  The 
LCN's  grip  over  this  union  had  been  intact  since  the  1950's.  As  a  result,  for  the  first 
time  in  decades  the  nation's  largest  union  is  free  from  organized  crime  control  and 
corruption,  and  the  continued  pillage  of  union  fiinds  has  ceased. 
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National  Association  of  Attorneys  General  Adopted  Summer  Meeting  July 
8-11,  1992,  Pittsburgh,  Pennsylvania 

resolution  supporting  legislation  to  clarify  the  responsibility  of  tele- 
communications COMPANIES  TO  ASSIST  LAW  ENFORCEMENT  WITH  COURT-AUTHOR- 
IZED ELECTRONIC  SURVEILLANCE  IN  UGHT  OF  NEW  TECHNOLOGIES 

WHEREAS,  one  of  the  most  important  and  effective  tools  used  by  federal,  state 
and  local  law  enforcement  in  the  investigation  of  criminal  activities  is  the  court-au- 
thorized interception  of  communications  or  wiretapping;  and 

WHEREAS,  37  states  and  the  District  of  Colvimbia,  Puerto  Rico  and  the  Virgin 
Islands  have  enacted  legislation  authorizing  their  state  and  local  law  enforcement 
agencies  to  conduct  coxirt-authorized  electronic  surveillance  in  criminal  investiga- 
tions; and 

WHEREAS,  approximately  60  percent  of  the  court-authorized  wiretaps  conducted 
annually  in  the  United  States  are  by  state  and  local  law  enforcement  agencies;  and 

WHEREAS,  federal  and  state  electronic  sxirveillance  statutes  set  forth  a  proce- 
dure for  obtaining  judicial  authorization  to  conduct  electronic  surveillance  and  re- 
quire the  telecommunications  industry  and  others  to  provide  law  enforcement  with 
all  information,  facilities,  and  technical  assistance  necessary  to  accomplish  the 
interception,"  18  U.S.C.  §§2518(4)  and  3124(a)(b);  and 

WHEREAS,  the  telecommunications  industry  is  introducing,  and  has  introduced, 
a  number  of  advanced  technologies,  including  mgital  technology  which  facilitates  the 
simultaneous  transmission  of  multiple  commingled  communications,  impeding  the 
ability  of  law  enforcement  to  lawfully  intercept  specific  communications  to  the  exclu- 
sion of  all  other  communications  not  the  target  of  electronic  surveillance;  and 

WHEREAS,  modifications  to  certain  of  these  advanced  technologies  are  required 
so  that  law  enforcement  can  continue  its  use  of  court-authorized  electronic  svuveil- 
lance  to  intercept  the  communications  of  persons  engaged  in  criminal  conduct,  to  the 
exclusion  of  others;  and 

WHEREAS,  legislation  has  been  proposed  that  requires  telecommunications  and 
other  electronic  communication  service  providers,  when  authorized  by  law,  to  pro- 
vide law  enforcement  with  the  capability  of  intercepting  the  entire  content  of  com- 
munications of  persons  engaged  in  criminal  conduct,  to  the  exclusion  of  all  others, 
regardless  of  the  technology  involved; 

Now,  therefore,  be  it  resolved  that  the  National  Association  of  Attorneys  General: 

1)  Supports  legislation  which  requires  telecommunications  and  other  electronic 
communication  service  providers,  when  authorized  by  law,  to  provide  law  en- 
forcement with  the  capability  of  intercepting  the  entire  content  of  communica- 
tions of  persons  engaged  in  criminal  conduct,  to  the  exclusion  of  all  others, 
regardless  of  the  technology  involved;  and; 

2)  encourages  Congress  to  adopt  such  legislation;  and 

3)  authorizes  the  Executive  Director  and  General  Counsel  to  transmit  these 
views  to  the  Administration,  the  Congress  and  other  interested  organizations 
and  individuals. 

Abstains:  Attorney  General  Chris  Gorman 


National  District  Attorneys  Assoclvtion 

resolution  concerning  the  digital  telephony  and  communications  privacy 

improvement  act 

WHEREAS,  one  of  the  most  important  and  effective  technique's  vised  by  state, 
local  and  federal  law  enforcement  m  the  investigation  of  complex  and  life  threaten- 
ing criminal  activities  is  the  court-authorized  interception  of  otherwise  private  com- 
munications (wiretapping),  and 

WHEREAS,  37  states  and  the  District  of  Colximbia,  Puerto  Rico  and  the  Virgin 
Islands  have  enacted  legislation  authorizing  their  state  and  local  law  enforcement 
agencies  to  conduct  court-authorized  electronic  surveillance  and  establishing  admin- 
istrative and  judicial  oversight  procedxires  to  ensure  the  protection  of  privacy  inter- 
ests; and 

WHEREAS,  approximately  56  percent  of  the  court-authorized  wiretaps  conducted 
annually  in  the  United  States  are  by  state  and  local  law  enforcement  agencies;  and 

WHEREAS,  both  federal  and  state  electronic  surveillance  statutes  set  forth  a  pro- 
cedure for  obtaining  judicial  authorization  to  conduct  a  wiretap  and  require  the  tele- 
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communications  industry  and  others  to  provide  "all  information,  facilities,  and  tech- 
nical assistance  necessary  to  accompUsh  that  interception,"  18  U.S.C.  Sec.  2518(4) 
and  3124(a)(b);  and 

WHEREAS,  the  rapid  and  continual  development  of  new  telecommunications 
technologies  and  services  present  an  ever  increasing  barrier  to  accomplishing  the 
court-authorized  electronic  surveillance;  and 

WHEREAS,  modifications  to  these  new  technologies  and  services  are  required  to 
effectuate  the  intent  of  federal  and  state  statutes  to  permit  court-authorized  elec- 
tronic surveillance  of  the  communications  of  persons  engaged  in  seriovis  and  life 
threatening  criminal  conduct  and  protect  the  privacy  of  others;  and 

WHEREAS,  the  Digital  Telephony  and  Communications  Privacy  Improvement  Act 
(the  "Act")  requires  tiie  telecommunications  industry,  when  autiiorized  by  law,  to 
provide  law  enforcement  with  the  capability  of  intercepting  the  entire  content  of 
communications  of  persons  engaged  in  criminal  activities,  regardless  of  the  tech- 
nology involved;  and 

WHEREAS,  the  Act  requires  the  Federal  Bureau  of  Investigation  to  provide  fiscal 
support  for  the  telecommunications  industry  to  achieve  this  capability;  and 

WHEREIAS,  the  Act  enheinces  privacy  protection  for  individuals  using  emerging 
technologies, 

THEREFORE  BE  IT  RESOLVED,  THAT,  the  National  District  Attorneys  Associa- 
tions supports  the  Digital  Telephony  and  Communications  Privacy  Improvement 
Act;  and 

BE  IT  FURTHER  RESOLVED,  THAT,  this  Association  urge  the  Congress  to  enact 
the  Digital  Telephony  and  Communications  Privacy  Improvement  Act. 

Adopted  by  the  Board  of  Directors  July  24,  1994  (Newport  Beach,  California) 


Analysis  of  Informal  Survey  of  Technical  Problems  Encountered  by  Law 
Enforcement  in  Conducting  Electronic  Surveillance 

Last  year,  the  Federal  Bureau  of  Investigation,  through  an  informal  survey  of 
Federal,  state,  and  local  law  enforcement  agencies,  collected  information  regarding 
recent  electronic  svuveillance  court  orders  *  tnat  have  been  fioistrated  or  delayed  due 
to  tedinology-based  problems.  Although  this  survey  was  conducted  informally,  the 
results  provide  valuable,  and  representative  anecdotal  information  regarding  the 
difficulties  presently  being  encountered  by  law  enforcement  agencies.  It  would  be  a 
mistake  to  analyze  this  problem  by  simply  counting  the  specific  number  of  court  or- 
ders frustrated  or  delayed  in  the  past.  However,  by  collecting  and  reviewing  infor- 
mation regarding  the  recent  problems,  law  enforcement  agencies  have  come  to  un- 
derstand Qie  serious  implications  of  the  impacts  of  new  and  advanced  technologies 
on  their  ability  to  conduct  wiretaps,  when  law  enforcement  electronic  surveillance 
requirements  are  omitted. 

The  survey  revealed  ninety-one  (91)  instances  in  which  law  enforcement  agencies 
were  prevented  fi"om  fiilly  implementing  court  orders  for  electronic  surveillance  due 
to  various  technological  impediments.  In  reviewing  the  results  of  this  survey,  the 
following  should  be  noted: 

•  The  survey  was  intended  to  collect  information  regarding  recently  encountered 
problems  only. 

•  The  results  do  not  include  technological  problems  that  are  outside  of  the  cov- 
erage of  the  legislation,  as  drafted  (e.g.,  intercepts  of  Private  Branch  Exchange 


•  The  results  do  not  include  impediments  created  by  cellular  carriers  offering 
"roaming"  service. 

•  The  results  do  not  include  situations  where  court  orders  were  not  sought  due 
to  impediments  known  in  the  past  to  preclude  effective  execution  of  the  court 
order,  (for  example,  court  orders  not  sought  due  to  known  cellular  system  port 
capacity  limitations) 

•  The  reference  to  encryption  problems  is  a  reference  to  carrier  provided 
encryption,  and  not  user-employed  encrjrption  devices. 

Of  the  91  instances  of  technological  problems  identified  by  law  enforcement  agen- 
cies, problems  in  cellular  systems  accounted  for  40  with  the  inability  to  fully  inter- 
cept cellular  communications  accounting  for  24  instances.  These  problems  ranged 
from  a  total  inability  on  the  part  of  the  cellular  provider  to  assist,  to  cellular  sys- 


^Ab  used  here,  electronic  surveillance  court  orders  refer  to  all  court  orders  for  criminaJ  and 
foreign  surveillance  interceptions  which  capture  the  communication  content,  as  well  as,  to  the 
acqmsition  of  dialed  nimiber  information  through  pen  register  or  trap  and  trace  devices. 


233 

tems  that  were  not  capable  of  isolating  and  collecting  all  of  thee  subject's  telephone 
communications.  For  example,  a  Federal  investigation  of  a  major  narcotics  organiza- 
tion in  the  northeastern  United  States  was  hampered  when  the  cellular  carrier  was 
unable  to  Mfill  requests  for  covirt-ordered  wiretaps  due  to  the  carrier's  technical 
limitations.  Also,  an  organized  crime  and  drug  traflBcking  task  force  investigation 
in  the  southeastern  U.S.  was  unable  to  conduct  a  court-ordered  wiretap  because  the 
carrier  was  unable  to  provide  law  enforcement  with  intercept  access  to  the  sulyect's 
long  distance  communications  made  through  the  cellular  carrier's  service.  Difficul- 
ties caused  by  the  "port  capacities"  of  ceUiilar  systems  accounted  for  another  10 
problem  instances.  A  cellular  carrier  in  the  south,  for  example,  was  vinable  to  com- 
ply with  a  Federal  court-order  for  dialed  number  information  concerning  a  Federal 
pubUc  corruption  investigation  due  to  port  capacity  limitations.  The  remaining  five 
problems  with  cellular  svstems  involved  the  inabiuty  of  cellular  carriers  to  provide 
trap/trace  information  identifying  the  originator  of  a  call  transmitted  through  their 
systems.  CaUing  features  accounted  for  29  problem  instances,  or  approximately  32 
percent.  Of  the  featiires  that  created  problems  for  law  enforcement  agencies,  call 
forwarding  and  speed  dialing  were  most  prevalent.  As  an  example,  a  regional  tele- 
phone company  in  the  mid-western  U.S.  was  unable  to  provide  a  Federal  law  en- 
forcement agency  with  either  the  content  of  the  communications  or  the  dialed  num- 
ber information  concerning  a  subject  drug  trafficker's  telephone  as  a  result  of  the 
subjects  use  of  oistom  calling  features.  Additionally,  Custom  Local  Area  Signaling 
Services  (CLASS)  such  as  "call  back",  and  "caller  LD."  also  created  problems. 

Other  problems  reported  by  Federal,  state,  and  local  law  enforcement  agencies  in- 
cluded difficulties  with  intercepting  subjects'  commiinications  due  to  the  use  of  digi- 
tal voice  lines  (13),  high  speed  data  lines  (1),  fiber  optic  cables  (1)  and  carrier  pro- 
vided encryption  (1). 

The  attached  chart  provides  a  breakdown  of  the  reported  problems  encountered 
by  the  various  agencies. 
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Prepared  Statement  of  Morton  Bromfield  on  Behalf  of  the  American 

Privacy  Foundation 

the  clipper  chip  and  bedrock  telecommunications  privacy 

As  part  of  the  Clipper  Chip  debate,  Vice  President  Al  Gore  has  wisely  opened  the 
door  to  studying  alternatives.  He  would  balance  the  avowed  needs  of  law  enforce- 
ment agencies  with  the  needs  of  hi-tech  industry  to  protect  this  Age's  "gold" — ^liie 
fruits  of  R&D,  proprietary  information  that  CEO's  pray  will  keep  uieir  companies 
six  months  ahead  of  their  competition — and  secure  from  the  probing  surveillance  of 
industrial  spies.  And  beyond  this,  our  Vice  President  would  see  re^zed  a  national 
information  superhighway,  an  "advanced  nationwide  network  that  can  link  class- 
rooms, electronic  libraries,  rural  doctors  and  ordinary  people  in  their  own  homes." 
A  tall  order. 

Mitchell  Kapor,  the  respected  fovinder  of  Lotus  Development  conciu^,  pressing  for 
broad  public  access  to  an  information  highway.  But  several  months  ago  Mr.  Kapor, 
in  a  NY  Times  article  [Nov.  24,  1993,  p.  A15]  cautioned,  'Teople  won't  use  the  new 
technology  vmless  they  feel  that  their  privacy  is  protected." 

Strictly  speaking,  he  is  qmte  right.  The  one  billion  phone  calls  made  each  day  is 
no  doubt  based  on  such  a  feeling.  Indeed  the  original  Bell  System  monopoly  was 
founded  on  "the  en>ectation  of  privacy." 

And  we  have  onfy  to  think  of  the  furor  raised  by  some  civil  libertarians  in  having 
caller  I.D.  reveal  the  phone  number  of  the  calling  party  just  before  the  two  parties 
speak.  Surely  their  objection  to  the  electronic  equivalent  of  a  peephole  in  a  suDscrib- 
er*s  door  wovdd  not  have  been  made  unless  it  was  "felt"  that  tne  privacy  of  tiieir 
phone  conversation  was  assured.  After  all,  with  a  wiretap  a  third  party  intercepts 
the  conversation  and  eavesdrops  upon  every  word. 

Such  an  unwarranted  feeling  of  security  reminds  one  of  the  Tooth  Fairy  and 
Santa.  For,  as  we  know,  a  teenager  with  an  off-the-shelf-computer  linked  to  the 
phone  network  with  a  modem  needs  only  the  current  password  to  tap  in  a  presently 
technically  undetectable  manner — remote  to  any  telepnone  exchange. 

A  well-known,  conscientious  West  Coast  hacker  put  it  this  way: 

Any  phone  line  can  be  listened  into  from  anywhere  in  the  country:  The 
equipment  is  inexpensive  and  the  technique  is  known.  There  is  no  way  for 
the  people  on  the  line  to  realize  they  are  being  monitored.  Everybody  fi-om 
your  neighbor  to  Pacific  Bell  to  the  Secret  Service  is  vulnerable. 

Sanford  Sherizen,  a  Boston-based  computer  security  consultant  has  a  rule  of 
thumb:  "If  you  can  communicate  out,  someone  else  can  communicate  in." 

Telecommunications  privacy,  a  solution 

The  American  Privacy  Foundation  (APF),  founded  in  1975  to  achieve  'Tele- 
communication Privacy  in  the  Information  Age"  herebyproposes  just  that.  Back  in 
February  of  1980  [Feb.  28]  the  long-time  Director  of  Mrrs  Laboratory  for  Computer 
Science,  Dr.  Michael  Dertouzos  recommended  to  the  Senate  Judiciary  "audit  trails" 
as  a  means  of  incorporating  privacy  within  the  wire  and  fiberoptic  network  of  point- 
to-point  telecommunications.  In  fact,  the  Bell  System  and  AT&T  "since  its  inception" 
[Cite:  AT&T  Security  Chief  William  F,  Caming,  in  a  letter  to  Morton  Bromfield  at 
Bromfield  Corporation  dated  May  11,  1972]  has  had  an  Open  Door  policy  based  on 
subscribers'  expectation  of  privacy.  It  allows  a  complaint  of  phone  tapping  to  be 
taken  up  through  the  ranks  to  the  senior-most  telephone  official.^ 

The  cruel  reality  of  telecommunications  privacy  today  is  that  it  doesn't  exist,  for 
a  subscriber  worth  hstening  to  or  for  anyone  else  in  or  out  of  government.  As  a  lit- 
mus test,  complain  to  your  phone  company  about  a  suspected  wiretap,  and  you  will 
be  referred  to  the  Federal  Communications  Commission.  The  F.C.C.,  disclaiming 
•Murisdiction  over  wiretapping  matters"  [Cite:  FCC  letter  to  American  Privacy  Foun- 
dation, Jvily  30,  1985],  vnR  refer  you  to  tiie  Federal  Bureau  of  Investigation. 

The  F.B.I.'s  Office  of  Enforcement — Shaving  admitted  in  writing  that  since  at  least 
1953,  no  professional  tapper  has  ever  been  prosecuted  [Cite:  Letter  to  American  Pri- 
vacy Foundation  fi-om  FBI  Office  of  Enforcement,  November  17,  1986] — will  refer 
you  to  the  phone  company. 

Neither  the  United  States  nor  France  nor  Britain  enjoys  telecommunications  pri- 
vacy. Our  global  village  instead  shares  easy  wire  topping.  France  has  its  no-admis- 
sion phone  topping  center  at  the  Invalides,  Britain  at  "Tinkerbell  Two."  During  Wa- 


1  "As  a  matter  of  policy  within  the  American  Telephone  and  Telegraph  System  Companies,  any 
Complaint  with  respect  to  a  violation  of  secrecy  of  commimications  may  be  carriea  by  a  sub- 
scriber to  the  highest  levels  of  the  respective  Corporation." 
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tergate  we  all  knew  that  Washington's  old  Post  Office  was  the  tapping  center.  Today 
nobody  knows. 

Well,  if  nobody  knows,  does  anyone  care?  In  a  wav,  yes.  Libertarians  unwittingly 
cry  out  demanding  cellular  phone  protection — ^though  broadcast  radio  waves  are  al- 
most impossible  to  protect. 

Is  there  hope?  Well.  yes.  Protection  is  indeed  possible  by  using  the  same  basic 
technology  employed  by  Caller  I.D.  and  adapting  it  to  telephone  exchange  safe- 

Siards.  Here  is  the  root  for  hope  as  published  recently.  "V.S.  Backs  Ending  Fiber 
ptic  Export  Ban"  (The  NY  Times,  Dec.  11,  1993)  explains  the  National  Security 
Agenc^s  interest  in  the  matter: 

The  security  agency's  concern  has  been  that  fiber  optics,  which  carry 
voice  conversations  and  data  as  pulses  of  Ught  over  hair  thin  strands  of 
glass  are  much  more  difficult  to  intercept  than  those  carried  by  radio  or 
satellites. 

Washington's  best  kept  secret 

Of  course  the  FCC's  denial  of  wire  tapping  responsibility  (which  by  the  way 
blocked  an  "en  banc"  appearance  before  the  FCC's  Commissioners)  is  much  Uke  the 
FAA  denying  responsibifity  for  air  safety.  The  FBI's  non-prosecution  of  professional 
wiretappers  for  forty  years  or  more — ^while  pursuing  hackers  avidly — is  odder  still. 
A  non-sinister  explanation  comes  from  the  pen  of  John  Kenneth  Galbraith:  "Very 
often,"  he  wrote,  a  government  agency  becomes  "the  captive"  of  the  very  industry 
it  is  intended  to  regulate.  In  this  instance,  we  are  concerned  with  the  business — 
indeed  the  industry — of  industrial  spjdng.  A  somewhat  sinister  explanation  comes 
from  an  article  by  David  Kahn,  the  author  of  the  brilliantly  written  Codebreakers: 
He  quotes  a  Senator's  aide,  "Let  me  tap  a  Senator's  phone  for  three  weeks  and  I 
will  own  him." 

In  my  view,  whatever  federal  procedures  evolve  from  these  Clipper  Chip  heeirings, 
trust  in  Government  should  be  minimized — and  for  good  reason.  The  relentless  his- 
tory of  wire  tapping  began  iust  60  years  ago  with  The  Communications  Act  of  1934. 
It  was  needlessly  crippled  by  borrowing  a  non-appUcable  clause  from  the  Radio  Act 
of  1927,  requiring  not  only  proof  of  interception  but  also  "divulgence."  (None  of  the 
states  has  such  a  requirement.)  For  34  years  enforcement  was  made  virtually  impos- 
sible. 

Although  the  1968  Omnibus  Crime  Bill  removed  proof  of  divulgence,  enforcement 
against  the  professional  tapper  continued  to  languisn.  Fifleen  years  earUer,  without 
notifying  Congress  and  witnout  mandatory  Notification  in  The  Federal  Register,  the 
FBI  literally  usurped  the  considerable  power  to  investigate  subscriber  complaints  of 
wire  tapping  [Cite:  Dial  1.9-8-4].  Vance  Packard,  author  of  The  Naked  Society,  in 
finding  incredible  evasiveness"  at  the  FCC  was  moved  to  comment  that  the  FBI, 
with  pnone  tapping  operations  of  its  own,  was  hardly  the  agency  to  police  wire  tap- 
ping. 

The  1968  Crime  Bill  was  meant  to  control  government  tapping.  It  wisely  had  pro- 
visions to  determine  its  effectiveness.  Four  years  later  the  National  Wiretap  Com- 
mission came  into  being.  APF  co-founder  Harvard  Law  Professor  Vem  Countryman, 
reinforced  by  the  Committee's  Chief  Counsel  Mike  Hershman  requested  permission 
for  expert  testimony  on  the  ease  of  wiretapping  through  telephone  exchanges  in 
slated  hearings.  The  Slated  hearings  were  summarily  canceUea.  As  Professor  Sam 
Dash  explained:  "It  was  a  phony  committee." 

Putting  relentless  tapping  in  perspective,  although  an  anti-wire  tapping  device 
was  patented  within  ten  years  of  Alexander  Bell's  invention,  there  has  never  been 
a  successful  government  investigation.  The  closest  our  government  came  was  in 
1985,  with  Congress'  Office  of  'Technology  Assessment  IVa  year  study  "Electronic 
Surveillance  and  Civil  Liberties."  Assistant  Director  Dr.  John  Andelin,  so  as  to  un- 
derscore an  unprecedented  warning  to  Congress,  as  its  foremost  conclusion  admitted 
failure:  "The  extent  of  use  of  electronic  surveillance  in  the  private  sector  is  unknown." 

Fair  warning 

On  January  first  1984,  despite  the  submission  of  similar  Invited  Comment  briefs 
[under  Tunney  Act  procedures]  to  Judge  Harold  Greene  by  this  Foundation  and  tiie 
ACLU  in  connection  with  the  divestiture  of  AT&T,  a  privacy  lobotomy  occurred. 
AT&T's  Open  Door  policy — a  mere  38  words  [See  Footnote  of  Open  Door  Policy  on 
page  two.}— was  dehberately  excluded  from  the  charters  of  the  regional  Bells.  On 
that  day,  a  world  recognized  futurist's  political  warning  was  fulfilled:  "The  could 
plug  in  your  wire  whenever  the  wanted."  [Cite:  1984.] 

clearly  existing  tapping  control  procedures  are  a  charade.  (How,  for  example,  did 
Hoover  accvimulate  280  file  drawers  of  dossiers  [cite:  DIAL  1-9-8-^].)  Those  that 
distrust  contemplated  government  procedures  have  ample  reasons.  One  could  depict 
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present  Coiirt-ordered  safeguards  as  an  elaborate  massive  bank  vault  door,  with  the 
back  wall  open  to  the  street. 

To  be  sure  encrypting  is  a  means  of  protection:  However,  the  proposals  for  Clipper 
provide  a  "backdoor",  which  would  allow  "authorized"  government  agencies  to 
decrypt  supposedly  private  conversations  (voice  or  data).  If  the  government  can  use 
what  is  in  effect  a  mandatory  backdoor,  tiiere  is  the  ever-present  risk  that  private 
parties  might  also  do  so  by  acqviiring  knowledge  of  the  Clipper  technology.  Then  the 
government  and  "private  parties"  can  intercept  personal  and  bxisiness  transmissions 
by  effectively  simply  bypassing  Clipper's  sophusticated  encoding. 

Is  the  "cure"  worse  than  the  disease?  Take  for  example  the  massive  industrial 
sabotage  waged  on  Seatrain  Shipbuilding,  a  major  corporation  building  super- 
tankers at  the  old  Brooklyn  Navy  Yard  in  the  1970's.  In  addition  to  continual  dis- 
ruption of  phone  communications,  their  ofBces  were  raided  time  after  time,  with 
wholesale  lots  of  ofGce  equipment  carted  ofT  in  the  night.  If  there  were  no  master 
office  key,  the  locks  of  each  and  every  office  would  have  had  to  be  picked  each  time. 
With  a  master  key  unlimited  easy  access  was  assured.  The  Clipper  Chip  works  with 
such  an  associated  Master  Key,  making  access  to  corporate  secrets  far  simpler. 

Clipper  does  have  one  "flaw^  with  respect  to  "authorized"  government  decrypting, 
in  addition  to  flaws  highlighted  by  testimony  of  others.  Near  the  beginning  of  a 
transmission  through  a  Clipper  Chip,  the  encoded  serial  niunber  of  the  chip  is  sent 
along  with  the  enc^ed  message.  A  non-government  interception  cannot  read  this 
serial  number  unless  he  has  tiie  LEAF  (Law  Enforcement  Access  Field)  kev.  All 
Clipper  Chips  have  different  serial  numbers,  but  use  the  same  LEAF  key.  The  so- 
phisticated originator  gaining  access  to  the  LEAF  key  could  easily  disguise  his  serial 
number  so  that  the  government  could  not  obtain  the  true  number  and  therefore 
could  not  obtain  the  correct  Escrow  Key  to  decrypt  the  transmission.  This  apparent 
Achilles  Heel  would,  despite  contentions  to  the  contrary,  give  full  unbreached  pro- 
tection to  the  Key  Escrow  encrypted  transmission.  This,  it  appears,  effectively  de- 
feats the  ability  of  the  government  to  decrypt  an  intercepted  transmission  by  a  so- 
phisticated industrial  spy  or  criminal. 

Two  birds  with  one  stone 

You  will  remember  that  in  the  Bush  administration  FBI  Director  William  Ses- 
sions initiated  a  plea  to  compel  all  phone  companies  to  incorporate  equipment  and 
software  to  make  eavesdropping  of  telephone  and  cable  networks  easier  still.  As  the 
attached  detailed  Open  Letter  suggests,  it  is  not  necessary— existing  tapping  facili- 
ties can  easily  monitor  suspected  terrorists  and  drug  dealers.  What  Ms  unexplained, 
unsupported  re<jue8t  does  do— and  the  request  is  still  pending — is  to  enable  illegal 
trawling  or  fishing  of  the  massive  Main  Trunk  traffic  flashing  between  digitized  ex- 
changes— ^traffic  emanating  from  hi-tech  industry,  not  from  targeted  drug  dealers  or 
terrorists. 

Is  there  really  a  need  for  government  to  reqviire  easier  still  tapping  and  to  in  ef- 
fect mandate  unlimited  back  door  access?  The  track  record  of  60  years  of  uncon- 
trolled illegal  tapping  justifies  a  reso\inding  no. 


U.S.  Department  of  Justice, 
Washington,  DC.  November  17,  1986. 
Mr.  Morton  Bromfield, 
American  Privacy  Foundation, 
WelUsley  Hills.  MA. 

Dear  Mr.  Bromfield:  Your  September  24,  1986,  Freedom  of  Information  Act  re- 
quest, to  Mr.  Jay  B.  Stephens  has  been  referred  to  this  Unit  for  response.  In  that 
request,  you  sought  a  list  of  "professional  wire  tappers"  (who  engage  in  industrial 
espionage  and  political  tapping)  prosecuted  under  iHtle  III  and/or  llie  Communica- 
tions Act  of  1934,  in  the  years  since  1953. 

We  have  conducted  a  search  of  the  General  Litigation  and  Leeal  Advice  Section 
(the  section  in  the  Criminal  Division  most  likely  to  have  the  record  you  are  seeking.) 
This  section  advised  that  it  does  not  have  a  list  such  as  you  describe  nor  is  it  aware 
of  the  existence  of  any  such  list  or  information  fix>m  wMch  such  a  list  could  be  de- 
rived. 


Sincerely, 


L.  Jeffrey  Ross, 

Chief, 
Office  of  Enforcement  Operations  Criminal  Division. 
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Federal  Conemunications  Commission, 

Washington,  DC,  July  30,  1985. 
Mr.  Morton  Bromfield, 
Privacy  Foundation, 
Wellesley  Hills,  MA 

Dear  Mr.  Bromfield:  After  discussing  your  request  for  a  general  en  banc  Com- 
mission meeting  with  the  Office  of  General  Counsel,  and  the  Chairman's  Office,  I 
must  inform  you  that  the  Federal  Communications  Commission  does  not  have  juris- 
diction over  matters  of  wiretapping.  As  a  result  of  the  Omnibus  Crime  Control  Act 
of  1968,  Congress  clearly  placed  jurisdiction  over  wiretapping  with  the  United 
States  Department  of  Justice. 

Due  to  lack  of  subject  matter  jurisdiction,  your  request  for  a  general  en  banc  hear- 
ing can  not  be  accommodated. 

Sincerely, 

William  A.  Russell,  Jr., 

Director, 
Office  of  Congressional  and  Public  Affairs. 


An  Open  Letter  to  FBI  Director  William  S.  Sessions  From  Morton  Bromfield 
ON  Behalf  of  The  American  Privacy  Foundation 

With  all  due  respect,  the  recent  OPED  appeal  by  you  "to  preserve  the  ability  of 
law  enforcement  officers  to  intercept — ^to  wire  tap — conversations  of  people  engaged 
in  serious  crimes"  is  not  only  unnecessary  but  harmful  to  the  healtii  of  America's 
hi-tech  industrial  base. 

As  you  say,  "new  digital  technology  spells  trouble"  — ^true,  but  not  for  the  FBI 
with  pre-selected  targets.  These  individuals  and  small  groups  can  continue  to  be 
eavesdropped  upon  at  their  local  telephone  exchange  by  tapping  the  terminals  of  the 
"twisted  pair"  of  wires  leading  to  a  suspect's  handset.  If  the  conversation  is  digitized 
right  up  to  a  target's  electronic  handset,  your  agent  merely  obtains  an  electronic 
handset  similar  to  that  purchased  by  the  drug  dealer.  Or  your  agent  merely  plugs 
in  an  off-the-shelf  adapter — a  slightly  modifi^  Centrex  Recording  Interface  (CRI- 
376)  for  under  $200  will  do — and  plain  language  will  result. 

Your  chief  of  the  Engineering  Research  Facility  at  Quantico,  Virginia,  apparently 
did  not  know  of  these  easily  obtained  countermeasures.  It  turns  out  that  Mr.  James 
Kallstrom's  request  for  modifying  the  switchgear  of  this  nation's  100  billion  dollar 
telecommunications  industry  is  not  based  on  any  study  of  his.  He  explained  that  the 
root  of  this  considerably  expensive  request  was  a  suggestion  of  an  unnamed  tele- 
phone engineer  of  an  unnamed  telephone  company. 

This  nebulous  proposal  also  was  made  without  establishing  that  the  FBI's  routine 
local  exchange  tapping  is  in  any  way  threatened.  Instead  the  scenario  is  that  of  an 
agent  having  to  climb  a  telephone  pole,  burdened  with  a  huge  black  box  and  apply- 
ing alligator  clips.  Alligator  clip/telephone  pole  tapping  went  out  with  hulahoops. 

Separating  out  the  misinformation,  the  proposal  is  aimed  at  a  new,  unneeded  ca- 
pabiuty  of  tapping  into  a  phone  company's  digitized  Main  Trunk  traffic  flashing  be- 
tween digitized  telephone  exchanges.  Mr.  Kallstrom  would  have  such  switchgear  as 
AT&T's  #5ESS  and  Northern  Telecom's  DMS  100  altered  so  as  to  facilitate  intercep- 
tion— to  "port  out"  so  as  to  segregate  and  extract  transmissions  of  yet-to-be-identi- 
fied targets.  Such  interception  is  known  as  "trawling"  in  England  and  "fishing" 
within  the  States,  where  it  is  Ulegal  to  fish. 

Prior  to  your  stewardship  other  moves  by  the  FBI  in  this  area  were  clearly  not 
in  the  interest  of  the  Bureau  itself  While  you  cite  the  Omnibus  Crime  and  Safe 
Streets  Act  of  1968  as  support  for  this  needless  proposal,  Title  III  of  that  Act  was 
intended  to  control  wire  tapping  by  federal  officials  and  put  a  stop  to  illegal  phone 
tapping.  Legislators  wisely  made  provisions  to  verily  its  effectiveness  with  the  for- 
mation in  1973  of  the  National  Wiretap  Commission.  The  FBI  usurped  its  investiga- 
tion, flooding  the  Commission  with  erroneous  information  saying  illegal  wire  tap- 
ping is  minor,  mostly  involving  marital  matters,  political  tapping  (despite  Water- 
gate) is  one  to  two  percent  of  the  total,  and  industrial  espionage — ^well,  tha.t  is  non- 
existent. An  FBI  staffer  went  before  the  Commission  to  fiilly  explain  this,  but  his 
testimony  was  inexplicably  curtailed. 

May  we  suggest  the  following  simple  procedure  for  coping  with  any  future  broad- 
ening of  digitized  traffic  in  connection  with  court-ordered  tapping  of  suspects:  The 
FBI  requests  and  receives  a  court  order  for  a  phone  company  to  transmit  on  FBI 
leased  fines  all  phone  traffic  sent  to  a  target  identified  by  the  court  order.  This  pro- 
cedure would  encompass  and  catch  all  call-forwarded  traffic.  This  procedure  need 
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not  and  woiild  not  involve  any  issues  of  encryption.  Finally,  this  need  not  and  wovild 
not  distinguish  between  analog  and  digital  messages. 

Query:  Is  this  not  sufficient  for  the  FBI's  legitimate  need? 

You  coiild  well  wonder,  Mr.  Sessions,  that  if  this  procedure  will  svifBce,  why  then 
a  proposal  to  facilitate  the  tapping  of  MAIN  TRUNK  traflBc?  Well,  large  volumes 
of  digitized  voice  and  data  communications  emanate  from  hi-tech  multinationals. 
And  contrary  to  the  FBI's  "findings"  that  industrial  espionage  is  nonexistent,  we 
have  a  recent  burst  of  glasnost  fix)m  the  KGB's  Press  Service:  "industrial  espionage 
is  conducted  everywhere  and  this  is  considered  a  perfectly  normal  thing." 

But  this  still  leaves  a  question.  Why  would  the  FBI  act  as  a  front  for  the  busi- 
ness— indeed  the  indvistry — of  wire  tapping?  The  answer  for  this  can  be  found  in 
the  words  of  John  Kenneth  Galbraith:  "Very  often,"  he  wrote,  an  agency  "becomes 
the  captive  of  the  very  indvistry  it  is  intended  to  regulate." 


Statement  of  the  Telecommunications  Industry  Association 

The  Telecommunications  Industry  Association  (TIA),  which  represents  more  than 
550  U.S.  manufacturers  of  telecommunications  equipment,  wishes  to  commend  Rep- 
resentative Edweirds  and  Senator  Leahy,  and  their  very  capable  staffs,  for  their  ef- 
forts to  work  with  representatives  of  the  telecommunications  industry  to  crafl  legis- 
lation to  clarify  the  telecommunications  industry's  obligations  to  assist  law  enforce- 
ment authorities  in  the  implementation  of  court-ordered  wiretaps.  H.R.  4922  and  its 
Senate  counterpart,  S.  2375, ^  are  the  product  of  a  lengthy  and  reasoned  discussion 
between  congressional,  law  enforcement,  and  telecommunications  industry  interests, 
and  these  biSs  represent  a  significant  improvement  over  FBI  Digital  Telephony  pro- 
posals circulated  in  1992  and  February  1994.  Accordingly,  while  the  TIA  prefers 
continued  efforts  to  foster  cooperation  ^  between  law  enforcement  authorities  and 
manufactvu*ers  of  telecommunications  equipment,  the  TIA  believes  that  further  re- 
finement of  H.R.  4922  would  yield  legislation  which  accommodates  the  legitimate 
needs  of  the  law  enforcement  community  and  adequately  safeguards  the  interests 
of  telecommunications  equipment  manvifacturers. 

While  many  of  the  TlA's  concerns  regarding  the  impact  of  this  legislation  were 
addressed  during  the  negotiations  which  preceded  the  introduction  of  H.R.  4922, 
there  remain  two  issues  that  the  TIA  believes  require  the  attention  of  the  Commit- 
tee. 

WHO  DEFINES  "REASONABLE  CHARGE"? 

The  first  matter  of  concern  to  the  TIA  is  that  of  who  defines  what  constitutes  a 
"reasonable  charge"  for  eqviipment  modifications  required  under  Subsection  2605(b). 
Historically,  the  price  that  manufacturers  of  transmission  and  switching  equipment 
charge  for  their  products  has  been  determined  by  market  forces,  and  the  price  of 
such  equipment  traditionally  has  not  been  regulated.  This  reliance  on  market  forces 
has  created  a  robustly  competitive  market  for  the  manufactiu*  and  sale  of  tele- 
communications transmission  and  switching  equipment,  and  it  heis  encoviraged  tech- 
nological innovation  by  those  involved  in  the  manufacturing  process. 

The  Committee  should  seek  to  ensure  that  the  present  reliance  on  market  forces 
is  not  disturbed,  and  thus  should  take  care,  in  Subsection  2605(b),  to  explain  that 
it  is  not  the  Committee's  intent  for  the  Federal  Communications  Commission,  or  any 
other  agency  of  the  federal  government,  to  regulate  the  price  of  telecommunications 
transmission  and  switching  equipment.  The  'TLA  regards  regulation  as  unnecessary 
in  what  is  a  truly  competitive  marketplace,  and  asks  tiie  Committee  to  clarify  that 
determinations  regarding  what  constitutes  a  "reasonable  charge"  for  modifications 
should  be  made  by  manufacturers,  in  consultation  with  their  customers,  in  accord- 
ance with  normal  and  accepted  business  practices. 

Additionally,  the  TIA  urges  the  Committee  to  clarify  Subsection  2605(b)  to  clearly 
indicate  that  when  a  manufacturer  undertakes  "such  modifications  as  are  necessary 
to  permit"  its  customer,  i.e.,  a  telecommunications  carrier,  to  comply  with  the  re- 
quirements of  H.R.  4922,  the  manufacturer  is  to  be  paid  by  the  telecommunications 
carrier,  in  accordance  with  normal  and  accepted  business  practices. 


1  Hereafter  referred  to  as  H.R.  4922. 

2  Such  cooperation  has  been  conducted  in  fora  such  as  the  Electronic  Communications  Service 
Provider  (ECSP)  Committee,  which  is  sponsored  by  the  Allifuice  for  Telecommimications  Indus- 
try Solutions  (ATIS). 
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PENALTIES  FOR  FAILURE  TO  COMPLY 


The  second  matter  of  concern  to  the  TIA  is  possibility  that  manufacturers  will 
face  civil  penalties  if  they  fail  to  comply  with  the  requirements  of  H.R.  4922. 

Under  normal  business  practices,  telecommunications  carriers  set  forth  technical 
requirements  (in  a  request  for  quotation  or  RFQ)  when  they  contract  for  equipment. 
The  provisions  of  H.R.  4922  are  consistent  with  this  practice,  as,  in  accordance  with 
Subsection  2605(a),  telecommunications  carriers  wovild  communicate  to  their  pre- 
ferred or  chosen  manufacturer  what  type  of  modifications,  i.e.  intercept  capabilities, 
may  be  necessary.  After  such  communication,  the  manufacturer  would  be  compelled, 
by  its  existing  contract  (and,  presumably,  by  its  desire  to  secvu"e  futiire  contracts), 
to  provide  whatever  modifications  might  be  required.  The  TLA.  acknowledges  and  ap- 
preciates the  bill's  reliance  upon  the  existing  and  accepted  process  for  procurement. 

The  TIA  is  much  less  comfortable,  however,  with  the  provisions  of  Subsection 
2607(f),  that  woxxld  subject  a  manufacturer  which  fails  to  provide  the  necessary 
modifications  to  a  civil  penalty  of  up  to  $10,000  per  day  for  each  day  such  manufac- 
tuier  is  not  in  compliance  with  the  requirements  of  H.R.  4922.  While  the  imposition 
of  civil  penalties  may  be  appropriate  with  respect  to  telecommunications  carriers 
which  fail  to  comply  with  the  requirements  imposed  by  H.R.  4922,  in  that  there  is 
no  marketplace  mechanism  to  ensure  carrier  compliance,  there  is  no  need  to  apply 
such  si^ncant  penalties  to  manufacturers,  as  there  is  an  existing  marketplace 
mechamsm  to  ensiu-e  manufacturer  compUance. 

If  a  manufacturer  fails  to  comply  with  the  requirements  of  H.R.  4922,  said  manu- 
factxirer  will  face  significant  risk  of  a  breach  of  contract  siiit  brought  by  any  carrier 
which  employs  saia  manufacturer's  equipment  and  is,  therefore,  unable  to  comply 
with  the  requirements  set  out  for  telecommunications  carriers.  Given  the  likely  se- 
verity of  the  civil  and  marketplace  sanctions  that  would  accompany  a  breach  of  con- 
tract suit,  the  TIA  believes  that  meirket  considerations  will  adecjuately  ensure  man- 
ufacturer compliance.  Accordingly,  the  TIA  considers  the  imposition  oi  civil  penalties 
on  manufacturers  to  be  both  totally  unnecessary  and  counter  to  the  cooperative  spir- 
it embodied  in  H.R.  4922. 

In  sum,  the  TIA  considers  H.R.  4922  to  be  a  significant  improvement  over  pre- 
vious legislation  proposals  regarding  digital  wiretap  capabilities,  and  believes  that 
with  the  aforementioned  clarifications,  H.R.  4922  will  oe  a  bill  that  will  meet  the 
legitimate  needs  of  the  law  enforcement  community  and  safeguard  the  interests  of 
manufacturers  of  telecommunications  equipment. 

The  TIA  thanks  the  Committee  for  the 
legislation,  and  looks  forward  to  wi 


br  the  opportunity  to  comment  on  this  important 
orking  with  the  Committee's  members  and  staff. 


Statement  of  AT&T  Corporation 

AT&T  would  first  like  to  extend  its  gratitude  to  Senator  Leahy  and  Congressman 
Edwsirds  for  the  considerable  efforts  they  and  their  staff  have  made  during  the  past 
several  months  to  draft  legislation  outlining  the  telecommunications  industry's  obli- 
gations to  assist  law  enforcement  implement  court-authorized  wiretaps.  Their  inter- 
est and  knowledge  of  and  commitment  to  the  public's,  telecommunications  indus- 
try's, and  law  enforcement's  concerns,  as  reflected  in  S.  2375/H.R.  4922  (the  "Leahy/ 
Edwards  bill"),  has  made  progress  possible  on  a  number  of  issues  that  few  thought 
could  be  made.  They  have  worked  diligently  to  try  to  balance  the  many  competing 
law  enforcement,  privacy,  and  technological  concerns  that  are  raised  by  law  enforce- 
ment's wiretapping  needs. 

AT&T's  interest  in  the  Leahy/Edwards  bill  arises  from  the  many  roles  we  have 
in  the  telecommunications  industry.  One  is  as  a  provider  of  telecommunication  serv- 
ices which  are  subject  to  wiretap  orders.  Another  is  as  the  manufacturer  of  the  lit- 
erally thousands  of  switches  used  by  a  variety  of  telecommunication  service  provid- 
ers, including  the  local  exchange  companies  and  cellular  service  providers,  which 
will  have  to  be  retrofitted  to  meet  the  bill's  requirements. 

Finally,  as  a  company  that  relies  on  its  good  name  and  customers'  trust,  AT&T 
is  deeply  concerned  about  this  bill  and  its  effect  on  our  customers'  privacy  rights 
and  expectations.  AT&T  has  always  worked  to  cooperate  with  law  enforcement  in 
a  manner  that  is  consistent  with  the  law  and  the  rights  and  expectations  of  our  cus- 
tomers. AT&T  beUeves  that  our  record  on  both  of  tinese  matters  is  one  of  which  we 
can  be  proud — ^AT&T  has  a  strong  record  of  protecting  its  customers'  privacy  and 
is  not  aware  of  any  failvire  on  our  part  of  to  satisfy  any  authorized  law  enforcement 
request. 

AT&T  has  also  been  an  active  participant  in  the  Electronic  Communications  Serv- 
ices Provider  Committee  ("ECSPC")  since  its  inception,  devoting  considerable  time 
and  resources  to  it.  ECSPC  was  formed  specifically  to  address  and  resolve  law  en- 
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forcement's  concerns  and,  despite  the  FBI's  criticisms  of  its  results  to  date,  AT&T 
believes  that  ECSPC  has  proven  to  have  had  considerable  merit  in  addressing  law 
enforcement's  concerns.  In  fact,  all  parties,  including  the  FBI,  acknowledge  the  need 
for  and  usefulness  of  ECSPC  and  it  has  served  as  the  model  for  cooperation  that 
is  established  by  the  bill. 

It  is  important  to  note  that  law  enforcement's  ability  to  implement  wiretaps, 
though  vitally  important,  is  not  the  only  public  policy  issue  affected  by  this  legisla- 
tion. The  core  of  this  bill — ^how  limited  resources  (both  financial  and  technical)  are 
to  be  deployed  in  the  telecommunications  industry — ^is  also  'at  the  core  of  the  Na- 
tional Information  Infrastructiu*e  ("Nil").  The  public,  Congress,  and  the  Administra- 
tion have  aU  recognized  the  importance  of  the  Nil  to  virtually  every  aspect  of  life 
and  the  U.S.  economy — education,  medicine,  job  creation,  and  improved  communica- 
tion for  consxuners  and  businesses. 

The  cornerstone  of  the  Nil  is  the  telecommunications  industry  and  its  deployment 
of  the  greatest  number  of  services  as  quicklv  as  possible  at  the  lowest  possible  cost. 

These  are  tremendous  demands  and  are  being  made  at  a  time  when  competition 
in  the  telecommunications  industry  is  forcing  carriers,  to  be  more  and  more  con- 
scious of  costs  and  how  best  to  deploy  limited  financial  and  technological  resovu-ces. 
AT&T  wovild  therefore  urge  the  Subcommittees  to  continue  to  narrow  and  clarify 
the  bill's  language  so  that  it  achieves  its  stated  purpose  without  needlessly  slowing 
the  deployment  of  telecommunications  services  and  tiie  advancement  of  the  NIL 

NEEDED  CLARIFICATIONS 

AT&T  has  been  encouraged  by  the  progress  that  has  been  made  between  industry 
and  law  enforcement  during  the  past  few  months  towards  narrowing  the  scope  of 
the  legislation.  Several  issues  remain,  most  of  which  AT&T  hopes  can  be  worked 
out  as  part  of  the  legislative  process  and  with  the  agreement  of  all  involved. 

There  remain,  however,  two  very  critical  issues  which  have  yet  to  be  sufficiently 
resolved  in  the  bill.  AT&T  believes  that  the  failiire  to  clarify  these  issues  could  have 
a  chilling  effect  on  the  development  and  deployment  of  new  services  and  that  they 
need  to  be  resolved.  These  issues,  more  fully  described  below,  are  (1)  will  law  en- 
forcement compensate  carriers  for  the  full  cost  of  compliance  with  the  bill's  require- 
ments, particularly  those  needed  to  retrofit  existing  services,  and  (2)  under  what  cir- 
cumstances will  carriers  be  able  to  deploy  new  services  that  do  not  meet  the  require- 
ments of  the  bill. 

It  is  essential  to  industry  that  the  government  pay  the  full  cost  of  compliance  with 
the  bill's  requirements,  especially  those  needed  to  retrofit  existing  services,  for  a 
nvunber  of  reasons,  including: 

•  It  will  reqviire  law  enforcement  to  focus  on  what  they  actusdly  require  to  accom- 
plish their  legitimate  needs  thereby  freeing  resources  they  do  not  actually  re- 
qxiire  for  other  purposes. 

•  It  will  provide  an  essential  mechanism  for  Congress  to  control  both  the  costs 
and  level  of  law  enforcement  involvement  in  the  development  of  new  services. 

•  It  will  ensure  that  the  fewest  taxpayer  dollars  are  spent  to  address  legitimate 
law  enforcement  concerns. 

•  It  will  minimize  the  competitive  disadvantage  that  cfirriers  covered  by  the  bill 
will  face  from  persons  not  covered  by  the  bill. 

Law  enforcement,  as  represented  by  the  FBI,  has  repeatedly  indicated  their  inten- 
tion to  compensate  carriers  for  the  full  cost  of  retrofitting  their  existing  services  and 
for  meeting  law  enforcement's  ongoing  capacity  requirements.  This  intention  is  not, 
however,  fully  reflected  in  the  proposed  bUl.  Instead,  the  bill  states  that  the  Attor- 
ney General  will  pay  all  retrofit  costs,  but  it  only  appropriates  $500  million  towards 
such  costs — a  nvunber  virtually  all  agree  is  significantly  less  than  the  amount  need- 
ed to  fund  all  of  the  capability  and  capacity  costs  generated  by  the  bill's  require- 
ments. The  bill  indicates  that  tiie  lack  of  funding  can  be  considered  by  a  court  when 
determining  whether  compliance  is  reasonable,  but  such  lack  of  funding  does  not 
rise  to  the  level  of  an  absolute  defense.  This  leaves  carriers  with  the  obligation  to 
meet  all  of  the  bill's  reqvurements,  but  with  no  guaranteed  access  to  the  funding 
law  enforcement  has  agreed  to  provide. 

AT&T  strongly  urges  the  Subcommittees  to  clarify  the  bill  to  reflect  law  enforce- 
ment's clearly  stated  intention  to  fund  all  of  the  retrofitting  and  capacity  costs.  This 
could  be  accomplished  in  the  bill  eitiher  by  clearly  stating  that  if  tiie  government 
does  not  compensate  a  carrier  to  retrofit  certain  services  or  switches,  such  carrier 
shall  not  be  required  to  meet  the  bill's  requirements  with  respect  to  those  services 
or  switches,  or  by  appropriating  the  full  amount  needed. 
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With  respect  to  the  other  costs  of  compliance  (e.g.,  the  cost  of  the  research  and 
development  needed  to  build  intercept  capability  into  new  services),  the  FBI  has  in- 
dicated that  they  will  be  di  minimis  ana  can  therefore  be  easily  borne  by  the  car- 
riers. Whether  such  costs  are  or  will  remain  di  minimis  over  time  is,  however,  sim- 
ply impossible  to  predict.  AT&T  would  therefore  respectfully  ask  tiiat  the  Sub- 
committees include  a  clear  mechanism  in  the  bill  by  which  carriers  can  be  com- 
pensated for  the  costs  of  their  ongoing  compliance  with  the  bill's  requirements  if 
such  costs  prove  to  be  more  than  di  minimis. 

The  other  area  that  needs  clarification  is  the  section  that  outlines  the  cir- 
cumstances under  which  carriers  can  deploy  services  that  do  not  meet  the  bill's  re- 
quirements. Sections  2602  and  2607(c)  of  the  bill  indicate  that  a  carrier  could  deploy 
such  a  service  if  "(1)  alternate  technologies  or  capabilities  or  capabilities  or  the  fa- 
cilities are  not  reasonably  available  to  law  enforcement  for  implementing  the  inter- 
ception of  communications  or  access  to  call  identifying  information;  and  (2)  compli- 
ance with  the  requirements  of  this  chapter  is  reasonably  achievable  through  the  ap- 
plication of  available  technology  to  the  feature  or  service  at  issue  or  would  have 
been  reasonably  achievable  if  tmiely  action  had  been  taken."  (emphasis  added) 

Simply  put,  this  language  does  not  provide  clear  enough  direction  for  a  court  as 
to  how  it  should  decide  the  question  of  when  a  service  mat  has  an  "wiretap  prob- 
lem" can  be  deployed.  Without  such  clarity  and  direction,  it  is  impossible  to  predict 
how  a  court  would  rule  on  such  an  issue.  This  unpredictability,  in  turn,  covild  have 
a  chilling  effect  on  the  development  and  introduction  of  new  services. 

The  simple  reality  is  that,  the  less  clear  this  section  is.  the  more  unwilling  a  car- 
rier will  be  to  allocate  increasingly  limited  resources  to  the  development  of  a  service 
or  featvire  that  may  have  an  a  wiretap  problem.  Before  it  can  pruoently  invest  thou- 
sands, and  perhaps  millions,  of  dollars  on  a  new  service,  a  carrier  must  be  able  to 
plan  and  know  whether  it  can  be  introduced.  This  'T)ottom  line"  should  be  clear 
without  a  carrier  having  to  go  through  the  costly  and  time-consuming  stages  antici- 
pated by  the  bill — resesu-ch  and  development,  working  with  standards  setting  bodies, 
and  a  rulemaking  procedure  at  the  FCC — or  risking  court  action. 

The  section-by-section  analysis  that  accompanied  the  bill  gives  some  guidance  on 
the  drafters'  intent  on  this  issue.  It  states, 

"Of  necessity,  a  determination  of  'reasonably  available'  will  involve  a  con- 
sideration of  economic  factors.  This  limitation  is  intended  to  excuse  a  fail- 
ure to  comply  with  the  capability  reqxiirements  or  capacity  notices  where 
the  total  cost  of  compliance  is  wholly  out  of  proportion  to  the  usefulness  of 
achieving  compliance  for  a  partioilar  type  or  category  of  services  or  fea- 
tures. This  subsection  recognizes  that,  in  certain  circumstances,  tele- 
communications carriers  may  deploy  featiires  or  services  even  though  they 
are  not  in  compliance  with  the  requirements  of  the  Act."  Sectional  Sum- 
mary, p.  7-8. 

This  language  is  an  important  first  step,  but  further  guidance  is  needed  in  the 
bill  itself.  Th\is,  AT&T  would  again  urge  the  Subcommittees  to  clarify  this  crucial 
issue  in  the  language  of  the  bill  to  indicate  clearly  that  features  and  services  may 
be  deployed  when  the  cost  of  achieving  compliance  with  the  bill's  reqiiirements  ex- 
ceeds the  commercial  usefulness  of  the  service  or  feature  in  question. 

OBLIGATIONS  OF  MANUTACTURERS 

The  bill  imposes  an  obligation  on  manufacturers  to  provide  carriers  with  the 
modifications  they  need  to  comply  with  the  bill's  requirements  on  a  reasonably  time- 
fy  basis.  The  bill  also  provides  that  manufacturers  will  be  paid  a  reasonable  charge 
for  such  work,  correctly  recognizing  that  manufacturers,  unlike  the  carrier  which 
can  recover  the  costs  of  its  compliance  with  the  bill  from  the  government  or  its  rate- 
payers, have  only  one  source  for  compensation  for  such  costs:  its  customers,  the  car- 
riers. 

In  addition,  the  requirements  imposed  on  manufactiirers  by  the  bill  mirrors  what 
manufacturers  already  do  for  their  customers  today:  consult  with  them  and  provide 
such  services  and  features  they  request.  These  obligations,  therefore,  are  in  addition 
to  those  already  imposed  on  manufacturers  by  the  carriers  under  the  contract  they 
will  siirely  have  for  the  type  of  eqviipment  (switching  and  transmission  equipment) 
covered  by  this  bill. 

Thus,  manufacturers  will  subject  to  both  a  double  set  of  obligations  with  respect 
to  interception  capabilities — if  a  customer  asks  AT&T  to  build  intercept  capability 
into  its  services  and  AT&T  fails  to  so  in  accordance  with  the  terms  of  its  contract, 
it  risks  covirt  action  under  this  bUl  and  a  very  costly  breach  of  contract  suit.  Given 
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this  double  obligation,  AT&T  respectfully  asks  that  Congress  not  impose  any  addi- 
tional obligations,  financial  or  legal,  on  manufacturers. 

FBI  reporting  obligations 

Finally,  the  bill  imposes  substantial  obligations  on  the  telecommunications  indxis- 
try.  It  is  important,  as  noted  above,  that  these  obligations  not  be  imposed  unneces- 
sarily. To  help  ensiire  this,  AT&T  would  encoiirage  the  Subcommittees  to  include 
a  reqviirement  that  law  enforcement  provide  Congress  with  an  annual  report  on  its 
interception-related  and  interception-affecting  capabilities.  In  this  way.  Congress 
could  maintain  oversight  over  these  issues,  while  at  the  same  time  minimizing  the 
costs  to  the  telecommunications  industry  and,  ultimately,  the  consxuner. 

In  conclusion,  AT&T  would  like  to  again  thank  Senator  Leahy  and  Congressman 
Edwards  for  their  leadership  and  efforts.  AT&T  looks  forward  to  working  with  you 
and  your  staff  through  the  legislative  process  in  efforts  to  improve  and  clarify  the 
bill  and  to  fashion  legislation  which  will  best  address  the  legitimate  needs  of  law 
enforcement,  while  protecting  the  customer's  privacy  and  the  telecommunications  in- 
dxistry  ability  to  sp^d  the  deployment  of  new  services. 


Statement  of  MCI  Communications  Corporation 

MCI  welcomes  this  opportunity  to  express  its  views  on  the  recently  introduced 
"digital  telephony"  legislation. 

MCI  recognizes  that  8.  2375  and  H.R  4922  represent  substantial  improvements 
over  the  FBFs  proposals  and  we  commend  Senator  Leahy,  Congressman  Edwards, 
and  their  staffs  for  their  leadership  in  achieving  these  improvements.  In  particular, 
we  support  the  limitations  contained  in  the  legislation  that  exempt  interexchange 
carriers  to  the  extent  that  their  facilities  merely  interconnect  two  other  carriers. 

MCI  has  several  concerns  about  the  legislation  that  make  it  fall  short  of  a  bill 
that  we  could  support  at  this  time.  Under  the  proposed  legislation,  the  government 
commits  to  pay  indefinitely  for  costs  incurred  by  industry  in  increasing  the  surveil- 
lance capacity  of  the  networks.  We  believe  that  the  government  should  also  commit 
to  pay  indefinitely  for  costs  incurred  in  increasing  the  networks'  surveillance  capa- 
bility. Out  main  concern  is  that  this  legislation  will  result  in  the  enactment  of  a 
largely  vmder-funded  mandate.  The  legislation  should  ensure  that  telecommuni- 
cations carriers  not  be  subject  to  the  new  surveillance  requirements  xinless  the  gov- 
ernment pays  for  the  modifications  to  facilities  and  services  needed  to  comply. 

Thus,  MCI  strongly  supports  the  Digital  Privacy  and  Security  Working  Group's 
proposal  to  amend  the  bUl  to  clfuify  the  link  between  compliance  obligations  and 
reimbursement  of  costs.  Under  this  "pay-as-you-go"  approach,  telecommunications 
cfirriers  would  be  required  to  comply  with  the  new  law's  provisions  only  to  the  ex- 
tent that  they  have  been  reimbursed  by  the  federal  government.  This,  in  turn,  will 
help  prevent  unnecessary  modifications  that  may  otiierwise  be  required  to  permit 
digital  surveillance. 

MCFs  interest  in  digital  telephony  legislation 

Pursuant  to  the  existing  requirements  of  section  2518(4)  of  Title  18,  United  States 
Code,  which  directs  carriers  and  others  to  furnish  all  information,  facilities,  and 
technical  assistance  necessary  to  accomplish  an  authorized  interception,  MCI  al- 
ready cooperates  extensively  with  law  enjforcement  in  conducting  electronic  surveil- 
lance. Furthermore,  MCI  has  actively  participated  in  the  on-going  dialogue  between 
industry  and  law  enforcement  conducted  within  the  Electronic  Communications 
Service  Providers  Committee  sponsored  by  the  Alliance  for  Telecommunications  In- 
dustry Solutions. 

MCI  has  a  direct  and  material  interest  in  this  legislation,  which  would  com- 
pliment the  existing  requirements  of  section  2518(4).  While  the  local  exchange  net- 
works may  bear  the  primary  responsibility  for  complying  with  the  new  reqxiire- 
ments,  the  interexchange  networks  remain  subject  to  the  bill's  provisions.  This  rec- 
ognizes that  there  exist  services  for  which  surveillance  points  cannot  be  identified 
in  the  local  exchange  network. 

Furthermore,  while  we  know  of  no  reports  of  unsuccessful  attempts  to  conduct  au- 
thorized surveillance  on  interexchange  networks,  MCFs  business  ventxires  will  in- 
creasingly take  it  into  the  wireless  and  the  competitive  local  exchange  lines  of  busi- 
ness. It  is  in  these  areas  where  the  majority  of  incidences  of  surveillance  have  tradi- 
tionally occurred.  Therefore,  this  legislation's  requirements  are  significant  to  MCFs 
present  and  future  activities. 
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GOVERNMENTAL  PAYMENT  AS  A  PREREQUISITE  TO  MODIFYING  TELECOMMUNICATIONS 

FACILITIES 

S.  2375  and  H.R.  4922  wovild  authorize  $500  million  to  be  spent  by  the  Attorney 
General  in  reimbursing  telecommunications  carriers  for  bringing  their  networks  into 
compliance  with  the  bill. 

At  the  outset,  MCI  is  very  concerned  that  the  costs  estimates  that  have  been  cited 
are  based  on  sxirveillance  obUgations  that  are  not  clearly  stated  in  the  legislation. 
These  requirements  will  be  refined  by  the  industry  standards  process  and  by  the 
FCC.  Even  when  the  obligations  are  reasonably  denned,  it  will  take  time  for  indus- 
try to  identify  the  technological  alternatives  that  will  satisfy  those  requirements 
across  the  various  services.  Therefore,  it  is  difficvilt  for  individual  entities  to  assess 
the  ultimate  financial  impact  to  their  business  operations  and,  eventually,  the  rate- 
payer. 

As  has  been  stated  by  USTA,  CTIA,  GAO,  and  others,  the  true  extent  of  the  costs 
associated  with  developing  and  deploying  the  modifications  necessary  to  existing  fa- 
cilities to  satisfy  the  bill's  surveillance  requirements  is  not  known.  While  the  FBI 
contends  that  $500  million  will  be  sufficient  to  cover  all  reasonable  industry  ex- 
penses associated  with  this  bill,  even  Director  Freeh  testified  in  March  of  1994  that 
compliance  costs  could  run  to  $1.5  billion.  Industry  estimates  put  compliance  costs 
at  $3  billion  or  more.  As  the  law  enforcement  agencies'  (LEAs')  requirements  and 
industry  discussions  evolve,  a  clearer  picture  of  the  actual  costs  should  evolve.  MCI 
urges  Congress  to  delay  compliance  dates  until  the  actufd  reqxiirements  as  well  as 
the  means  to  implement  those  requirements  are  known. 

Clearly  it  is  in  the  interest  of  all  parties  to  do  what  is  best  for  the  countiy  at 
large.  A  poll  reported  in  Time  magazine  earlier  this  year  found  that  "two-thirds  of 
Americans  said  that  it  was  more  important  to  protect  privacy  of  phone  calls  than 
to  preserve  the  ability  of  the  police  to  conduct  wiretaps.  Thus,  Congress  should  as- 
sure the  voting  public  that  any  measures  enacted  will  continue  to  protect  their 
rights  to  privacy,  spend  their  tax  dollars  prudently,  and  not  create  hidden  costs  by 
smfiing  surveillance  costs  to  carriers  who  will  ultimately  pass  them  on  to  their  cus- 
tomers. 

The  FBI  insists  that  $500  million  will  suffice  to  modify  the  nation's  networks  to 

Eermit  necessary  electronic  surveillance.  What  happens,  however,  if  the  $500  mil- 
on  (or  whatever  lesser  amount  is  actually  appropriated)  fails  to  cover  the  costs  of 
complying  with  the  government's  requirements?  FLequiring  pa3anents  as  a  condition 
of  modifying  facilities  to  comply  with  the  bill's  surveillance  requirements  would  have 
several  advantages  compared  to  enacting  a  largely  under-funded  mandate: 

1)  Efficiency:  Budgetary  constraints  can  prevent  the  deployment  of  unnecessary 
surveillance  capability.  Only  the  discipline  of  tying  capabihty  to  funding  limi- 
tations will  ensure  that  law  enforcement  allocates  limited  resources  in  the 
most  efficient  manner  to  obtain  surveillance  capabilities  and  capacities  when 
and  where  they  are  needed  most  without  burdening  industry  and,  more  im- 
portantly, other  customers  with  needless  costs  and  delays  in  access  to  innova- 
tive service  offerings. 

2)  Equity:  Taxpayers,  not  ratepayers  or  shareholders,  should  bear  the  cost  of  a 
public  good — the  greater  availability  of  this  investigative  tool.  Limiting  obliga- 
tions to  the  extent  of  government  reimbursement  spreads  the  cost  of  surveil- 
lance feature  ("a  pubhc  good")  over  the  entire  public  as  opposed  to  having 
common  carrier  customers  "subsidize"  improvement  of  the  rest  of  the  public's 
safety. 

3)  Oversight:  The  federal  government  should  not  hide  its  electronic  surveillance 
expenditures  fi-om  pubhc  scrutiny.  Mandating  electronic  surveillance  without 
a  corresponding  funding  requirement  will  distribute  costs  over  the  customers 
and  shareholders  of  common  carriers  without  any  visibility  to  the  "public"  on 
whose  behalf  the  costs  are  being  incurred  or  to  their  representatives  in  gov- 
ernment. On  the  other  hand,  direct  payment  by  the  government,  using  funds 
appropriated  by  the  Congress,  will  encourage  and  facilitate  congressiontil 
oversight. 

4)  Cooperation:  To  date,  law  enforcement  and  the  intelligence  community  have 
had  a  very  close,  cooperative  relationship  with  common  ceirriers.  While  man- 
dated to  provide  "technical  assistance,"  carriers  have  gone  out  far  beyond  the 
letter  of  that  requirement  to  accommodate  the  needs  of  the  government  in 
this  area.  Imposing  onerous  requirements  on  industiy  without  funding  need- 
lessly jeoparmzes  the  heretofore  positive  and  productive  relationship  between 
industry  and  law  enforcement. 
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The  cost  of  this  surveillance  technology  to  industry  does  not  end  with  its  deploy- 
ment. The  legislation  also  should  commit  the  government  to  paying  for  operating 
and  maintaining  these  government-imposed  capabilities.  If  futvu-e  needs  warrant 
surveillance  of  services  not  covered  by  the  legislation  at  this  time,  carriers  should 
be  funded  regardless  of  the  time  elapsed  since  passage  of  a  bill.  Indeed,  the  govern- 
ment's obligation  to  reimburse  should  extend  indefinitely,  not  end  after  four  or  six 
years.  The  same  linkage  between  reimbursement  and  compUance  in  the  first  four 
years  shovdd  be  applied  to  capability  requirements  in  later  years. 

While  we  support  the  "pay-as-you-go  approach  and  the  concomitant  need  to  allo- 
cate funds  on  a  priority  basis,  we  note  that  different  carriers  will  still  need  funds 
for  infrastructure  enhancements  to  meet  the  new  obligations  even  if  the  surveillance 
capability  is  not  used  everywhere.  Therefore,  the  funds  need  to  be  carefully  and  fair- 
ly distributed. 

To  protect  the  public  and  industry  from  unreasonable  governmental  demands,  the 
lack  of  appropriated  funds  sufficient  to  reimburse  telecommunications  carriers  for 
modifications  and  other  costs  required  by  the  bill  should  be  a  complete  defense  to 
any  claims  of  noncompliance. 

NEW  ENTRANTS 

We  also  call  to  your  attention  that  new  entrants  in  the  carrier  market  must  be 
assured  equal  funding  treatment.  Without  equitable  funding,  it  will  not  be  possible 
for  those  new  entrants  to  compete  fairly  against  established  carriers  that  were 
granted  government  funding  to  develop  and  unplement  their  surveillance  capabili- 
ties. Also,  government  funds  shovild  not  be  made  available  for  carriers  to  modernize 
network  elements  which  should  have  been  otherwise  upgraded.  As  noted  by  GAO 
at  page  7  of  its  August  11,  1994  report,  the  government  shovild  not  pay  for  "a  switch 
replacement  that  is  needed  to  meet  a  capacity  requirement  [if  it]  coincide[s]  with 
a  switch  replacement  [needed]  to  meet  a  carriei^s  business  needs." 

CONCLUSION 

In  summary,  MCI  is  firmly  convinced  that  choosing  the  correct  funding  mecha- 
nism is  the  key  to  achieving  the  objectives  of  the  bill  most  efficiently  in  the  overall 
public  interest.  The  government  should  pay  for  what  it  demands.  Telecommuni- 
cations carriers  should  be  required  to  comply  with  the  new  law's  provisions  only  to 
the  extent  that  they  have  been  reimbursed  by  the  federal  government.  This  ap- 
proach will  help  ensure  that  the  LEAs'  and  the  public  they  serve  receive  the  opti- 
mum results  per  dollar  spent. 


Statement  of  David  A.  Banisar,  Esq.,  on  Behalf  of  the  Electronic  Privacy 

Information  Center 

increase  in  electronic  surveillance  in  1993 

Fueled  by  an  increased  use  of  electronic  surveillance  by  federal  officials  in  drug 
cases,  the  niunber  of  wiretaps  and  microphones  installed  by  federal,  state  and  local 
law  enforcement  officials  increased  by  6  percent  in  1993  over  the  previous  year. 
There  were  also  substantial  increases  in  the  total  nvunber  of  days  in  operation,  ex- 
tensions granted  and  the  cost  of  each  siirveillance  order. 

Federal  and  state  courts  approved  a  total  of  979  requests,  the  highest  niunber 
since  electronic  surveillance  was  legalized  in  1968.  Federal  orders  increased  by  33 
percent  fi'om  1992,  while  state  investigations  decreased  by  9  percent.  No  requests 
were  rejected  or  amended.  In  25  years,  only  27  requests  have  ever  been  rejected, 
two  most  recently  in  1988. 

Narcotics  main  offense  cited 

The  vast  msg'ority  of  cases  investigated  listed  narcotics  as  the  primary  offense. 
Seventy-four  percent  of  the  federal  investigations  and  69  percent  of  all  mvestiga- 
tions  were  for  narcotics.  Racketeeriiig  accounted  for  ten  percent  of  orders  and  gam- 
bling for  nine  percent.  Homicide  andassaiilts  accounted  for  6  federal  cases  and  28 
total  cases.  Larceny  and  theft  accounted  for  13  cases,  loan  sharking,  usiiry  and  ex- 
tortion for  nine  more.  There  was  only  one  case  each  involving  kidnapping  and  brib- 
ery. 48  cases  were  categorized  as  "other."  The  figures  continue  long-standing  trends. 
Use  of  electronic  surveillance  in  narcotics  cases  has  increased  240  percent  since 
1980  and  over  500  percent  since  the  legalization  of  electronic  surveillance  in  1968. 
Other  offenses  have  decreased  or  remained  at  similar  levels. 
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Federal  use  increase 

Federal  investigations  accounted  for  nearly  half  of  all  recjuests  for  electronic  sur- 
veillance in  1993.  450  requests  were  approved  by  Federal  judges,  a  30  percent  in- 
crease in  requests  over  1992.  The  450  requests  approved  by  federal  judges  represent 
a  30  percent  increase  over  1992.  Federal  use  of  electronic  svirveillance  has  increased 
nearly  450  percent  since  1980.  51  federal  judicial  districts  utilized  electronic  surveil- 
lance in  1993.  The  Southern  District  of  New  York,  which  includes  New  York  City, 
and  the  Eastern  District  of  Michigan,  which  includes  Detroit  were  the  areas  with 
the  highest  number  of  orders. 

State  use  of  electronic  surveillance  declines 

State  use  of  electronic  svu^^eillance  declined  from  1992  to  526  orders,  a  decrease 
of  nine  percent.  State  use  was  at  its  peak  in  1973,  when  734  orders  were  approved. 
Since  the  mid-1970's,  average  number  of  state  orders  has  fluctuated  between  450 
and  550  per  year. 

In  1993,  only  23  states  used  electronic  surveillance.  New  York  had  the  highest 
nvunber  of  orders — 204.73  percent  of  state  orders  were  in  New  York,  New  Jersey 
and  Pennsylvania. 

Total  days  in  use  increases  substantially 

The  total  use  of  electronic  svuveillance  methods  increased  in  1994.  Taps  and  bugs, 
on  average,  are  in  operation  far  longer  overall  There  was  a  substantial  increase  in 
the  total  number  of  days  in  which  surveillance  was  in  reported  in  operation.  The 
total  number  of  days  lumped  22  percent  over  1992  to  a  total  of  39,819  total  days. 
Since  1980,  there  has  been  a  nearly  400  percent  increase  in  the  number  of  days  that 
svu^eillance  devices  have  been  in  operation.  Federal  orders  accounted  for  56  percent 
of  the  days. 

Requests  for  extensions  have  also  increased  substantially.  The  total  number  of  ex- 
tension requests  granted  for  existing  has  surveillance  increased  27.7  percent  over 
1992  to  825  total.  Since  1980  there  has  been  a  400  percent  increase  in  the  number 
of  extensions  granted.  Each  extension  was  conducted  for  an  average  of  29  days. 

Costs  increase  substantially 

The  average  cost  of  each  electronic  surveillance  order  rose  sharply  in  1993.  The 
average  costs  increased  by  23  percent  over  1992,  up  to  an  average  of  $57,000  per 
order.  Federal  orders  were  more  expensive,  each  costing  an  average  of  $66,323.  The 
total  cost  in  1993  for  electronic  surveillance  was  an  estimated  $55  million  dollars. 
Since  1970,  the  average  cost  per  order  has  increased  1,100  percent. 

Efficiency  declines 

As  the  use  of  electronic  surveillance  has  increased,  its  efficiency  as  a  law  enforce- 
ment tool  has  substantially  declined.  The  vast  majority  of  conversations  overhead 
are  determined  by  the  prosecutors  to  be  irrelevant  to  any  investigation.  In  1993, 

firosecutors  determined  that  only  20  percent  of  all  conversations  were  relevant.  For 
ederal  investigations,  onlv  17  percent  were  relevant.  These  percentages  have  been 
rapidly  decreasing  since  the  1970's  when  prosecutors  reported  that  on  average  over 
half  of  all  conversations  were  relevant. 

Prosecutors  reported  that,  on  average,  100  different  individuals'  conversations 
were  intercepted  per  order.  Of  the  nearly  100,000  people  whose  conversations  were 
intercepted,  2,400  were  reported  in  1993  to  have  been  arrested  with  the  assistance 
of  electronic  surveillance. 
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Total  Extentions  Granted  1968-1993 
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Average  Number  of  People  Intercepted  Per  Title  III  Intercept  1968-1993 
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While  the  FBI 
proposal  is  described  as 

relating  to  "digital 
telephony,"  it  actually 
applies  to  all  forms  of 

communication, 

including  all  computer 

networks. 


Executive  Suttimary 

Although  the  FBI  has  characterized  its  pro/vscd  'Digital  Telephony"  Irgnlation  as 
relating  to  the  preserxiation  of  gowrnmenl's  ahilit\/  to  engage  in  authorned  wiretap- 
ping, the  proposal acluatl]^  requires  lliat  all  communications  and  computer  systems  be 
designed  to  facilitate  interception  of  private  messages,  on  a  concurrent  and  remote 
ba<is  —  thus  imposing  ncu>  engineering  standards  that  go  far  beyond  any  existing  law. 
As  currently  drafted,  the  proposal  would  impose  sub'.tantial  costs  and  create  signifi- 
cant uncertainties, despitetheabst'nceofanyclearshowing  that  the  proposed  measures 
uviild  be  either  effective  or  necessary.  In  addition,  the  proposal  raises  serio'is  security 
a'ld  priiKicy  concerns. 

Beginning  in  1991,  the  FBI  expressed  concern  that  technological  changes  occur- 
ring in  the  telecommunications  industry  might  have  an  adverse  effect  on  the  ability  of 
law  enforcement  officials  to  conduct  lawful,  authorized  wiretapping.  For  example,  the 
FBI  raised  questions  about  its  ability  to  extract  individual  telephone  calls  from 
multiplexed  signals  sent  over  light  fibers  using  new  digital  protocols.  Various  FBI 
propxKals  have  generated  concern  on  the  part  of  industry  that  the  security  and  prii<acy 
of  electronic  communications  and  computer  systems  might  be  weakened  and  that  the 
competitiveness  or  technical  advancement  of  various  systems  might  be  undercut.  No 
one  in  industry  challenges  the  FBVs  right  fo  cooperation  in  seeking  to  implement 
wiretaps  or  disagrees  with  the  proposition  that  law  enforcement  officials  need  commu- 
nications interception  tools  to  do  their  vital  job.  The  communications  industry, 
netuvrk  users  and  public  interest  groups  are  concerned  with  the  sweep  of  the  FBFs 
draft  proposal  and  the  potential  uncertainties  and  costs  it  would  impose. 

Although  the  FBI  proposal  is  described  as  relating  to  "digital  telephony,"  i* 
actually  applies  toall  forms  (^communication,  including  all  computer  networks.  The 
proposal  requires  that  equipment  be  designed  to  give  access  to  communications  on  a 
"concurrent'  basis,  regardless  of  the  mobility  of  a  target,  in  isolation  from  messages 
being  exchanged  by  any  other  persons.  These  requests  may  have  complex  and  differing 
application  in  different  contexts,  but  tliey  ivould  certainly  introduce  additional  costs 
and  uncertainties  for  both  equipment  manufacturersand  everyone  whooffers  messag- 
ing service  to  others.  These  days,  the  list  of  those  covered  by  the  proposal  ("providers 
of  electronic  communications  services"  and  "PBX  owners")  includes  just  about 
everyone.  Because  the  wiretap  statute  was  written  to  protect  the  privacy  of  a  broad 
'  range  of  communications  types,  and  because  of  the  growing  interdependence  and 
I  intermixing  of  all  forms  of  communications,  the  statutory  language  of  the  FBI  proposal 
\  could  turn  out  to  require  redesign  or  expensive  alteration  of: 

•  public  electronic  mail  systems,  like  those  offered  by  MCI,  AT&T  and 
others; 

•  all  telephone  suritches  artd  the  equipment  used  by  long  distance  carriers: 

•  software  used  by  online  information  services  like  Prodigy,  GEnie,  Com- 
puServe, America  Online  and  many  others; 

•  local  area  networks,  linking  all  kinds  of  computers,  operated  by  small 
businesses,  colleges  and  universities  and  other  organizations,  including 
links  into  these  systems  from  homes  and  offices; 

•  PBXs  owned  by  small  and  large  businesses: 

•  high  speed  networks  connecting  toorkstations  wtth  mainframes  and 
supercomputers,  as  well  as  those  carrying  traffic  across  the  "Internet;" 

•  radio-based  and  cellular  communications  systems,  including  pocket  tele- 
phones and  computers  with  radio-based  modems; 

•  the  thousands  ofpersorutl  computers  owned  by  businesses, hobbyists,  local 
goxxmments,  and  political  organizations  that  communicate  with  others 
via  computer  bulletin  boards; 

•  private  metropolitan  wide  area  communications  systems  used  by  bu5i- 
nesses  such  as  large  banks; 

•  satellite  uplink  and  downlink  equipment  supporting  radio  and  television 
transmissions  and  other  communications-  and 
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•  air-lo-ground  ttfuipment  serving  general  avitlion  and  commeicial  air- 
craft. 

The  United  Stales  is  becoming  an  information  economy.  Imposing  mandatory  system 
design  requirements  on  those  involved  in  the  transfer  of  information  has  an  impact  on 
large  numbers  of  people  and  most  sectors  of  the  economy. 

There  is  no  doubt  that  evolving  tedinologies  will  challenge  law  enforcement 
trials  and  industry  alike.  We  need  effective  Utw  enforcement  tools,  as  well  as 
appropriate  levels  of  privacy  and  security  in  communications  and  computer  systems. 
Thegoals  underlying  the  FBI  proposal  are  validand  important  ones.  But  they  may  well 
be  best  achieved  without  additional  legi^tion.  Industry  has  historically  cooperated 
with  law  enforcement  and  is  presently  engaged  in  ongoing  discussions  to  identify 
specific  problems  and  concrete  solutions.  This  cooperative  process  will  lead  to  needed 
exchanges  of  technical  information,  better  understanding  on  all  sides  of  the  real  policy 
issues,  and  better,  more  cost-effective  solutions.  Congress  should  reject  the  FBI 
proposal  and  encourage  continuing  discussions  that  will  lead  to  more  specific  identi- 
fication of  any  problems  and  to  more  concrete,  cost-effective  salutiam. 


The  Digital  Telephony  Report 

Introduction:  What  Is  Proposed? 

The  most  recent  FBI  proposal  imposes  obligations  to  provide  various  generic 
interception  'capabilities  and  capadties"  and  empowers  the  Attorney  Gen- 
eral to  grant  exemptioits,  after  consultation  with  the  Federal  Communications 
Commission,  the  Department  of  Commerce  and  the  Snwll  Business  AdmiiUs- 
tration.  Any  person  who  man>ifactures  equipment  or  provides  a  service  that 
does  not  comply  with  the  broad  and  vague  requirements  of  the  proposed 
sUtute  would  be  subject  to  a  dvil  penalty  of  $10,000  per  day. 

How  Serious  Is  the  Problem? 

The  predicate  for  the  FBI  proposal  is  that  advaiKes  in  technology  have  made 
it  more  difficvilt  for  the  government  to  intercept  particular  telephone  conver- 
sations in  the  course  of  legally-authorized  wiretapping.  There  have  been  few 
actual  problems,  historically,  in  executing  authorized  wiretaps.  None  have 
stemmed  from  characteristics  of  commuiucations  equipment  design  (as  dis- 
tinct from  limitations  in  equipment  capadty).  On  the  other  hand,  it  is  dear  that 
changes  in  the  technologies  used  for  communications  will  reqtiire  the  FBI  (and 
thecommiuucations  industry  asa  whole)  to  use  new  techniques  and  to  acquire 
additional  equipment  aitd  sUDs.  Some  developments,  such  as  encryption, 
may  make  interception  (or,  at  least,  understanding  the  contents  of  what  has 
been  "intercepted")  much  more  difficult  —  but  in  ways  that  are  not  even 
addressed  ar>d  carmot  be  fixed  by  the  proposed  legislation,  flt  is  difficult  to 
evaluate  the  FBI  ar^gument  that  it  would  have  asked  for  more  interceptions  if 
some  technological  barriers  had  not  existed.  There  have  always  been  aiKi  will 
always  be  some  techitological  barriers  to  interception  of  thecontent  of  commu- 
nications the  partidpants  seek  to  protect) 

Existing  law  requires  all  companies  providing  electronic  communications 
services  to  cooperate  fuUy  with  lawful  requests  from  the  FBI  and  other  law 
enforcement  officials  —  and  there  is  no  history  of  any  general  faihuc  to 
provide  such  cooperation. 

Existing  law  contemplates  that  the  govenunent  will  bear  the  costs  im- 
posed by  requests  for  access  to  communications.  (As  noted  below,  the  pro- 
posal does  not  specifically  extend  that  prindple.)  There  is  no  showing  that  the 
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[The  proposal] 
greatly  expands  the 

jurisdiction  of 
the  Attorney  General 
and  would  represent 
a  giant  step  beyond 
current  law  and 
congressional  intent 
going  back  to  1968. 


giix'ornnionJ  lacks  t\w  t;naiivUI  resources  lo  modornuc  its  communicdlums 
i-quipincnl  ur  ti)  furvil  ino  costs  of  Uwful  irMtTcopttons  liuit  it  iititialcs 

Since  the  total  number  of  content  wiretaps  in  1991  authorized  by  Pi-doral 
and  Stale  courts  was  only  8S6  taps  (and  almost  60%  of  those  were  at  the  Slate 
level,  356  Federal  versus  500  Stale),  and  since  the  call-set-up  or  pen  register  lap 
orders  for  1991  at  the  Federal  level  were  only  2,445,  (thus,  implying  a  national 
total  under  7,000),  it  appears  the  costs  may  be  better  lotrgeled  to  the  specific 
lines  or  ports  necessary,  instead  of  burdening  all  lines  or  ports  existing  in  the 
network 

By  compans,>n,  there  were  over  1 38  million  access  I'ncsasof  December  31 , 
1990  accordiiig  to  the  United  States  Tel.'phcno  Association,  and  this  does  not 
include  ports  used  for  cellular  or  many  other  network  accesses.  (We  under 
stand  the  current  FBI  budget  provides  for  $9  million  for  new  digital  telephony 
interception  equipment.)  Thus,  although  there  is  valid  reason  to  be  concerned 
that  ch.inges  in  technology  will  challenge  law  enforcement  agencies  to  find 
and  adopt  new  techniques,  there  is  no  immed  ,f\e  crisis  requiring  swift  action. 

Broad  Scope  of  the  Cuirenl  Proposal. 

■n<o  FBI  proposal  covers  all  providers  of  "tiectronic  communications  services" 
ond  all  'private  branch  exchange  operators"  (PBXs).  These  days,  that  means 
just  about  everybody,  irKluding  every  business  that  has  its  own  phone  switch 
and  every  company  that  operates  its  own  local  or  wide  area  computer 
network.  The  Electronic  Communications  Privacy  Act  defines  "electronic 
communications  services"  lo  include  electronic  mail,  file  trartsfers  over  a  Local 
Area  Network  CLAN")  and,  indeed,  every  form  of  transmission  of  a  message 
other  than  voice  telephone  calb  (which  are  also  covered  by  the  proposal  as 
"wire"  communications;  and  sound  waves  in  the  open  air  (the  only  form  of 
communication  not  covered  b)  theproposal).(S«lflL/.S.C.25I0fI2XfI5).)  AU 
"providers"  of  such  services  would  b?  affirmatively  required,  withm  three 
years,  to  provide  law  en/orcen^ent  officials  with  the  "capability  and  capacity" 
to  intercept  communications.  This  capability  would  have  lo  be  provided 
"concurrently"  with  Ihp  romir!'..nication,  without  detection  (apparently  with- 
out regard  to  Ihe  la  .-gel  of  the  wiretap  possibly  employing  sophisticated 
wiretap  detection  capabililie*''),  exclusive  of  any  communications  between 
other  parties,  regardless  of  the  rnobilil  y  of  Ihe  target,  and  without  degradation 
of  service 

These  absolute  re'.juiremcnts  might  not  be  capable  of  being  met,  as  a 
technical  matter,  in  some  contexts,  regardless  of  costs.  The  proposal  is  redun- 
dr.nl,  in  the  sense  that  it  requL-es  the  ability  to  access  communicatiorts  at  all 
points  during  their  traiismission,  even  though  access  at  one  point  is  alJ  that  is 
needed  in  any  given  circumstaitce.  Although  current  wiretap  law  requires 
"minimization"  and  use  of  wiretaps  as  a  "last  resort,"  the  proposal  imposes 
obligations  on  all  communications  systenu  as  if  preserving  the  ability  to 
wiretap  at  any  point  should  be  the  system  designer's  highest  priority.  The 
application  of  these  requirements  would  have  substantially  different  costs 
and  other  implications  depending  upon  where  in  a  communications  pathway 
they  were  actually  applied.  In  jny  event,  Ihey  dramatically  expand  the  nature 
and  reach  of  current  law  —  which  requires  cooperation  but  does  not  grant  Ihe 
government  a  right  to  redesign  the  communications  network  or  the  equip- 
ment used  by  large  numbers  of  businesses. 

The  FBI  has  defended  its  proposal  on  the  ground  thai  it  is  only  seeking  to 
"preserve  the  status  qup,"  by  preventing  changes  in  technology  from  taking 
away  capabilities  that  Congress  meant  lo  assure  when  it  passed  the  1968  and 
1986  wiretap  statutes.  But  that  .-nischaracterizes  Ihe  "sMfus  tfuo."  The  current 
wiretap  statutes  take  the  communications  networks  as  they  find  them  and  do 
not  require  any  provider  of  communications  service  lo  redesign  the  system,  or 
to  refrain  from  using  any  particular  technology,  solely  on  the  ground  that  such 
a  technology  would  make  intfi'eplion  more  difficult  While  there  may  well  be 
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cound  reasons  for  all  concerned  Ic  cooperate  to  seek  to  preserve  for  the 
government  a  practicil  ability  to  engage  in  authorized  wiretapping,  there  is 
simply  iw  existing  legal  authority  for  la  w  enforcement  officials  to  mandate  the 
use  ct  p«rtiruUr  lechnotogics  and.  thus,  contrary  to  the  claims  made  by  the 
FBI.  the  proposal  docs  nor  simply  maintain  the  ttofus  fiw,  but  greatly  exfwnds 
the  jurisdiction  of  the  Attorrtey  General  and  would  represent  a  giant  step 
beyond  current  Uw  and  congressional  intent  going  back  to  1968. 

While  the  proposal  imposes  substantial  uncertainties,  (here  is  no  question 
that,  as  drafted,  it  would  have  an  extremely  broad  reach.  As  a  result  it  could 
complicate  the  development  of  various  new  technologies.  Even  though  the 
language  of  the  proposal  would  extend  to  cable  information  systems  and 
Automated  Teller  Machines  ( "ATMs"),  the  FBI  has  stressed  in  its  proposal  that 
venous  systems  might  be  exempted  by  executive  action.  But  the  exemption 
authority  is  vague  and  standaidless  —  to  the  net  effect  is  that  every  system 
provider  has  to  worry  on  a  continuing  basis  about  whether  or  not  its  system 
is  covered.  Moreover,  the  proposal  is  dearly  designed  to  cover  any  system 
facilitating  two-way  conversatioa  regardless  of  the  size  of  the  communica- 
tioiis  service  provider.  In  consequence,  any  small  business  (hat  installs  its  own 
local  PBX  system  for  forwarding  calls  from  customers  could  be  required  to 
replace  its  equipment  with  new  switches  that  meet  (he  law's  requirements.  If 
current  online  information  services  do  not  track  the  'services*  mi  "features' 
used  by  those  who  send  messages  through  their  electronic  mail  channels,  then 
expensive  modifications  might  be  mandated.  Because  these  electronic  mail 
systems  are  all  being  joined  together,  and  some  function  as  links  that  forward 
messages  between  c4her  systems,  all  might  ha ve  (o  be  designed  to  allow  'real 
time'  interception  by  retransmission  to  a  remote  site — even  though  ddayed 
searches  of  stored  files  would  seem  to  make  a  lot  more  sense  in  the  context  of 
electronic  mail 

Costs  Likely  to  Be  Imposed  by  the  ProposaL 

The  costs  imposed  by  this  proposal  would  be  passed  on  (o  consumers  and  aO 
subscribers  to  electronic  communicatioits  services.  The  total  costs,  including 
costs  intposed  by  its  potentially  disruptive  impact  on  planning  for  itew 
computer  and  communication  technologies,  caiwot  be  fully  assesed  —  but 
%vouId  be  very  substantial  In  its  report  on  the  FBI's  proposal,  the  General 
Accounting  Office  CGAC),  page  1,  sUted:  "WkHher  the  FBI  nor  the  teUam- 
mumcMtions  industry  has  syslemalktBy  Uentified  thealtematives.  or  evaluated  timr 
costs,  benefits,  or  feasibility.'  And  further  at  page  4  of  the  GAO  Report:  (Tfte 
[FBrtJ May  proposal  does  not  address  what  the  leleammunications  industry  would 
need  to  do  to  be  in  fuU  compliance  teitii  the  proposal  in  the  event  it  is  enacted,  the 
meamng  of  certain  ledmieal  terms,  or  who  would  pay  for  the  cost  of  toiretapping 


The  proposal  mandates  compUanoe  wdth  very  broadly  stated  functional 
staitdaids  and  contemplates  that  exemptioits  (available  from  the  Attorney 
Ceitenl.  without  the  beitefit  of  any  specific  standards  or  criteria)  %vill  be 
grai\ted  ortly  after  this  broad  new  governmental  authority  has  been  enacted 
into  Uw.  The  most  recent  proposal  assumes  that  the  costs  of  compliance  will 
become  a  cost  of  doing  business  imposed  on  aD  coirununications  service 
providen  —  and  passed  on  to  telephone  ratepayers  aiKl  other  subscribers  to 
electronic  communicatiofts  services.  (The  current  la%v's  provision  that  Qte 
govenurtent  «vil]  pay  reasottaUe  expenses  incuncd  in  cooperating  wMi  a 
specific  request  for  interception  has  not  been  expressly  applied  to  this  new 
requirement  to  'provide  the  capability  aitd  capadty*  to  respcmd  to  such 
requests.)  Communication  service  providers  ai«d  computer  equipment  manu- 
facturers could  suffer  major  losses  as  a  result  of  delays,  mandatory  redesigns, 
and  even  prohibition  of  certain  technological  options.  There  has  been  no 
opportuni^  as  yet  to  compare  (1)  d«e  costs  the  FBI  «vou Id  incur  to  modernize 
its  approach  to  interception  (especially  given  the  data  on  the  small  nuotber  of 
laps  performed  arwually)  with  (2)  the  costs  that  would  be  incurred  by 
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As  drafted, 

the  proposal  appears 

to  threaten  U.S. 

interests 

in  international  trade 

and  competitiveness. 


consumers  as  a  result  of  ir^indalory  limitations  on  new  technology  design 
applied  to  all  technologies  nationwide. 

Uncertainties  Created  by  the  Proposal. 

By  attempting  to  establish  open-ended  duties,  broadly  defined,  in  statutory 
language,  the  current  proposal  creates  substantial  uncertainties  and  could 
cause  controversy  to  supplant  cooperation.  For  example,  although  current 
interception  orders  predominantly  relate  to  voice  communications,  the  draft 
proposal  covers  all  forms  of  communication.  This  approach  could  sweep  up 
systems  ranging  from  'he  cellular  pager  to  the  high-speed  network  designed 
to  transfer  digital  data  between  supercomputers.  It  raises  a  wide  variety  of 
questions: 

•  What  exactly  are  the  boundaries  of  the  "public  switched  network"  to 
which  the  proposal  refers? 

•  On  what  basis  would  the  Attorney  General  choose,  or  be  required,  to 
provide  exemptioas? 

•  How  would  the  proposal  affect  systems  thai  reg\ilarly  encode  mes- 
sages at  the  point  of  origin? 

•  Does  the  required  provision  of  capacity  to  intercept  "concurrent  with 
the  transmission  to  the  recipient"  mean  that  an  electronic  mail  or  voice 
mail  or  facsimile  mail  system  must  be  designed  to  signal  the  system 
operator  every  time  a  message  from  a  target  of  an  investigation  is 
accessed  by  the  person  to  whom  that  message  might  have  been 
addressed? 

•  Will  it  be  technically  feasible  to  detect  and  separate  just  those  parts  of 
a  communication  signal  coming  from  a  particular  residence  or  other 
source,  that  "exclusively"  represent  the  content  coming  from  a  par- 
ticular individual? 

•  What  is  meant  by  the  new,  broad  requirement  that  the  government  be 
told  what  "services,  systems,  and  features"  have  been  used  by  the 
subject  of  the  interception? 

•  Does  the  required  provision  of  interception  capacity  "notwithstand- 
ing ...  the  use  by  the  subject ...  of  any  features  of  the  ...  system"  have 
the  effect  of  requiring  the  system  provider  to  offer  to  defeat  any 
encryption  mechaiusm  it  may  provide  to  subscribers? 

•  Does  the  requirement  to  provide  interception  despite  the  target's 
mobility  mean  that  systems  that  irO\erently  allow  users  to  send  and 
receive  from  multiple  points,  without  notice,  caniwt  be  used  at  all? 

•  Will  it  be  physically  possible  or  economically  feasible  to  prevent 
"degradation  of  services"  If  the  furKtionat  requirement  for  real  time 
tracking  of  any  target  means  that  some  central  database  must  be 
checked  by  the  service  provider's  compmters  every  time  a  conununi- 
cation  is  made? 

We  don't  know  the  answers  to  these  questions,  despite  their  importartce. 
More  importantly,  the  aiwwers  to  key  policy  questions  may  differ  substan- 
tially depending  on  what  particular  technology  and  interception  need  (attd 
minimization  goal)  is  being  addressed.  And  we  don't  even  know  by  what 
means  providers  of  electronic  communications  services  and  designers  and 
users  of  electronic  commuiucations  and  computing  equipment  will  fir>d  out 
how  the  requirements  will  be  applied  to  their  systenns.  Iri  short,  the  FBI's 
proposal,  as  currently  drafted,  may  generate  new  and  unnecessary  contro- 
versy, despite  its  legitimate  goals,  t^  attacking  perceived  problenu  at  the 
wrong  level  of  generality. 

Threat  to  Security  and  Privacy. 

Iroiucally,  in  addition  locreating  uncertainty  and  imposing  costs,  the  proposal 
would  itself  create  new  and  serious  security  risks  ai>d  undermine  the  privacy 


257 


ofciccironiccotiurox'ri^o. :.  l/cUrtionicrotrnnuRicaliorsservK^^pruviders 
wusl  de<i<;r  '-'sf.:  i^VKXt :  !■.<  jilcw  and  ensure  FiJl  a(C«<ss,  tf*n  the  tusutting 
owr:(.»':in  'brc'.O'yj:.-.'  r-.:;  b?roneknownto«»Klbtcrploile''byaitnri«ls. 
lV^s.;^x>>iio-/ri^.•.l/*!t.■trr•tJ:,'5«o«c^licvt■gre«l«r»«cu^tylnitsco.Tununic*- 
t»o-.r, t.t ecit-af.-''  r.t- 'l-rc-.ts ►■ci.-^ by unautliurUei across, foinpi.t«;r viruses, 
iM  rtrt-J.-on ..  !U'I..  A  p.--.-}  -wl  Ihe  KBl  seeVi  to  justify  m  terntt  of  Jaw 
ci'.:f>:c.>wn»  rjulri  vau  I  f  ■'.'  t-Sc  efiert  of  facilUadiig  viobUons  »f  lav  and 
i'-Jutir.g or prv. rr.ttii?  cf.'cctivc sei'urity  mcasuies- 

T^tivji*.  lo  International  Trade  and  Security  Interest}. 
As  drafted,  th«  p.'oposal  iippearj  to  threaten  US.  interests  In  intemaoonal 
trade  and  CO nipctiti  wet lOis.  Pot enhal  purchasers  abroad  n-jiy  not  iMiy  products 
or  systems  that  they  know  have  a  "trap  Jcor"  Ih?  U'.ite"^  States  Govenrnveo* 
can  easily  open.  If  U.S.  nvinufactvrers  of  romrmtnicatiopt  systems  and  eqiip- 
ir.efit  and  computer  software  have  to  go  through  a  bt.(.-«auCTat>c  lertiftcrtion 
cr  clearance  process  that  is  not  zppUcable  tc  tJveir  foreign  compcbtors,  their 
race  to  the  market  ivith  new  techiMlogict  \ri\  be  sk>v/<xl  aitd  their  products 
.'iitd  desigrtf  will  be  disadvantaged. 

Legitimate  Law  Knforcein(>nt  Concerns  Should  Be  Served. 
Tltere  is  no  doubt  that  authori:«d  tkiretappiitg  is  an  important  weapon 
prop«ly  tised  by  the  FBI  10  tight  serious  crime.  Arui  the^  is  genera  I  igrcetreni 
aoKXtg  communicstions  service  pioviders,  attd  the  maVjers  of  conununica- 
tions  and  computing  equipmet.!,  that  the  FB!  is  entities  to  fuU  cooperation  ia 
its  efforts  to  ex<>rds«  the  poweiT  granted  to  it  in  the  wit«up  statute.  If  new 
technologies  rtx)uiie  chaixges  in  pol>ce  tactics,  ther.  accoxmc-dations  may  be 
needed  on  all  sides  to  make  si're  that  n£w  tKtics  that  .lo  nut  threaten  the 
effecUveness  or  safety  of  law  eT\forcemer.t  (or  uiu«asofvsbly  threaten  pri\£L]r 
interests)  ai«  r.vailsble.  The  FBI  pnspoeal  has  served  a  v:^uable  purpose  in 
drawnng  attention  to  the  need  for  tdeqxuite  planning  atnl  redoubted  cocpera- 
ti'/e  efforts. 

It  I?  Too  Soon  to  Know  it'  Legislation  Vv'iU  Yt  Necessary. 
rXfipile  Ihegoc/d  mtentiors  ur.dcriyjng  the  FB'  pj^aposai,  th«;re  ij  ccrtatply  no 
demotul^at(^i  ncei.^  to  hair.per  U.S.  tedmological  ad  vancu.  harm  the  competi- 
tiveness of  the  U.i.  ceirunuiiicatio.tt  or  aMnputei  iiwlustries,  or  hinder  e£'c»ts 
by  business  to  increase  compute  sccu.-ity,]i;s<  to  make  sure  that  Uwenf or  je- 
ment  officials  can  cor.tirue  ir.defin^tt>ly  to  use  the  sanK?  eoijipmcnt  and 
procedures  tlvat  wtre  afvropriate  for  en  earlier  (echiv>k>gy.  Th  mt  has  as  yet 
been  no  clear  showing  tital  the  dcs'gn  of  rtetv  tmd:noSogii>s  will  not  permit 
tcatonabte,  affordable  and  effective  techniques  to  be  u^  for  authoriied 
tntepception.  T^ieie  has  been  no  fhowL^g  that  the  industry  wili  ik4  or  cannot 
cooperate  fuUy,  share  technioil  iiiformiticr  under  appropriate  prrsectjons. 
and  even  design  and  supply  n<>w  equipirent  at  reasonable  cost,  irso&r  as 
thcK  steps  prove  itecessary  for  the  i%I  to  i-ccompiisb  its  missicrL  These  has 
beer,  rto  r!car  showing  that  any  capacity  lin-Jtat^ons  coiiU  not  readiiy  be 
remedied  with  tlie  provision  of  adequ/tie  fir-andng  for  gcveminent  law 
enfoicrment  operatiuu. 

The  Proposal  Is  Premature  in  Light  <^  Industry  Efforts. 

A.n«(lhcccoalilion9f  intciesteci  paruechasfoiiied  tog<tttcrto:>tudythc  issues 
posed  by  the  FBI's  propoaal  aikl  to  t>egip  di«cu$sio<u  Invohitig  varivis 
D'jsiness  interests,  nublic  mlercst  grojps,  ^ha  Uh  ei\fbrc?mer.:  conunupity. 
le{:islBlh-e  staff,  and  repiesenlarves  of  the  .^minislration  AO  involved  I 
f«cognize  that  the  FBi  b  'j\tit>d  to  have  adequate  tcols  tu  fulfill  its  law  j 
enforcement  objectives.  For  its  part,  the  FBI  \«s^  rerogni/ed  tW  value  of  ' 
industry  cooperation  and  the  iteed  for  a  more  robust  exchai\ge  of  tedwical  j 
inibnpstiop.OncelhetechnicalisMescoineinlofncds.paiUcubtpoucyiscucs  ■. 


Congress  should  reject 
the  FBI  proposal 
and  enroutsge 
continuing  discussions.... 
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may  be  ripe  for  decision,  ir.  a  cxinlext  in  which  the  costs  and  imphcations  of 
such  decisions  for  trade,  security  and  privacy  concerns  will  be  much  more 
clear.  Technical  Working  Croups  representing  both  the  telephone  companies 
and  the  computer  industry  are  hard  at  work  —  but  the  issues  are  complex  and 
even  the  first  stage  of  identifying  serious  potential  problems  for  law  enforce- 
ment will  take  some  time.  Consideration  of  proposed  solutions  should  await 
the  results  of  these  detailed  and  technical  discussions. 

Conclusion. 

As  the  broad  collaboration  that  accompanied  consideration  of  the  1986 
amendments  to  the  wiretap  statute  showed,  'he  public  interest  in  sound  law 
enforcement,  and  public  expectations  of  privacy  and  security,  are  bost  served 
by  encouraging  a  constructive  exchange  of  views  among  industry,  concerned 
citizens  and  government  before  any  new  legislation  is  enacted.  Congress 
should  reject  the  FBI  proposal  and  encourage  continuing  discussions  tha'  will 
lead  to  more  specific  identification  of  any  problems  and  to  concrete,  ccst- 
effective  solutions. 


For  further  information  contact: 


John  Podesta,CoabHonLegislaHve  Counsel   (202)544-6906 

David  Johnson,  Coalition  Counsel    (202)663-6722 

Jeny  Bennan,  EFF  Washington  Office  Director    (202)  544-9237 


Prtpartdby: 


Electronic  Frontier  Foundation 

Washington  Office 

666  Pennsylvania  Avenue,  SE, 

Suite  303 

Washington,  DC  20003 

(202)  544-9237  tel 

(202)  547-5481  fax 
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U.S.  Department  of  Justice,  Federal  Bureau  of  Investigation 

SUMMARY 

Advanced  telecommunications  technologies  threaten  to  cripple  the  government's 
ability  to  protect  the  nation  against  the  worst  and  most  dreaded  crimes. 

The  Problem:  When  in  widespread  use,  the  technologies  will  make  it  virtually  im- 
possible for  federal  law  enforcement  agencies  to  use  court-approved  electronic  sur- 
veillance. 

The  Answer:  Congress  must  enact  legislation  requiring  that  the  new  technologies 
contain  capabilities  allowing  the  government  to  continue  using  this  invsduable  tool 
to  safeguard  the  United  States. 

More  than  25  years  ago.  Congress  passed  a  law  allowing  court-authorized  svuveil- 
lance,  and  it  has  become  one  of  the  most  valuable  law  enforcement  techniques 
against  the  very  worst  crimes. 

For  example:  From  1982  to  1992,  more  than  22,000  convictions  resulted  from 
8,300  court-approved  sxirveUlances. 

Without  that  tool,  law  enforcement's  ability  to  protect  the  public  will  be  perma- 
nentiy  eroded  and  the  national  secxuity  will  be  gravely  endangered. 

Court-approved  surveillance  is  the  most  important  and  often  the  only  way.  to  pre- 
vent or  solve  life-and-death  crimes. 

How  grave  are  those  crimes? 

They  appear  often  enough  in  newspapers  and  television  broadcasts:  Terrorism,  es- 
pionage, other  foreign  threats,  violent  crime,  organized  crime,  drug  trafficking,  kid- 
napping— and  more. 

In  addition  to  the  federal  government,  state  and  local  law  enforcement  agencies 
also  will  be  unable  to  carry  out  court-approved  surveillance  because  of  the  new  tech- 
nologies. 

That  is  why  the  nation's  most  important-law  enforcement  organizations  at  the 
state  and  local  level  also  firmly  support  protective  legislation  by  Congress.  They  in- 
clude the  International  Association  of  Chiefs  of  Police,  the  National  Sheriffs  Associa- 
tion, the  National  Association  of  Attorneys  General,  and  the  National  District  Attor- 
neys Association. 

Law  enforcement  at  the  grass  roots  throughout  the  nation  and  federal  law  en- 
forcement stand  together  on  this  issue.  Their  goal  is  to  better  protect  the  people  of 
the  United  States  &om  harm. 

But  even  now,  "digital  telephony  is  developing  so  rapidly  that  several  hundred 
coiirt-authorized  surveillances  already  have  been  prevented  by  new  technological 
impediments  associated  with  advanced  communications  equipment. 

New  legislation  would  not  endanger  privacy  rights.  The  government  would  be 
given  the  same  surveillance  authority  it  has  had  since  Congress  created  the  surveil- 
lance law  in  1968. 

Telephone  companies  and  others  would  only  be  required  to  assist  law  enforcement 
as  they  have  for  the  past  quarter-century — only  now  it  would  be  assistance  concern- 
ing new,  different  tecnnology. 

Without  legislation,  the  government  will  eventually  become  virtually  helpless  to 
defend  the  nation  from  both  foreign  and  domestic  threats. 

The  threats  include  terrorists  with  bombs,  spies  who  steal  our  most  sensitive  se- 
crets, traffickers  importing  vast  amounts  of  drugs,  kidnappers  who  prey  on  children, 
murder  plots,  and  other  grave  violent  crimes. 

Congress  must  pass  legislation  that  wo\ild  by  reasonable  steps  allow  law  enforce- 
ment to  carry  out  coxirt-approved  surveillance  despite  the  intricate  new  communica- 
tions technology  and  equipment. 

Otherwise,  tne  nation  will  find  itself  facing  even  worse  crime  and  national  secu- 
rity problems — not  only  in  the  rest  of  this  century  but  well  into  the  next.  Failure 
to  act  now  will  cause  lasting  problems  for  the  safety  and  security  of  the  American 
people. 

INTRODUCTION 

This  report  by  the  Federal  Bureau  of  Investigation  discusses  a  mcu'or  new  problem 
facing  the  criminal  justice  system  nation-wide:  Advances  in  telecommunications 
technology  that  will  make  it  virtually  impossible  for  law  enforcement  agencies  to 
conduct  court-authorized  electronic  surveillance. 

For  the  benefit  of  members  of  Congress  and  other  public  officials,  the  report  con- 
tains a  siimmary  of  the  key  matters  involved  in  the  "digital  telephony"  issue  and 
proposes  legislation  that  would  enable  law  enforcement  to  conduct  court-approved 
surveillance  of  communications  systems  containing  the  complex  new  technology. 
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The  draft  legislation  is  titled:  "Digital  Telephony  and  Communications  Privacy 
Improvement  Act  of  1994."  It  is  included  in  the  report  along  with  a  section-by-sec- 
tion analysis  and  other  material. 

For  additional  information,  please  call  the  FBI's  Office  of  Public  and  Congres- 
sional Affairs,  202-324-2727. 

Questions  and  Answers 

Question  1.  Why  do  we  need  legislation  now?  Is  there  really  a  problem? 

Answer.  For  nearly  a  decade,  law  enforcement  has  been  encountering  techno- 
logical impediments  to  court-ordered  electronic  surveillance.  As  a  result,  a  number 
of  court  orders  have  been  frustrated  in  whole  or  in  part.  These  impediments  resvilt 
from  the  deployment  of  advanced  telecommunications  systems  which  were  designed 
without  consideration  for  law  enforcement's  interception  needs.  These  impediments 
prevent  or  hinder  telephone  companies  from  providing  law  enforcement  with  the  ac- 
cess required  to  obtain  the  content  of  communications  that  are  the  subject  of  court 
orders.  Over  the  last  foxir  vears,  the  government  has  sought  to  obtain,  without  suc- 
cess, a  firm  commitment  from  the  telecommunications  industry  to  remove  the  im- 
pedhnents  at  a  fixed,  reasonable  date  in  the  fiiture.  Consequently,  legislation  is  nec- 
essary to  resolve  this  impasse.  Further  delays  in  correcting  these  technological  im- 
pediments will  unnecessEudly  jeopardize  the  personal  safety  and  economic  well-being 
of  the  American  public.  The  longer  the  delay,  the  bore  expensive  it  will  be  to  correct 
this  serious  problem  and  the  longer  society  will  be  put  at  risk  and  effective  law  en- 
forcement hampered. 

Question  2.  Won't  the  removal  of  these  impediments  make  the  networks  less  se- 
cure and  vulnerable  to  hackers,  etc.? 

Answer  No.  As  with  other  specialized  services  and  features  included  within  tiie 
telecommunications  networks,  proper  planning  and  design  will  ensure  the  integrity 
and  security  Of  the  net  works.  Telephone  companies  already  employ  techniques 
which  maintain  system  secvirity  and  guard  against  network  vulnerability.  Removal 
of  the  impediments  to  court-authorized  electronic  surveillance  can  be  accomplished 
in  a  manner  consistent  witii  strong  systems  security.  In  fact,  the  legislation  contains 
a  network  security  provision.  We  are  confident  that  the  telephone  companies  will 
continue  their  substantial  efforts  to  prevent  "hackers"  and  others  from  penetrating 
the  telecommunications  networks.  Further,  since  such  penetration  efforts  are  con- 
sidered serious  crimes  by  the  Federal  government,  they  will  continue  to  be  pros- 
ecuted to  the  fullest  extent  of  the  law. 

Question  3.  Won't  this  legislation  increase  wiretapping? 

Answer.  No.  Existing  Federal  law  prescribes  a  rigorous  procedure  which  law  en- 
forcement must  follow  in  order  to  obtain  judicial  authorization  to  conduct  electronic 
surveillance.  The  proposed  legislation  does  not  change  the  legal  requirements  or  the 
administrative  proceoures  for  obtaining  a  court  order  for  electronic  surveillance,  nor 
does  it  alter  the  criminal  penalties  for  unlawfully  intercepting  communications.  The 
essential  purpose  of  the  legislation  is  to  clarify  the  nature  and  extent  of  the  existing 
statutory  obhgation  of  telephone  companies  to  provide  law  enforcement  with  "the 
technical  assistance  necessary  to  accomplish  the  interception." 

Question  4.  Who  will  pay  for  removing  the  impediments? 

Answer,  The  Federal  government.  The  government  recognizes  that  there  will  be 
costs  involved  with  preserving  the  public  safety,  society's  economic  well-being,  effec- 
tive law  enforcement,  and  the  national  security  through  law  enforcement's  ability 
to  conduct  court-ordered  electronic  surveillance.  The  proposed  legislation  makes  it 
clear  that  the  Federal  government  will  compensate  telephone  companies  for  fair  and 
reasonable  costs  incurred  by  them  during  the  compliance  period  established  in  the 
legislation. 

Question  5.  Does  law  enforcement  really  need  to  do  wiretaps?  Can't  it  get  the 
same  information  from  other  sources? 

Answer.  Court-ordered  electronic  surveillance  is  a  critically  important  and  unique 
law  enforcement  investigative  technique.  In  fact,  the  law  only  permits  the  use  of 
coxirt-ordered  electronic  svirveillance  when  other  investigative  techniques  will  not 
suffice  or  are  too  dangerous.  Altiiough  other  investigative  techniques  are  important, 
the  use  of  electronic  surveillance  provides  law  eniorcement  with  information  and 
evidence  that,  as  a  rule,  are  unobtainable  through  other  investigative  techniques. 

Question  6.  How  many  wiretaps  does  law  enforcement  conduct  in  a  year? 

Answer.  Under  the  statutes  that  permit  electronic  surveillance  in  criminal  mat- 
ters, the  combined  number  of  electronic  surveillance  court  orders  executed  in  recent 
years  by  all  Federal,  state,  and  local  law  enforcement  agencies  has  averaged  around 
800-900  per  Year.  The  effectiveness  of  this  technique  is  noteworthy.  Between  1982- 
1992,  over  22,000  dangerous  felons  have  been  convicted  as  a  direct  result  of  execut- 
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ing  some  8,300  court  orders  for  electronic  surveillance.  Importantly,  hundreds  of 
lives  have  been  saved,  and  thousands  of  criminal  acts  prevented,  through  the  \ise 
of  this  critically  important  technique.  Additionally,  the  economic  benefit  derived  by 
law  enforcement  and  society  as  a  whole  fit)m  the  use  of  electronic  surveillance  (i.e., 
fines,  recoveries,  restitution,  and  economic  loss  prevented)  is  in  the  billions  of  dol- 
lars. 

Question  7.  Won't  this  legislation  affect  oiu-  telecommunication  industry's  competi- 
tiveness? 

Answer.  No.  By  its  very  nature  the  legislation  will  ensure  fairness,  equal  treat- 
ment, and  a  "level  playing  field"  within  the  telecommunications  industry  by  requir- 
ing all  telephone  companies  operating  in  the  U.S.  to  remove  the  impediments  to 
electronic  sxirveillance  within  three  years.  Fiuiiier,  similar  governmental  initiatives 
are  now  under  way  in  a  number  of  foreign  coiintries  that  are  designed  to  maintain 
the  electronic  surveillance  capabilities  oflaw  enforcement  in  those  countries  in  use 
against  drug  cartels,  organized  crime,  and  terrorist  groups.  Thus,  as  the  U.S.  tele- 
communications industry,  including  e<|uipment  manufacturers  and  support  service 
providers,  meet  their  domestic  responsibilities  under  this  legislation,  they  will  be  in 
an  excellent  position  to  respond  to  new  market  opportunities  abroad  in  meeting  for- 
eign law  enforcement's  electronic  surveillance  nee(u. 

103rd    congress  Vl>An  2/17/94 


2n-    Session 


S. 
(H.R. 


IK  THE  SENATE 
IN  THE  HOUSE  OF  REPRESENTATIVES 

introduced  the  following  bill;  which  was 


referred  to  the  ComDittee  on 


A  BILL 


To  ensure  continued  law  enforcencnt  electronic  surveillance 
•ccess  to  the  content  of  wire  and  electronic  comiaunications  and 
call  setup  information  when  authorized  by  law,  to  ioprove 
communications  privacy  protection,  and  for  other  purposes. 

Be  it  enacted  by  the  Senate  and  House  of  Representatives  of 
the  United  States  of  America  in  Congress  assembled. 


1  SEC.  1.   SHORT  TITLE- 
'S This  Act  may  be  cited  as  the  "Digi,t«l  Telephony  and 

3  Communications  Privacy  Improvement  Act  of  1994." 

<  SEC.  2.   PDRPOSE.   The  purpose  of  this  Act  is  to  clarify  and 

b  define  the  responsibilities  of  common  carriers,  providers  of  ■ 

6  common  carrier  support  services,  and  telecommunications  equipment 

7  manufacturers  to  provide  the  assistance  required  to  ensure  that 

8  government  agencies  can  implement  court  orders  and  lawful 

9  authorizations  to  intercept  the  content  of  wire  and  electronic 

10  communications  and  acquire  call  setup  information  under  chapters 

11  119  and  206  of  title  18  and  chapter  36  of  title  50.   Otherwise, 

12  except  for  the  provisions  in  section  <,  nothing  in  this  Act  is 

13  intended  to  alter  any  provision  contained  in  the  Federal  elec- 

1 -•     tronic  survei  1  Ian -''   ron  register,  or  trap  and  trace  statutf-r-.  <^' 
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1  those  of  any  state  or  other  jurisdiction.   In  particular,  nothi.^g 

2  herein  is  intended  to  enlarge  or  reduce  the  government's  author- 
'j  ity  to  lawfully  intercept  the  content  of  communications  or  ins 

4  tall  or  use  pen  register  or  trap  and  trace  devices,  or  to 

5  increase  or  decrease  any  criminal  penalties  for  unlawfully  inter- 
€  cepting  the  content  of  communications  or  installing  or  using  pen 
7  register  or  trap  and  trace  devices,  or  to  alter  the  provisions 

e  regarding  service  provider  assistance,  pa^Tnent  for  assistance, 

9  causes  of  action,  civil  liability,  or  good  faith  defenses. 

10  The  Act  is  further  intended  to  improve  communications 

11  privacy  protection  for  cordless  telephones,  certain  radio-based 

12  data  communications  and  networks,  communications  transmitted 

13  using  certain  privacy-enhancing  modulation. techniques,  and  to 
li  clarify  the  lawfulness  of  quality  control  and  service  provision 

15  monitoring  of  electronic  communications. 

16  EEC.  3.   COMMON  CARRIER  ASSISTANCE. 

17  (a)  New  section.   Chapter  109  of  title  18,  United  States  . 

18  Code,  is  amended  by  adding  the  following  new  section: 

19  "Sec.  2237.   Common  carrier  assistance  to  government  agencies. 

20  "(a)  Assistance  requirements.   Common  carriers  shall  be 

21  required  to  provide  forthwith,  pursuant  to  court  order  or  lawful 

22  authorization,  the  following  capabilities  and  capacities  in  order 

23  to  permit  the  government  to  conduct  electronic  surveillance  and 

24  pen  register  and  trap  and  trace  investigations  effectively: 
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1  "(1)  The  ability  to  execute  expeditiously  and  simultan- 

2  eously  within  a  conunon  carrier's  system  all  court  orders  and 

3  lawful  authorizations  for  the  interception  of  wire  and  electronic 

4  communications  and  the  acquisition  of  call  setup  information 

5  related  to  the  facilities  or  services  of  subscribers  of  such 

6  common  carrier; 

7  "(2)  the  ability  to  intercept  the  content  of  communi- 

8  cations  and  acquire  call  setup  information  concurrent  with  the 

9  transmission  of  the  communication  to  or  from  the  subscriber's 

10  facility  or  service  that  is  the  subject  of  the  court  order  or 

11  lawful  authorization,  to  the  exclusion  of  any  wire  or  electronic 

12  communication  or  call  setup  information  of  any  other  subscriber, 

13  notwithstanding  the  mobile  nature  of  the  facility  or  service  that 

14  is  the  subject  of  the  court  order  or  lawful  .authorization  or  the 

15  use  by  the  subscriber  who  is  the  subject  of  the  court  order  or 

16  lawful  authorization  of  any  features  offered  by  the  common 

17  carrier; 

18  "(3)  the  ability  to  intercept  the  content  of  communi-  - 

19  cations  and  acquire  call  setup  information  unobtrusively  and  with 

20  a  minimum  of  interference  with  any  subscriber's  telecommunica- 

21  tions  service;  and 

22  "(4)  the  ability  to  receive,  in  a  generally  available 

23  format,  the  intercepted  content  of  communications  and  acquired 

24  call  setup  information  at  a  location  identified  by  the  govern- 

25  ment  distant  from  the  facility  that  is  the  subject  of  the 

26  interception,  from  the  interception  access  point,  and  from  the 
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1  premises  of  the  common  carrier  (except  where  emergency  or  exigent 

2  circumstances  such  as  those  described  in  iS  U.S.C.  2518(7),  2518 

3  (11) (b) ,  or  3125,  or  in  50  U.S.C.  180S(e),  necessitate  monitoring 

4  at  tihe  common  carrier's  premises). 

5  " (b)  Systems  security.   The  government  shall  notify  a  common 

6  carrier  of  any  interception  of  wire  or  electronic  communications 

7  or  any  acquisition  of  call  setup  information  that  is  to  be 

8  effected  within  the  premises  of  such  common  carrier  pursuant  to 

9  court  order  or  lawful  authorization.   After  notification,  such 

10  common  carrier  shall  designate  an  individual  or  individuals  to 

11  activate  such  interception  or  acquisition  forthwith.   Such 

12  individual (s)  shall  be  available  at  all  times  to  activate  such 

13  interceptions  or  acquisitions.   Such  interqeptions  or  acquisi- 

14  tions  effected  within  the  premises  of  a  comm9n  carrier  may  be 

15  activated  only  by  the  affirmative  intervention  of  such 

16  individual (s)  designated  by  such  common  carrier. 

17  "(c)  Compliance  date.  To  the  extent  that  common  carriers 

18  providing  service  within  the  United  States  currently  cannot 

19  fulfil  the  requirements  set  forth  in  subsection  (a)  of  this 

2  0  section,  they  shall  fulfil  such  requirements  within  three  years 

21  from  the  date  of  enactment  of  this  Act. 

22  "(d)  Cooperation  of  support  service  providers  and  equipment 

23  manufacturers.   Common  carriers  shall  consult,  as  necessary,  in  a 

24  timely  fashion  with  appropriate  providers  of  common  carrier 

2^  support  services  and  telecommunications  equipment  manufacturers 

26     for  the  purpose  of  identifying  any  services  or  equipment,  includ- 
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1  j  ng  hardware  an'.l  software,  that  may  require  nidi  Ticat  ion  so  as  to 

2  penait  compliance  v:th  the  provisions  of  this  Act.   A  provider  of 

3  conmon  carrier  supp.-rt  services  or  a  telecomnunications  equipment 

4  manufacturer  shall  make  available  to  a  comaon  carrier  on  a  timely 

5  and  priority  basis,   at  a  reasonable  and  cost-effective  charge, 

6  any  support  service  or  equipment,  including  hardware  and  soft- 

7  ware,  which  nay  be  required  so  as  to  permit  compliance  with  the 

8  provisions  of  this  Act. 

9  "(e)  Enforcement.   The  Attorney  General  shall  have  authority 

10  to  enforce  the  provisions  of  subsections  (a)  ,  (b)  ,  (c)  ,  and  (d) 

11  of  this  section.   The  Attorney  General  may  apply  to  the  appro- 

12  priate  United  States  District  Court  for  an  order  restraining  or 

13  enjoining  the  provision  of  service  of  any  Qommon  carrier  who 

14  violates  subsection  (a),  (b)  ,  (c) ,  or  (d)  of  this  section  and  for 

15  an  order  mandating  the  cooperation  of  a  provider  of  common 

16  carrier  support  services  or  a  telecommunications  equipment 

17  manufacturer  pursuant  to  the  provisions  in  subsection  (d)  .   The 

18  District  Courts  shall  have  jurisdiction  to  issue  such  orders. 

19  The  Attorney  General  may  also  request  the  Federal  Communications 

20  Commission  to  assist  in  enforcing  provisions  of  this  Act. 

21  "(f)  Penalties.   Any  common  carrier  that  violates  any  pro- 

22  vision  of  subsection  (a)  of  this  section  shall  be  subject  to  a 

23  civil  penalty  of  $10,000  per  day  for  each  day  in  violation.   The 

24  Attorney  General  may  file  a  civil  action  in  the  appropriate 

25  United  States  District  Court  to  collect,  and  the  United  States 

26  District  Courts  shall  have  jurisdiction  to  impose,  such 
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1  penalties.   After  consultation  with  the  Attorney  General,  the 
I-  Vodcrnl  C::r\inun:.  ca'iicns  C--in7!:iKsi  on  ir.ay  also  impose  regulatory 

2  sanctions  or  fines  other-'ice  authorized  by  law. 

A  "(g)  Consultation.   The  Attorney  General  is  encouraged  to 

5  consult  with  the  Fe-ierai  Cosununications  Commission  and  common 

6  carrier  representatives  and  to  utilize  common  carrier  standards 

7  bodies,  associations,  or  other  such  organizations  to  discuss 

8  details  of  the  requirements,  such  as  those  related  to  capacity, 

9  and  cost-effective  approaches  in  order  to  facilitate  compliance 

10  with  the  provisions  of  this  Act. 

11  "(b)  Funding.   The  Federal  Government  shall  pay  common 

12  carriers  for  reasonable  and  cost-effective  charges  directly 

13  associated  with  the  modifications  required  .to  assure  common 

14  carrier  compliance  with  the  requirements  of  ^his  Act  which  are 

15  incurred  within  the  three  year  period  set  for  compliance. 

16  "(i)  Definitions.  —  As  used  in  this  Section  — 

17  (1)  'common  carrier'  means  any  person  or  entity  engaged 

18  as  a  common  carrier  for  hire,  as  defined  by  section  3(h)  of  the 

19  Communications  Act  of  1934,  and  includes  a  commercial  mobile 

20  service  or  interconnected  service,  as  defined  in  section  6002(b) 

21  of  Public  Law  103-66; 

22  (2)  'provider  of  common  carrier  support  sez-vices'  means 

23  any  person  or  entity  who  provides  services  to  a  common  carrier 

24  that  are  integral  to  processing,  directing,  forwarding,  or 

25  completing  telephone  calls  or  electronic  communication 

26  transmissions; 
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1  (3)  'wire  comnunication '  shall  have  the  saoe  meaning  as 

2  set  forth  in  subsection  2510(1)  of  title  18,  United  States  Code; 

(4)  'electronic  conrounicat ion '  shall  have  the  same 

•5  mccininc  as  i-'jt  forth  in  Fub:-.fCt3  on  2510;12)  of  title  :5,  I-'jiite'.i 

5  States  Coin; 

6  (b)  'intercept'  sl-.all  have  t)ie  sane  ceaning  as  set 

1  forth  in  section  2510(<)  of  title  18,  United  States  Code,  except 

8  that  with  regard  to  a  comaon  carrier's  transmission  of  a  coamun- 

9  ication  encrypted  by  a  subscriber,  the  conunon  carrier  shall  not 

10  be  responsible  for  ensuring  the  governinant  agency's  ability  to 

11  acquire  the  plaintext  of  the  communications  content,  unless  the 

12  encryption  was  provided  by  the  comjcon  carrier  and  the  common 

13  carrier  possesses  the  information  necessary  to  decrypt  the 

14  communication;  , 

15  (6)  'concurrent  with  the  transmission  of  the  communi- 

16  cation,'  as  used  in  section  3(a)(2)  of  this  Act,  means  contem- 

17  poraneous  with  the  transmission;  but  it  shall  include,  with 

18  regard  to  electronic  communications,  the  ability  of  a  government 

19  agency  to  acquire  such  communications  at  the  conclusion  of  the 

20  transmission,  and,  with  regard  to  call  setup  information,  the 

21  ability  to  acquire  such  information  either  before,  during,  or 

22  immediately  after  the  transmission  of  the  communication; 

23  (7)  'call  setup  information'  shall  mean  the  information 

24  generated  which  identifies  the  origin  and  destination  of  a  wire 

25  or  electronic  communication  placed  to,  or  received  by,  the  facil- 

26  ity  or  service  that  is  the  subject  of  the  court  ord'^r  or  lawful 
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1  authorization,    including   infonnation  associated  with  any  telecoa- 

2  Bunication    sy:iteir   dialing   or   calling   features   or   services;    and 

3  (8)     'government*    neans   the   Government    of    the   United 

4  States    ar.d    any    agency   or    instruaentality  thereof,    the   District   of 

5  Colurr.jjifi ,     cny    cctrnonwealth,    teiiitory   or   possession   of    the    Unitec 

6  States,    and    any    state   or   political    subdivision   thereof   authorized 

7  by    law    to   conduct   electronic   surveillance." 

8  EEC.    4.       COMMCTNICATIONS    PRIVACY    IMPROVEMENT   AiTO   MONITORING 

9  CLARIFICATION. 

10  Chapter  119  of  title  18  is  amended  by  making  the 

11  following  changes: 

12  (1)  Cordless  telephones. 

13  (a)   Definitions.  -  Section  2510  of  title  18,  United 

14  States  Code,  is  amended 

15  (1)  in  paragraph  (1),  by  striking  ",  but  such  term 

16  does  not  include"  and  all  that  follows  through  "base  unit";  and 

17  (2)  in  paragraph  (12)  ,  by  striking  subparagraph  (A) 

18  and  redesignating  subparagraphs  (B]  through  (D)  as  subparagraphs 

19  (A)  through  (C) ,  respectively. 

20  (b)   Penalty.  -  Section  2511  of  title  18,  United  States 

21  Code,  is  amended  - 

22  (1)  in  subsection  (4)(b)(i),  by  inserting  "a 

23  cordless  telephone  communication  that  is  transmitted  between  the 

24  cordless  telephone  handset  and  the  base  unit,"  after  "cellular 

25  telephone  communication,";  and 
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1  (2)  in  subsection  (4)(b)(ii),  by  inserting  "a 

?  cordless  telephone  communication  that  is  transmitted  betvoen  thp 

3  cordless  telephone  handset  and  the  base  unit,"  after  "celltjl^r 

A  telephone  conununication, " .  ''^ 

5  (2)   Radio  based  data  conurunications. 

6  Section  2510(16)  of  title  18,  United  States  Code,  is 

7  amended  by  striking  the  word  "or"  at  the  end  of  subparagraph  (D) 

8  and  inserting  an  "or"  at  the  end  of  subparagraph  (E)  and  adding 

9  the  following  new  subparagraph: 

10  "(F)  an  electronic  communication;". 

11  (3)   Penalties  for  monitoring  radio  communications  that 

12  are  not  scrambled,  encrypted,  or  non-public. 

13  Section  2511(4)  (b)  of  title  18,  United  States  Code,  is 

14  amended  by  deleting  the  phrase  "or  encrypted,  then — "  and 

15  inserting  the  following: 

16  ",  encrypted,  or  transmitted  using  modulation 

17  techniques  whose  essential  parameters  have  been  withheld  from  the 

18  public  with  the  intention  of  preserving  the  privacy  of  such 

19  communication,  then — ". 

20  (4)   Technical  correction. 

21  Section  2511(2) (a) (i)  of  title  18,  United  States  Code, 

22  is  amended  by  striking  out  "used  in  the  transmission  of  wire 

23  communication"  and  inserting  in  lieu  thereof  "used  in  the 

24  transmission  of  a  wire  or  electronic  communication". 
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Section  by  Section  Analysis 

\ 

section  1.  SHORT  TITLE 

Section  1  provides  that  the  short  title  of  the  Act  is  the  "Digital  Telephony  and 
Communications  Privacy  Improvement  Act  of  1994." 

SECTION  2.  PURPOSE 

Section  2  states  the  pxirpose  of  the  Act  is  to  clarify  and  define  the  responsibilities 
of  common  carriers,  providers  of  common  carrier  support  services,  and  telecommuni- 
cations equipment  manufacturers  to  provide  the  assistance  required  to  ensure  that 
government  agencies  can  implement  court  orders  and  lawful  authorizations  to  inter- 
cept the  content  of  wire  and  electronic  communications  and  acquire  call  setup  infor- 
mation (e.g.,  dialed  number  information)  pursuant  to  the  Federal  and  state  elec- 
tronic surveillance  and  pen  register  and  trap  and  trace  statutes.  An  effective  elec- 
tronic surveillance  capability  is  essential  to  Federal,  state,  and  local  agencies  so  that 
they  can  secure  the  pubUc  safety,  effectively  enforce  the  law,  and  maintain  the  na- 
tional security.  Without  clarification  of  the  increased  responsibilities  of  the  tele- 
communications industry  to  assist  and  cooperate,  this  critical  investigative  tech- 
nique will  be  eroded,  if  not  precluded,  by  the  advances  in  telecommunications  tech- 
nology. 

The  statutory  requirement  for  common  carriers  and  others  to  provide  needed  as- 
sistance to  law  enforcement  agencies  in  the  execution  of  electronic  sxirveillance  court 
orders  and  lawftil  authorizations  is  a  long-standing  one.  Since  1970,  the  assistance 
of  common  carriers  and  others  has  been  mandated.  In  a  1970  amendment  to  Title 
III  of  the  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968  ("Title  III"),  Con- 
gress enacted  a  provision  specifying  that  a  "communication  common  carrier  [com- 
mon carrier],  landlord,  custodian,  or  other  person  shall  furnish  [the  government  ap- 
plicant for  court-ordered  electronic  surveillance]  forthwith  all  information,  facilities, 
and  technical  assistance  necessary  to  accomplish  the  interception  *  *  *."  In  return 
for  providing  the  information,  facilities,  and  technical  assistance,  the  assistance  pro- 
vider is  required  to  be  compensated  by  the  applicant  for  reasonable  expenses  in- 
curred in  providing  the  assistance.  See  18  U.S.C.  2518(4). 

The  foregoing  "assistance"  provision  also  has  been  incorporated  in  the  Foreign  In- 
telligence Surveillance  Act  of  1978  (FISA)  (codified  at  50  U.S.C.  1805(b)(2)(B))  and 
in  the  pen  register/trap  amd  trace  provisions  of  the  Electronic  Communications  Pri- 
vacy Act  of  1986  ("ECPA")  (codified  at  18  U.S.C.  3134(a),  (b)). 

Tlie  purpose  of  the  legislation  is  to  clarify  and  define  the  nature  and  extent  of  this 
responsibility  which  arises  from  the  stark  mandate  of  the  foregoing  laws. 

In  1970,  the  telephone  industry  was  monolithic,  and  the  part  of  the  telecommuni- 
cations network  wnere  government  effected  electronic  surveillance  was  relatively 
uncomplicated,  since  that  time,  with  the  breakup  of  AT&T  through  divestiture, 
the,entry  of  numerous  new  communications  providers  in  the  telecommunications 
marketplace,  and  the  introduction  of  many  new  (and  often  proprietary)  technologies, 
services,  and  features,  the  telecommunications  networks  have  become  more  varied, 
advanced,  and  complicated.  Though  unintended,  the  complexities  of  the  tele- 
communications networks  create,  and  will  continue  to  create,  impediments  to  Fed- 
eral, state,  and  local  government  agencies  as  they  attempt  to  execute  electronic  sur- 
veillance and  pen  register  and  trap  and  trace  court  orders  and  authorizations. 

With  the  passage  of  the  ECPA  amendments  to  Title  III,  electronic  communica- 
tions have  received  statutory  privacy  protection  as  well,  and  the  term  common  car- 
rier has  been  replaced  with  the  broader  terminology  of  provider  of  wire  or  electronic 
communication  service.  However,  intercepting  voice  communications  and  acquiring 
the  attendant  dialing  information  remain  of  the  greatest  importance  to  government 
agencies;  and  the  principal  area  where  technological  impediments  have  been  en- 
countered is  within  the  networks  of  wireline  and  cellular  common  carriers. 

Solutions  have  not  always  been  readily  available  for  existing  problems,  and  they 
may  not  be  for  the  future  problems  that  are  foreseen  in  the  emerging  technologies, 
services,  and  features.  Such  solutions  also  take  time  and  ma^  require  significant 
"capital"  outlays.  As  a  result,  industry  and  government  agencies  have  been  uncer- 
tain as  to  the  nature  and  extent  of  the  foregoing  "assistance"  provision.  In  particu- 
lar, key  questions  exist  in  terms  of  who  is  responsible  for  efforts  to  remove  the  im- 
pediments; how  qviickly  the  impediments  should  be  removed*  what  the  consec[uences 
are,  if  any,  for  not  removing  them  in  a  timely  fashion;  ana  who  is  responsible  for 
paying  the  costs. 

Because  of  concerns  about  compromising  investigations,  harming  law  enforcement 
and  common  carrier  relationships,  and  due  to  the  prospect  of  substantial  delays, 
government  agencies  have  been  reluctant  to  pursue  contempt  or  other  legal  rem- 
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edies  to  resolve  this  issue.  Also,  becavise  of  the  veuiety  of  technological  impediments 
and  the  differences  in  levels  of  effort  required  to  remove  them,  the  government  has 
been  concerned  that  a  particular  judicial  ruling  may  have  only  limited  precedential 
value.  Consequentlv,  as  things  now  stand,  common  carriers  and  other  communica- 
tions service  providers  ultimately  decide  what  they  will  do  to  remove  technological 
impediments,  and  when.  When  carriers  and  providers  have  acted,  it  frequently  has 
taken  months,  and  in  some  instances  years,  for  ad  hoc  technical  solutions  to  be  de- 
veloped, and  the  rate  and  breadth  of  their  deployment  have  been  uncertain.  Thus, 
since  the  mid-1980's,  technological  impediments  have  frustrated,  in  whole  or  in  part, 
the  execution  of  a  number  of  court  orders  for  electronic  surveillance,  pen  registers, 
or  trap  and  traces,  while  the  means  of  approaching  and  resolving  the  overafl  prob- 
lem of  the  negative  impacte  of  advanced  telecommunications  technology  on  elec- 
tronic surveillance  has  eluded  government  and  industry. 

It  has  been  observed  that  while  it  may  be  somewhat  difficult  and  expensive  to 
remove  some  existing  impediments  forthwith,  that  where  new,  advanced  services 
and  featiires  are  still  under  development  or  where  upgrades  are  being  prepared  that 
technological  solutions  could  be  applied  with  sigmncantly  less  difficulty  and  ex- 

Sense.  Additionally,  some  common  carriers,  especially  those  who  only  more  recently 
ave  entered  the  marketplace,  have  noted  that  they  are  not  familiar  with  all  of  the 
electronic  surveillance  requirements  of  government  agencies.  Finally,  some  common 
carriers  have  stated  that  they  rely  on  certain  support  service  providers  and  equip- 
ment manufacturers  to  provide  telecommunications  service,  and  that  without  the 
help  of  those  entities  they  may  be  unable  to  make  the  modifications  required  to  re- 
move the  impediments  and  meek  the  requirements  of  government  agencies. 

Although  Government  and  industry  have  made  efforts  to  resolve  this  problem, 
afler  several  years  of  discussion  and  consultetion,  the  basic  concerns  and  issues  re- 
mfiin:  what  are  the  requirements  of  government  agencies  in  this  area;  who  is  re- 
sponsible for  removing  the  impediments  that  impact  on  these  requirements;  how 
quickly  must  these  requirements  be  met;  what  are  the  consequences,  if  any,  for  not 
meeting  them  on  a  timely  basis;  and  who  is  responsible  for  paying  the  costs.  This 
legislation  addresses  and  resolves  these  concerns  and  issues. 

The  "Purpose"  section  also  indicates  that,  excepting  section  4,  the  legislation  is 
not  intended  to  alter  any  provision  in  the  Federal  electronic  surveillance,  pen  reg- 
ister, or  trap  and  trace  stetutes,  or  those  of  any  state  or  other  jurisdiction,  such  as 
those  regarding  the  authority  to  intercept  communications  or  install  or  use  pen  reg- 
ister and  trap  and  trace  devices;  the  current  duty  to  provide  assistence  and  receive 
payment  therefore:  causes  of  action;  civil  liability;  or  good  faith  defenses.  The  under- 
lying purpose  of  tne  legislation  is  to  clarify  and  define  the  responsibilities  of  com- 
mon earners  such  that  government  agencies  can  maintain  their  ability  to  properly 
and  effectively  execute  electronic  surveillance-related  court  orders  and  lawful  au- 
thorizations. 

An  additional  purpose  to  the  Act,  as  set  forth  in  section  4,  is  to  improve  commu- 
nications privacy  protection  for  users  of  cordless  telephones,  certain  radio-based 
data  communications  and  networks,  communications  transmitted  using  certain  pri- 
vacy-enhancing modulation  techniques,  and  to  clarify  the  lawfulness  oi  quality  con- 
trol and  service  provision  monitoring  of  electronic  communications. 

SECTION  3.  NEW  SECTION 

Chapter  109  of  title  18,  U.S.C.  is  amended  by  adding  a  new  section,  section  2237, 
entitled:  "Common  carrier  assistance  to  government  agencies."  Amendment  of  this 
chapter  is  made  in  order  to  avoid  having  to  amend  three  separate,  yet  interrelated. 
Federal  stetutory  regimes:  Title  III  (18  U.S.C.  2510  et  seq.);  FISA  (50  U.S.C.  1801 
et  seq.);  and  the  pen  register  and  trap  and  trace  provisions  of  the  ECPA  (18  U.S.C. 
3121  et  seq.). 

Common  carrier  assistance:  assistance  requirements 

Section  3(a)  sets  forth  the  requirements  of  government  agencies  when  conducting 
electronic  surveillance  and  pen  register  and  trap  and  trace  investigations.  These  re- 
quirements, which  are  generic  in  natvu-e,  were  developed  by  the  FBI  and  include 
input  from  representatives  of  various  Federal,  stete,  and  local  law  enforcement 
agencies  that  utilize  electronic  surveillance  extensively.  These  requirements  relate 
to  the  capabilities  needed  to  accomplish  effectively  the  interception  of  communica- 
tions and  the  acquisition  of  call  setup  information.  The  Government  intentionally 
has  eschewed  setting  any  technical  standards  because  it  does  not  desire  to  "dictate" 
particular  technological  solutions.  F\irther,  owing  to  the  diversity  (and  often  propri- 
etary nature)  of  each  carrier's  network  and  the  variations  in  approaches  that  can 
be  taken  to  achieve  compliance,  it  is  the  Government's  position  fiiat  each  common 
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carrier  is  best  positioned  and  qualified  to  determine  how  it  will  meet  the  reqiiire- 
ments  in  the  most  cost-effective  way. 

Although  the  requirements  set  forth  in  section  3(a)  constitute  the  first  legislative 
listing  ofthe  government's  requirements,  the  FBI  states  that  for  many  years  most, 
if  not  all,  of  these  requirements  have  been  known  to  the  security  ofQces  of  the  m^'or 
local  exchange  carriers,  interexchange  carriers,  and  cellular  carriers.  (Secvuity  of- 
fices, usually  are  designated  by  common  carriers  to  receive  service  of  the  court  or- 
ders and  authorizations  and  to  provide  law  enforcement  agencies  with  the  informa- 
tion and  assistance  recjuired  to  execute  the  court  orders  ana  authorizations.) 

The  legislation  reqvures  common  carriers  to  provide  forthwith"  the  cai)ability  and 
capacity  necessary  to  permit  the  government  to  conduct  electronic  svurv^ance,  pen 
register,  and  trap  and  trace  investigations  effectively.  The  remiirement  of  provimng 
assistance  "forthwith"  is  not  new.  ft  is  found  in  the  current  language  of  18  U.S.C. 
2518(4),  3124,  and  50  U.S.C.  1805(bX2XB).  The  language  concerning  capability  and 
capacitry^  is  included  to  underscore  the  need  for  a  common  carrier  to  afford  not  onlv 
an  abiUtr^  to  effect  the  interception  of  communications  and  the  acqviisition  of  caU 
setup  information  (which  includes  dialed  number  information)  but  also  the  abiUty 
to  accommodate  without  delay  all  court  orders  and  authorizations  for  electronic  sur- 
veillance, pen  registers,  and  trap  and  traces  that  may  be  served  on  such  common 
carrier  by  the  various  Federal,  state,  and  local  government  agencies. 

Within  section  3(aXl),  it  is  stoted  that  the  forgoing,  capability  and  capacity  must 
accommodate  the  "expeditious"  and  "simultaneous"  execution  of  all  covut  orders  and 
authorizations.  Frequentiy,  it  is  essential  to  implement  the  interception  of  commu- 
nications or  acquire  dialed  number  information  expeditiously  in  order  to  obtain  in- 
formation critical  to  saving  lives,  making  arrests,  and  seizing  evidence  and  contra- 
band, such  as  drugs,  illegal  weapons,  bombs  and  other  e^losive  devices. 

The  capability  and  capacity  requirement  is  also  very  important  inasmuch  as  a 
number  of  government  agenaes  must  be  able  to  execute  a  munber  of  court  orders 
and  authorizations  simulteneously.  The  FBI  stotes  that  over  the  past  decade  a  nimi- 
ber  of  coxirt  orders  and  autJiorizations  were  not  fiiUy  executed,  or  were  not  even 
sought,  because  of  certain  tedmoli^cal  impediments  and  capacity  shortfalls,  such 
as  insufficient  "port"  capacity  in  the  cellular  mobile  switching  offices  (MSOs).  At 
any  particiUar  tmie  a  number  of  Federal,  state,  and  local  Epvemment  agencies  mayr 
be  competing  to  execute  electronic  surveillance  and  pen  raster  coiut  orders  regard- 
ing certain  telecommunication  facilities,  the  access  point  tor  which  is  of  limited  ca- 
pacity. Inasmuch  as  communications  interceptions  and  dialed  number  ac(}uisitions 
increasingly  will  be  activated  fix>m  within  common  carrier  premises,  mcluding 
switching  offices,  it  is  critical  that  there  be  sufficient  capacity  to  accommodate  com- 
pletely the  concomitant  needs  of  all  government  agencies. 

As  discussed  below  with  regard  to  section  3(g),  since  common  carriers'  techno- 
logical responses  to  the  requirements  will  vary  by  common  carrier  and  by  the  tech- 
nology being  addressed,  and  because  historically  each  carrier  has  been  subject  to 
varied  numeric  demands  in  terms  of  court  orders  or  authorizations,  the  Government 
intends  to  consult  with  common  carriers  and  telecommunications  industry  rep- 
resentetives  in  a  number  of  areas,  such  as  in  the  area  of  capacity,  in  order  to  assist 
in  faciliteting  proper  sizing  approaches  and  cost-effective  compliance.  Further,  it  is 
expected  tiiat  most  common  carriers  can  ensure  compliance  in  the  fiiture  and  gauge 
the  fiiture  demands  of  government  agencies  by  reviewing  their  records  as  to  the 
numbers  of,  and  trends  in,  current  and  past  court  orders  and  authorizations  and  ex- 
trapolating tiierefi-om  the  sizing  required  to  meet  fiiture  demands.  Finally,  the  in- 
creasing availability  of  "moduli  and  incremental  technical  approaches  will  allow 
common  carriers  to  respond  flexibly  throughout  their  networks  to  the  demands  of 
government  agencies  in  a  cost-effective  manner. 

Section  3(aX2)  specifies  that  common  carrier  networks  must  afford  ^vemment 
agencies  an  ability  to  intercept  communications  and  acquire  call  setup  information 
"concurrent"  with  the  transmission  of  the  communication  to  or  fi:t)m  the  subscriber's 
facility  or  service  that  is  the  subject  ofthe  court  order  or  authorization,  to  the  exclu- 
sion of  communications  or  information  concerning  any  other  subscriber,  and  without 
regard  to  the  mobile  nature  of  the  subject  subscriber's  facility  or  service  or  the  use 
by  that  subscriber  of  any  custom  features  or  services  offered  by  the  common  carrier. 

It  is  important  tJiat  government  agencies  can  intercept  communications  concur- 
rent with  the  transmission  of  the  original  communication.  Further,  the  associated 
requirement  of  being  able  to  ac(|uire  call  setup  information  concurrent  with  the  sub- 
ject transmission  also  is  essential  For  example,  it  is  critical  for  government  agen- 
cies to  be  able  to  intercept  communications  as  they  occur  so  they  can  respond  imme- 
diately to  life-threatening  circumstances  and  react  promptiy  ana  effectively  to  crimi- 
nal activity  in  terms  of  making  needed  arrests,  seizing  evidence,  and  interdicting 
contraband,  such  as  drugs,  illegal  weapons,  bombs  and  other  explosive  devices. 
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The  separation  of  signaling  transmission  paths  fix)m  commiinications  paths  also 
can  impede  government  agencies  who  must  be  able  to  associate  the  intercepted  com- 
munication with  the  calling  or  called  party.  Aside  from  the  negative  evidentiary  im- 
pact caused,  this  circumstance  can  hamper  government  agencies  in  their  efforts  to 
effectively  'minimize"  the  monitoring  and  recording  of  non-criminal  communica- 
tions. Consequently,  there  is  a  requirement  that  common  carriers  can  assvu^  that 
call  setup  information  will  be  available  "concurrent  with  the  transmission  of  the 
communication"  that  is  the  subiect  of  the  court  order  or  authorization. 

Owing  to  the  varying  availaoility  of  contemporaneous  call  setup  information,  the 
definition  of  "concurrent  with  the  transmission  of  the  communication"  found  in  sec- 
tion 3(i)(6)  specifies  that  the  "concurrence"  requirement  is  satisfied  if  such  informa- 
tion can  be  acqviired  by  government  agencies  either  before,  during,  or  immediately 
afler  the  transmission  of  the  commumcation.  It  is  the  clear  preierence  of  govern- 
ment agencies  that  common  carriers  will  attempt  to  afford  the  ability  to  acqxure  this 
information  before  the  transmission  of  the  communication  whenever  reasonably  fea- 
sible. Similarly,  because  of  the  difficvilty  of  intercepting  certain  "electronic  commu- 
nications" concturent  with  their  transmission,  the  foregoing  definition  states  that 
providing  government  agencies  an  abihty  to  intercept  such  information  at  the  con- 
clusion of  tne  transmission  will  satisfy  the  reqviirement. 

The  requirement  that  government  agencies  will  have  the  ability  to  isolate  the 
communications  and  call  set  up  information  of  the  subjects  of  electronic  surveillance 
to  the  exclusion  of  the  communications  and  call  setup  information  of  other  subscrib- 
ers is  a  basic  and  a  long-standing  one.  Government  agencies  do  not  want  to  be  faced 
with  the  prospect  of  having  to  "sort  through"  a  tangle  of  communications  which  in- 
clude those  of^  innocent  individuals  who  have  the  misfortune  of  having  their  commu- 
nications "bxindled"  or  otherwise  commingled  with  those  of  the  interception  subiect 
in  the  telecommunication  transmission  process.  This  requirement  is  being  chal- 
lenged by  the  increased  use  of  digital  transport,  multiplexing,  and  fiber  optics  closer 
to  the  premises  of  the  interception  subject.  Hence,  common  carriers  must  assvire 
that  there  are  means  to  access  and  isolate  communications  and  call  setup  informa- 
tion, yet  in  a  fashion  that  does  not  compromise  the  interception  or  acquisition  effort. 

The  increasingly  mobile  nature  of  telecommunications  facilities  and  service  also 
has  created  impediments  to  the  effective  execution  of  electronic  surveillance.  With 
today's  cellular  telephony,  communications  can  be  "handed  off'  within  and  between 
networks  and  can  be  routed  about  such  that  they  bypass  interception  access  points, 
even  when  they  are  established  within  the  premises  of  a  cellular  common  carrier. 
It  is  believed  that  the  communication  interception  and  call  setup  information  acqui- 
sition requirements  of  government  agencies  can  be  met  by  common  carriers  afford- 
ing mobile  service  by  drawing  upon  existing  technologies  and  programming  and 
routing  capabilities  and  by  coordinating  efforts  with  other  mobile  carriers.  This 
same  reqvurement  also  has  application  to  other  mobile  features  and  services  which 
permit  subscribers  to  program  or  otherwise  direct  communications  to  any  facility 
designated  by  the  subscriber  (e.g.,  "follow  me  service"),  as  well  as  to  the  emerging 
mobile  services  encompassed  in  personal  communications  services  (PCS)  and  other 
radio  frequency-based  mobUe  communications  services. 

Section  3(a)(2)  specifies  that  the  communication  interception  and  call  setup  infor- 
mation acquisition  requirement  includes  an  ability  to  obtain  such  commumcations 
and  information  notwithstanding  the  use  by  the  subject  subscriber  of  any  tele- 
communications custom  "features'  offered  by  the  common  carrier.  The  most  notable 
feature  impediment  to  effective  electronic  surveillance  is  "call  forwarding."  This  fea- 
ture permits  a  subscriber,  whose  telecommunications  facility  (and  telephone  num- 
ber) is  the  subject  of  a  court  order  or  authorization,  to  redirect  in-coming  calls  from 
that  facility  to  other  facilities.  Such  call  redirection  can  be  accomplished  according 
to  established  programs  or  even  randomly  and  dynamically.  In  the  past,  government 
agencies  frequentlv  have  proceeded  by  secvuing  additional  court  orders  for  those 
new  facilities  to  which  the  calls  have  been  "forwarded"  or  redirected  by  the  subject 
subscriber  of  the  court  order  or  authorization.  This  circumstance  has  resulted  in 
government  agencies  having  to  obtain  more  court  orders  or  authorizations  than  typi- 
cally would  have  been  required;  in  criminal  communications  escaping  timely  inter- 
ception; and,  in  some  instances,  in  additional  households  uimecessarily  becoming 
targets  of  electronic  surveillance. 

Section  3(a)(3)  includes  the  requirement  that  there  be  an  ability  to  intercept  the 
content  of  communications  and  acquire  call  setup  information  unobtrusively  and 
with  a  minimum  of  interference  with  any  subscriber's  telecommunications  service. 
This  language  mirrors  language  currently  found  in  18  U.S.C.  2518(4),  3124,  and  50 
U.S.C.  1805(d)(2)(B),  and  it  is  intended  to  prevent  subjects  of  electronic  surveillance 
and  pen  register  and  trap  and,  trace  investigations  and  others  from  detecting  the 
svirveillance  effort. 
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Section  3(aX4)  contains  the  requirement  that,  once  intercepted  or  acquired,  the 
government  agency  would  be  able  to  receive  the  communication  or  call  setup  infor- 
mation in  a  generally  available  format  at  a  location  identified  by  the  government 
agency  distant  from  the  subject's  fadlity,  fi:t>m  the  interception  or  acqxiisition  access 
point,  and  fh)m  the  premises  of  the  common  carrier.  Tina  requirement  is  not  new 
and  is  intended  to  maintain  the  current  ability  of  government  agencies  to  monitor, 
record,  minimize,  and  otherwise  properiy  administrate  electronic  surveillance  and 
pen  register  and  trap  and  trace  investigations.  This  requirement  is  fundamentally 
important,  since  witnout  it  the  safety  of  law  enforcement  ofiScers  and  government 
employees  wovild  be  put  at  risk,  the  interception  or  acquisition  effort  easily  could 
be  compromised  through  detection,  and  the  effective  execution  of  the  siirveillance 
search  would  be  significantly  disrupted. 

Cuirently,  once  access  has  been  obtained  within  the  local  loop  or  the  common  car- 
rier's central  office  facilities,  the  communications  and  call  setup  information  are 
transmitted  back  to  the  law  enforcement  agency's  fieuality  or  momtoring  plant,  usu- 
allv  within  the  agenc^s  office.  The  transmission  most  fi«quently  occurs  via  line  fa- 
cihties  provided  by  the  common  carrier. 

The  language  which  states  that  the  communications  and  call  setup  information 
are  to  be  received  in  a  generally  available  format  is  intended  to  bake  clear  that  gov- 
ernment agencies  do  not  expect  common  carriers  to  translate  digital  transmissions 
to  analog,  etc.  before  affordmg  transmission  to  them.  Rather,  it  is  expected  that  a 
common  carrier  would  utilize  a  transmission  format  that  was  consistent  with  that 
of  the  communication  being  interceptcxl  or  acquired  at  the  time  of  access,  such  as 
analog  voice  diannel  on  a  local  loop,  D4  formatted  T-1  circuit,  ISDN  Primary  Rate 
Intenace  circuit,  etc.  On  the  other  hand,  government  agencies  imderstand  that  they, 
not  the  common  carriers,  are  responsible  for  processing  the  communications  inter- 
cepted and  the  call  setup  information  acquired. 

Section  3(aX4)  also  indicates  that  in  some  emergency  or  exigent  circumstances 
that  a  government  agency  by  necessity  may  have  to  access  and  monitor  communica- 
tions or  dialed  num^r  information  on  the  common  carrier's  premises.  Government 
agencies  understand  that  common  carriers  are  not  desirous  of  having  government 
personnel  carry  out  all  aspects  of  a  surveillance  on  common  carrier  premises,  and 
it  is  understood  that  the  government's  presence  in  common  carrier  premises  should 
only  occur  in  emergency  or  exigent  circumstances.  Also,  government  agencies  are 
not  expecting  common  carrier  personnel  to  assist  in  the  monitoring  aspects  of  exe- 
cuting a  court  order  or  authorization. 

Section  3(b)  specifies  that  government  agencies  shall  notify  common  carriers  of 
any  wire  or  electronic  interceptions  or  any  call  setup  acquisitions  that  are  to  be  ef- 
fected within  the  premises  of  such  common  carrier  pursuant  to  court  order  or  au- 
thorization. Common  carriers  are  re(^uired  to  designate  individuals  to  activate  such 
interceptions  or  acquisitions.  These  individuals  are  required  to  be  available  at  all 
times  to  activate  the  interceptions  or  acquisitions.  The  requirement  can  be  met  by 
such  individuals  being  "on  call,"  in  order  to  promptly  respond  to  governmental  needs 
as  necessary.  The  requirement  does  not  mean  that  the  designated  individuals  actu- 
ally must  be  on  the  premises  at  all  times  or  that  24  hour-a-day  work  shifi»  must 
be  established.  Such  interceptions  or  acquisitions  may  be  activated  only  by  the  af- 
firmative intervention  of  such  individuals. 

This  provision  recognizes  that  the  access  point  for  intercepting  oommvinications 
and  acquiring  call  setup  information  increasini^y  will  originate  within  coinmon  car- 
rier premises.  Such  premises  indude  btuldings,  switching  offices  and  facilities,  and 
network  elements  (e.g.,  signaling  transfer  paints)  maintained  by  the  coinmon  car- 
riers. Since  it  is  important  that  these  fadhties,  as  well  as  the  entire  telecommuni- 
cations network,  remain  secure,  it  is  a  requirement  that  all  such  access  be  initiated 
directiy  only  by  individuals  designated  by  the  common  carrier. 

Government  agendes  are  not  seeking  the  authority  or  ability  to  remotely  activate 
interceptions  witiiin  tiie  premises  of  a  common  carrier  in  a  fashion  that  bypasses 
personnel  designated  by  common  carrier.  All  executions  of  court  orders  or  authoriza- 
tions which  require  access  to  the  switching  facilities  or  other  premises  will  be  made 
through  tile  individuals  authorized  and  designated  by  the  common  carrier.  Activa- 
tion of  interceptions  or  acquisitions  originating  in  local  loop  wiring  or  cabling  can 
be  effected  by  government  personnel  or  by  individuals  designated  by  the  common 
carrier,  depending  upon  the  amount  of  assistance  the  government  requires. 

Section  3(c)  states  t^at  to  the  extent  common  carriers  providing  service  within  the 
United  Stetes  currently  cannot  fulfill  the  requirements  set  forth  in  subsection  (a), 
they  shall  fiilfill  such  requiremente  within  three  years  fiiom  the  date  of  enactment 
of  me  Act.  This  section  makes  dear  that  the  focus  of  compliance  is  on  common  car- 
riers within  whose  networks  most  of  the  electronic  surveillance  occurs. 
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Nearly  all  wireline  and  wireless  voice  communications  are  provided  by  local  ex- 
change carriers,  interexchange  carriers  (and  increasingly  by  service  "resellers"  and 
competitive  access  providers  (CAPS)),  and  by  celliilar  carriers  (and  soon  by  providers 
of  Personal  Communications  Services  (PCS)  and  satellite  based  mobile  communica- 
tions providers).  These  entities  are  common  carriers,  and  historically  they  have  been 
subject  to  regulation.  Since  most  electronic  surveillance  is  effected  within  the  net- 
works of  common  carriers,  the  coverage  has  been  scaled  to  focus  only  on  those  serv- 
ice providers  within  whose  networks  the  core  technological  problems  exist. 

Although  certain  categories  of  electronic  communication  service  providers  (e.g., 
PBX  and  computer  network  operators)  who  ciurently  have  assistance  responsibil- 
ities under  Federal  and  state  laws  are  excluded  from  the  provisions  of  this  legisla- 
tion, nevertheless  it  is  ejected  that  such  providers  will  continue  to  fidfill  their  stat- 
utory responsibilities  and  undertake  voluntarily  to  accommodate  the  electronic  sxu"- 
veillance  needs  of  government.  If  significant  technological  impediments  arise  within 
their  networks  in  the  fut\u"e  due  to  inattention  to  government  requirements  or  due 
to  inaction  in  addressing  them,  consideration  wo\ild  have  to  be  given  to  seeking  ex- 
pansion in  the  coverage  of  the  instant  legislation  to  include  such  entities. 

The  language  of  the  section  is  also  intended  to  indicate  that  common  carriers  still 
must  fulfm  their  assistance  responsibilities  under  18  U.S.C.  2518(4),  3124,  and  50 
U.S.C.  1805(b)(2)(B)  by  furnishing  requested  information,  facilities,  and  technical  as- 
sistance, to  the  extent  possible,  dvuing  the  three  year  grace  period  set  for  compli- 
ance. There  should  be  no  relaxation  in  common  carrier  efforts  to  assist  government 
agencies  in  effectively  executing  court  orders  and  authorizations. 

Some  common  carriers,  such  as  "resellers"  and  competitive  access  providers 
(CAPS),  either  may  not  own  any  equipment  or  facilities  or  the  equipment  or  facili- 
ties they  own  may  be  such  that  they  are  not  capable  of  effecting  interceptions  or 
acquisitions  under  this  Act.  In  such  cases,  it  is  expected  t^at  such  service  entities 
would  rely  on  the  compliance  of  the  common  carrier  whose  facilities  they  lease,  etc., 
and  that  they  likely  would  seek  from  such  common  carrier  legal  assurances  that 
compliance  will  be  achieved  within  the  statutory  compliance  period  or  that  such 
common  carrier  would  indemnify  them  for  any  liability  or  penal^  they  bay  incur 
if  compliance  is  not  met.  If  a  common  carrier  leases  a  portion  of  its  switching  or 
other  network  facilities  to  an  end  user  and  such  facilities  are  not  under  the  earner's 
control,  then  the  carrier  shall  not  be  obligated  to  make  that  portion  compliant  as 
long  as  it  remains  beyond  the  common  carrier's  control. 

The  date  for  common  carrier  compliance  is  set  at  within  three  years  from  the  date 
of  enactment  of  the  Act.  The  Government  believes  that  this  is  a  reasonable  period 
within  which  the  needed  technological  solutions  can  be  identified,  tested,  and  de- 
ployed within  the  networks  of  common  carriers.  As  discussed  below,  common  car- 
riers receive  important  assistance  and  cooperation  of  equipment  manufacturers  and 
common  carrier  support  service  providers  so  that  timely  compliance  can  be  achieved. 

The  coverage  of  compliance  includes  needed  modifications  to  existing  systems  and 
networks,  (embedded  base)  as  well  as  to  future  systems  and  networks  (those — ^field- 
ed, after  the  three  year  compliance  period). 

Section  3(d)  provides  that  common  carriers  shall  consult  in  a  timely  fashion  with 
providers  of  common  carrier  support  services  and  telecommunications  equipment 
manufacturers  so  that  any  needed  modifications  to  services  and  equipment,  includ- 
ing hardware  and  software,  can  be  made,  and  thus  help  to  ensiu'e  common  carrier 
compliance  within  three  years.  This  section  further  specifies  that  a  provider  of  com- 
mon carrier  support  services  and  a  telecommunications  equipment  manufactxirer 
shall  make  available  to  a  common  carrier  on  a  timely  and  priority  basis,  at  a  rea- 
sonable and  cost-effective  cheirge,  any  support  services  or  equipment  required  so  as 
to  permit  compliance  with  the  provisions  of  the  Act.  The  responsibilities  of  common 
carrier  support  service  providers  and  equipment  manufacturers  are  added  to  the 
legislation  to  indicate  that  they  have  an  important  role  in  ensuring  that  court  orders 
and  authorizations  are  not  frustrated. 

Assistance  and  cooperation  fi'om  support  service  providers  and  equipment  manu- 
facturers are  increasingly  important,  as  services  and  equipment  become  more  so- 
phisticated and  as  common  ceirriers  rely  on  "outside"  companies  to  provide  them 
with  these  components.  Although  the  direct  burden  of  compliance  falls  on  common 
carriers,  nevertneless  statutory  responsibilities  are  conferred  upon  these  support 
service  providers  and  equipment  manufacturers  without  whose  help  the  common 
carriers  likely  could  not  comply.  One  of  the  msyor  objections  to  the  compliance  date 
and  attendant  penalty  provisions  raised  in  the  past  by  representatives  of  the  Re- 
gional Bell  operating  Companies  (RBOC's)  was  the  concern  that  local  exchange  car- 
riers must  rely  on  equipment  manufacturers  and  others  in  order  to  meet  many  of 
the  requirements. 
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Under  provisions  of  the  Modified  Final  Judgment  (MFJ)  of  the  consent  decree  re- 
garding tne  Government's  antitrust  case  against  AT&T,  local  exchange  carriers  are 
precluaed  from  engaging  in  telecommunications  equipment  manufacturing.  How- 
ever, a  Department  of  «nistice  memorandum  concludes  that  Judge  Greene  s  order 
would  not  be  an  impediment  to  a  common  carrier's  effecting  limit^,  noncommerdal 
modifications  to  network  facilities,  services,  or  equipment,  tne  sole  piupose  of  which 
woiild  be  to  prevent  the  firustration  of  statutorily-based  court  orders  and  authoriza- 
tions designed  to  ensure  effective  law  enforcement,  the  public  safety,  and  the  na- 
tional security. 

Section  3(e)  states  that  the  Attorney  General  of  the  United  States  shall  have  the 
authority  to  enforce  the  provisions  of  subsections  (a),  (b),  (c),  and  (d)  of  section  3. 
In  order  to,  avoid  disparate  enforcement  actions  throughout  the  covmtry  in  ways 
that  could  be  burdensome  for  common  carriers,  the  responsibility  for  enforcing  these 
provisions  is  vested  in  the  Attorney  General  of  the  United  States  through  the  De- 
partment of  Justice  and  the  Offices  of  the  various  United  States  Attorneys. 

In  particular,  the  Attorney  General  is  specifically  given  the  authority  to  apply  to 
an  appropriate  United  States  District  Court  for  an  order  restraining  or  e^joinmg  the 
provision  of  service  by  any  common  carrier  who  violates  the  foregoing  subsections 
of  section  3.  Similarlv,  to  ensure  common  carrier  compliance,  the  Attorney  General 
may  apply  for  an  order,  such  as  a  writ  of  mandamus,  which  mandates  the  coopera- 
tion of  a  provider  of  common  carrier  support  services  or  a  telecommunications  equip- 
ment manufacturer  pursuant  to  the  provisions  in  subsection  (d).  The  intent  is  that 
there  be  no  excuse  offered  by  common  carriers  that  they  cannot  comply  because  of 
unresponsiveness  on  the  part  of  such  support  service  providers  and  eqmpment  man- 
ufacturers. The  Federal  district  courts  are  specifically  given  jurisdiction  to  issue 
such  orders.  Additionally,  the  Attorney  General  may  request  the  Federal  Commu- 
nications Commission.  (FCC)  to  assist  in  enforcing  provisions  of  the  Act.  This  provi- 
sion recognizes  the  wide-ranging  authority  of  the  TCC  over  common  carriers  and 
others  in  the  telecommunications  industry. 

Section  3(f)  specifies  that  any  common  carrier  that  violates  section  3(a)  shall  be 
subject  to  a  civil  penalty  of  $10,000  per  day  for  each  day  in  violation.  "The  Attorney 
General  is  authorized  to  file  a  civil  action  to  collect,  ana  the  Federal  district  courts 
have  jurisdiction  to  impose,  such  fines.  The  FCC  may  also  impose  regulatory  sanc- 
tions or  fines  authorized  by  law.  .  ,     , 

Section  3(g)  provides  that  the  Attorney  General  is  encouraged  to  consult  with  the 
FCC  and  common  carrier  representatives  and  to  utilize  common  carrier  standards 
bodies,  associations,  and  other  such  organizations  to  discuss  details  of  the  reouire- 
ments,  such  as  those  related  to  capacity,  in  order  to  facilitate  compliance  with  the 
provisions  of  the  Act.  This  subsection  evidences  an  intention  on  the  part  of  Govern- 
ment to  help  common  carriers  achieve  compliance  with  as  little  difficulty  as  pos- 
sible, and  it  the  most  cost-effective  way  possible.  Throudi  detailed  discussions,  nar- 
row and  technical  questions  fix)m  common  carriers  can  be  answered  and  other  con- 
cerns addressed.  . 

Such  fora  also  may  act  as  potential  clearinghouses  for  promising,  cost-effective 
technological  approaches  and  solutions,  which  would  likely  reduce  costly  and  dupli- 
cative independent  efforts  on  the  part  of  each  common  carrier.  The  FBI  and  other 
law  enforcement  agencies  have  been  meeting  with  industry  (largely  common  carrier) 
technical  committees  for  nearly  two  year's  in  this  regard,  currentiy  under  the  aus- 
pices of  the  Alliance  for  Telecommunications  Industry  Solutions'  Electronic  Commu- 
nications Service  Provider  Committee  (ECSPC).  However,  because  of  the  voluntary 
basis  and  elective  nature  of  participation  in  and  commitment  to  this  body,  its  lack 
of  authority  to  require  the  implementation  of  solutions  or  to  assign  funding  respon- 
sibility, and  given  that  there  is  no  clear  legal  mandate  to  fulfill  government's  re- 
qviirements  on  a  timely  basis,  these  committees  have  not  been  effective  to  date  in 
engendering  the  development,  let  alone  the  implementation,  of  the  required  solu- 
tions. With  legislation  mandating  future  compliance  and  addressing  funding  con- 
cerns, it  is  reasonable  to  assume  that  common  carriers  and  others  will  utilize  such 
committees  in  a  more  meaningful  and  beneficial  fashion. 

Section  3(h)  states  that  the  Federal  Government  shall  pay  common  carriers  for 
reasonable  and  cost-effective  charges  directly  associated  with  the  modifications  re- 
quired to  assure  common  carrier  compliance  with  the  requirements  of  this  Act  which 
are  incurred  within  the  three  year  period  set  for  compliance. 

The  Federal  Government  has  concluded  that  it  should  compensate  common  car- 
riers for  reasonable  and  cost-effective  charges  associated  with  devising  and  imple- 
menting the  modifications  required  which  remove  the  technological  impediments 
and  assure  common  carrier  compliance  with  the  government's  requirements  estab- 
lished in  section  3(a).  The  remuneration  covers  (Jiarges  incurred  within  the  three 
year  period  set  for  compliance  with  regard  to  certain  interim  solutions  to  remove 
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the  impediments  that  most  concern  the  Government;  for  the  cost  of  modifying  exist- 
ing networks,  services,  facilities,  and  featiires;  and  for  research  and  development 
and  testing  efforts  associated  with  making  future  networks,  services,  and  features 
compliant  with  the  government's  requirements.  Once  solutions  have  been  identified, 
it  is  expected  that  they  would  be  incorporated  into  successive  generations  of  service 
and,  where  feasible,  into  new  services  without  additional  charge  to  the  Government. 

Section  3(i)  sets  forth  definitions  for  sections  1-3  of  the  Act.  The  term  "common 
carrier"  means  any  person  or  entity  engaged  as  a  common  carrier  for  hire,  as  de- 
fined by  section  3(n)  of  the  communications  Act  of  1934,  and  includes  a  commercial 
mobile  service  or  interconnected  service,  as  defined  in  section  6002(b)  of  Public  Law 
103-66.  This  definition  encompasses  such  service  providers  as  local  exchange  car- 
riers, interexchange  carriers,  service  "resellers,  competitive  access  providers 
(CAPS),  cellular  carriers,  personal  communications  services  (PCS),  satelnte-based 
service  providers,  and  any  other  common  carrier  who  offers  wireline  or  wireless 
service  to  the  general  pubhc. 

The  term  "provider  of  common  carrier  support  services"  meansany  person  or  en- 
tity who  provides  services  to  a  common  earner  that  are  integral  to  processing,  di- 
recting, forwarding  or  completing  telephone  calls  or  electronic  communication  trans- 
missions. There  are  currently  over  one  hundred  such  support  service  providers  that 
provide  common  carriers  with  specialized  support  services. 

The  terms  "wire  communication"  an  "electronic  communication"  have  the  same 
meanings  as  set  forth  at  18  U.S.C.  2510(12)  and  2510(12),  respectively,  under  Titie 
III,  as  amended  by  the  ECPA. 

The  term  "intercept"  has  tiie  same  meaning  as  set  forth  at  18  U.S.C.  2510(4),  ex- 
cept that  with  regard  to  a  common  carrier's  transmission  of  a  communication 
encrypted  by  a  subscriber,  the  common  carrier  shall  not  be  responsible  for  ensuring 
the  government  agency's  ability  to  ac(j\iire  the  plaintext  of  the  communications  con- 
tent, unless  the  encryption  was  provided  by  the  common  carrier  and  the  common 
carrier  possesses  the  information  necessary  to  decrypt  the  communication.  TTie  term 
"intercepte"  means  "the  aural  or  other  acquisition  of  the  contente  of  any  wire,  elec- 
tronic, or  oral  communication  ♦  ♦  *."  The  term  "contents"  includes  "any  information 
concerning  the  substance,  purport,  or  meaning  of  [a]  *  *  *  communication."  18 
U.S.C.  2510(8).  The  lan^age  in  the  definition  of  "intercept,"  as  used  in  this  legisla- 
tion, is  intended  to  clanfy  that  a  common  carrier  has  no  obligation  to  decrypt  com- 
munications that  have  been  encrypted  by  the  subscriber,  such  that  the  conversation 
or  data  transmission  can  immediately  be  understood  by  the  government,  unless  the 
encryption  was  provided  by  the  common  carrier  and  the  earner  possesses  tiie  infor- 
mation necessary  to  decrypt  the  communication. 

The  term  "concurrent  with  the  transmission  of  the  communication"  means  con- 
temporaneous with  the  transmission  of  the  communication,  but  it  also  includes,  with 
regard  to  electronic  communications,  the  ability  of  the  government  to  acquire  such 
communications  at  the  conclusion  of  the  transmission,  and,  with  regard  to  call  setup 
information,  the  ability  to  acquire  such  information  either  before,  during,  or  imme- 
diately after  the  transmission  of  the  communication. 

The  definition  of  "concurrent  with  the  transmission  of  the  communication"  found 
in  section  3(i)(6),  is  somewhat  broader  than  term  might  imply  on  its  face.  The  defini- 
tion was  broadened  due  to  the  varying  feasibility  of  effectively  intercepting  elec- 
tronic communications  contemporaneously  and  the  varying  availabLlity  of  call  setup 
information  contemporaneous  with  the  transmission  of  the  communication  with 
which  it  is  associated.  Because  of  the  difficulty  of  intercepting  certain  electronic 
communications  concurrent  with  their  transmission,  the  foregoing  definition  stetes 
that  providing  an  ability  for  government  agencies  to  intercept  such  information  at 
the  conclusion  of  the  transmission  wiU  satisfy  the  reauirement.  The  definition  also 
specifies,  with  regard  to  call  setup  information  tiiat  me  "concurrence"  requirement 
is  satisfied  if  such  information  can  be  acquired  by  government  agencies  either  be- 
fore, during,  or  immediately  aiter  the  transmission  of  the  communication.  It  is  the 
clear  preference  of  government  agencies  that  common  carriers  will  attempt  to  assure 
an  ability  to  acquire  this  information  before  the  transmission  of  the  communication 
whenever  reasonably  feasible. 

The  term  "call  setup  information"  means  the  information  generated  which  identi- 
fies the  origin  and  destination  of  a  wire  or  electronic  communication  placed  to,  or 
received  by,  the  facility  or  service  that  is  the  subject  of  the  court  or^r  or  lawful 
authorization,  including  information  associated  with  any  telecommunications  system 
dialing  or  calling  features  or  services.  For  voice  communications,  this  information 
is  typically  the  electronic  pulses,  audio  tones,  or  signaling  messages  that  identify 
the  numbers  dialed  or  otherwise  transmitted,  or  caused  to  be  transmitted.  In  pen 
register  investigations,  these  are  the  pulses,  tones,  or  messages  which  identify  the 
numbers  di£ded  fi-om  tjbe  facility  that  is  the  subject  of  the  court  order  or  authoriza- 
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tion.  In  trap  and  trace  investigations,  these  are  the  incoming  pvilses,  tones,  or  mes- 
sages which  identify  the  originating  number  of  the  facility  from  which  the  call  was 
placed  and  which  are  captured  when  directed  to  the  facility  that  is  the  subject  of 
the  court  order  or  authorization. 

With  regard  to  electronic  communications,  the  information  is  that  generated  dur- 
ing the  establishment  of  communications  or  the  transmission  of  a  protocol  data  unit, 
such  as  a  datagram,  that  identifies  the  origin  and  destination  of  the  communication. 
For  data  services,  this  information  is  typically  the  source  (calling)  address  and  des- 
tination (called)  address  contained  in  nelds  of  the  data  unit,  such  as  the  header  of 
a  frame  or  packet. 

The  call  setup  information  also  encompasses  numbers  identified  incidental  to  calls 
where  calling  featiwes  or  services  are  used. 

The  term  "government"  means  the  Government  of  the  United  States  and  any 
agency  or  instrumentality  thereof,  the  District  of  Columbia,  any  commonwealth,  ter- 
ritory, or  possession  of  the  United  States,  and  any  state  or  political  subdivision 
thereof  auUiorized  by  law  to  conduct  electronic  surveillance. 

SECTION  4.  COMMUNICATIONS  PRIVACY  IMPROVEMENT  AND  MONITORING  CLARIFICATION 

Section  4  includes  several  amendments  to  Chapter  119,  United  States  Code, 
which  includes  Title  III,  with  regard  to  communications  privacy  improvements  and 
clarifications  concerning  monitoring  of  electronic  communications. 

In  section  4,  amendments  are  made  to  the  definitions  found  in  18  U.S.C.  2510(1) 
and  (12).  The  purpose  of  the  amending  language  is  to  provide  communications  pri- 
vacy protection  to  cordless  telephone  communication  transmissions  occurring  in  the 
radio  link  between  the  telephone  handset  and  base  station. 

Because  of  the  ease  with  which  communications  occurring  in  the  radio  portion  of 
cordless  telephone  transmissions  could  be  overheard  througn  the  use  of  commercial 
radio  receivers,  scanners,  and  similar  cordless  telephones  operating  in  the  same 
area.  Congress  chose  not  to  confer  statutory  privacy  protection  upon  the  radio  por- 
tion of  cordless  telephone  communications  or  to  criminalize  the  interception  of  same 
in  the  1986  ECPA  amendments  to  Title  III.  However,  since  then,  advances  in 
cordless  telephony  have  resulted  in  the  mass-marketing  of  various  types  of  cordless 
telephones,  many  of  which  are  considerably  more  difficult  to  intercept  than  the  ear- 
lier models.  Because  newer  versions  and  tvpes  of  cordless  telephones  incorporate 
features  and  technology  that  typically  afford  greater  security  to  liie  user,  there  now 
exists  a  basis  for  providing  full  statutory  privacy  protection  to  cordless  telephones. 
Even  absent  the  prior  statutory  privacy  protection,  tJie  view  that  certain  cordless 
telephone  users  nonetheless  retain  Fourth  Amendment  privacy  protection  under  the 
"reasonable  expectation  of  privacy"  criteria  has  been  asserted.  See  United  States  v. 
Smith,  978  F.2d  171,  176  (5th  Cir.  1992).  This  amendment  now  confers  the  same 
communications  privacy  protection  for  the  millions  of  cordless  telephone  users  as  is 
currently  afforded  to  cellular  telephone  users. 

The  penalty  provisions  for  intercepting  cordless  telephones  are  also  made  consist- 
ent wiUi  those  for  intercepting  cellular  telephones,  by  the  amendments  to  18  U.S.C. 
2511(4)(b)(i)  and  (ii)  set  forth  in  this  section. 

Section  4  also  includes  language  which  amends  18  U.S.C.  2510(16),  communica- 
tions deemed  to  be  "readily  accessible  to  the  general  public"  with  regard  to  radio 
communications,  and  the  exceptions  thereto.  The  excepted  categories  currently  cov- 
ered under  section  2510(16)(A)--(E)  enjoy  privacy  protection  because  they  usually  are 
not  susceptible  to  interception  by  the  general  public.  Added  to  these  categories  is 
the  new  category  of  "electronic  commumcation."  The  intention  is  to  provide  clarifica- 
tion that  there  is  protection  for  all  forms  of  electronic  communication,  including 
data,  even  when  they  may  be  transmitted  by  radio. 

Section  4  also  amends  the  penalty  provisions  set  forth  in  18  U.S.C.  2511(4)(b)  by 
adding  language  that  specifies  a  similar  penalty  for  intercepting  communications 
"transmitted  using  modulation  techniques  whose  essential  parameters  have  been 
withheld  from  the  public  with  the  intention  of  preserving  the  privacy  of  such  com- 
munication." The  purpose  of  the  amendment  is  to  treat  communications  using  such 
modvilation  techniques  in  the  same  fashion  as  those  where  encryption  has  been  em- 
ployed to  secure  communications  privacy. 

Finally,  section  4  amends  18  U.S.C.  2511(2)(a)(i)  by  clarifying  that  it  is  not  unlaw- 
ful for  a  switchboard  operator,  officer,  employee,  or  agent  of  a  wire  or  electronic 
communication  service  to  intercept,  disclose,  or  use  an  "electronic  communication," 
in  the  same  fashion  as  a  wire  communication,  in  the  normal  covu^e  of  his  employ- 
ment while  engaged  in  any  activity  which  is  necessary  incident  to  the  rendition  of 
his  service  or  to  the  protection  of  tiie  rights  or  property  of  the  provider  of  the  serv- 
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ice.  This  technical  correction  is  designed  to  put  the  handling  of  electronic  and  wire 
communications  on  the  same  footing. 


Law  Enforcement  Requirements  for  the  Surveillance  of  Electronic 

Communications 

introduction 

In  July  1992,  the  Federal  Bureau  of  Investigation,  in  cooperation  with  federal, 
state,  and  local  law  enforcement  agencies,  published  a  dociunent  entitled  Law  En- 
forcement Requirements  for  the  Surveillance  of  Electronic  Communications.  The 
document  outlined  law  enforcement's  nine  re<^uirements  for  the  surveillance  of  elec- 
tronic communications.  As  a  result  of  disoissions  between  law  enforcement  and  in- 
dustry, law  enforcement  has  prepared  clarifications  and  examples  to  support  the  re- 
quirements contained  in  the  July  1992  document.  These  clarifications  and  examples 
respond  to  specific  questions  raised  by  the  electronic  communications  industry.  This 
doctunent  states  law  enforcement's  nine  requirements  and  provides  supporting  clari- 
fications and  examples,  thereby  superseding  the  July  1992  docimient. 

BACKGROUND 

The  primary  mission  of  federal,  state,  and  local  law  enforcement  agencies  is  to 
enforce  the  laws  of  their  respective  jmisdictions.  Various  federal  and  state  laws  au- 
thorize the  interception  of  electronic  communications  for  the  investigation  of  serious 
crimes.  This  extraordinary  technique  is  critical  to  law  enforcement's  mission.  Law 
enforcement  agencies  c£in  conduct  lawfiilly  authorized  electronic  surveillance  when 
traditional  investigative  techniques  are  determined  to  be  ineffective  or  too  dan- 
gerous. 

To  conduct  lawful  electronic  siui^eillance,  law  enforcement  agencies  reqiiire  access 
to  the  commimications  associated  with  the  subject  of  investigation  (that  is,  intercept 
subject).  In  this  process,  law  enforcement  agencies  rely  on  the  cooperation  and  as- 
sistance of  the  providers  of  electronic  communications  services.  A  nxunber  of  legal 
instruments  permit  law  enforcement  to  collect  information  on  or  about  a  subject's 
electronic  commimications.  These  instruments  include  court  orders  (such  as  pen  reg- 
ister, Titie  III,  traps,  and  traces),  search  warrants,  subpoenas,  and  other  lawful  au- 
thorizations. 

Recent  and  continuing  advances  in  electronic  communications  technology  and 
services  challenge,  and  at  times  erode,  the  ability  of  law  enforcement  agencies  to 
fully  implement  lawful  orders  to  intercept  communications.  These  advances  also 
challenge  the  ability  of  electronic  commumcations  service  providers  to  meet  their  as- 
sistance responsibilities.  The  law  enforcement  commiinity  needs  the  continued  co- 
operation of^  electronic  commimications  service  providers  to  meet  the  challenges  of 
conducting  electronic  surveillance  on  emerging  and  future  technologies.  Law  en- 
forcement is  not  seeking  to  slow  the  pace  of  the  evolution  of  electronic  conununica- 
tions.  In  fact,  advanced  communications  features  and  services  benefit  law  enforce- 
ment and  the  American  pubUc.  As  new  technologies  and  services  emerge,  law  en- 
forcement is  attempting  only  to  ensure  that  capabilities  exist  for  protecting  public 
safety  through  the  use  of  lawful  interception. 

SCOPE 

This  document  presents  the  requirements  of  federal,  state,  and  local  law  enforce- 
ment agencies  to  conduct  lawful  electronic  surveillance  with  regard  to  users  of  elec- 
tronic communications  services.  Its  purpose  is  (1)  to  serve  as  a  framework  for  con- 
tinued cooperation  with  the  electromc  communications  industry  in  the  development 
of  approaches  for  meeting  law  enforcement's  electronic  siirveillance  requirements, 
and  (2)  to  preserve  electronic  surveillance  capabilities  associated  with  intercept  au- 
thority as  established  by  applicable  federal  and  state  laws. 

The  requirements  are  intended  to  set  out  key  elements  needed  for  the  technical 
and  operational  implementation  of  lawful  interceptions  of  electronic  communica- 
tions. Although  the  requirements  are  intended  to  be  broad  enough  to  address  exist- 
ing or  future  communications  technologies,  the  clarifications  and  examples  support- 
ing the  requirements  may  be  specific  to  a  current  technology  or  service.  As  addi- 
tional technologies  emerge,  new  communications  services  andfeatures  will  be  intro- 
duced after  the  publication  of  this  document.  Consequentiy,  the  information  pre- 
sented in  this  docviment  may  not  be  all-inclusive.  Law  enforcement  recognizes  the 
need  to  ensure  cm  understanding  of  the  requirements  as  the  electronic  commimica- 
tions industry  accommodates  the  requirements  in  the  development  of  technologies 
and  services.  Law  enforcement  also  understands  the  need  to  periodically  clarify  the 
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information  presented  in  this  docxunent  to  account  for  new  services  and  featxires 
identified  by  service  providers. 

Access  to  the  communications  of  an  intercept  subject  is  made  available  by  the 
service  provider  in  accordance  with  a  lawful  authorization  from  law  enforcement.  As 
is  the  case  under  ciurent  statute,  "No  cause  of  action  shall  Ue  in  any  court  against 
any  provider  of  wire  or  electronic  communications  service,  its  officers,  employees,  or 
agents,  landlord,  custodian,  or  other  specified  person  for  providing  information,  fa- 
culties, or  assistance  in  accordance  with  the  terms  of  a  court  order  or  certification 
under  this  chapter."^  Law  enforcement's  requirements  in  no  way  alter  the  provi- 
sions of  existing  statutes. 

DOCUMENT  ORGANIZATION  AND  MAINTENANCE 

The  remainder  of  this  document  is  organized  into  two  sections  followed  by  a  glos- 
sary. Section  2  presents  law  enforcement's  nine  requirements  for  the  surveillance 
of  electronic  communications.  These  nine  requirements  are  listed  in  bold  type  and 
are  the  same  as  those  presented  in  Law  Enforcement  Requirements  for  the  Surveil- 
lance of  Electronic  Communications,  July  1992.  The  words  used  to  express  Require- 
ments 1,  3,  and  5  have  been  modified  to  better  convey  their  intent  based  on  com- 
ments received  firom  industry.  The  textual  modifications  are  as  follows: 

•  In  Requirement  1,  the  original  text  was  modified  to  clarify  that  the  requirement 
is  for  access  to  communications  transmitted  to  and  from  any  identifier  associ- 
ated with  the  intercept  subject  (not  just  the  identifier  of  the  intercept  subject's 
terminal  eqmpment).  Text  was  also  added  to  clearly  convey  that  a  service  pro- 
vider served  with  a  lawful  authorization  is  responsible  for  providing  law  en- 
forcement with  access  to  an  intercept  subject's  communications  while  the  sub- 
ject is  within  service  areas  operated  by  that  service  provider.  Access  is  required 
as  long  as  the  service  provider  maintains  access  to  the  intercept  subject's  com- 
munications. Law  enforcement  is  not  asking  for  an  automatic,  seamless,  nation- 
wide intercept  capability  for  subjects  traveling  across  multiple  service  provider 
boundaries,  in  all  circumstances,  access  to  network  features  used  to  intercept  a 
subject's  communications  is  controlled  by  service  providers  and  not  by  law  en- 
forcement agencies. 

•  In  Requirement  3,  the  term  "remote"  and  the  words  "away  from  the  intercept 
access  point  and/or  the  intercept  subject's  terminal  equipment"  have  been  de- 
leted to  remove  confusion  regarding  the  intent  of  this  requirement.  The  changes 
reinforce  the  intent  of  tiie  requirement.  Once  a  service  provider  has  access  to 
the  intercepted  communications,  law  enforcement  requires  delivery  of  the  com- 
munications to  a  designated  monitoring  facility.  Again,  access  to  any  intercept 
feature  is  controlled  by  the  service  provider  and  not  by  law  enforcement  agen- 
cies. 

•  In  Requirement  5,  the  words  "prior  to  intercept  implementation  and  during  the 
intercept"  were  moved  to  the  end  of  the  sentence  to  clarify  the  requirement.  Re- 
quirement 5  states  that  information  is  required  to  verify  the  association  of  the 
intercepted  communications  with  the  intercept  subject.  This  requirement  also 
states  that  information  on  a  subject's  services  and  features  is  required  and  may 
be  requested  before  intercept  implementation  or  diuing  the  intercept. 

Section  3  provides  a  set  of  supporting  clarifications  and  examples  for  each  require- 
ment. A  glossary  containing  a  ust  of  key  words  and  phrases  used  in  the  require- 
ments follows  Section  3. 

Due  to  the  continxiing  evolution  of  electronic  communications  technology,  this  doc- 
\iment  will  be  reviewed  periodically  and  updated  as  needed.  Any  comments  or  rec- 
ommendations should  be  forwarded  to: 

Assistant  Director, 
Information  Resources  Division, 
Federal  Bureau  of  Investigation, 
JEH  FBI  Bviilding, 
Washington,  DC 


Requirement  6.  Law  enforcement  agencies  require  service  providers  to  make  provi- 
sions for  implementing  a  number  of  simxiltaneous  intercepts.  (Intercept  demand  will 
be  estimatea  through  a  cooperative  industry  and  law  enforcement  effort.) 


1 18,  U.S.C.  2511(2)(c)(ii) 
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Reauirement  7.  Law  enforcement  agencies  require  service  providers  to  expedi- 
tiously provide  access  to  the  communications  of  the  intercept  subject. 

Requirement  8.  Over  the  intercept  period,  law  enforcement  agencies  require  that 
the  reliability  of  the  services  supporting  the  intercept  at  least  equals  the  reliability 
of  the  communication  services  provided  to  the  intercept  subject. 

Requirement  9.  Law  enforcement  agencies  require  the  quality  of  service  of  the 
intercepted  transmissions  forwarded  to  the  momtoring  facility  to  comply  witii  the 
performance  standards  of  the  service  providers. 

Clarifications  and  Examples 

The  nine  requirements  presented  in  Section  2  are  restated  in  this  section  in  bold 
type.  Paragraphs  containing  clarifications  and  examples  follow  each  requirement  as 
a  means  for  conveying  overall  intent.  Law  enforcement's  svu^eillance  authorities  in- 
clude all  forms  of  electronic  communications.  However,  as  a  result  of  intensive  dis- 
cussions with  the  telecommunications  industrv,  most  of  the  clarifications  and  exam- 
ples in  this  section  are  in  terms  of  telephony,  but  apply  equally  to  all  electronic  com- 
munications service  providers.  The  clarifications  are  only  illustrative  and  are  an  aid 
for  interpreting  the  intention  of  requirement.  The  nine  requirements  in  bold  type 
folly  encompass  and  reflect  law  enforcement's  requirements  for  lawfiil  intercepte 
and  are  not  intended  to  be  replaced  or  limited  by  the  clarifications  and  examples 
provided  in  this  section. 

REQUIREMENT  1  (COMMUNICATIONS  ACCESS) 

Law  enforcement  agencies  require  access  to  the  electronic  communications  transmit- 
ted, or  caused  to  be  transmitted,  to  and  firom  the  number,  terminal  eqmpment, 
or  other  identifier  associated  with  the  intercept  subject  throughout  the  service 
areas  operated  by  the  service  provider  served  with  a  lawful  authorization.  Law 
enforcement  agencies  also  require  access  to  generated  call  setup  information 
necessary  to  identify  the  calling  and  called  parties.  Law  enforcement  agencies 
will  coordinate  delivery  of  these  communications  with  the  service  provider  in  ac- 
cordance with  Requirement  3  for  each  service  area. 

The  primary  req[uirement  of  law  enforcement  agencies  is  for  access  to  the  elec- 
tronic communications  transmitted,  or  caused  to  be  transmitted,  to  and  from  tiie 
intercept  subject.  In  all  circumstences,  access  to  network  features  used  to  intercept 
a  subject's  communications  is  controlled  by  service  providers  and  not  by  law  enforce- 
ment agencies.  The  requirement  for  access  to  an  intercept  subject's  communications 
by  law  enforcement  does  not  imply  automatic  activation  or  deactivation  of  inter- 
cepts. Law  enforcement  agencies  will  continue  to  interface  with  service  provider  se- 
cvuity  personnel  to  request  intercept  activation  and  deactivation. 

Under  Requirement  1,  access  to  an  intercept  subject's  communications  includes 
call  setup  information  and  call  content.  Law  enforcement  agencies  need  access  to 
call  setup  information  (for  example,  originating  line/number  identification,  terminat- 
ing line/nvunber  identification)  for  all  completed  and  attempted  calls.  An  attempted 
call  is  a  call  that  was  initiated,  but  failed  to  esteblish  a  connection  between  the  call- 
ing and  called  parties  (for  example,  when  a  busy  signal  was  received).  Access  to  caU 
content  is  required  for  calls  placed  by  and  to  the  intercept  subject,  including  calls 
that  have  been  redirected  or  nave  mmtiple  call  recipients.  The  obligation  of  service 
providers  to  provide  access  when  custom  calling  features  are  invoked  depends  on 
whether  the  service  provider  that  received  the  authorized  intercept  request  main- 
tains access  to  the  call. 

The  requirement  for  lawful  access  to  call  content  and  call  setup  information  also 
applies  to  mobile  telecommunications  services.  Law  enforcement  requires  access  to 
an  intercept  subject's  communications  throughout  the  service  areas  operated  by  the 
service  provider  served  with  a  lawful  authorization.  With  the  use  of  emerging  tech- 
nologies, the  location  of  an  intercept  subject's  access  to  the  network  may  vary  during 
a  call  or  call  attempt  (for  example,  while  roaming  or  when  redirecting  calls).  Law 
enforcement  recognizes  the  need  to  coordinate  the  delivery  of  communications  with 
service  providers  oefore  interception  occurs. 

CALL  SETUP  INFORMATION 

Law  enforcement  agencies  reauire  access  to  all  available  call  setup  information  for 
all  attempted  and  completed  calls  originated  by  or  terminating  to  the  intercept  sub- 
ject. Call  setup  information  includes,  but  is  not  limited  to  the  following: 
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•  Information  regarding  the  intercept  subject's  line* 

•  Information  regarding  the  calling  party's  line 

•  Dialing  and  signaling  information  generated  by  the  intercept  subject 

•  Directory  nvunbers  used  in  transferring  or  forwarding  calls 

•  Notification  that  a  call  or  call  attempt  occurred. 

Line  Information  for  Terminating  Calls.  Law  enforcement  agencies  require  access 
to  call  setup  information  for  all  completed  and  attempted  calls  to  the  intercept  sub- 
ject. In  this  case,  call  setup  information  refers  to  information  on  both  the  subject's 
and  the  calling  party's  line.  Access  to  information  about  the  subject's  line  is  reqtiired 
for  all  calls  terminating  to  the  intercept  subject.  Access  to  information  about  the 
calling  party's  line  is  required  when  it  is  delivered  to  the  service  provider  supporting 
the  called  intercept  subject's  communications.  The  type  of  line  information  available 
for  both  parties  depends  on  the  communications  services  in  use  by  the  calling  party 
and  tlie  intercept  subject.  Exhibit  3-1  lists  a  nimiber  of  examples. 

Exhibit  3-1 

information  about  calls  terminating  to  the  intercept  subject 


CAT.I,TNG  PARTY'S 
UNE  I?4FORMATION 

SERVICE  TYPE 

INTERCEPT  SUBJECT'S 
UNE  INFORMATION 

•    IJirectory  Number  (DN) 

Plain  Old  Telephone 
1       Service  (POTS) 

•    Directory  Number  (DN) 

•  Associated  Directory  Number 

•  Lii^c  Equipmert  Identifier 

•  Call  Typo/Bearer  Capability 

•  Service  Profile  Identifier  (SPID) 

Integrated  Services 

Digital  Netvk'ork 

(ISDN) 

•  Associated  Directory  Number 

•  Line  Equipment  Identifier 

•  Call  Type/Bearer  Capability 

•  Service  Profile  Identifier  (SPID) 

•    Numl>ers  used  by  the  service 
provider  switcti  to  identify  the 
PBX  and  the  caller  behind  the 
PBX 

Directory  Number  of  the  PBX 
-    Station  identifier  of  the 

calling  party  {if  available) 

Private  Branch 
Exchange  (PBX) 

•    Numbers  used  by  the  service 
provider  switch  to  identify  the 
PBX  and  the  caller  behind  the 
PBX 

-  Directory  Number  of  the  PBX 

-  Station  identifier  of  the 
called  party  (if  available) 

I  •    Directory  Number 

Coin 

•    Directory  Number 

1  •    Electronic  Serial  Number  (ESN) 
1  •    Mobile  Identification  Number 
1        (MIN) 

Cellular 

•  Electronic  Serial  Number  (ESN) 

•  Mobile  Identification  Number 
(MIN) 

1  •    Personal  Number/Directory 
Number 
•    Terminal  Equipment  Identifier 

Personal 

Communications 

Service  (PCS) 

•  Personal  Number/Directory 
Number 

•  Terminal  Equipment  Identifier 

•  Directory  Number 

•  Other  available  items,  for 
example.  Automatic  Numbering 
Identification  (AND 

Other  Special  and 

Proprietary  Customer 

Premises  Equipment 

(CPE)  Interfaces 
(Non-POTS  or  Non- 
ISDN  Signaling) 

•  Directory  Number 

•  Other  available  items,  for 
example.  Automatic  Numbering 
Identification  (AND 

Line  Information  for  Originating  Calls.  When  the  intercept  subject  originates  a 
call,  law  enforcement  requires  access  to  information  about  the  communications  line 
used  by  the  subject.  The  information  available  to  describe  a  subject's  line  varies 
based  on  the  type  of  communications  service  used  by  the  intercept  subject.  Types 
of  line  identifiers  include  directory  nximbers  (DN),  mobile  identification  numbers 
(MIN),  and  personal  numbers.  Exhibit  3-2  presents  several  examples  of  information 
needed  about  the  subject's  line  and  required  by  law  enforcement  agencies  when  the 
intercept  subject  originates  a  call. 


3  The  term  'line"  is  used  broadly  to  refer  to  the  transmission  path  from  a  subscriber  terminal 
to  the  network.  This  transmission  path  may  be  via  a  wireline  or  wireless  medium  (for  example, 
copper  wire,  radio  link). 
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Exhibit  3-2 
information  about  the  subject's  line  when  the  subject  originates  calls 


SERVICE  TYPE 

LINE  INFORMATION 

Plain  Old  Telephone  Service  (POTS) 

•    Directory  Number  (DN) 

Integrated  Services  Digital  Network 
(ISDN) 

•  Directory  Number  Associated  With  the  Call 

•  Line  Equipment  Identifier 

•  Call  Type/Bearer  Capability 

•  Service  Profile  Identifier  (SPID) 

Private  Branch  Exchange  (PBX) 

•    Numbers  used  by  the  service  provider  switch  to 
identify  the  PBX  and  the  caller  behind  the  PBX: 

-  Directory  Number  of  the  PBX 

-  Originating  station  identifier 

1                                 Coin 

•    Directory  Number    • 

Cellular 

•  Electronic  Serial  Number  (ESN) 

•  Mobile  Identification  Number  (MIN) 

Personal  Conrununications  Service  (PCS) 

•  Personal  Number/Directory  Number 

•  Terminal  Equipment  Identifier 

Other  Special  and  Proprietary  Customer 
Premises  Equipment  (CPE)  Interfaces 
(Non-POTS  or  Non-ISDN  Signaling) 

•  Directory  Number 

•  Other  available  items,  for  example.  Automatic 
'Numbering  Identification  (AND 

Dialing  and  Signaling  Information.  In  addition  to  the  subject's  line  information, 
law  enforcement  agencies  require  access  to  the  dialing  the  signaling  information 
generated  by  the  subject  for  all  calls  originated  by  the  intercept  subject.  Examples 
of  dialing  and  signaling  information  include  the  following: 

•  All  digits  dialed  by  the  subject  and  any  signaling  information  used  to  establish 
or  direct  call  flow 

•  Subsequent  dialing  information  generated  by  the  subject  after  cut-through 

•  The  terminating  number  of  the  destination  derived  by  the  originating  switch 
based  on  its  interpretation  of  the  subject's  dialed  digits  or  other  call  dirMtion 
commands. 

Redirection  Numbers.  Access  to  call  setup  information  also  includes  redirection 
niunbers  when  calls  are  forwarded  or  transferred  using  custom  calling  features.  Law 
enforcement  requires  access  to  the  forwarded-to  number  when  the  intercept  subject 
transfers  or  forwards  calls  to  another  niimber.  For  a  call  terminating  to  the  inter- 
cept subject,  law  enforcement  agencies  require  access  to  any  available  redirection 
numbers  when  multiple  forwards  or  transfers  are  involved  in  the  call  attempt.  As 
an  example,  a  call  initiated  by  a  calling  party  may  be  forwarded  or  transferred  sev- 
eral times  before  reaching  the  intercept  subject.  Law  enforcement  requires  the  num- 
ber of  the  calling  party  that  originated  the  call,  as  well  as  any  available  intermedi- 
ate numbers  used  to  redirect  the  call.  Exhibit  3-3  illustrates  several  all  redirection 
scenarios. 
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Exhibit  3-3 

call  redirection  scenarios* 


Ongoing  Call  Transferred  By  The  Intercept  Subject 

A  ^         ONGOING  CALL  D  CALLTRANSFEFRED  ^ 

Calling  or  Called  Party  Intercept  Subjtcl  New  Party 


Call  Redirected  By  The  Intercept  Subject 


D  CALLFOKWAXDED  ^^ 


Calling  Party  Inlercept  Subject's  Intercept  Subjects 

Usual  Destination  Temporary  Destination 

Address  Address 


D  CALL  FORWAKDED  /^  CALL  FORW Alt  DED  T^ 


Inieicepc  Subject 


Inlennediale  Intermediate  Called  Party 

Number  Number 


•  A,  B,  C,  and  D  may  represent  the  same  or  different  switches 

Call  Attempt  Alerts.  Law  enforcement  agentdes  require  notification  of  all  call  at- 
tempts placed  to  or  by  the  intercept  subject.  For  example,  in  the  case  of  a  wireline 
intercept  on  a  local  loop,  law  enforcement  generates  a  time  stamp  after  detecting 
the  local  exchange  carrier's  (LEG)  signaling  for  on-hook,  ringing,  and  off-hook.  How- 
ever, local  exchange  carrier  signaling  protocols  may  change  with  emerging  tech- 
nologies. In  future  implementations,  out-of-band  signaling  using  signaling  transfer 
points  (STP)  may  replace  in-band  protocols  currently  used  by  law  enforcement  to  de- 
tect call  activity.  Therefore,  law  enforcement  agencies  require  some  form  of  notifica- 
tion to  provide  a  trigger  for  monitoring  equipment. 

CALL  CONTENT 

Law  enforcement  agencies  require  access  to  call  content  for  all  calls  originating 
firom  and  terminating  to  the  intercept  subject's  fixed  or  mobile  number,  terminal 
equipment,  or  otiier  identifier.  Access  to  call  content  is  required  regardless  of  the 
type  of  communications  used  in  the  call  including  cases  when  the  communications 
between  the  intercept  subject  and  other  parties  are  sent  and  received  over  separate 
channels.  The  communications  between  the  intercept  subject  and  other  parties  may 
take  place  vising  wireline  systems,  wireless  (mobile)  systems,  or  a  combination. 

Service  Arrangements.  In  a  wireline-to-wireline  call,  both  the  calling  and  called 
parties  use  traditional  wireline  services.  Examples  of  wireline  services  include  coin, 
Plain  Old  Telephone  Service  (POTS),  and  Integrated  Services  Digital  Network 
(ISDN).  In  a  wireline-to-mobile  or  mobile-to-wireline  call,  one  party  uses  a  mobile 
communications  service  while  the  second  party  uses  a  wireline  service.  With  mobile 
communications  services,  the  service  subscriber  is  able  to  communicate  as  he  or  she 
moves  within  a  given  region  or  area.  Cellular  emd  Personal  Comm\inications  Service 
(PCS)  are  examples  of  mobile  services.  When  both  parties  use  a  mobile  service,  the 
call  is  referred  to  as  mobile  to  mobile.  Exhibit  3-4  illxistrates  these  types  of  call  sce- 
narios. 
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Exhibit  3-4 

wireline  and  mobile  communications  examples 


Wireline-to- Wireline  Call 


Wirelme  Phone       L«:«l  E^chwge 
End  Office 


Local  Exchange 
End  Office 


Wireline  Phone 


Wireline-to-Mobile  or  Mobile-to- Wireline  Call 


D.>>u  Link 


Wireline  Phone     L<«*1  Exchmge 
End  Office 


Mobile  Telephone 
Switching  Office 


Voice  Circuits 


Cell  Site 


Mobile  Unit 


Mobile-to-Mobile  Call 


DauUnk 


Data  Link 


Voice  Circuits  ~  Voice  Circuits 

Cell  Site  Mobile  Telephone  Cell  Site 

Switching  Office 


In  each  of  the  scenarios  presented  in  Exhibit  3-4,  the  call  is  switched  by  a  specific 
entity  before  terminating  to  or  after  being  originated  by  the  intercept  subject.  Law 
enforcement  agencies  require  access  to  caJl  content  regardless  of  the  entities  used 
to  switch  the  calls.  For  example^  in  a  mobile-to-mobile  or  wireline-to-mobile  c^  the 
call  may  be  switched  at  a  cell  site,  at  a  Mobile  Telephone  Switching  Office  (MliSO), 
or  at  a  Personal  Communications  Switching  Center  (PCSC). 

Custom  Calling  Features.  Access  to  call  content  includes  calls  that  have  been  redi- 
rected or  have  multiple  call  recipients.  The  obligation  of  service  providers  to  provide 
access  when  custom  calling  features  are  invoked  depends  on  whether  the  service 
provider  that  received  the  authorized  intercept  request  maintains  access  to  the  call. 
When  custom  calling  features  are  invoked,  the  service  provider  that  received  the  au- 
thoiized  intercept  request  is  req\iired  only  to  provide  access  to  call  content  as  long 
as  the  service  provider  maintains  access  to  the  communications.  When  an  intercept 
subject  uses  a  redirection  feature  that  causes  the  loss  of  call  access  by  the  service 
provider,  law  enforcement  requires  notification  of  the  identity  of  the  new  service 
provider  now  supporting  the  subject's  commxinications.  If  the  new  service  provider's 
identity  is  unavailable,  law  enforcement  requires  any  information  that  will  permit 
law  enforcement  agencies  to  determine  the  new  service  provider's  identity.  In  all 
cases,  law  enforcement  agencies  will  coordinate  delivery  of  communications  in  ad- 


vance. 


MOBILITY 

The  requirement  for  lawfiil  access  to  call  content  and  call  setup  information  ap- 
plies equally  to  mobile  telecommunications  services.  With  mobile  telecommuni- 
cations services,  a  subscriber  may  move  fireely  within  predefined  areas  and  commu- 
nicate using  portable  units,  terminals,  or  personal  numbers.  Law  enforcement  re- 
quires access  to  an  intercept  subject's  communications  throughout  the  service  areas 
operated  by  the  service  provider  that  has  been  served  with  a  lawiul  authorization 
to  intercept.  When  an  intercept  subject  travels  into  another  service  provider's  area, 
law  enforcement  requires  access  to  ongoing  calls  only  if  the  service  provider  main- 
tains access  to  the  subject's  communications.  When  access  to  the  subject's  call  is  not 
maintained,  law  enforcement  requires  the  identity  of  the  visited  service  provider  or 
information  that  will  permit  agencies  to  determine  the  visited  service  provider's 
identity. 
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The  following  clarifications  and  examples  focus  on  cellular  communications,  which 
is  an  existing  and  well  vmderstood  technology.  However,  the  requirements  apply 
equally  to  other  mobile  commvmications  services. 

Handoffa.  Law  enforcement  agencies  require  continuous  access  to  all  ongoing  calls 
regardless  of  any  handoffs  that  may  occur,  as  long  as  the  service  provider  retains 
access  to  the  caU.  This  includes  cases  where  the  intercept  subject  moves  within  a 
service  provider's  system  or  between  service  provider  systems.  Exhibit  3-5  illus- 
trates the  case  when  an  intercept  subject,  using  a  cellular  service,  travels  into  an- 
other service  provider's  area  during  an  active  call.  In  this  illustration,  the  Mobile 
Telephone  Switching  OfQce  serving  the  end  user  maintains  access  to  the  call  and 
continues  to  provide  law  enforcement  with  access  to  the  intercept  subject's  commu- 
nications. 

Exhibit  3-5 

a  mobile  intercept  subject's  communications 


Mobile  Telephone 
Switching  Office 


Location 
Regbter 


SERVICE  PROVIDER  A 


Wireline  Phone 
{Catling  or 
Called  Parly) 


Intercept 
Subject 


\       Mobile  Telephone 
■^     Switching  Office 


Location 
Register 


>Ori{liul 
'     (UllPalh 
■w         Kuuloff 
'  ^     (jUPMh 
-^        Sub^ 
^^^^       Uovcmntf 


Roaming.  The  access  requirement  applies  when  the  intercept  subject  uses  roam- 
ing featiires.  This  reqviirement  assvunes  that  service  providers  supporting  the  sub- 
je^B  communications  have  received  the  appropriate  lawful  authorization  from  law 
enforcement  and  that  delivery  of  the  commvmications  has  been  coordinated.  Law  en- 
forcement is  not  asking  for  an  automatic,  seamless,  nationwide  intercept  capability 
for  subjects  traveling  across  multiple  service  provider  bovmdaries.  A  service  provid- 
er's network  may  encompass  local,  regional,  or  interstate  areas  depending  on  the 
scope  coverage  offered  by  the  service  provider.  However,  when  a  service  provider  of- 
fers a  nationwide  service  and  lawful  authorizations  permit  interception,  law  enforce- 
ment agencies  reqviire  access  to  commxmications  for  an  intercept  subject  roaming 
within  5iat  service  provider's  network. 

Registration  Information.  Law  enforcement  agencies  require  access  to  information 
regarding  the  identity  of  service  providers  requesting  visit  registration  authorization 
for  an  intercept  subject.  For  cellular  services.  Exhibit  3-6  depicts  the  case  when  an 
intercept  subject  travels  into  a  new  service  provider's  area  and  requests  service. 
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Exhibit  3-6 
registration  information  exchange 


HONfE  CELLULAR  r     ->« 

NETWORK  J^  Home  Location 

Register 


Visited  Location 
Register 


Mobile  Tel^hone 
Switching  Office 


The  exhibit  illxistrates  that  during  registration,  information  is  exchanged  between 
the  original  service  provider's  location  register  and  the  visited  location  register.  The 
ori^nal  service  provider  is  under  an  existing  lawful  authorization  to  provide  access 
to  the  intercept  subject's  communications.  In  this  example,  law  enforcement  requires 
that  the  original  service  provider  notify  law  enforcement  of  the  new  service  provid- 
er's identity,  or  provide  any  other  information  that  permits  law  enforcement  agen- 
cies to  determine  the  identity  of  the  visited  service  provider. 

Service  Site  Ir^rmation.  ua  certain  situations  and  with  appropriate  lawful  author- 
izations, law  enforcement  agencies  may  request  the  most  accurate  information  avail- 
able from  the  service  provider's  network  elements  regarding  the  site  from  which 
services  are  being  provided  to  the  intercept  subject.  For  example,  in  a  cellular  sys- 
tem, service  site  information  may  include  the  ceU  site  serving  the  intercept  subiect 
or  the  identity  of  the  service  provider  supporting  communications  after  a  handoff. 

REQUIREMENT  2  (REAL-TIME,  FULL-TIME  MONITORING) 

Law  enforcement  agencies  require  a  real-time,  full-time  monitoring  capability  for 
intercepts. 

Real-time /Full-time  Access.  Law  enforcement  agencies  require  real-time  access  to 
an  intercept  subject's  communications  content  ana  call  setup  information.  The  term 
"real-time  in  Requirement  2  refers  to  monitoring  that  occurs  as  the  intercepted 
communications  take  place,  rather  than  the  monitoring  of  a  recording  of  the  commu- 
nications. In  actuality,  there  is  a  small  transmission  delay  from  the  moment  inter- 
cepted communications  occur  to  the  moment  the  signals  reach  the  monitoring  equip- 
ment. Real-time  monitoring  of  data  communications  may  occur  at  any  time  between 
the  sending  of  a  data  transmission  by  the  originating  terminal  equipment  and  the 
receiving  of  the  data  transmission  by  the  destination  terminal  eqmpment.  Full-time 
monitoring  refers  to  the  ability  to  access  and  monitor  all  service  activity  associated 
with  the  intercept  subject  on  a  24  hour-per-day  basis. 

REQUIREMENT  8  (TRANSMISSION) 

Law  enforcement  agencies  require  service  providers  to  transmit  intercepted  com- 
munications to  a  momtoring  facility  designate  by  the  law  enforcement  agency. 

Transmission  of  Intercepted  Communications.  Law  enforcement  agencies  reqvdre 
the  trai^mission  of  the  intercept  subject's  call  content  and  call  setup  information 
to  a  designated  law  enforcement  momtoring  facility.  Access  to  intercept  features  is 
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controlled  by  service  providers.  Law  enforcement  agencies  will  work  with  service 
providers  in  advance  to  arrange  for  delivery  of  intercepted  conununications  to  a 
monitoring  location.  Gviidelines  for  the  transmission  of  intercepted  communications 
are: 

•  If  call  setup  information  and  call  content  are  separated,  law  enforcement  agen- 
cies require  service  providers  to  ensure  accurate  association  of  call  setup  infor- 
mation with  call  content. 

•  Law  enforcement  agencies  require  service  providers  to  be  able  to  transmit  the 
intercepted  communications  to  a  monitoring  location  without  altering  the  call 
content  or  meaning  (exclusive  of  any  signal  formats  required  for  delivery  to  law 
enforcement). 

•  Law  enforcement  agencies  require  that  the  facilities  and  format  for  transmit- 
ting the  interceptea  communications  to  the  monitoring  location  be  standard  or 
generally  availaole  (for  example,  leased  line,  switched  connection,  analog  voice). 
The  formats  will  be  jointly  agreed  upon  by  law  enforcement  and  service  provid- 
ers. 

•  If  the  service  provider  controls  and/or  provides  coding,  compression,  encryption, 
or  any  other  security  technique  on  the  intercepted  communications,  law  enforce- 
ment agencies  require  the  service  provider  to  decode,  decompress,  or  decrypt  the 
intercepted  communications  or  provide  capabilities  for  decoding,  decompressing, 
or  decrypting  the  communications. 

•  Law  enforcement  agencies  require  that  service  providers  use  a  minimum  nxun- 
ber  of  transmission  facilities  to  deliver  the  intercepted  communications  to  the 
monitoring  facihty  (for  example,  today  most  intercepts  for  cellular  communica- 
tions in  service  areas  with  multiple  MTSO's  reqiure  a  connection  from  each 
MTSO  to  the  monitoring  location  for  one  intercept  subject). 

•  As  new  technologies  and  services  are  developed,  law  enforcement  agencies  re- 
qviire  that  service  providers  have  the  ability  to  upgrade  the  deUvery  mechanism 
over  time,  allowing  for  phased  changes  in  law  enforcement  collection  systems. 

REQUIREMENT  4  (TRANSPARENCY) 

Law  enforcement  agencies  require  the  intercept  to  be  transparent  to  all  parties 
except  the  investigative  agency  or  agencies  requesting  the  intercept  and  specific  in- 
diviouals  involved  in  implementing  9ie  intercept  capability.  Law  enforcement  agen- 
cies require  the  implementation  of  safeguards  to  restrict  access  to  intercept  informa- 
tion. 

Transparency  of  Interception.  The  intercept  must  remain  transparent  to  all  parties 
except  for  the  monitoring  agency  and  the  electronic  communications  industry  per- 
sonnel involved  in  implementing  the  intercept.  Law  enforcement  agencies  require 
that  the  intercept  remain  transparent  to  the  intercept  subject,  to  all  parties  called 
by  or  calling  the  intercept  subject,  and  to  any  other  service  subscribers  not  directly 
involved  in  communications  with  the  intercept  subject.  At  a  minimum,  the  trans- 
parency of  an  intercept  may  be  measured  by  the  following  attributes: 

•  Indications  that  an  intercept  is  underway  should  not  be  discernible  to  the  sub- 
ject or  other  psuties.  . 

•  If  the  implementation  of  an  intercept  occurs  dvuing  an  ongoing  call,  the  inter- 
cept shovQd  not  disrupt  or  interrupt  the  ongoing  call  (that  is,  no  interruption 
or  edteration  of  communications  on  active  channels). 

•  If  the  implementation  of  an  intercept  causes  changes  in  the  operation  of  serv- 
ices and  features,  such  changes  shoiild  not  be  perceptible  to  the  subject  or  other 

farties. 
f  any  noise  is  introduced  bv  the  implementation  of  an  intercept,  such  noise 
shovdd  not  be  perceptible  to  the  subject  or  other  parties. 

Safeguards  for  Intercept  Access  and  Transparency.  Service  providers  are  not  ex- 
pected to  ensure  transparency  beyond  the  capabilities  of  their  own  equipment. 

There  may  be  cases  where  the  subject  possesses  sophisticated  equipment  to  detect 
intercepts.  To  meet  transparency  requirements,  the  services  provided  to  the  inter- 
cept suDJect  or  any  other  subscriber  should  continue  to  comply  with  industry  stand- 
ards for  transmission  characteristics. 

Law  enforcement  agencies  also  require  that  the  service  provider's  operating  proce- 
dures contain  safeguards  to  preclude  unauthorized  or  improper  use  of  intercepts  and 
to  prevent  a  compromise  of  transparency.  Example  safeguards  include: 

•  Restrictions  on  access  to  information  about  intercepts. 

•  Security  mechanisms  for  activating  and  deactivating  intercepts  (for  example, 
passwords). 
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•  Physical  security  to  limit  access  to  systems  supporting  intercepts. 

•  Procedures  to  prevent  subjects  fix)m  being  notified  of  service  changes  caused  by 
the  implementation  of  intercepts. 

•  Restriction  of  knowledge  of  intercepts  to  authorized  service  provider  personnel 
(that  is,  personnel  with  a  "need-to-lmow"). 

Service  providers  must  immediately  notify  the  appropriate  law  enforcement  agen- 
cy upon  learning  that  intercept  transparency  was  or  may  have  been  compromised. 

REQUIREMENT  5  (VERIFICATION  INFORMATION) 

Law  enforcement  agencies  require  (1)  information  from  the  service  provider  to 
verify  the  association  of  the  intercepted  communications  with  the  intercept  subject, 
and  (2)  information  on  the  services  and  features  subscribed  to  by  the  intercept  sub- 
ject prior  to  intercept  implementation  and  during  the  intercept. 

Information  Associating  Communications  With  the  Intercept  Subject.  Beised  on 
lawful  inquiry,  law  enforcement  agencies  require  information  to  verify  the  associa- 
tion of  the  intercepted  communications  with  the  network  identifier  (for  example,  di- 
rectory number),  terminal  equipment  identifier,  and/or  personed  number  of  the 
intercept  subject  designated  in  the  lawful  authorization.  Specifically,  coiirt  authori- 
ties require  law  enforcement  agencies  to  verify  that  the  communications  facihty  or 
service  being  intercepted  corresponds  to  the  subject  or  subjects  identified  in  liie  law- 
ful authorization.  To  accomplish  the  verification,  law  erdTorcement  needs  informa- 
tion, such  as  billing  and  caller  identification-related  information,  fi*om  service  pro- 
viders. Service  providers  are  not  expected  to  provide  information  about  the  type  of 
communications  (for  example,  facsimile,  electronic  mail)  or  the  customer  premises 
equipment  used  by  the  intercept  subject. 

Service  Profile  Information.  Law  enforcement  agencies  also  require  that  a  subject's 
service  profile  information  be  made  available  upon  a  lawful  inquiry.  Service  profile 
information  may  be  requested  before  or  dvuing  interception.  Law  enforcement  agen- 
cies require  notification  £rom  service  providers  of  changes  made  to  the  intercept  sub- 
ject's service  profile  during  an  ongoing  intercept  regardless  of  how  the  changes  are 
initiated.  For  example,  a  service  profile  change  may  be  driven  by  a  service  order 
or  directiy  initiated  by  the  intercept  subject. 

REQUIREMENT  6  (SIMULTANEOUS  INTERCEPTS) 

Law  enforcement  agencies  require  service  providers  to  make  provisions  for  imple- 
menting a  number  of  simidtaneous  intercepts.  (Intercept  demand  will  be  estimated 
through  a  cooperative  industry  and  law  enforcement  effort.) 

Multiple,  Simultaneous  Intercepts.  Law  enforcement  agencies  need  to  be  able  to 
perform  mviltiple,  simultaneous  intercepts  within  a  given  senice  provider's  system, 
central  office,  area,  etc.  Law  enforcement  agencies  and  industry  will  need  to  work 
together  to  determine  capacity  ranges  for  use  in  developing  intercept  capabilities  for 
a  changing  telecommunications  environment.  Law  enforcement  agencies  require  a 
service  provider  to  support  all  requested  lawfully  authorized  intercepts  wilJiin  its 
service  area.  As  a  resiut,  law  enforcement  agencies  require  service  providers  to  have 
reserve  intercept  capacities  available  to  meet  unexpected  intercept  demands  that  ex- 
ceed projections.  Law  enforcement  and  industry  snouJd  work  together  to  achieve  a 
"no  held  order"  operating  environment  (that  is,  an  environment  where  all  intercept 
orders  are  fulfilled  bv  service  providers). 

Interception  of  Multiple  Calls  and  by  Multiple  Agencies.  Law  enforcement  agencies 
need  the  ability  to  access  and  monitor  all  simultaneous  calls  originated  or  received 
by  the  intercept  subject.  In  accordance  with  Reqvdrement  4,  miStiple  law  enforce- 
ment agencies  require  the  abihty  to  monitor  the  same  intercept  subject  while  main- 
taining transparency. 

REQUIREMENT  7  (EXPEDITIOUS  ACCESS) 

Law  enforcement  agencies  require  service  providers  to  expeditiously  provide  ac- 
cess to  the  communications  of  the  intercept  subject. 

Access  Activation  I  Deactivation.  Law  enforcement  agencies  require  each  service 
provider  to  have  defined  or  standardized  procedures  for  activating  and  deactivating 
intercepts,  and  to  provide  access  to  the  intercept  subject's  commvmications  within 
24  hours  or  less  upon  receipt  of  a  lawful  intercept  request.  Law  enforcement  agen- 
cies may  also  require  expeditious  access  to  appropriate  technical  resources  or  points 
of  contact  for  assistance  in  activating  the  intercept  or  acquiring  necessary  service 
information  (for  example,  service  site  information  or  service  profile  information). 
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Access  Under  Special  Conditions.  When  special  inside  or  outside  plant  construc- 
tion is  required  to  implement  the  intercept  (for  example,  the  construction  of  a  leased 
line),  law  enforcement  agencies  require  access  to  the  intercept  subject's  communica- 
tions within  5  business  days  or  a  period  determined  feasible  by  the  service  provider 
and  law  enforcement.  In  emergency  situations,"  law  enforcement  agencies  require 
access  to  the  intercept  subject's  communications  within  a  few  hours,  and  access  to 
technical  resovuxes  for  assistance  with  the  intercept.  Law  enforcement  may  elect  to 
defer  some  requirements  in  certain  exigent  circvunstances,  thereby  enabling  a  serv- 
ice provider  to  comply  with  an  order  to  meet  urgent  investigative  needs.  Emergency 
situations  are  determined  by  law  enforcement  and  apply  to  time-critical  investiga- 
tions, such  as  cases  where  rapid  response  is  required  to  eliminate  threats  to  life, 
property,  or  national  secvtrity.  Law  enforcement  will  provide  service  providers  with 
as  much  prior  notification  as  possible.  "Emergency"  situations  relate  to  electronic 
surveillance  conducted  pursuant  to  United  States  Code.^ 

REQUIREMENT  8  (RELIABILITY) 

During  the  intercept  period,  law  enforcement  agencies  require  that  the  reliability 
of  the  services  supporting  the  intercept  at  least  equals  the  reliability  of  the  commu- 
nication services  provided  to  the  intercept  subject. 

Reliability  of  Intercept.  Law  enforcement  agencies  require  that  the  reliability  of 
the  service  supporting  the  intercept  be  at  least  equal  to  the  reliability  of  the  sub- 
ject's service.  Kehabihty  refers  to  the  probability  that  a  system  or  product  will  per- 
form in  a  satisfactory  manner  for  a  given  period  of  time  when  used  under  specified 
operating  conditions.  Law  enforcement  agencies  also  reqviire  that  service  providers 
have  the  ability  to  detect  and  resolve  problems  with  (1)  the  interception  of  call  setup 
information  and  call  content,  and  with  (2)  the  transmission  of  the  intercepted  com- 
mxinications  to  the  designated  monitoring  facility.  Finally,  law  enforcement  agencies 
require  that  service  providers  have  plans  for  ensuring  that  system  upgrades,  soft- 
ware upgrades,  and  other  network  management  procedures  do  not  disrupt  or  termi- 
nate ongoing  intercepts. 

REQUIREMENT  9  (QUALITY) 

Law  enforcement  agencies  require  the  cjuality  of  service  of  the  intercepted  trans- 
missions forwarded  to  the  monitoring  facihty  to  comply  with  the  performance  stand- 
ards of  the  service  providers. 

Quality  of  Intercept.  Law  enforcement  agencies  require  that  the  quality  of  the 
service  supporting  the  intercept  be  at  least  equal  to  the  quality  of  the  subject's  serv- 
ice. Quality  of  service  in  regard  to  the  intercept  refers  to  the  quality  specification 
of  the  communications  channel  or  system  used  to  transmit  the  intercepted  commu- 
nications. For  example,  quality  of  service  may  be  measured  based  on  signal  to  noise 
ratio,  bit  error  rate,  or  any  other  parameter  for  transmission  quality. 

Glossary 

Access.  The  technical  capability  to  interface  with  a  communications  facility,  such 
as  a  communications  line  or  switch,  so  that  law  enforcement  can  monitor  and  re- 
ceive call  setup  information  and  call  content. 

Call.  Any  wire  or  electronic  signaling  information  generated  by  a  hxunan  or  a 
computer  acting  as  an  agent  for  a  hiunan  to  set  up  a  physical  or  virtual  connection 
to  transmit  information  to  another  or  multiple  users  (humans  and/or  computer  proc- 

6SSGS) 

Call  Content.  The  same  as  "contents,"  as  defined  in  18,  U.S.C.  2510(8)  and  with 
respect  to  any  electronic  communication,  includes  any  information  concerning  the 
substance,  purport,  or  meaning  of  that  communication. 

Call  Setup  Information.  When  used  with  respect  to  any  electronic  communication, 
the  information  generated  during  the  establishment  of  communications  or  trans- 
mission of  a  protocol  data  unit,  such  as  a  datagram,  that  identifies  the  origin  and 
destination  ot  the  call.  For  voice  communications,  this  information  is  typically  the 
electronic  pulses,  audio  tones,  or  signaling  messages  that  identify  the  nvunbers 
dialed  or  otherwise  transmitted,  or  caused  to  be  transmitted,  by  the  intercept  sub- 
ject. It  also  includes  incoming  pulses,  tones,  or  messages  that  identify  the  number 
of  the  originating  instrument,  aevice,  or  user.  For  date  services,  this  information  is 
typically  the  source  (caUing)  address  and  destination  (called)  address  contained  in 
fields  of  the  date  unit,  such  as  in  the  header  of  a  fi-ame  or  packet. 


8  18,  U.S.C.  2518(7);  18,  U.S.C.  2518(ll)(b);  18,  U.S.C.  3125(a);  50,  U.S.C.  1805(e) 
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Electronic  Communications.  The  same  as  defined  in  Section  2510(12)  of  18, 
U.S.C,  any  transfer  of  signs,  signals,  writing,  images,  sounds,  data,  or  intelligence 
of  any  nature  transmitted  in  whole  or  in  part  bv  a  wire,  radio,  electromagnetic 
photo-electric,  or  photo-optical  system,  etc.  As  used  herein,  the  term  includes  "wire 
communications,"  as  defined  in  18,  U.S.C.  2510(1). 

Electronic  Surveillance.  The  statutory-based  process  and  the  associated  technical 
capability  and  activities  of  law  enforcement  agencies  related  to  the  interception  and 
monitoring  of  electronic  communications. 

Inside  Plant  Construction.  With  respect  to  wire  and  cable,  any  modification  to  the 
cable  plant  extending  inward  beyond  the  cable  vavilt  (for  example,  central  office 
equipment,  local  area  network  management  center),  including  the  protectors  and  as- 
sociated hardware.  With  respect  to  wireless  networks,  all  fixed  ground  commimica- 
tions  eqviipment  that  is  permanentiy  located  inside  buildings  (for  example,  the 
equipment  within  the  Mobile  Telephone  Switching  Office  of  a  cellular  provider). 

Intercept  Subject.  Person  or  persons  identified  in  the  lawful  authorization  and 
whose  incoming  and  outgoing  communications  are  to  be  intercepted  and  monitored. 

Law  Enforcement.  Federal,  state,  and  local  law  enforcement  agencies. 

Outside  Plant  Construction.  Any  modification  to  the  physical  plant,  such  as  cables, 
poles,  ducts,  conduits,  wire,  fiber,  repeaters,  load  coils,  and  other  equipment  located 
between  central  offices  and  other  switching  entities,  or  between  the  central  office/ 
switching  entity  and  the  customer. 

Roaming.  The  ability  of  subscribers  of  mobile  telecommunications  services  to  place 
and  receive  calls  when  they  are  located  outside  tiieir  designated  home  serving  area. 

Service  Provider.  Any  public,  quasi-pubUc,  or  private  suppUer  of  electronic  commu- 
nications services  provioing  users  the  ability  to  send  or  receive  electronic  commu- 
nications (for  example,  local  and  long  distance  carriers,  competitive  access  providers, 
pubUc  data  service  providers,  and  cellular  service  providers). 

Transmission.  The  act  of  transferring  a  sign,  signal,  writing,  image,  message, 
sound,  data  or  other  form  of  intelligence  (information)  fix)m  one  location  to  another 
by  a  wire,  radio,  electromagnetic,  photo-electronic  or  photo-optical  system. 

Transparency.  The  circxxmstances  wherein  the  parties  to  a  communication  and  im- 
authorized  individuals  (that  is,  individuals  who  are  not  involved  in  implementing 
and  maintaining  the  intercept)  are  unaware  of  ongoing  electronic  surveillance.  For 
example,  when  applied  to  telephone  communications,  transparency  refers  to  the 
interception  of  communications  in  such  a  way  that  the  user  is  unaware  of  the  inter- 
cept, and  that  does  not  affect  the  way  the  telephone  functions  are  used. 

Verification.  The  process  whereby  law  enforcement  can  adequately  demonstrate  to 
a  judge  or  jury  that  the  number  or  other  identifier  (for  example,  telephone  number, 
electronic  mau  address)  targeted  for  interception  corresponds  to  the  person  or  per- 
sons whose  communications  are  being  intercepted.  Typically,  law  enforcement  veri- 
fies the  identity  of  the  subscriber  whose  facility  or  service  is  being  intercepted. 
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